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Abstract The European Union (EU) has attempted to create a harmonised legal system 
in the area of data protection that aims to cover all the EU Member States. This paper 
aims to examine the interaction between society, technology and related law, and to 
explore whether it is practical to consider the EU as a single society under technological 
developments, and as an example, in data protection law. In spite of the diversity of EU 
Member States, this paper seeks to discover the socio-legal and socio-technical realities 
that influenced the harmonised approach in the EU.
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INTRODUCTION

Through the formation of the European 
Union (EU), with its motto ‘unity in 
diversity’,1 a varied group of nations formed 
a European identity. As part of this process, 
many legal principles have been integrated.2 
Since the digital world does not have any 
physical boundary, the data protection law 
(ie, the General Data Protection Regulation 
(GDPR)3), with its relevance to information 
and communications technology, has 
become a key component in this process.4 
This paper explores the reasons, with 
reference to socio-legal perspectives as 
one group of influential components, to 
consider the EU a single entity in drafting 
a uniform and harmonised legal system 
for internet activities. The data protection 
law (or the GDPR) and privacy have been 
mentioned as examples relating to the digital 

environment, but they are not the only 
examples in practice.

In this respect, it is important to 
understand what a socio-legal explanation 
entails. According to the socio-legal 
approach, law and society are interlinked 
in the sense that both of their analyses 
should be performed in the light of each 
other. Particular laws may vary in different 
territories with different social situations, and 
laws have a direct impact on the existence of 
such situations.5

Socio-legal theory encompasses a 
variety of components and admits diverse 
explanations. This paper only argues how 
technology and related laws can work in a 
society, and, as an example, in the EU. The 
research question concerns how the relevant 
legal provisions can be connected to the 
social situation, how the law is practically 



EU as a single digital society with relevance to the socio-legal approach

Journal of Data Protection & Privacy  Vol. 2, 2 1–14 © Henry Stewart Publications 2398-1679 (2018)2

administered and maintained, and how 
it has an impact on that situation. Such 
dynamicity of law could be called ‘law in 
action’.6 It also addresses the demand of new 
laws for the new technologies, as well as the 
development of law in the technological 
and social domains.7 In EU law, the same 
issue is usually discussed under the heading 
of ‘context’: how EU law functions and 
develops, which needs to be understood and 
studied within its given societal, political and 
cultural context.8

The ‘philosophy of the regime’ operates 
behind the formation of the single EU region 
and identical law in particular respects for 
all Member States.9 In examining the recent 
EU data protection law, the GDPR10, the 
scope, lawfulness, cultural and democratic 
practicalities, and social and economic 
interactions of the law within the EU should 
be taken into account to determine its 
effectiveness.11 At the same time, many social 
scientists question whether it is practical 
at all to formulate the same law for all the 
EU countries, because the same law will 
interrelate with each society differently 
when there are various social structures with 
different governmental systems, educational 
status, languages, and economic and cultural 
backgrounds, thus creating different ‘legal 
cultures’.12 Nevertheless, the same concept 
can be analysed from different angles 
and perspectives. Separate articles can be 
composed on the differences in legal cultures 
within the EU and the arguments against 
socio-legal explanations concerning legal 
integration. The purpose of this paper is not 
to deny other factors, but rather it implicitly 
admits other possibilities and influences as 
well. How efficiently the EU authorities 
translate the EU data protection policy 
discussions into a language that speaks to 
data subjects and data controllers covering 
the realities of all Member States is a big 
challenge.

For convenience, the topic of the paper 
is separated into different parts, which are 
elaborated in the following sections. The 

next section clarifies theoretical conceptions 
of technologies in relation to the socio-legal 
approach, mostly from a generalised outlook. 
The following two sections describe the 
specialisation of the data protection law 
and interaction of society with privacy and 
data protection respectively. Both sections 
provide practical examples under data 
protection law in the light of the socio-legal 
approach in general and in the EU. The 
conclusion draws a result derived from the 
arguments in the previous sections.

BACKGROUND STUDY

Analysis of technological developments in 
relation to socio-legal theory
The development of new technologies 
is connected to society and law. Legal 
documents, and more specifically 
information and communications technology 
(ICT) and data protection laws, are regularly 
updated to embrace the changing digital 
environment. The reasoning behind such 
adaptation is to adjust legal provisions to the 
changes in social realities and needs brought 
about by technologies. Apart from the social 
implications, the nature of new technology 
may demand the enactment of new laws. 
Since society is organised by human 
activities, cultural practices and standards; 
laws regulating technology are inevitably 
influenced by the human and cultural 
background of particular societies.13 Broadly 
speaking, socio-political and socio-economic 
factors intersect with technologies in the 
socio-legal domain.

From the legal academic point of view, 
invention, innovation and diffusion are the 
three main steps through which technology 
progresses in a society. Technological 
inventions diffuse through society and are 
thus socially adopted. The socio-legal and 
socio-economic factors are mostly involved 
in the diffusion of different technologies, 
indicating whether and how these 
technologies are accepted in a particular 
society.14
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But it is not a universal truth that laws 
always reflect social standards. The drastic 
development of technologies necessitate the 
introduction of new laws, which may not 
always conform to traditional social beliefs. 
Technologies may be welcomed in the 
society gradually, along with the inevitable 
changes. Thus, long-existing customs and 
beliefs may also change and adjust with new 
technical and legal developments.15

At the same time, some technological 
innovations and particular branches of data 
protection law may appear to conflict with 
the existing norms of society. For example, 
the legal protection of some biological 
inventions may encompass debates with 
regard to social acceptance because they 
may conflict with existing social beliefs. 
Compromise and adjustment from both 
sides may be required to balance their 
interests. It is a practical reality that many 
social institutions and cultures were formed 
long before new technologies came into 
being. It was not possible to foresee the 
impacts of certain technologies when these 
social institutions and customs were formed. 
Hence, there may be debate on how those 
long-standing traditional cultures would 
cope with new technologies: whether the 
technologies would be accepted, reformed 
or rejected, or whether the existing 
social norms and relevant laws should be 
changed.16 In such circumstances, specific 
legal provisions are necessary to solve 
potential disputes.

Thus, some technological initiatives 
might be greeted with legal sanctions, while 
societal practices may take time to adjust to 
them. Again, it is also possible that society 
may not object to certain technological 
advancements, but there may be questions 
regarding legal issues. Hence, there should 
be a balance in combining socio-legal 
aspects addressing new technologies by 
adjusting them with each other. Here the 
visibility and role played by technologies 
exert great influence on the process of 
legal acceptance. In deciding a case, if the 

court prefers technological impact on social 
concerns compared to social structure, then 
the technology becomes ‘visible’ in legal 
recognition.17

Reciprocity among different approaches
The relationship between society and 
technology can be interpreted in a variety 
of ways. According to the exponents of 
the ‘autonomous’ approach, because of 
certain inherent systems of technologies, 
their ‘internal’ rules are more operative 
than ‘external’ ones built for social reasons. 
French social theorist Jacques Ellul was 
a strong supporter of technological 
determinism theory. He expressed the 
dominance of technology through the 
technological philosophy, that is, the 
autonomous or determinist approach of 
technology, in which technologies with 
their efficiencies determine the development 
of society.18 Nevertheless, there is debate 
over accepting the autonomy of technology 
unconditionally. The digital world is 
developed by human beings and the legal 
instruments relating to digitisation are 
sanctioned in a way that is convenient 
for human beings. Since technology is an 
invention of human society, making it 
the dominant influence over society and 
humankind may seem improper; however, 
this approach receives support when 
technology controls and determines human 
behaviour through humans’ excessive and 
increasing dependency on technology.19

Among those who oppose this view 
are ‘instrumentalists’, who believe that 
technology is nothing but a tool with no 
individuality other than human control. 
This view implies that humans invented 
technologies for their own sake. It is the 
intelligence of humans, not the structure 
of the technologies, which determines the 
acceptance of technology. According to 
Langdon Winner, such a view could be 
expressed as ‘the social determination of 
technology’. His theory of technological 
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politics explains that technologies are of 
political use, which leads to the formation of 
larger sociotechnical systems.20

According to the believers of ‘medium 
theory’, in practice, the function of 
technology mostly depends on how it is 
designed by its inventors. Technology’s use 
in society is subject to how it was intended 
by prior choice. What is compelling in this 
concept is the idea that the technological 
medium influences human behaviour. In 
many cases, people have no option but to 
accept the contributions of technology. For 
example, nowadays in many countries it 
is considered a fundamental right to access 
the internet. Through their activities in 
social media, the behaviour and personality 
of a particular person can be deduced, and 
meanwhile their pattern of behaviour and 
personality has changed compared to earlier 
times. With the passage of time, new socio-
institutional effects may arise, rendering 
old technologies obsolete and demanding 
updated ones.21

On the other hand, the constructivist 
thought of historians of technology 
espouses the view that technologies are 
the output of social constructions. Issues 
relating to environmental protection, 
online and wireless communication, labour 
satisfaction, and economic wellbeing as 
well as political stance operate behind the 
socio-legal acceptance of technologies. All 
these factors are the functional components 
of constructivist theory. The socio-
legal interrelation of technology with an 
in-between approach among different 
approaches is preferred in constructivist 
thought by considering the technologies 
‘socially shaped’.22

Andrew Feenberg suggests the ‘critical 
theory of technology’, focusing on the 
broader context of technology, which 
admits technological and political rationality. 
By combining different philosophical 
theories with the constructivist approach, 
it explains how technological systems in 
capitalist societies develop largely as a 

consequence of the dominant systems of 
industrial civilisation. This theory admits 
that, with time, technology changes and 
adjusts to the demands of new eras and 
societies.23 Feenberg offers a vision of the 
democratisation of technologies promoting 
a society and virtual communication system 
with greater freedom.24

American Professor Hellen Nissenbaum 
developed the theory of contextual 
integrity on privacy in her book Privacy in 
Context: Technology, Policy, and the Integrity 
of Social Life. She defined contexts as ‘the 
structured social systems that have evolved 
to manage and accomplish aspects of social 
life recognised as fundamental in a given 
society’.25 According to Nissenbaum, 
distribution and protection of information, 
including sensitive and personal information 
such as information on healthcare, political 
activities and education, depends largely on 
norms of distinct social contexts.26 Setting 
the idea of control over personal information 
as limiting privacy, she introduced an 
‘alternative account of privacy’ by analysing 
social contexts.27

Nissenbaum’s theory on contextual 
integrity is crucial in the study of privacy 
in the technological domain in relation to 
the social and political contexts of the EU. 
Technological platforms such as Google 
remain the same in different social spheres, 
and technological use corresponds to and 
interacts with various social domains and 
contexts differently. Thereby, a particular 
social sphere and context implicitly or 
explicitly transmits a reasonable expectation 
of privacy depending on the socio-
technical realities and developing varying 
informational norms on data flows.28

HOW IS THE DATA PROTECTION LAW 

UNIQUE IN REPRESENTING THE EU 

AS A SINGLE ENTITY?

The present world is a digital world. 
This digital world is rapidly evolving, 
demanding enactment of related law. Data 
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protection law is one of the most common 
and important. How the digital or online 
world interacts with and brings changes to 
the existing social circumstances and how 
society accepts the digital environment 
and the respective laws are questions under 
socio-legal research.

General nature of the internet and EU data 
protection law connecting society
The services of multinational technology 
companies facilitating internet activities are 
inherently global in nature. But different 
governments across the world are framing 
ICT and data protection laws according to 
the socio-political realities of their respective 
countries. The same technological structure 
may be of different social uses in different 
territories and times.29 National ICT and 
data protection laws defining internet users’ 
activities may differ substantially from 
country to country, while the internet 
remains the same all over the world. 
On the one hand, regulation of internet 
activities operates directly to frame the social 
acceptance of technology in a particular 
country, and on the other hand, different 
social structures also compel legislators 
to draft laws regulating internet activities 
differently. In many countries, including 
China, Saudi Arabia, North Korea, Cuba 
and Syria, internet activities are controlled 
and limited by the governments by means 
of legal provisions on political or religious 
grounds, which can be interpreted as cultural 
or political control over technologies.30 
It is a relevant question whether it is 
possible or practical to introduce different 
technologies considering different socio-legal 
perspectives, or at least introduce ‘alternative 
technologies’ or alter existing technologies 
for the social circumstances of a particular 
society.31 In reality, there is the existence of 
‘Google.cn’, which establishes the possibility 
of different or alternative technologies 
because of the varied socio-legal and 
political motivation operative in different 

states (however, a dispute arose regarding 
Google.cn for China, and Google decided to 
dissolve that subsidiary in 2010).32

Regarding the EU, there are differences 
in governmental systems, languages, 
economic, cultural and political sectors, 
between the states of northern and 
southern Europe, and also between the 
states of eastern and western Europe. Legal 
integration within EU countries is not very 
easy, which necessitated legal pluralism 
under the socio-legal realities of the EU.33 
At the same time, considering the special 
nature of internet and data protection law, 
it is also true that the political and cultural 
differences in the EU are not so extreme 
as to pose insurmountable difficulties in 
framing harmonised data protection law 
mechanisms.

Eugen Ehrlich was the pioneer in 
addressing law within the context of 
multiculturalism and recognising legal 
pluralism among different nationalities, 
cultures, languages, economies and 
social diversities. Thus, the European 
legal pluralism and influence of modern 
globalisation are exemplars of his idea of 
‘living law’.34 According to Volkmar Gessner 
and David Nelken, in pursuance of Ehrlich’s 
theory, European law should include 
multiculturalism and meet different socio-
legal outlooks with a single legal framework. 
Ehrlich was criticised for not defining the 
criteria to determine the plurality in Europe 
for regulatory reasons.35 For the purposes of 
this paper, the common nature and use of 
internet and technology throughout the EU, 
as well as political and economic integration 
within EU, might be described as the criteria 
in determining plurality in EU for regulatory 
purposes.

Generally, the dominance of 
economically developed nations is easily 
perceivable from the interrelated global 
economy, which undoubtedly has an 
impact on social, legal, environmental 
and political domains. The dominance of 
Western European democracy over the 
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running infrastructure of the EU is clearly 
visible. But what about the position of 
Western Europe before an apparently more 
powerful entity, that is, the USA? This is a 
contentious topic; because of competition 
in global economy and political power, the 
EU is facing pressure from the US legal 
system,36 but at the same time, the GDPR 
persists as the leading EU data protection 
law taking into account global business and 
economic relations, as well as representing 
EU residents’ rights and interests throughout 
the world.37

It has been argued that European socio-
legal aspect is not independent or organised 
enough, and there is a great influence 
of American sociological thought. It is 
historically proven that social science, as 
well as the sociology of law, bears greater 
influence in US legal practice than in 
Europe.38 The threat of Americanisation of 
EU law may be relevant in particular fields 
of law, but the explanation in the light of 
social science is not the only parameter to 
address the framing of legal provisions. Law’s 
connection with social practice should be 
interpreted according to the legal cultures 
of the respective regions. With regards 
to data protection law, globalisation and 
the universal nature of data flow in the 
world of the internet has necessitated legal 
integration within EU countries and the 
framing of synchronised data protection law. 
The GDPR is unique, clear and influential 
in many respects — much more so than 
US data privacy law. The right to privacy 
online and personal data protection are 
considered as fundamental human rights 
and are constitutionally protected in the 
EU.39 On the other hand, the USA does not 
provide such strong protection for the same 
rights. Privacy is often considered under a 
Fourth Amendment40 right under the US 
constitution, state and federal laws regulate 
and market forces govern data protection 
issues there.41

As stated earlier, cross-national 
harmonisation is one of the prime features 

of the EU data protection law, and how 
the EU approaches this pluralism is a big 
concern. The formation of such supra-
national institutions causes member 
countries to follow common legal standards 
drawn up for all of them.42 The present 
globalisation process has a major influence 
on the integration process within the EU. 
With a globally interconnected marketplace, 
economies, technologies and/or philosophies 
gain the opportunity to grow across the 
world.43 Hence, the scope of the traditional 
socio-legal outlook towards the framing of 
law has been extended dramatically.

Uniqueness of the GDPR in connecting  
the entire EU
The Precedence of European law44 expresses 
the superior position of European law over 
Member States’ laws, which is one of the 
fundamental principles of European law 
as protected by the Court of Justice of 
the European Union (CJEU) in the Costa 
versus Enel case.45 The precedence principle 
clarifies that Member States should comply 
with European law, and in the case of 
contradiction between European law and 
Member State law, the European law will 
apply. This paper, however, is concerned 
about EU law, not European law.

Article 28846 of the Treaty on the 
Functioning of the European Union 
(TFEU) states: ‘A regulation shall have 
general application. It shall be binding in 
its entirety and directly applicable in all 
Member States.’ Member States are bound 
to comply with the regulations to which 
they are the members, and regulations apply 
as uniform EU law for all the Member 
States. In the case of incompatible national 
law provisions, the regulations prevail and 
supersede such provisions with substantive 
application.47

Thus, with the GDPR, the EU data 
protection law covers all the EU Member 
States with strong hard law48 obligations. 
The initiative of a regulation in 2016 
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replacing an existing directive (Data 
Protection Directive (DPD) 199549) 
demonstrates the necessity and efficiency 
of that regulation in this current age of 
technological developments. The diversity 
of legal cultures in the EU may create 
challenges for particular areas of law with 
regard to related socio-legal perspectives; 
but having a single hard law instrument for 
all the Member States in data protection and 
other technology-related regimes is not only 
possible but also efficient in practice.

As members of the EU, Member States 
are not free to draft data protection laws 
going against the GDPR principles; rather, 
their laws must be in accordance with the 
GDPR. The GDPR provides common legal 
mandates that are applicable to all Member 
States; thus, it limits the range of variation 
in the national laws of the Member States. 
Therefore, a common method is necessary 
for the whole community in order to 
protect personal data against unlawful data 
processing.50

The predominant goal of harmonisation 
of Member States’ national data protection 
laws is to achieve better control over 
personal data by data subjects. EU data 
protection law justifies such control in 
certain circumstances in order to support 
data subjects against unlawful data processing 
and to identify the wrongdoer.51 While web 
authorship remains single throughout the 
EU, the data protection regime includes 
its entire territory. There is an important 
business consideration as well, because the 
big data52 source tends to include large 
markets instead of local ones, as well as more 
customers, and multinational companies 
taking into account the demands of 
individual customers.53

The Digital Single Market (DSM) strategy 
of the European Commission guarantees 
businesses and internet activities without 
territorial restrictions and copyright-related 
issues among the EU Member States.54 The 
GDPR is the latest attempt in implementing 
the DSM strategy to ensure fair competition 

and a harmonised approach to data 
protection.55 The GDPR is prominent across 
the world, not just in the EU, in creating a 
strong data protection system that protects 
the rights of EU residents. The GDPR 
strengthens EU residents’ data protection 
with the scope of extra-territorial application 
in the case of data transfers from the EU to 
outside and cross-border issues.

Article 4(23)56 of the GDPR describes 
‘cross-border processing’ of personal 
data involving the one-stop-shop principle, 
the essence of which is: one law (the 
GDPR) applies to a company as the data 
controller or processor across the whole 
territory of the EU, and the company is 
accountable to the lead supervisory authority 
of the company’s main establishment in the 
EU under Article 56 and Recital 124 of 
the GDPR, who is the single or lead data 
protection authority.57

Along with Recital 22, according to 
Article 3 of the GDPR, wherever the 
controller or processor is established 
in the world, the GDPR will apply to 
the personal data processing activities if 
they take place within the EU.58 When 
a non-EU-based controller or processor 
offers goods or services to data subjects 
residing in the EU, the GDPR will apply 
in relation to the processing of the data 
subject’s personal data.59 The European 
Commission also requires under Article 45 
(and Recital 103) that, if a third country 
or international organisation ensures an 
adequate level of protection, transfer 
of personal data to that country and 
organisation may take place.60

In spite of the other challenges, the EU 
advanced EU data protection law with the 
GDPR, foreseeing a larger society with 
a broader outlook and distinguishing that 
society from the rest of the world. European 
Commission commissioner Věra Jourová 
has stated, ‘modern and robust and uniform 
data protection rules in the EU will be a 
competitive advantage for our businesses in 
the digital age.’ She also added in the same 
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speech that ‘the protection of personal data 
is more than a “European” fundamental 
right; it is a right for “everyone” around the 
globe.’61

PRIVACY, DATA PROTECTION AND 

INTERACTION WITH SOCIETY

Although the right to privacy has been 
recognised as a human right for centuries in 
various international and European human 
rights laws,62 until 1960, when information 
technology was not yet developed, privacy 
was considered a third category concept in 
the social and political domains. During the 
1960s and 1970s, concern for privacy and 
surveillance via technology received more 
attention.63 Privacy continued as a second-
level social as well as political issue until 
the 1980s; however, after the mid-1990s, 
privacy has become a first category issue 
in the social and political domain with the 
massive expansion of technology and use of 
the internet.64

The Lisbon Treaty65 defines data 
protection as a fundamental human right.66 
The right to privacy online and data 
protection received preference under the 
EU data protection law. The unique nature 
of online communication systems has created 
a much greater threat to the right to privacy 
than it has to other human rights. Both 
private companies and public authorities 
may collect data on individuals.67 In doing 
so, they should not be the antagonists of 
individual privacy. Article 6 (1)68 of the 
GDPR specifies lawfulness of processing or 
when the different entities are permitted to 
collect and process data subjects’ personal 
data, and thus tries to establish a balance 
between individual and public interests.

Depending on the political philosophy of 
societies, protection of privacy is balanced 
with public order.69 In this respect, it is 
possible to find a theoretical connection 
with totalitarian society. Totalitarian systems 
impose more surveillance on internet 
activities and limit data privacy. Hence, 

the secret technical measures enabling data 
controllers or other bodies to monitor online 
activities are more prevalent in totalitarian 
states. Establishing data privacy as being 
of utmost importance under the EU data 
protection law implies that the EU does not 
appreciate totalitarianism. It is important 
to note that modern technology is not 
intended to encourage totalitarianism; rather, 
totalitarian states attempt to use modern 
technology in order to enhance their 
surveillance and control over the populace.70 
Unlike totalitarian or authoritarian societies, 
in democratic society privacy is valued and 
weighed against other public affairs.71 It is 
evident that with current data protection 
measures, the EU fosters democratic cultures 
among its Member States.

The socio-legal study of privacy and data 
protection relates to other issues as well. 
The online world has created the possibility 
of multifarious interactions; for example, 
one-to-one, one-to-many, many-to-one.72 
Specifically, because of the expansion of 
and dependency on social media, a virtual 
society has been created. In this society, 
people intentionally or unknowingly share 
a lot of personal information with other 
people. The traditional concept of privacy 
does not comprehend a situation of social 
and shared connection to information. 
But that traditional outlook has been 
compromised in many ways in the present 
digital environment, which is so unavoidable 
in many cases that the data protection law 
recognises some exceptions to the right to 
privacy online. It is questionable whether 
any privacy truly exists in practice with 
regards to online activities.

In virtual society, privacy is not the 
only right to be considered. An over-
protective approach to data privacy may 
pose a threat to the right to information 
and freedom of expression. Therefore, 
compromise with other rights is necessary 
to define the right to privacy.73 While 
some branches of data protection law 
relate closely to social matters, for example, 
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social issues arising from social media 
activities changing traditional human 
rights concepts like the right to privacy, 
right to freedom of expression and so 
on; some branches, for example online 
copyright, illegal file sharing and cloud 
computing, though connected to privacy, 
are not associated at all with social life, 
which makes the respective provisions 
less popular.74 One important aim of the 
legislators should be to reduce the gap 
between social norms and legal provisions 
in order to make the laws easily acceptable.

Since technology changes with time, 
its socio-legal acceptance may not be 
permanent.75 With the expansion of 
internet activities, the concept of the right 
to privacy on the internet is evolving, with 
diverse related issues, and its traditional 
meaning has changed greatly. Data 
protection law deals with such changes 
and probable unpredictable scenarios that 
may occur with the involvement of such 
technologies.76 Therefore, along with new 
interpretations of traditional human rights 
laws, new laws in the respective field, 
that is, data protection laws, have been 
drafted. At the same time, in order to fulfil 
the needs of changing circumstances, the 
existing data protection laws may not be 
sufficiently up to date. Hence, amending 
provisions repeatedly or enacting totally 
new law may be required. For instance, 
in order to deal with recent technological 
developments, the Data Protection 
Directive of 1995 has been replaced by the 
GDPR. Likewise, Directive 2002/58/EC  
(Directive on privacy and electronic 
communications)77 was amended in 
November 2009 by Directive 2009/136/EC,78  
and the initiative of an e-Privacy 
regulation to meet the advanced 
technologies and to complement the 
GDPR is under discussion. One reason 
for introducing these updated regulations 
is that they are expected to remedy the 
unforeseen situations exposed by the 
ongoing digital world.

Privacy implies the right to be separated 
from society to a certain degree; however, 
although the concept of privacy implicates 
many correlated issues, within the EU 
perspective, no situation has arisen to 
contradict the idea of privacy online as an 
identical concept throughout all its Member 
States.

The ‘Gleeson test’ is named after 
Australian Chief Justice Gleeson who 
expressed in the Lenah Meats case79: 
‘The requirement that disclosure or 
observation of information or conduct 
would be highly offensive to a reasonable 
person of ordinary sensibilities is in many 
circumstances a useful practical test of 
what is private’. Although it came from is 
an Australian case, the ‘Gleeson test’ has 
universal relevance. This test implies that 
whatever social norms exist in different 
societies, if in a specific time period the 
disclosure of information affects ‘reasonable’ 
persons with reasonable sensibilities, a 
privacy issue exists. At the same time, a duty 
of confidence goes to the data controller 
or processor ‘where he either knows or 
ought to know that the other person 
can reasonably expect his privacy to be 
protected.’ The second clause is important, 
considering the psychology of individuals 
who use the internet with a feeling of trust.80 
Such hypothetical, philosophical as well as 
psychological analysis is relevant in the EU 
to maintaining some standards for internet 
surveillance measures.

Much personal behaviour, including 
clothing and lifestyle, is controlled largely 
by social legitimacy, although these do not 
comprise public issues, or may not cause 
harm to the public good. Thus privacy does 
not always depend on personal choice, and 
there may be some ‘given mode of personal 
behavior’. Hence, privacy is not a simple, 
but a complex term that cannot be defined 
without considering other relevant factors. 
A balanced approach to protecting privacy, 
considering other potential conflicting 
interests or organisations, such as society, is 
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important, because those factors allow legal 
intervention to privacy under reasonable 
circumstances.81

The risks in connection with social 
control and legal obligations under data 
protection law can be significant both 
socially and economically, including 
maintaining respect and status in society, 
and involving financial and business aspects 
of corporations.82 Individuals may not wish 
to disclose certain information to their 
friends and neighbours. The disclosure 
of sensitive personal information on the 
Internet can alter the social life of the data 
subjects. Similarly, such disclosure, for 
example the publication of income tax 
details, might help to elevate the social 
status of a particular individual.83 Much 
information relating to religious practices, 
political beliefs and personal activities can 
make varying impressions and thus the social 
respect garnered may vary. This implicates 
the social construction and psychological and 
moral factors of privacy as well as the data 
protection law.

There is another picture as well. 
Although people spend a great amount 
of time on the internet, they are 
comparatively less conscious of data 
protection law than civil or criminal 
law, perhaps because social norms are 
relatively less active on the online issues 
that expressly influence data protection law. 
Normally, if laws are framed in line with 
a social control approach, consciousness 
and rate of obedience to the law is high. 
But inconsistency or less connection 
with social norms may generate lower 
compliance. With regard to data protection 
law, compliance with the legal mandate 
is mostly driven by fear of punishment, 
compared to the influence of social control.84 
This aspect is also significant in explaining 
the harmonised data protection law in 
the EU. Despite different social cultures 
in different Member States, the GDPR 
has appeared as a strong data protection 
regulation in the EU, because individual 

right to privacy and data protection is more 
important in this regulation than social 
control.

If people in society have changed 
their positions on the issues of privacy, 
data protection and so on, because of 
the introduction of data protection laws, 
then the change in social positions is 
closely related to the change in laws. 
In such a case, the socio-legal study is 
relevant; however, with regard to using 
the internet and compliance with the data 
protection law, the behavioural pattern 
of individuals is changing. Behavioural 
change also changes the nature of social 
life, although behavioural change may arise 
from the change in technologies. Thus, 
the total process comprises a reciprocal 
interaction;85 however, an explanation 
of data protection law under the socio-
legal approach cannot be static. Successful 
legislation may be drafted despite not 
following traditional social norms, and 
eventually those laws may cause many 
social norms to change.

CONCLUSION

Since society is a complex system with a 
changing history, it is difficult to apply just 
one theory or approach to interpret the 
socio-legal and socio-technical rationalities. 
With regard to the various approaches 
discussed in the ‘Background Study’ 
section, the autonomous and instrumentalist 
approaches represent two extreme ends 
of a spectrum. Admitting influence from 
both approaches and not entirely accepting 
or rejecting either, it is easier to develop a 
more rational hybrid socio-legal explanation 
of technology.

As to the relevance and influence of 
medium theory, human behaviour is 
largely influenced by the technological 
medium as well as by virtual society 
and communications. At the same time, 
the constructivist and critical theories 
of technology are largely influential in 
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explaining the rationalities of technology in 
society.

Cultural control over technology, 
as well as technological control over 
culture (constructivist approach), is easily 
perceivable in the present world. In many 
developed countries, people cannot imagine 
even a single day without internet access, 
although there are many under-developed 
countries in which internet facilities are 
not yet advanced. The educational status of 
citizens and economic stability of a country 
influence the contribution of technology in 
that society.

Behind the different socio-legal scenarios 
around the world, there are political 
considerations and competition for power. 
Modern technology is one of the biggest 
sources of control in politics, which could 
be termed as ‘technological politics’.86 
Data are the most valuable resource; 
powerful countries, with their multinational 
technology companies, collect huge amounts 
of data every day in order to maintain their 
dominance over the digital world.

The impact of politics on the 
interconnection between society and 
technology can be termed ‘political biasness’. 
Winner explained it as ‘instances in which 
the invention, design or arrangement of a 
specific technical device or system becomes 
a way of settling an issue in the affairs of a 
particular community’ (p. 123).87 In fact, 
political factors contribute to the socio-
technical realities, not in any particular 
instance but rather always involving all 
varieties of technology.88

Technology itself does not reveal changes 
in society; it is the inter-relation between 
technology and society that brings about 
change and that is also influenced by these 
changes. Therefore, the practical position of 
technology in human society is important 
in interpreting the socio-legal aspect, 
regardless of the intrinsic characteristics of 
the technology in question.89 And on the 
basis of that practical position or situation, 
the laws regarding technologies evolve.

No component here, that is, society, 
technology and law, is constant in nature, 
and all of them influence each other. At the 
same time, the concept of ‘society’ is not 
the same across the world: the interaction 
process includes several factors and actors 
producing different social structures in 
different parts of the world. Historical 
and circumstantial contexts and processes 
of ‘evolution and interaction’ need to be 
taken into consideration in order to utilise 
the socio-legal approach to technologies 
productively.90 

In all the various approaches, there are 
some convincing arguments, but this paper 
does not cleave to one particular approach 
entirely. Society and social systems are 
historically complex. As a number of factors 
are involved in the development of social 
systems, instead of applying a generalised 
approach, interpretation considering 
specific contexts would be more realistic.91 
Bruno Latour wrote, ‘The context is not 
the spirit of the times which penetrates all 
things equally. Every context is comprised 
of individuals who do or do not decide to 
connect the fate of a project with the fate of 
the small or large ambitions they represent’.92 
Considering the uniqueness of the EU, this 
paper suggests a contextual interpretation in 
its explanatory socio-legal approach.

The EU has been developed for the 
purposes of social, economic and political 
integration. Since the motto of the EU 
is harmonisation, differences need to be 
handled efficiently, aiming at a higher 
level of commonality. Internet privacy and 
protection of personal data is a common 
concept recognised under different 
international, regional and national laws. 
Even with the different social, political 
and economic structures in different EU 
countries, it is possible to guarantee such 
rights tactfully, depending on the particular 
context or incident in question.93 The 
scope of the target area of ‘personal data 
protection’ is broad enough that it should 
not contradict the social structures of any 
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EU Member State. EU data protection law, 
more specifically the GDPR, is prepared to 
accelerate the harmonisation and integration 
within EU Member States efficiently.
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ABSTRACT
We are living in an inter-connected, global digital society where the
services of different operating systems are universal in nature, but
many Internet activities are still being tackled by national laws
and regulations. A long-existing question is which law is
applicable in cases of Internet activities because the online world
does not have any physical boundaries. How the European Union
(EU) approaches this duality has become a concern for data
protection laws. By analysing some recent Court of Justice of the
European Union case laws, this article seeks to discover how the
EU data protection law tackles disputes involving transnational
issues online, which includes its extra-territorial application and
cross-border data transfers. The article also indicates that there is
an enormous gap between legislation and practice.
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1. Introduction

Much like cyberspace, communication is nowadays of cross-border nature. The Internet,
including well-known websites and social media platforms such as Facebook, Twitter, Wiki-
pedia and YouTube, is the prime medium for communication among people around the
world. It is difficult to find any undoubtedly accepted international legal instrument to
safeguard privacy and data protection of Internet users across the world although this
area of law has become crucial for worldwide communication.

The Convention for the Protection of Individuals with regard to Automatic Processing of
Personal Data of 1981 (CETS No.: 108) is regarded as the first and only legally binding inter-
national instrument that, along with the European Union (EU) Member States, is accessible
by non-European as well as non-member countries of the Council of Europe that explicitly
deals with data protection, information privacy and personal data considering gradual
technological development.1 Provisions on cross-border personal data flows to and
from non-Member States were introduced by the Additional Protocol to Convention
108 that was adopted in 2001, which encourages the fair and legitimate collection, proces-
sing and use of personal data. In reality, all contracting parties to the Convention except
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Uruguay are members of the Council of Europe, turning it far from ‘international’ in
practice.2

The Organisation for Economic Co-operation and Development (OECD) Privacy Frame-
work states in its point 16: ‘A data controller remains accountable for personal data under
its control without regard to the location of the data’.3 But this framework is a non-binding
instrument.4

The Data Protection Directive (DPD) of 19955 is claimed to be the first and only effective
international data protection legal instrument through which national laws are authorised
to be applied in particular cases of data processing.6 Scholars in the related field are
expecting that the latest EU data protection legislation– the General Data Protection Regu-
lation7 (GDPR) is going to be the most influential regional legal instrument in data protec-
tion law with universal proximity that will encounter more international acceptance.

Because of the diffusive and universal nature of the Internet,8 the general privacy pol-
icies and end-user license agreements of different websites, mobile applications and oper-
ating systems are also the same across borders. At the same time, aside from a very few
international and regional legal instruments, data protection laws are mostly determined
by national parliaments.

Under the general principle of territoriality, state jurisdiction to enforce a law includes
the territory upon which the state can exercise sovereign power. The extra-territorial appli-
cation of national law is possible only if any international law permits this where the
country in question is a Member State of that particular international law.9 With regard
to data protection law, now it is quite challenging to adjust present extra-territorial
issues online against traditional principles of territoriality.

Transnational data flow has become inevitable with the expansion of the Internet. Pro-
visions of the DPD were outlined in order to protect the personal data of EU residents pre-
scribing the limits of activities of the EU-based controllers. Transferring data from the EU to
third countries means that a data controller within the EU first collects and then transfers
data to the controller or processor of the third country. Thus, the legal aspects of transfer-
ring data to third countries involve some practical complexities that require two different
actors in both sides as data controller and controller or processor.10 The first controller is
undoubtedly bound to follow the provisions of the EU data protection law, but disputes
can arise regarding the applicable law for the latter controller and/or processor.

2Council of Europe/European Court of Human Rights, European Union Agency for Fundamental Rights, Handbook on Euro-
pean Data Protection Law (2014) 16, 17; Chart of Signatures and Ratifications of Treaty 108 <http://www.coe.int/en/web/
conventions/full-list/-/conventions/treaty/108/signatures?p_auth=BOL2XLFM>.

3OECD, The OECD Privacy Framework (2013) <http://www.oecd.org/sti/ieconomy/oecd_privacy_framework.pdf>.
4Elena Perotti, ‘The European Ruling on the Right to be Forgotten and Its Extra-EU Implementation’ (2015) 29 <http://www.
academia.edu/19648451/The_European_Ruling_on_the_Right_to_be_Forgotten_and_its_extra-EU_implementation>.

5Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with
regard to the processing of personal data and on the free movement of such data, OJ L281/31.

6Lee A. Bygrave, ‘Data Privacy Law: An International Perspective’ (Oxford University Press, 2014), 63.
7Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of personal data and on the
free movement of such data, and repealing Directive 95/46/EC 2016) OJ L119/1.

8Anabela Susana De Sousa Gonçalves, ‘The Extraterritorial Application of the EU Directive on Data Protection’ Spanish Year-
book of International Law (2015) 195.

9Perotti (n 4) 26.
10Aleksandra Kuczerawy, ‘Facebook and Its EU Users – Applicability of the EU Data Protection Law to US Based SNS’, 2014,
80 <https://hal.inria.fr/hal-01061136/document>.
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However, the GDPR attempts to govern both actors with some improved obligations when
a connection to the EU exists.

A general principle is that the law of the country from which the data are collected is
applicable to the controller until the actual transfer takes place. Thus, it is the legal obli-
gation of the regional branches within the EU of any parent company to follow the EU
data protection law.11 For example, the social networking platform Facebook was origi-
nated and based in the United States, but now is popular worldwide. Normally, large
amounts of users’ personal (including location) data are processed via social networking
websites/applications such as Facebook used in smart devices.12 A big concern is how
the EU data protection law would be applied in cases of data processing by Facebook.
As per the definition under Article 2(e) DPD and Article 4(8) GDPR, by processing individual
personal data, Facebook becomes the ‘data processor’. Because technical decisions are
taken in the head office, including ‘the purposes and means’ of the data processing, it
can be said that EU nationals’ data are processed by a US-based data controller [under
Article 2(d) DPD and Article 4(7) GDPR].13

In this connection, it is relevant to mention that Facebook attempted to escape EU
national laws by reference to Irish law only terming Facebook Ireland as data controller
by fulfilling the ‘establishment’ test under Article 4(1)(a) DPD. But the High Court of
Berlin disagreed with this argument in 2014.14 Facebook continued the same argument
that because Facebook’s European headquarters is located in Dublin, Ireland, Facebook
is only bound to comply with the national laws of Ireland.15 The President of the Brussels
Court of First Instance on November 2015 adopted the recommendation made by the
Privacy Commission of Belgium on May 2015 and held that Facebook, Inc. is the data con-
troller, and Facebook Ireland is not the data controller because it is not competent and
independent to determine ‘the purposes and means of the processing of personal
data’.16 Thus, Facebook Ireland and Facebook Belgium are only subsidiaries of Facebook,
Inc.17

The head offices of many multinational technology companies are situated in the
United States, and many of those do not have any regional offices within the EU. In
these cases, it is technically possible that the US-based companies can directly obtain
data from their worldwide users. In the absence of any intermediary or controller in the
EU, complexities may arise to define ‘data transfer’. In other words, when EU users send
their personal data to the United States without a transferring authority, and the US-
based technology companies process those data, whether the issue falls within the
ambit of international application of the EU data protection law has become a crucial

11Kuczerawy (n 10) 80; European Commission, Protection of Personal Data <http://ec.europa.eu/justice/data-protection/>.
12Jeroen van den Hoven and others, ‘Privacy and Information Technology’ in Edward N. Zalta (ed.), The Stanford Encyclo-
pedia of Philosophy (Spring 2016 Edition) <https://plato.stanford.edu/archives/spr2016/entries/it-privacy/>.

13Kuczerawy (n 10) 78, 79.
14Tim Van Canneyt, ‘The Belgian Facebook Recommendation: How the Nomination of a Single EU Data Controller Is Under
Fire’ Privacy, Security and Information Law (20 May 2015) <http://privacylawblog.fieldfisher.com/2015/the-belgian-
facebook-recommendation-how-the-nomination-of-a-single-eu-data-controller-is-under-fire>.

15Columbia University, Global Freedom of Expression, Belgian Privacy Commission v. Facebook <https://
globalfreedomofexpression.columbia.edu/cases/belgian-privacy-commission-v-facebook/>.

16Belgian Privacy Commission v. Facebook, Recommendation no. 04/2015 of 13 May 2015, Date of Decision: 9 November
2015; Columbia University (n 15).

17Canneyt (n 14); Marcus Evans and Jay Modrall, ‘Belgian Court Orders Facebook to Stop Tracking Non-members, Rejects FB’s
Assertion of Lack of Jurisdiction’, Data Protection Report (23 November 2015) <http://www.dataprotectionreport.com/2015/
11/belgian-court-orders-facebook-to-stop-tracking-non-members-rejects-fbs-assertion-of-lack-of-jurisdiction/>.
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question. Multinational technology companies have become so powerful that they are
capable enough to collect, transfer, and then process personal data from the online activi-
ties of Internet users worldwide. Whether or not an actual ‘transfer’ takes place within the
meaning of the provisions of the DPD and GDPR, the result is the same (i.e. the US
company processes the personal data of EU users).18 However, it was expressed in the
Lindqvist case19 that merely uploading personal data to the Internet would not constitute
a ‘transfer’, although that data could be accessed from any part of the world.20

Taking into account these dimensions, this article discusses cross-border issues by
including two aspects: (1) extra-territorial application of the EU data protection law and
(2) data transfers from the EU to the outside. The judgement of the renowned Google
Spain case21 strengthens the scope of applicability of the EU data protection law concern-
ing extra-territorial jurisdiction and the Schrems case22 ensures both the extra-territorial
applicability and lawful transfers of personal data under the EU data protection law.
Both cases have fostered subsequent developments in the EU data protection law with
regards to personal data protection. Because of some unforeseen consequences of the
digital environment with the passage of time, it appeared from these judgements that
the provisions under the EU data protection law may be interpreted taking into account
the consequences and realities of data processing. Although the GDPR is eager to apply
from May 2018 [Art. 99(2) GDPR] repealing the DPD, discussing the DPD is inevitable
because the judgements of the two cases were based on the provisions of the DPD.
Without analysing them, the present developments (GDPR, Privacy Shield) would be
incomplete.

Therefore, the next chapters of the paper are arranged as follows. Alongside an analysis
of the related provisions of the DPD, Chapter II consists of discussions on Google Spain and
subsequent development in the GDPR. In a similar order the Schrems case is discussed in
Chapter III, followed by an analysis of the EU-US Privacy Shield in Chapter IV. For further
clarification, Chapter II is relevant before the transfer of personal data outside the EU
region, Chapter III discusses aspects both before and after the transfer happens, and
Chapter IV is particularly focused on post-transfer concerns.

2. Extra-territorial jurisdiction

Article 4 of the DPD provides legal basis against ‘conflict of laws’23 that clarifies which
national law of the Member States applies ‘in the context of the activities of an establish-
ment’ [Art. 4(1)(a)], or if an equipment is used [Art. 4(1)(c)] within the territory of the said
Member State in order to process personal data, provided that national laws are not
arranged in conflict with the DPD. This provision is particularly relevant in processing
data before it is transferred to third countries, irrespective of an establishment located
within the EU or use of equipment within the EU by some association situated outside

18Kuczerawy (n 10) 80, 81.
19Bodil Lindqvist v Åklagarkammaren i Jönköping (CJEU, 6 November 2003) C-101/01, ECLI:EU:C:2002:513.
20Mark Watts, The Bodil Lindqvist Case: ECJ Rules on Publishing Personal Data on the Internet (Bristows, 17 November 2003)
<http://www.bristows.com/news-and-publications/articles/the-bodil-lindqvist-case-ecj-rules-on-publishing-personal-
data-on-the-internet/#nogo>.

21Google Spain et al. v AEPD, Costeja Gonzales, C-131/12 (CJEU, 13 May 2014) ECLI:EU:C:2014:317.
22Maximillian Schrems v Data Protection Commissioner, Ireland, C-362/14 (CJEU, 6 October 2015) ECLI:EU:C:2015:650.
23Conflict of laws arises where different jurisdictions provide different provisions on a same subject matter, and it becomes
essential to determine the applicable law <http://www.lectlaw.com/def/c278.htm>.
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of the EU.24 Article 4, in connection to territorial applicability and enforceability of the DPD,
is somewhat complex and keeps scope for several interpretations, especially in determin-
ing an equipment under Article 4(1)(c) of the DPD.25

2.1. Google Spain case

Spanish citizen and lawyer Mario Costeja González filed a complaint with the national Data
Protection Agency of Spain (AEPD) against the Spanish newspaper La Vanguardia and
Google Spain and Google Inc. in March 2010.26 He alleged that his right to privacy as
well as ‘right to be forgotten’ was infringed by making searchable on Google the news
published in La Vanguardia regarding an already resolved issue of judicial proceeding
endured by him about 12 years ago concerning recovery of debt by forced sale of prop-
erty, which he claimed ‘entirely irrelevant’.27 The complainant requested the defendants to
remove or make inaccessible his personal information with offending contents.28

The AEPD did not find the La Vanguardia guilty because it published the news lawfully
in accordance with a government order.29 However, Google Spain and Google Inc. were
held liable for processing personal data and were requested to remove such data from
search results. By prohibiting access to particular data, Internet search engines are
thereby held subject to the EU data protection laws.30 Google appealed against the
decision to the National High Court of Spain, which referred it to the Court of Justice of
the European Union (CJEU). The CJEU issued its judgement in May 2014, finding Google
as ‘controller’ under Article 2(d), and its activities were classified as ‘processing of personal
data’ under Article 2(b) of the DPD.31

By finding Google Spain as an ‘establishment’ of Google Inc. under Article 4(1)(a) and
within the meaning of Recital 19 of the DPD, the CJEU found them ‘inextricably linked’
and thereby permitted interpretation of the DPD with extra-territorial jurisdiction.32 Per-
sonal data processing was carried out ‘in the context of an establishment of the controller’
in the EU where a branch or subsidiary promoting and selling advertising space was tar-
geting the inhabitants of a Member State (ruling, point 2).

2.2. Influence of the case and subsequent developments

The most important finding for the topic in this judgement concerns the territorial scope
of the DPD and reach of national laws of the EU Member States outside national bound-
aries. It is now established that Article 4(1)(a) can be applied with extra-territorial

24Article 29 Data Protection Working Party, Opinion 01/2016 on the EU – U.S. Privacy Shield Draft Adequacy Decision (13 April
2016) 12.

25Kuczerawy (n 10) 84.
26Perotti (n 4) 4.
27Perotti (n 4) 4.
28European Commission, Factsheet on the ‘Right to be Forgotten’ Ruling (C-131/12) <http://ec.europa.eu/justice/data-
protection/files/factsheets/factsheet_data_protection_en.pdf>.

29Columbia University, Global Freedom of Expression, Google Spain SL v. Agencia Española de Protección de Datos <https://
globalfreedomofexpression.columbia.edu/cases/google-spain-sl-v-agencia-espanola-de-proteccion-de-datos-aepd/>.

30Ibid; Google Spain SL v Agencia Española de Protección de Datos (5RB: Media and Entertainment Law, 20 February 2017)
<http://www.5rb.com/case/google-spain-sl-v-agencia-espanola-de-proteccion-de-datos/>.

31Perotti (n 4) 6.
32Brendan Van Alsenoy and Marieke Koekkoek, ‘Internet and Jurisdiction after Google Spain: The Extraterritorial Reach of
the EU’s “Right to be Forgotten”’ (Working Paper No. 152, March 2015) 8, 9.
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jurisdiction. Accordingly, provisions of the EU data protection law will apply in the case of
search engine operations through a branch or a divisional office within any Member State
of the EU, even if the main company originated and is based outside of the EU.33 Hence, in
practical terms, the DPD (and nowadays the GDPR) can be interpreted as not only a
regional but also an international data protection law.34

Thus, the territorial scope of the EU data protection law is described broadly in the
Google Spain case. Through this judgement, national legislation and its jurisdiction to
the extra-European activity has been extended in practice.35 Perhaps the court took this
broad approach considering the tremendous and boundless spread of the virtual world
and to fit that spread in the existing data protection law, which was adopted in the
1990s when the legislators could not foresee the probable influence of the Internet in
the future.36

In last several years, modern technologies have evolved drastically. With the borderless
nature and wide-spread use of the Internet, the GDPR has been developed to embrace the
consequences brought by the new digital environment and for the protection of funda-
mental rights within such an environment. The most important change that the GDPR
brings with regulatory landscape is regarding the personal data protection of EU residents,
which binds all companies or operating systems that process EU residents’ personal data,
irrespective of the location of the company or operating system in question. The GDPR
extends, modernises and clarifies the jurisdictional scope of the EU data protection
law.37 With the phrase ‘offering goods or services’ stated in different provisions of the
GDPR, it binds the companies operating from outside the EU that provide services for
the consumers in the EU and process EU data subjects’ data.38

Article 3 and Recital 22 of the GDPR clarify the territorial scope so that when controllers
or processors process personal data with any of their establishments in the EU, the GDPR
will be applicable ‘regardless of whether the processing itself takes place within the Union’
or not. It is a change in the data protection law that, with the GDPR, the relevance of the
location of the equipment is replaced by a focus on people in the EU. The GDPR applies to
processing in connection with the activities of an establishment in the EU regardless of
where the processing happens (e.g. cloud storage abroad).39

The enforcement of Article 4(1)(c) of the DPD is not very easy in practice because of the
ambiguity in determiningwhat constitutes ‘equipment’. Article 29 Data ProtectionWorking
Party (A29WP) suggested to apply Article 4(1)(c) in concrete cases for example, only when it
is reasonable and necessary.40 The philosophy behind such an approach may be that the
users can get the feeling of personal data protection and privacy under their own national
legislation in reasonable circumstances. On the other hand, it may not be wise to expect

33Factsheet on the ‘Right to be Forgotten Ruling’ (n 28).
34Article 29 Data Protection Working Party, Working Document on Determining the International Application of EU Data Pro-
tection Law to Personal Data Processing on the Internet by Non-EU Based Web Sites (30 May 2002) 3–12.

35Perotti (n 4) 14.
36Perotti (n 4) 35.
37‘GDPR Key Changes: An Overview of the Main Changes Under GPDR and How They Differ from the Previous Directive’ (EU
GDPR Portal) <http://www.eugdpr.org/key-changes.html>.

38Allen and Overy, ‘The EU General Data Protection Regulation’ (2016) 3 <http://www.allenovery.com/
SiteCollectionDocuments/Radical%20changes%20to%20European%20data%20protection%20legislation.pdf>.

39Eduardo Ustaran (eds), ‘Future-proofing Privacy: A Guide to Preparing for the EU Data Protection Regulation’ (Hogan
Lovells, June 2015) 8, 9.

40A29WP (Non-EU Based Web Sites) (n 34) p. 9.
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legal treatment from a third country except with a concrete ground. In case of contradiction
between national law of EU Member States and other international laws that are not only
concerned about the EU but also the whole world, a matter of big debate is how the terri-
toriality principle would be applied and whether to prefer national law over international
law would be undermining for the international law.41

Overcoming such ambiguity is attempted with a new and simple test introduced by the
GDPR. The GDPR will be applicable to the activities of the data controller or processor not
established within the EU territory, if goods or services are offered to data subjects or their
behaviour is monitored within the EU [Art. 3 (2), Recital 23 GDPR]. In such a case, if the con-
trollers or processors are established outside the EU region, they are required to appoint
representatives in the Union or more specifically, in the concerned Member State (Art. 27,
Recital 80).42

3. Cross-border data transfers

Article 25(1) of the DPD states that Member States permit transfer of personal data for the
purpose of data processing only if ‘an adequate level of protection’ is ensured by the third
country. According to Article 25(2), there is no exact standard to assess such adequacy, but
it could be assessed considering the facts and circumstances related to the data transfer
operation/s, including the nature, purpose and duration of data processing; the concerned
countries to and from where the data would be transferred; and existing legal systems of
those countries.

Article 26(1) of the DPD provides some specific circumstances of derogations from the
requirement of adequate protection of data under Article 25. Those circumstances are
sketched in a way where the threat to privacy rights of the data subject is comparatively
low or in order to safeguard other interests or public interests that are more important
than the right to privacy of the data subject.43 If a data subject gives unambiguous
consent, the transfer of personal data without ensuring the adequate protection may
take place [Art. 26(1)(a)]. For the performance of a contract between the data subject
and controller [Art. 26(1)(b)] or between controller and third party for the interest of the
data subject [Art. 26(1)(c)], on the ground of public interest or legal requirements [Art.
26(1)(d)] or for the protection of the data subject’s vital interest [Art. 26(1)(e)], the ade-
quacy requirement can be exempted. The scope of these exemptions may seem wide,
but to apply them the ‘necessity test’ is required in order to limit the scope.44

The requirement of ensuring an adequate level of protection might be exempted under
Article 26(2) of the DPD by virtue of which Member States are authorised to transfer data
to third countries where ‘adequate safeguards’ are offered by the controller for the protec-
tion of individuals’ privacy and fundamental rights, particularly resulting from contractual
clauses. It should be noted that when a general principle permits derogations, that should
be applied restrictively.45

41Kuczerawy (n 10) 84.
42Hunton & Williams, ‘The EU General Data Protection Regulation: A Guide for In-house Lawyers’ (Hunton & Williams,
October 2016) 10.

43Article 29 Data Protection Working Party, Transfers of Personal Data to Third Countries: Applying Articles 25 and 26 of the EU
Data Protection Directive (24 July 1998) 24.

44A29WP, Transfers of Personal Data (n 43) 24.
45A29WP, Transfers of Personal Data (n 43) 15.
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In this context, discussing the Safe Harbour Agreement46 and related dispute is extre-
mely important. The Safe Harbour Agreement, which allowed EU citizens’ data transfer
from EU to the United States, was declared invalid by the CJEU in Maximillian Schrems v
Data Protection Commissioner for a number of reasons, as discussed below.47

3.1. The Schrems case

Austrian national Maximillian Schrems has used Facebook since 2008. He brought a com-
plaint to the Data Protection Commissioner of Ireland that Facebook transferred his data
from Facebook’s Irish servers to the United States, based on the disclosures by Edward
Snowden in 2013 of the surveillance actions by the US intelligence agency. Thereby
Schrems claimed that the requirement to ensure adequate data protection under EU
law failed.48 The Irish Data Protection Agency dismissed the claim, stating that adequate
protection was ensured under the Safe Harbour Agreement.49

The case was then submitted to the High Court of Ireland and its evaluation was sub-
sequently accepted by the CJEU.50 However, the CJEU declared the Safe Harbour
Decision invalid and delivered some important findings along with the cross-border
issues.

It was expressed that the Safe Harbour Agreement was not meant to reduce, interfere
or eliminate the authority of national data protection agencies under the DPD or Charter of
Fundamental Rights (CFR) of the EU.51 The adequacy of data protection in third countries
under Article 25(1) could not be ensured if any kind of prejudice occurred to the EU
Member States’ national laws framed ‘pursuant to’ the provisions of the DPD. The CJEU
held that before determining such adequacy, the European Commission was supposed
to be confirmed that the domestic law of the third country (i.e. US domestic law) or its
international commitments protect the right to the protection of personal data which
should be ‘essentially equivalent’ to that as guaranteed under the DPD and CFR.52 But
the Commission with its Decision of 2000,53 did not explore such legal background and
only explored the Safe Harbour scheme.54

The court found that the US public authorities were kept immune from the applicability
of the Safe Harbour scheme; rather, the scheme was meant to apply to the US-owned
undertakings.55 The court ruled:

46Commission Decision 2000/520/EC of 26 July 2000 pursuant to Directive 95/46/EC of the European Parliament and of the
Council on the adequacy of the protection provided by the safe harbour privacy principles and related frequently asked
questions issued by the US Department of Commerce (OJ 2000 L215).

47Samuel Gibbs, ‘What Is ‘safe harbour’ and Why Did the EUCJ Just Declare It Invalid?’ The Guardian (6 October 2015)
<https://www.theguardian.com/technology/2015/oct/06/safe-harbour-european-court-declare-invalid-data-
protection>.

48Court of Justice of the European Union, Press Release No. 117/15 (Luxembourg, 6 October 2015).
49Martin A. Weiss and Kristin Archick, ‘U.S.-EU Data Privacy: From Safe Harbor to Privacy Shield’ (Congressional Research
Service, 19 May 2016) 6.

50Thomas Claburn, ‘Safe Harbor Fails, European Court Rules’ InformationWeek (19 May 2016) <http://www.
informationweek.com/government/cybersecurity/safe-harbor-fails-european-court-rules/d/d-id/1322509>.

51Weiss and Archick (n 49) 7.
52Sidley, ‘Essentially Equivalent: A Comparison of the Legal Orders for Privacy and Data Protection in the European Union
and United States’ (January 2016) 9, 10 <http://www.sidley.com/~/media/publications/essentially-equivalent---final.
pdf>; Weiss and Archick (n 49) 7.

53Commission Decision 2000/520/EC (n 46).
54Press Release No. 117/15 (n 48).
55Press Release No. 117/15 (n 48).
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Once the personal data has been transferred to the United States, it is capable of being
accessed by the NSA and other federal agencies, such as the Federal Bureau of Investigation
(FBI), in the course of the indiscriminate surveillance and interception carried out by them on a
large scale.56

Thus, the US law enforcement requirements, including assurance of national security and
public interest, received preference over the Safe Harbour frame, and in case of any con-
flict between them, the US public authorities would prevail, allowing the US undertakings
to ignore the Safe Harbour principles.57 Thereby, through the Safe Harbour Agreement,
the US authority became capable of interfering with the personal data that had been trans-
ferred from the EU to the United States. US law does not provide any provision to limit
such interference and, thereby, could cause interference in the right to respect for one’s
private life.58

The court also found that with the Safe Harbour project, the power of national courts in
the EU was somehow narrowed to decide on the fundamental right to privacy upon an
individual’s petition, which the European Commission is not authorised to do. As a
result of this judgement, the supervisory authority of Ireland becomes competent to
decide on the complaint of Maximillian Schrems.59

3.2. Consequence of the judgement on cross-border issues

The Schrems case is very important to ensure protection of personal data when the
matter involves cross-border issues in connection to the EU data protection law. The
judgement of this case provides strong grounds to interpret the EU data protection
law in the EU users’ favour to protect personal data and privacy even outside EU the
region.

Even before this judgement A29WP expressed that, Article 4 of the DPD should not be
affected by the Safe Harbour programme.60 This implies that the purpose of the Safe
Harbour principles was not to replace the applicable national laws drawn in accordance
with the DPD.61

US-based giant multinational technology companies, including Google, Facebook,
Apple and Microsoft, are no longer allowed lawfully to transfer users’ data automatically.
In doing so, they need to adopt ‘model contract clauses’ for each incident of data transfer
from the EU to the United States complying with the EU regulations.62 Accordingly, after
this judgement, numerous companies started to adopt model/standard contractual
clauses for the continuation of transferring data in accordance with the European Commis-
sion decisions on contractual clauses.63 Adoption of such clauses could be a temporary

56Claburn (n 50).
57Weiss and Archick (n 49) 7.
58Weiss and Archick (n 49) 7.
59Press Release No. 117/15 (n 48).
60Article 29 Data Protection Working Party, Opinion 4/2000 on the Level of Protection Provided by the ‘Safe Harbor Principles’
(16 May 2000) 3.

61Kuczerawy (n 10) 81.
62Gibbs (n 47).
63European Commission, Justice, Model Contracts for the Transfer of Personal Data to Third Countries <http://ec.europa.eu/
justice/data-protection/international-transfers/transfer/index_en.htm>; Tanguy Van Overstraeten and Alexandre Entray-
gues, The European Court of Justice to Rule on the Validity of Standard Contractual Clauses (Linklaters, 30 May 2016) 1,
2. <file://atkk/home/b/bupasha/Desktop/Extra%20territorial/standard_contractual_clauses.pdf>.
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solution, but in the long run it may not seem effective being unable to prevent generalised
surveillance measures by US government agencies.64

It has been a matter of apprehension whether this judgement would result in giant
technology companies only theoretically or really bringing effective changes in practice
in case of processing EU citizens’ personal data, though many of those companies have
started to build some data centres within the EU territory in order to manage EU citizens’
personal data.65 Thus, the judgement provides improved data protection by limiting
unauthorised access, transfer and processing of data and mass surveillance measures
over personal activities online by those companies and law enforcement agencies in
the United States.66

3.3. Transnational data transfers under GDPR

Data transfer to third countries is allowed under the GDPR if the European Commission
considers the legal system of those countries as providing an ‘adequate’ level of personal
data protection (Recital 103). Chapter V (Arts. 44–49) of the GDPR describes cross-border
data transfers including some important improvements in relation to the DPD.67

Like the DPD, the GDPR requires adequacy determinations with the additional
possibility of data transfer. Transfer by way of model clauses would not require any
prior notification or specific authorisation from supervisory authorities (Arts. 44, 45, 46
GDPR).68

The GDPR not only facilitates transnational data transfers with improved mechanisms
but also provides procedures, conditions and restrictions for personal data transfers
outside the EU, to third countries or to ‘a territory or specified sector within a third
country, or an international organisation’ upon the European Commission’s adequacy
decision (Recitals 103–107, 169, Art. 45).69

It is interesting that the requirement of ‘essential equivalence’, as expressed in Schrems
case, is reflected in Recital 104 of the GDPR. In order to determine the adequacy, the Euro-
pean Commission takes into account a number of factors, such as the existing legal
system, criminal law and access to justice in the country in question; individual processing
activities; and international human rights requirements. The Commission is supposed to
conduct periodic review and may recognise inadequacy in the level of data protection
and prohibit further transfer of personal data in consultation with related appropriate
bodies (Recitals 106, 107).70

Article 46(1) of the GDPR allows transfer of personal data if the receiver country or
organisation as the controller or processor provides ‘appropriate safeguards’ with data
subjects’ enforceable rights and effective legal remedies. The procedure, probable con-
tents and providing authorities of such safeguards is described in Recitals 108–110, 114
and Article 46 of the GDPR.

64Overstraeten and Entraygues (n 63) 2.
65Gibbs (n 47).
66Gibbs (n 47).
67Anna Myers, ‘Top 10 Operational Impacts of the GDPR: Part 4 – Cross-border Data Transfers’ (19 January 2016) <https://
iapp.org/news/a/top-10-operational-impacts-of-the-gdpr-part-4-cross-border-data-transfers/>.

68Hunton & Williams (n 42) 32, 33.
69ICO (Information Commission’s Office), ‘Transfers of Personal Data to Third Countries or International Organisations’
<https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr/transfer-of-data/>.

70Myers (n 67).
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In addition, the GDPR provides extended possibilities for the lawful transfer of personal
data. Thus, in particular circumstances, for example, by using standard contractual clauses
(Art. 46), approved code of conduct (Art. 40) or binding corporate rules (Art. 47), the adequate
safeguards might be insured, and accordingly, data might be transferred to non-EU countries
under the GDPR even without an adequacy requirement.71 In addition, Article 42 introduces
a new arrangement for transfers by way of certifications, on condition of controllers’ or pro-
cessors’ binding and enforceable commitments in applying the appropriate safeguards.72

Article 48 and Recital 115 introduce a new provision to the GDPR in relation to the DPD.
It describes if a court, tribunal or administrative body of a third country has ordered trans-
fer of personal data that is not otherwise authorised by the GDPR. Such transfer may be
recognised or enforced only if there exists ‘an international agreement, such as a
mutual legal assistance treaty, in force between the requesting third country and the
Union or a Member State’, without prejudicing other provisions relating to data transfer
in the GDPR. Such a provision undoubtedly provides additional protection of personal
data to EU residents by limiting particular circumstances of data transfer. However,
because the DPD did not have such a provision, the application and interpretation of
Article 48 is still quite uncertain and challenging.73

The GDPR continues the same derogations as in the DPD and, at the same time, permits
transfer to meet the controller’s legitimate interests only in limited circumstances.74 Dero-
gations from adequacy decisions and appropriate safeguards are permitted, for example,
with the data subject’s explicit consent, for the performance of contract and, for public
interest, legal claims or controller’s legitimate interest, as described in Article 49 and Reci-
tals 111, 112 and 113.

A significant improvement in the GDPR in relation to the DPD is, as per Article 83(5), a
heavy monetary fine of up to 20 million euros, or 4% of the annual worldwide turnover
(whichever is higher) that might be imposed for transfers of personal data in violation
of the provisions in Articles 44–49.75 Multinational technology companies should
employ an independent data protection officer (Arts. 37–39) while operating their services
within the EU.76

4. The EU-US Privacy Shield: an updated instrument to face recent
technical developments and its interface with GDPR

After the Safe Harbour judgement, both the EU and US authorities drafted an improved
new agreement in order to protect personal data and ensure cross-border data flows in
co-operation with the national authorities,77 which also includes commercial aspects of
personal data exchange between transatlantic regions.78

71Tracey Stretton and Lauren Grest, ‘How Will the New EU-US Privacy Shield Fit with the Upcoming General Data Protection
Regulation?’ (22 April 2016) <http://www.scmagazineuk.com/how-will-the-new-eu-us-privacy-shield-fit-with-the-
upcoming-general-data-protection-regulation/article/486513/>.

72Myers (n 67).
73David J. Kessler, Jamie Nowak, and Sumera Khan, ‘The Potential Impact of Article 48 of the General Data Protection Regu-
lation on Cross Border Discovery from the United States’ (2016) 17(2) The Sedona Conference Journal 577.

74Hunton & Williams (n 42) 32, 33.
75Stretton and Grest (n 71).
76Stretton and Grest (n 71).
77Weiss and Archick (n 49) 8.
78A29WP Opinion 01/2016 (n 24) 2.
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Because the Safe Harbour Agreement lacked data protection standards and was
arranged long before the current expansion of the Internet, it was not welcomed by
many European data protection advocates. The expansion of new technologies during
the last several years has opened a multifarious medium of collection and processing of
personal data; therefore, the Safe Harbour Agreement was bound to be revised because
in many respects it appeared as not current enough to tackle situations arising as a
result of the latest technologies.79

The Safe Harbour Agreement was criticised for separate allegations against the US
intelligence agency and the US-based technology companies taking part in unauthorised
surveillance activities as well as some aligned interference activities by both were pre-
sumed by many European data protection scholars and EU officials. For the sake of
economy and business relations in this era of globalisation, the issue was overlooked
many years.80

Starting before the Safe Harbour judgement and continuing until early 2016 was a dis-
cussion about a better document to replace the Safe Harbour. Taking into account the pre-
vious concerns about Safe Harbour, a draft version of a new agreement named the EU-US
Privacy Shield was released on 29 February 2016 by the EU and US authorities.81 The Euro-
pean Commission adopted its decision of the EU-US Privacy Shield82 and the annexes to
the decision83 on 12 July 2016. The Privacy Shield principles become relevant only when
the data are transferred from the EU to the United States.84

By reviewing the draft agreement, A29WP has published its opinion on the EU-US
Privacy Shield, which is non-binding but very relevant to explain the EU approach on
cross-boundary data flow.85 In doing so, the A29WP took into account the business
aspects, fundamental rights to privacy and data protection and power of national
authorities.86

The European Data Protection Supervisor and A29WP found the Privacy Shield as a
development and significantly improved over the Safe Harbour Decision, and the 13 rec-
ommendations outlined by the European Commission were responded to by the Privacy
Shield.87 It is very important that the level of protection in third countries is equally main-
tained as it is meant in the EU when protecting fundamental rights to privacy and data
protection under the DPD (nowadays in GDPR) and CFR.88 The Privacy Shield imposes
improved commitments for US organisations to protect personal data transferred from
the EU, which includes the obligation to provide notice in a comprehensive way, a

79A29WP Opinion 01/2016 (n 24) 2.
80Weiss and Archick (n 49) 9.
81Weiss and Archick (n 49) 9.
82Commission Implementing Decision of 12.7.2016 pursuant to Directive 95/46/EC of the European Parliament and of the
Council on the adequacy of the protection provided by the EU-US Privacy Shield <http://ec.europa.eu/justice/data-
protection/files/privacy-shield-adequacy-decision_en.pdf>.

83Annexes to the Commission Implementing Decision pursuant to Directive 95/46/EC of the European Parliament and of
the Council on the adequacy of the protection provided by the EU-US Privacy Shield <http://ec.europa.eu/justice/data-
protection/files/annexes_eu-us_privacy_shield_en.pdf>.

84A29WP Opinion 01/2016 (n 24) 12.
85A29WP Opinion 01/2016 (n 24) 2.
86A29WP Opinion 01/2016 (n 24) 2.
87Sidley, ‘Privacy Shield: Essentially Equivalent’ (July 2016) <http://www.sidley.com/~/media/publications/privacy-shield-
essentially-equivalent.pdf> 3; Shara Monteleone and Laura Puccio, From Safe Harbour to Privacy Shield: Advances and
Shortcomings of the New EU-US Data Transfer Rules (European Parliament, January 2017) 18, 19.

88A29WP Opinion 01/2016 (n 24) 10, 11; Sidley (n 87) 8.
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better enforcement system maintaining an enhanced transparency, effective redress
mechanisms and more safeguards from the surveillance measures.89

The Privacy Shield not only followed the mandates under DPD but also has taken into
account the provisions of the GDPR, although some important principles of EU data pro-
tection law are not substantially reflected.90 There are some practical complexities as well
that need to be solved efficiently.

It is a matter of concern that the Privacy Shield authorises the US authorities to transfer
the data received from the EU to other third countries. Because the state systems of other
third countries may vary from one to another, it is not possible to predict those from a
specific point of time. If, for example, data are transferred to a country having dictatorship
with an arbitrary surveillance system on electronic media and communication, then the EU
data will fall under threat. In such circumstances, Chapter V of the GDPR (or Arts. 25 and 26
DPD) should bind the third countries for the intra-group data transfers, which unfortu-
nately are not ensured in the Privacy Shield.91 However, it is expected that the Privacy
Shield would take into account this issue soon.92

Some principles of the Privacy Shield are already criticised, such as the ‘self-certification’
provision, the Ombudsman position bearing doubtful independence93 and the 45-days
notification requirement for data breaches.94 The language and arrangement of the
Privacy Shield are argued to be a bit ambiguous, inconsistent, unclear and difficult to
understand in some respects. Because many terms are interpreted differently in the EU
and the United States, and some terminologies are different but mean the same matter
in those two territories, it is very important to explain every confusing term with clear defi-
nitions.95 For example, privacy on the Internet or right to erasure are understood differ-
ently in the EU and the United States.96

It is important to remember that, by processing personal data, a data controller may
also be a data processor. The term ‘data processor’ [Art. 4(8) GDPR] does not necessarily
mean ‘data controller’ [Art. 4(7) GDPR] because ‘the purposes and means of the processing
of personal data’ are determined by the controller, and the data processor will not enjoy
that power while it becomes a separate entity (only processor).97 To determine and regu-
late the activities of such data processors for example, organisations, companies or agents
receiving data from the EU to the United States for the purpose of processing, some
specific and clear provisions are required in the Privacy Shield, which is still absent.98 Limit-
ing data retention is a basic feature of the European data protection law [Art. 6(1)(e) DPD
and Recital 39, Art. 5(1)(e) GDPR]. Such a provision within the meaning of keeping data ‘no
longer than is necessary’ is absent in the Privacy Shield.99

89Weiss and Archick (n 49) 10.
90For example, point 6(146) and footnotes 16 and 208 of the Commission Implementing Decision.
91A29WP Opinion 01/2016 (n 24) 20–22.
92Monteleone and Puccio (n 87) 35.
93Monteleone and Puccio (n 87) 32.
94‘Get Privacy Shield Wrong and It Will Have to be Renegotiated in 2018 Warns Data Protection Lawyer’ (March 2016)
<http://technewsrss.com/get-privacy-shield-wrong-and-it-will-have-to-be-renegotiated-in-2018-warns-data-protection-
lawyer/>.

95A29WP Opinion 01/2016 (n 24) 12–14.
96Stretton and Grest (n 71).
97Article 29 Data Protection Working Party, Opinion 1/2010 on the concepts of “controller” and “Processor” (16 February
2010).

98A29WP Opinion 01/2016 (n 24) 16.
99A29WP Opinion 01/2016 (n 24) 17.
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There are some exceptions to the Privacy Shield principles under which legal obligation
of data protection could be limited on the grounds of ‘national security, public interest, or
law enforcement requirements; by statute, government regulation or case law that creates
conflicting obligations or explicit authorizations’.100 From the EU side, such provision also
keeps scope of ambiguity to determine the exact extent of exemption from legal obli-
gation. For that purpose, the EU authorities need to be cognisant about the US law.101

Because the future impacts of the GDPR are still unforeseen, the Privacy Shield should
be subject to review and amendment considering the application and acceptance of the
GDPR.102 However, the Privacy Shield keeps the flexibility of annual review and joint
dispute resolutions to be updated with time and for solving probable complexities. As a
paradox, the very flexible nature of an agreement may turn it difficult for concerned
legal activists to rely on and investigate properly the related practicalities.103 The joint
review mechanism, as prescribed in the Privacy Shield, is a good initiative, though the pro-
vision needs more clarification. Some regional contact point in the EU is required for an
effective resolution mechanism.104

With the emergence of the GDPR and now the EU-US Privacy Shield in a contemporary
time period, a new era in data protection regime is about to begin.105 It is a time of concern
and uncertainty whether the GDPR and Privacy Shield will proceed in harmony or some
conflict will arise.106 The EU authorities sketched the GDPR targeting personal data and
privacy protection of EU residents in the changing digital environment. At the same
time, with strengthening the harmonised ‘one-stop-shop’ principle, the GDPR facilitates
business aspects of the EU Member States in connection with personal data protection
both inside and outside the EU.107 On the other hand, the Privacy Shield is an attempt
to simplify business between the EU and the United States in a digitalised environment.
Unavoidably, it has to take into consideration both the EU and US legislations.

It is important to remember that the Privacy Shield is not a legislation but an agree-
ment. Normally, the US-based giant multinational technology companies are not bound
to implement this decision unless they subscribe to it.108 But the universal spread of IT
business services necessitates the subscription to the Privacy Shield in order to deal
with the cross-border data flows between the EU and the United States. Under such cir-
cumstances, subscriptions of hundreds of US-based multinational companies (including
Facebook, Google and Microsoft) to the present Privacy Shield decision implies that
they care for the EU data protection law in case of transatlantic data transfer.109

After the failure of the Safe Harbour Agreement, in spite of both the visible advantages
and limitations of the Privacy Shield at this point in time, how the transnational data flow

100Annex II.I.5 of the Annexes to the Commission Implementing Decision.
101A29WP Opinion 01/2016 (n 24) 17.
102A29WP Opinion 01/2016 (n 24) 15; Sidley (n 87) 6.
103Stretton and Grest (n 71).
104A29WP Opinion 01/2016 (n 24) 3, 4.
105Stretton and Grest (n 71).
106Stretton and Grest (n 71).
107Stretton and Grest (n 71).
108Sidley (n 87) 3.
109Kevin Townsend, ‘Google Signs Up For EU/U.S. Privacy Shield’ Security Week (6 September 2016) <http://www.
securityweek.com/google-signs-euus-privacy-shield>; James Titcomb, ‘Facebook Signs Up to Privacy Shield Data
Treaty’ The Telegraph (15 October 2016) <http://www.telegraph.co.uk/technology/2016/10/15/facebook-signs-up-to-
privacy-shield-data-treaty/>.
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between the EU and the United States would be tackled, and how the GDPR will interface
with Privacy Shield is still uncertain and complex. The most challenging task may currently
be to hold a practical and business-oriented look at implementing the Privacy Shield.

5. Conclusion

If people receive suggestions from Google, Facebook, etc. based on their previous online
and, very surprisingly, even offline activities, then the total system seems very vague,
having a lack of openness, transparency and accountability under a process of surveil-
lance. Under such vagueness and overreaching dominance of the giant technology com-
panies, it is possible to process personal data by operating from any part of the world and
targeting users in any part of the world. Even it is not always easy to know when or who
processes data, for what purpose and the exact amount and nature of the processing.

An improved legal basis is sought to be established with the introduction of updated
provisions in the GDPR, which is expected to be effective in jurisdictional scope and
cross-border data transfer issues, especially, for introducing clear and modernised pro-
visions. The EU data protection law’s international application in EU data subjects’ personal
data processing and cross-border data transfer is secured with strong and unambiguous
provisions through GDPR.

It is now clear that the EU authorities tried their best to frame EU data protection
measures in line with the technological expansion in practice.110 If a website or application
becomes available in any part of the EU, it may be brought under the ambit of the EU data
protection law, irrespective of the web or app developers’ place of origin when processing
EU users’ personal data, thereby making a link to the EU. With the GDPR, the regulatory
landscape is extended by benefiting businesses and recommending protection of per-
sonal data by both the EU- and non-EU-based companies and both inside and outside
the EU in the Digital Single Market.111

With regards to international data transfer, although the GDPR updates legal obli-
gations with some new concepts, it has not brought massive changes over the existing
provisions in the DPD.112 The same applies for the Privacy Shield, which many believe is
an upgrade to the Safe Harbour Agreement.113

However, the advancements in information and communication law have just started.
In the coming years, it is probable to face new situations and technologies that demand
new interpretation of laws and produce numerous case laws.114

From the EU users’ points of view, the EU data protection law provides efficient protec-
tion of privacy against unlawful personal data processing. However, if we explain from

110Thompson Hine, ‘European Union Imposes Extraterritorial Privacy Obligations on U.S. Businesses’ (16 May 2014) <file://
atkk/home/b/bupasha/Desktop/Extra%20territorial/Internet%20material/EU-extraterritorial%20privacy%20obligations%
20on%20U.S.%20businesses%20-%20Lexology.html>.

111Pietro Franzina, ‘The EU General Data Protection Regulation: A Look at the Provisions that Deal Specifically with Cross-
border Situations’ Conflict of Laws.net (10 May 2016) < http://conflictoflaws.net/2016/the-eu-general-data-protection-
regulation-a-look-at-the-provisions-that-deal-specifically-with-cross-border-situations/>.

112Tobias Bräutigam, ‘The Land of Confusion: International Data Transfers Between Schrems and the GDPR’ in Tobias Bräu-
tigam and Samuli Miettinen (eds) Data Protection, Privacy and European Regulation in the Digital Age (FORUM IURIS,
Faculty of Law, University of Helsinki, 2016) 168, 169.

113Natasha Lomas, ‘EU-US Privacy Shield Now Officially Adopted but Criticisms Linger’ (12 July 2016) <https://techcrunch.
com/2016/07/12/eu-us-privacy-shield-now-officially-adopted-but-criticisms-linger/>.

114Bräutigam (n 112) 169.
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non-EU-based, for example, US-based online platforms’ standpoints when their services
are used within the territory of the EU, it may become complicated for them to define
their legal obligation in processing personal data. Ultimately and theoretically they are
bound to comply with both the EU and US data protection laws, including the data pro-
tection laws of all the respective Member States in question.115

In the absence of any universally accepted international data protection law in spite of
the worldwide reach of the Internet, the EU data protection law holds the leading position
globally when personal data processing of EU nationals/residents are concerned. Ironically,
this EU-focused approach of the EU data protection law can be described as a limitation to
be ‘international’ for the people in all parts of the world in the sense that it does not
provide redress for non-EU citizens and GDPR only protects data subjects in the EU.116
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EU Law Perspectives on Location Data Privacy
in Smartphones and Informed Consent for
Transparency

Shakila-Bu-Pasha, Anette Alén-Savikko, Jenna Mäkinen, Robert Guinness and Päivi
Korpisaari*

Protection of privacy is currently a debated topic with regard to collecting and processing
of location data via smartphones. This article seeks to discover whether meaningful protec-
tion of privacy is fostered by default location settings and the practice of seeking users’ per-
mission by requiring approval of general terms and conditions, or if these instead cause
users to unknowingly share location data. The article also asks whether such practices com-
ply with human rights law and European Union (EU) data protection law. Moreover, the ar-
ticle discusses whether it is feasible to adopt transparent, explicit and specific steps to se-
cure user privacy at all levels of smartphone usage, and argues that users should enjoy some
control over personal data associated with smartphone usage, including location, and that
this control should be executed under a legal arrangement which also secures users’ priva-
cy and enables app developers’ or operating system providers’ lawful purposes with regard
to processing location data.

I. Introduction

1. Topic Overview

Privacy is a critical concern in connectionwith smart-
phone applications (apps) and use of mobile devices
in general around theworld. Location privacy, in par-
ticular, is under scrutiny since other private informa-
tion can be derived from location-related informa-
tion.1 Location data privacy refers to the right not to
be subjected to unauthorised collection, retention,
use or distribution as well as processing of individ-

ual or organisational location data.2 The concept of
location data privacy does not refer to hiding infor-
mation – rather it safeguards one’s present or past
location information fromuse for commercial or oth-
er purposes without one’s knowledge.3

Many smartphone and other mobile device users
become reluctant to install mobile apps or uninstall
them after realizing that their personal data have
been revealed to others due to the installation of cer-
tain apps.4 Furthermore, in many cases the mobile
operating system (OS) itself collects data which may
be considered personal data, and it may be impossi-

* Shakila-Bu-Pasha, Doctoral Student, Faculty of Law, University of
Helsinki; Anette Alén-Savikko, Post-doctoral Researcher in Copy-
right Law, University of Helsinki; Jenna Mäkinen, Doctoral Re-
searcher, Faculty of Law, University of Helsinki; Robert Guinness,
Senior Research Scientist, Finnish Geospatial Research Institute,
National Land Survey of Finland; Päivi Korpisaari, Professor in
Communication Law, University of Helsinki. For correspondence:
<shakila.bu-pasha@helsinki.fi>. The work is supported by the
MyGeoTrust Project running under Department of Navigation and
Positioning, Finnish Geospatial Research Institute, National Land
Survey of Finland.

1 Robert P Minch, ‘Privacy Issues in Location-Aware Mobile Devices’
(Proceedings of the 37th Hawaii International Conference on Sys-

tem Sciences – 2004), 2 <https://www.computer.org/csdl/proceed-
ings/hicss/2004/2056/05/205650127b.pdf> accessed 8 June 2016.

2 Location Forum, Location Data Privacy Guidelines, Assessments
and Recommendations (Version 2, 1 May 2013), 7.

3 Location Forum, The Executive Guide to Location Data Privacy
(The Elephant in the Conference Room, Version 1.0); Alastair R
Beresford and Frank Stajano, ‘Location privacy in pervasive
computing’ (IEEE CS and IEEE Communications Society, 2003), 46
<https://www.cs.cmu.edu/~15-821/CDROM/PAPERS/beres-
ford2003.pdf> accessed 8 June 2016.

4 Jan Lauren Boyles et al, ‘Privacy and Data Management on
Mobile Devices’ (Pew Research Center, 5 September 2012)
<http://www.pewinternet.org/2012/09/05/privacy-and-data-man-
agement-on-mobile-devices/> accessed 8 June 2016.



EDPL 3|2016 313EU Law Perspectives on Location Data Privacy in Smartphones

ble due to OS restrictions to utilize the full function-
ality of the device’s hardware without enabling some
data collection.
The right to privacy of smartphone users can be

invaded in a variety of ways, for example by
tracking web habits, monitoring contact lists, track-
ing location, examining files without the owner’s
knowledge,5 and collecting technical information in-
cluding IP addresses and other transaction data6.
This article is focused particularly on privacy issues
related to collecting and processing location data of
individual users. In fact, many relevant stakeholders
including mobile device manufacturers, online plat-
form providers as well as OS and app store7

providers, location service providers, mobile app de-
velopers, Internet service providers (ISP), advertis-
ers and governments or legislators can play an active
role in collecting and processing user’s location da-
ta.8

Determining the location of a smartphone9, often
known as positioning, can be accomplished using
different methods. Some methods, such as those
based on the Global Positioning System (GPS), per-
form positioning independently within the smart-

phone. In other methods, radio signals emitted by
the smartphone are measured externally, and thus
positioning can occur without any indication to the
smartphone or user that such determination has tak-
en place.10

At present Global Navigation Satellite System
(GNSS)11, Global System for Mobile Communica-
tions (GSM)12 base stations and WiFi13 are the three
main types of radio signals used for positioning in
smartphones. While GNSS can be used as a ‘stand-
alone’ positioning signal, typically positioning ser-
vices based on GSM or WiFi require interaction be-
tween the smartphone and a commercial provider.
In addition, an enhanced method, known as Assist-
ed GNSS (A-GNSS), requires communication with a
system operator, who is typically contracted by the
smartphone manufacturer and the communications
are routed through its servers. Most smartphone
manufacturers refer to their proprietary positioning
services based on GSM, WiFi, and A-GNSS as ‘loca-
tion services’, and therefore this term is used below
to refer to proprietary services that are used to deter-
mine the location of mobile devices. These interac-
tions between a smartphone and location services
prevent potential privacy issues concerning location
data.
Although data protection has been discussed in-

tensely in Europe in recent years, legislation on pri-
vacy aspects, particularly regarding location data col-
lected via mobile apps and smartphones, is still de-
veloping.Analysing the legal aspectof collection,pro-
cessing and protection of location data of smart-
phone users and keeping the EU at the core of the
discussion, this article investigates the threat of pri-
vacy infringement and the efficacy of relevant EU le-
gal provisions in addressing that threat. Aside from
discussing relevant provisions of existing legal in-
struments, it also proposes steps to be taken by mo-
bile app developers, mobile OS providers, Internet
platforms and legislators for a transparent and ac-
countable data protection system.
For the purpose of the topic, legal aspects can be

examined from two angles:
(a) Byanalysing the relatedprovisionsof existing leg-
islations drafted by the public authorities in order
to secure the rights of data subjects, and bindwith
their provisions the private actors which may col-
lect and process location data of data subjects, i.e.,
the human and fundamental rights and EU data
protection regulations; and

5 Preston Gralla et al, ‘Smartphone apps: Is your privacy protected?’
(Computerworld, 7 July 2011) <http://www.computer-
world.com/article/2509878/data-privacy/smartphone-apps--is-
your-privacy-protected-.html> accessed 8 June 2016.

6 Armand J (AJ) Zottola and Morgan E Brubaker, ‘Apps Apps Every-
where: 5 Essential Legal Considerations for Companies Develop-
ing a Mobile App’ (IP Buzz, Venable LLP, October 2014)
<https://goo.gl/F7s9tP> accessed 8 June 2016.

7 App store refers to online shops for the distribution of software
applications generally intended for mobile devices
<https://www.techopedia.com/definition/27519/app-store> ac-
cessed 8 June 2016.

8 Location Data Privacy Guidelines (n 2) 17.

9 Much of the discussion in this article applies equally well to
other mobile devices, such as tablets, but for simplicity we will
focus on smartphones in the remainder of the article.

10 Minch (n 1).

11 GNSS refers to any satellite system that provides a global naviga-
tion (ie, positioning) service. GPS, operated by the US, is one
particular GNSS, but other GNSSs are already operating or are
under development by other actors. Most modern smartphones
utilize radio signals from multiple GNSSs. Importantly, the opera-
tor of a GNSS does not receive any information about the devices
utilizing its signals.

12 GSM is a default global standard for wireless mobile communica-
tions mostly used in Europe and also many other parts of the
world: <http://searchmobilecomputing.techtarget.com/defini-
tion/GSM> accessed 8 June 2016.

13 WiFi denotes a wireless networking technology that provides
wireless Internet and network connections using radio waves:
<http://www.webopedia.com/TERM/W/Wi_Fi.html> accessed 8
June 2016.
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(b) By examining the locus standi of privacy policies
and terms and conditions developed by different
private actors, eg, OS providers as well as mobile
app providers who collect location data.

However, this article includes both the public and
private sector and their relationship with data sub-
jects, since both of these two sectors operate to for-
mulate legal obligations which require legal research
and collaboration in order to protect location data
privacy of smartphone users.
It is legally required of the app publishers to pub-

lish privacy policies concerning the possibility, rea-
son and extent of personal data processing including
location data.14 Legislation in many states demands
the inclusion of a privacy policy for a mobile app
when it involves access to any kind of personal infor-
mation.15 A survey conducted in 2014 revealed that,
among the 110mostpopular freeAndroid16and iOS17

mobile apps, location data were transmitted via 33%
and 47% of the apps, respectively.18 According to an
other survey published in June 2012, almost 56% of
the paid apps and 30% of the free apps did not have
a privacy policy at all.19

It is technically possible to monitor and collect lo-
cation data secretly, which would constitute a gross
violation of privacy.20 Tracking and managing loca-
tion data is often associated with Big Data,21 so it is
important to keep in mind that location data may be
only one type of data within the context ofmany oth-
er types of data being collected about an individual.
Fragments of data combined and monitored over
time, can result in new personal data, which inmany
cases can be very sensitive. Along with the possibil-
ity of disclosing sensitive and private information,
unlawful or unethical collection of location datamay
facilitate identity theft.22 These examples show that
the user of location-based services (LBS)23, whether
he or she is aware of it or not, is vulnerable to vari-
ous threats to his or her privacy and well-being.
When online platforms and mobile OSs, app de-

velopers or publishers are tending to process users’
location data, they have to do it in compliance with
the law. One of the grounds for processing location
data is to obtain ‘freely given’ consent as required un-
der several legislations. Consent is an expression of
the right to self-determination featured in European
data protection law. This article discusses consent as
a prerequisite for a transparent data protection sys-
tem in processing location data.

2. Are Location Data Personal or Sensitive?

It is important to note that by collecting location da-
ta, app developers or other actors are able to deduce
many types of personal information apart frommere-
ly location, such as religious or political affiliation. To
give an example, if a person visits a church regularly
or goes to a gay bar in the weekends, conclusions can
be drawn about that person’s religion or sexual pref-
erences.Becausemanyprivacy-protectedattributesare
uniquely associated with places or events, collecting
data that show a person frequently visits a place or at-
tends a particular event represents a powerful means
to draw a comprehensive picture of an individual.
Generally, the term ‘location data’ comprises any

information implicitly or explicitly referring to geo-
graphic or geospatial position.24 In order to under-
stand the role of location data under various legal
frameworks, it is important to distinguish between
cases where location data constitute either personal
data or sensitive data (ie, special category of person-
al data) from those cases where the data are effective-
ly anonymised,25 thusnot consideredpersonal or sen-

14 Article 29 Data Protection Working Party (A29 WP), Opinion
02/2013 on apps on smart devices (27 February 2013), 24.

15 Zottola and Brubaker (n 6); see, eg, Press Release of State of
California Department of Justice, Office of the Attorney General,
Attorney General Kamala D. Harris Files Suit Against Delta Air-
lines for Failure to Comply with California Privacy Law (6 Decem-
ber 2012).

16 Android implies a mobile OS developed by US based company
Google <https://recombu.com/mobile/article/what-is-android-and-
what-is-an-android-phone_M12615.html> accessed 8 June 2016.

17 iOS is the OS of Apple that is used for the functioning of its
mobile devices <http://www.gottabemo-
bile.com/2014/08/09/what-is-ios/> accessed 8 June 2016.

18 Jinyan Zang et al, ‘Who Knows What About Me? A Survey of
Behind the Scenes Personal Data Sharing to Third Parties by
Mobile Apps’ (JOTS, 30 October 2015) <http://tech-
science.org/a/2015103001/> accessed 8 June 2016.

19 June 2012 FPF Mobile Apps Study < https://fpf.org/wp-content/up-
loads/Mobile-Apps-Study-June-2012.pdf> accessed 8 June 2016.

20 A29 WP, Opinion 13/2011 on Geolocation services on smart
mobile devices (16 May 2011), 7.

21 A huge quantity of data which needs special management tools
and includes data collected via different online activities over
time: <http://www.pcmag.com/encyclopedia/term/62849/big-da-
ta> accessed 8 June 2016.

22 Location Data Privacy Guidelines (n 2) 12, 15, 16.

23 LBS include ‘applications that depend on the user location to
provide a service/information that is relevant to the user’
<http://www.navipedia.net/index.php/Location_Based_Services>
accessed 8 June 2016.

24 Location Data Privacy Guidelines (n 2) 7.

25 When identifying factors are removed from personal data, those
become anonymised data. Further discussed in ch II (2).
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sitive data.26 Location data may constitute one of the
many types of personal data while, at the same time,
location data may become sensitive data,27 because
as discussed above, location data may be used to de-
duce other extremely extensive personal informa-
tion,28 thus becoming sensitive data. In Article 4(1) of
the General Data Protection Regulation29 (GDPR), lo-
cation data is expressly mentioned as a factor by ref-
erence to which a person may be directly or indirect-
ly identified, thus is recognised as an ‘identifier’ of
personal data. This article focuses on location data
when they constitute personal and/or sensitive data.

II. Location Data under Different Legal
Framework

For a lawful purpose, EU law permits the processing
of location data following strict and precise condi-
tions, including protection of such data against mis-
use and respect for other rights of the data subjects,
while improper collection and processing of location
data could result in invasion of privacy.30

1. Human and Fundamental Rights Law

The Charter of Fundamental Rights of the European
Union31 (CFR) was recognised as EU primary law

from 2009 by the Lisbon Treaty32 and accordingly
considered legally binding and of similar value to the
Treaties (Article 6 TEU).33 Respect for private and
family life and right to personal data protection are
guaranteed in Article 7 and Article 8, respectively.34

Article 8(2) of the CFR ensures the right of data sub-
jects to access and rectify the collected personal da-
ta and permits processing of personal data with the
consent of the data subjects on fair and specified
grounds or for some lawful purposes. Article 52 pro-
vides limitations to the rights and freedoms under
the Charter as well.35

In a landmark judgment in the joined cases ofDig-
ital Rights Ireland Ltd (C-293/12) v Minister for Com-
munications, Marine and Natural Resources and Oth-
ers and Kärtner Landesregierung (C-594/12) and Oth-
ers,36 the Grand Chamber of the Court of Justice of
the EuropeanUnion (CJEU) ruled the Data Retention
Directive37 invalid on 8 April 2014; one of the
grounds was infringement of the rights under Arti-
cles 7 and 8 of the CFR.38 The provisions of this Di-
rective permitted mobile app providers to retain lo-
cation data of individual users.39

Article 8 of the European Convention on Human
Rights40 (ECHR) guarantees the right to privacy,
which includes privacy of Internet users as well. It
has been established by the European Court of Hu-
man Rights (ECtHR) that violations of fundamental
rights and freedoms guaranteed by the Convention

26 However, there are scholars who argue that a distinction between
personal data and sensitive personal data does not hold in the
new age of big data. Instead they suggest that all personal data
should be considered as possibly sensitive personal data.

27 Processing of sensitive data has been prohibited under art 8(1)
DPD which includes ‘personal data revealing racial or ethnic
origin, political opinions, religious or philosophical beliefs, trade-
union membership, and the processing of data concerning health
or sex life,’ followed by some exceptions in arts 8(2) and 8(3); art
9 GDPR also prohibits a list of special categories of data or
sensitive data with some exceptions.

28 Atle Årnes and Catharina Nes, ‘What does your app know about
you?’ (Datatilsynet, 15 September 2011), 14 <http://www.datatil-
synet.no/Global/english/APPrapp_english.pdf> accessed 8 June
2016.

29 Regulation (EU) 2016/679 on the protection of natural persons
with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (2016)
OJ L119/1.

30 European Commission/ Justice, Protection of personal data
<http://ec.europa.eu/justice/data-protection/> accessed 8 June
2016.

31 OJ C 364/1 (2000/C 364/01).

32 OJ C 306/1 (2007).

33 Council of Europe/European Court of Human Rights, European
Union Agency for Fundamental Rights, Handbook on European

data protection law, 20. The Treaty on European Union:
<http://eur-lex.europa.eu/legal-con-
tent/EN/TXT/PDF/?uri=CELEX:12012M/TXT&from=EN> accessed
8 June 2016.

34 art 17 of the International Covenant on Civil and Political Rights
and art 12 of the Universal Declaration of Human Rights also
protect right to privacy; art 16 of the Treaty on the Functioning of
the European Union (OJ C 326, 2012) guarantees the right to the
protection of personal data.

35 See also Joined Cases C-92-93/09 Volker und Markus Schecke
GbR and Hartmut Eifert v Land Hessen (CJEU, 9 November 2010)
ECLI:EU:C:2010:662.

36 Jointly: OJ C 175/6 (8 April 2014) ECLI:EU:C:2014:238.

37 Directive 2006/24/EC of the European Parliament and of the
Council of 15 March 2006 on the retention of data generated or
processed in connection with the provision of publicly available
electronic communications services or of public communica-
tions networks and amending Directive 2002/58/EC, OJ L
105/54.

38 Theresa Papademetriou, ‘European Union: ECJ Invalidates Data
Retention Directive’ (The Law Library of Congress, Global Legal
Research Center, June 2014), 1 <http://www.loc.gov/law/help/eu-
data-retention-directive/eu-data-retention-directive.pdf> accessed
8 June 2016.

39 ibid.

40 Rome, 4.XI.1950.
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occurring in the digital or online world can also be
determined by the ECtHR.41 Hence, the human and
fundamental right to privacy enshrined both in the
CFR and ECHR should be respected nomatter where
the threat of invasion comes from, including smart-
phones or mobile apps – and the same applies to lo-
cation data.42

However, the right to privacy is not an absolute
right under Article 8 of the ECHR, and interference
with this right by public authorities is allowed only
for lawful reasons, such as for the protection of na-
tional security or economic wellbeing, public safety,
health or morals, rights and freedoms of others, or
prevention of other crimes. InUzun v Germany43, the
surveillance via GPS, and thereby processing and use
of the applicant’s location data was decided as pro-
portionate interference with the private life under
Article 8 of the ECHR. As it was done by the State in
order to combat terrorism, the surveillance measure
without data subject’s consent amounted to the in-
terests of national security and public safety andwas
‘necessary in a democratic society’ in accordance
with the exceptions provided in Article 8(2) of the
ECHR.44

2. EU Data Protection Law

Until the GDPR comes into effect in May 2018, the
prime legislation in the EU targeting the protection
of personal data is the Data Protection Directive45

(DPD), which is also applicable to smartphone de-
vices and apps involving personal data processing.46

In particular, it applies to personal data processing
when it is done automatically and constitutes a part
of some filing system.47 Although the term ‘location
data’ has not been specifically stated in the DPD, this
piece of legislation is of utmost relevance since its
provisions apply to the protection and processing of
personal data, including location data regarded as
such data, and also to the location data collected via
mobile apps and smartphones. However, since the
DPDwas adopted in 1995, some important recent as-
pects of digitalised environment have not been suf-
ficiently anticipated to fall within the scope of the
legislation.48

Hence, the Directivewill be replaced by the GDPR,
published in the Official Journal in spring 2016. The
Regulation will secure a uniform data protection law
for the EUMember States after a two-year transition
period from its entry into force [20th day after offi-
cial publication, cf Article 99(1)].49 This article makes
references to the GDPR mainly in issues of particu-
lar relevance to the subject. No overall assessment of
the reform is sought.50

At the same time, some provisions of the Directive
on privacy and electronic communications51 (e-Pri-
vacyDirective) as amended byDirective 2009/136/EC
of the European Parliament and of the Council52 are
very significant in addressing the location privacy is-
sues of smartphone users. Aiming to protect person-
al data in the field of electronic communication net-
works and services, the e-Privacy Directive differen-
tiates between traffic data and location data.53 Ac-
cording to the amended Article 3, the applicability of
the e-Privacy Directive includes public communica-

41 See eg, Ashby Donald and others v France App no 36769/08
(ECtHR, 10 January 2013).

42 See eg, Uzun v Germany App no 35623/05, IHRL 1838 (ECtHR,
2 September 2010). 105a, note 81eA Law Review 1701er data
protection system when the GDPR comes into force.e twork cell
connected with the termina

43 ibid.

44 Council of Europe/European Court of Human Rights, Research
Division, Internet: case-law of the European Court of Human
Rights (2011, Updated: June 2015), 7.

45 Directive 95/46/EC of the European Parliament and of the Council
of 24 October 1995 on the protection of individuals with regard
to the processing of personal data and on the free movement of
such data, OJ L 281/31.

46 A29 WP, Opinion 02/2013 (n 14) 7.

47 Daniel Dimov, ‘Differences between the privacy laws in the EU
and the US’ (Infosec Institute) <http://resources.infosecinsti-
tute.com/differences-privacy-laws-in-eu-and-us/> accessed 8 June
2016.

48 eg, AG Jääskinen, C-131/12 Google Spain et al v AEDP, Costeja
Gonzales (CJEU, 13 May 2014) ECLI:EU:C:2014:317, points 27,
30, 31, 61; C-101/01Bodil Lindqvist ECLI:EU:C:2003:596, para
68; COM (2012) 9 final, 3.

49 Marcus Evans, ‘European Council approves EU General Data
Protection Regulation draft; final approval may come by end of
2015’ (Data Protection Report, 15 June 2015) <http://www.dat-
aprotectionreport.com/2015/06/european-council-approves-eu-
general-data-protection-regulation-draft-final-approval-may-
come-by-end-of-2015/>. European Commission/ Justice, Reform
of EU data protection rules < http://ec.europa.eu/justice/data-
protection/reform/index_en.htm> accessed 8 June 2016.

50 Dimov (n 47).

51 Directive 2002/58/EC of the European Parliament and of the
Council of 12 July 2002 concerning the processing of personal
data and the protection of privacy in the electronic communica-
tions sector, OJ L 201/37.

52 OJ L 337/11.

53 Dimov (n 47).
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tions networks that support personal data collection
and processing, and identification devices. For in-
stance, most tracking systems resort to public com-
munications networks in their functions, and indi-
viduals may be directly targeted or tracked via per-
sonal devices, such as smartphones, which rely on
public communications networks.
The e-Privacy Directive becomes relevant, for ex-

ample, when a device manufacturer wants to upload
data stored in a user’s device to its servers. Accord-
ing to Article 5(3) of the e-Privacy Directive, this
means that the controller needs the user’s consent.
But once the data are already uploaded on the con-
troller’s servers and an application requires access to
this information, it is not subject to the e-Privacy Di-
rective but to the provisions of the DPD instead (fur-
ther processing, Article 7 DPD). As per Recital 10 of
the e-Privacy Directive, the applicability of the DPD
extends to all perspectives relating to the protection
of fundamental rights and freedoms in the electron-
ic communications sector, all of which are not with-
in the scope of applicability of the e-Privacy Direc-
tive. According to Article 1(2) of the latter, the provi-
sions of the e-Privacy Directive ‘particularise and
complement’ the relevant provisions of the DPD.54

In pursuance of Recital 24 of the e-Privacy Direc-
tive, terminal equipment, such as smartphones, or
any information stored in a mobile device should be
considered as ‘private’ and be protected under the
ECHR. Thereby, unauthorised tracking of location ei-
ther through mobile carriers, mobile apps or mobile
phone application programming interfaces (APIs)55

are considered a violation of the right to respect for
private life protected under Article 8 of the ECHR.
Whendata are ‘processed in an electronic commu-

nications network, indicating the geographic posi-

tion of the terminal equipment of a user of a publicly
available electronic communications service’, they
are defined as ‘location data’ in Article 2(c) of the e-
Privacy Directive. In addition, according to Recital
14, such data includes the ‘latitude, longitude and al-
titude of the user's terminal equipment’.
As per Article 2(a) of the DPD, when a natural per-

son is identified or identifiable via so-called identi-
fiers specific to, for example, their identity of body,
mind, economy, culture, society, the (accompanying)
pieces of information are ‘personal data’ [see also Ar-
ticle 4(1) GDPR].Many activities performedon smart-
phones, such as downloading applications or using
web-based services, require registration with the
user’s name, email address, physical address, or ac-
count number, which are identifying personal data.
If those data are combined with location data, then
location data easily become also personal data. Addi-
tionally, every smartphone has one or more unique
identifiers, for example, the International Mobile
Equipment Identity (IMEI)56, which can be used in
thedevelopment of location services. Because of such
identifiable and identifying pieces of information,
users’ personal location data are being disclosedwith
or without their knowledge.57

Normally, national lawsof the respectiveEUMem-
ber States are applicable in defining the activities of
a data controller according to Article 4(1)(a) of the
DPD with regard to processing personal data, and
those provisions must be ‘pursuant to’ the DPD. The
GDPR will provide a more uniform instrument. App
developers can be defined as data controllers within
themeaning of Article 2(d) of the DPDwhen the pur-
poses and means of processing of personal (includ-
ing location) data on smartphones are determined by
them and thereby the provisions of the whole Direc-
tive are applicable to them58 [see Article 4(7) GDPR].
Location data can be processed by themobile apps

collecting it via smartphones independently fromOS
developers or the location infrastructure con-
trollers.59 In this process, location datamight be con-
veyed to apps after the OS collects it. If any OS uses
that data to improve its own location services, then
the OS would be considered as a data controller ac-
cording to the definition of Article 2(d) of the DPD.60

Similarly, an app store will be deemed as the data
controller when it keeps records of formerly bought
apps with login credentials or credit card numbers
of accountholders of the apps.61 Thus the provisions
of the DPD bind app developers, OSs and app stores,

54 Phil Lee, ‘The e-Privacy Directive – when and how does it apply
exactly?’ (fieldfisher, 11 August 2011) <http://privacylaw-
blog.fieldfisher.com/2011/the-e-privacy-directive-when-and-how-
does-it-apply-exactly> accessed 8 June 2016.

55 APIs refer to a set of routines, protocols and tools in order to
develop software applications <http://www.webope-
dia.com/TERM/A/API.html> accessed 8 June 2016.

56 An IMEI is a number used by GSM networks to uniquely identify
mobile devices <https://en.wikipedia.org/wiki/International_Mo-
bile_Station_Equipment_Identity> accessed 8 June 2016.

57 A29 WP, Opinion 13/2011 (n 20) 9, 10.

58 A29 WP, Opinion 02/2013 (n 14) 9.

59 A29 WP, Opinion 13/2011 (n 20) 12.

60 A29 WP, Opinion 02/2013 (n 14) 11.

61 ibid 12.
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when they become data controllers within the defi-
nition of the DPD.
The principle of data minimization is prescribed

in Article 6(1)(c) of the DPD and Article 5(1)(c) of the
GDPR respectively in collecting and processing of
personal data. Article 17 of the DPD and Article 32 of
the GDPR respectively require the app developers
and OS providers to arrange security measures for
the protection of such data.62

At the same time, EUdata protection laws also per-
mit some exceptions to the right to data protection.
If data are disclosed to the controller and data pro-
cessing is necessary for the basic functionality of the
apps, Article 7(f) of the DPD permits data processing
based on legitimate interests so long as the funda-
mental rights of the data subject are ensured [see Ar-
ticle 6(1)(f) GDPR].
Although according to the aforementioned defin-

itions of EU law, location data of individual users are
‘personal data’, anonymous location data is treated
differently (see pseudonymous data63). When data
are effectively anonymised so that they cannot be
used to identify an individual, then normally such
location data are not regarded as personal data.64Ac-
cording to Recital 26 of the DPD, when a particular
smartphone user is not identifiable, it is indeed not
a legal requirement to apply ‘the principles of pro-
tection’.65 But it is important to note that even so-
called anonymised location data, when combined
with other types of information, may be possible in
some cases to ‘reidentify’ and ‘deanonymise’ and be
used to uniquely identify an individual, therefore it
is not straight-forward to determine an appropriate
level of anonymization.66 Recital 26 DPD clarifies
that ‘to determine whether a person is identifiable,
account should be taken of all the means likely rea-
sonably to be used either by the controller or by any
other person to identify the said person.’ A similar
view is also expressed in Recital 26 of the GDPR.
According toArticle 3(2) of theDPD, its provisions

regarding processing of personal data will not be ap-
plicable in case of public and state security, defence,
and criminal law proceedings by a state [see also Ar-
ticle 2(2) GDPR]. Article 13(1) of the DPD also pro-
vides exemptions and restrictions to the right to per-
sonal data protection on similar grounds, as well as
some additional grounds as those mentioned above.
Following this provision, or to prevent ‘unauthorised
use of the electronic communication system’, Article
15 of the e-Privacy Directive allows restrictions to the

scope of the rights and obligations concerning loca-
tion data, based on largely similar grounds.

III. Transparency and Consent: The
Most Contested Requirements

Althoughmanymultinational technologycompanies
have their own privacy policies, developer distribu-
tion agreements and end-users license agreements
(EULAs), a lack of transparency exists about the na-
ture, amount and purpose of and sometimes even
threat concerning personal (including location) data
processing of smartphones and mobile apps users.67

For example, there are strict procedures that app
developers must follow before they qualify to sell
their apps in the Apple App Store.68 Users of
iPhones69 do not have any option but to agree with
the terms and conditions of Apple, and in most cas-
es the users do not know about the nature and vol-
ume of their personal data that is processed when in-
stalling and using apps on their iPhones.
In case of iOS, it is only possible to turn location

services ON or OFF. If location services are turned
OFF, then (according to Apple) no location data is
collected by Apple (GPS, WiFi, or GSM), nor made
available to apps.Where the user has turned location
services to ON, then Apple receives anonymous loca-
tion and WiFi data, and also chooses whether to de-
termine location by GPS, WiFi, GSM, or some other
means. There is no way to ‘opt out’ of this data pro-
cessing when location services are turned on.

62 Kamala D Harris, Attorney General, California Department of
Justice, Privacy on the Go, Recommendations for the Mobile
Ecosystem (January 2013) 9, 10.

63 The GDPR expressly includes the concept of pseudonymisation
(eg, arts 4, 25). Personal data are pseudonymised when identify-
ing elements are replaced with some pseudonyms.

64 Handbook on European data protection law (n 33) 44.

65 ‘Geolocation in the spotlight’ (fieldfisher, 23 May 2011)
<http://privacylawblog.fieldfisher.com/2011/geolocation-in-the-
spotlight> accessed 8 June 2016.

66 Paul Ohm, ‘Broken promises of privacy: Responding to the
surprising failure of anonymizing’ (2009) 57 UCLA Law Review
1701, 1703.

67 Årnes and Nes (n 28) 5.

68 ‘Android vs. iOS vs. Windows Phone’ (mobidev, 8 February 2013)
<http://mobidev.biz/blog/android_vs_ios_vs_windows_phone>
accessed 8 June 2016.

69 iPhones are smartphones projected and marketed by Apple Inc.
running special mobile OS of Apple <http://www.webope-
dia.com/TERM/I/iPhone.html> accessed 8 June 2016.
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For its part, the Android OS provides different
‘modes’ for accessing location. In the mode ‘High ac-
curacy’, Androiduses eitherGPS,WiFi, ormobile net-
works (eg, GSM) to estimate the location. In ‘Power
saving’ mode Android uses only WiFi and mobile
networks to estimate location (ie, no GPS). In the
mode ‘GPS only’ Android uses only GPS. Inmost An-
droid phones, in order to use either the most ‘High
accuracy’ or ‘Power saving’, the user must enable
‘Google's location service’ while in order to enable
Google's location service, the user must consent to
the collection of ‘anonymous location data’. Also, this
process of requiring consent, may differ from phone
to phone. Lastly, in Android there is a setting, buried
in the ‘Advanced’ settings for WiFi, which says, ‘Al-
ways allow scanning: Let Google Location Service
and other applications scan for WiFi networks, even
when WiFi is off’. This setting is enabled by default
and it is very probable that the majority of users are
unaware that it exists.
The use of LBSs on smartphones is increasingly

popular, with large market revenues fostering data
collection, which exposes the user to various threats
to privacy. Different mobile apps offer LBSs using
different mobile OSs, accessing location data of the
users. LBS includes diverse services, including navi-
gation services, crowdsourced location information
services, tagging locationof content (eg, photos) post-
ed on the Internet, personal location history tracking
and advertising based on location data.70

Besides, by collecting other types of data, such as
ID data, calendar data, accessing users’ cameras or
microphones, using hardware in mobile phones like
gyroscopes71 and accelerometers72, the probability

of being able to track users’ location without the use
of GNSS, WiFi, or GSM is high. The total system for
monitoring and processing location data involves
ambiguity and lack of transparency and accountabil-
ity, keeping it based on trust from the users’ side to
the OSs and app developers as to the nature, extent
and means of the whole process.73

The app approval process of multinational tech-
nology companies, such as Apple and Google, and
their EULAs are based on one-sided terms and con-
ditions irrespective of international or regional data
protection principles.74 This raises the question on
howgiant technology companies can disregard inter-
national and regional norms of privacy and data pro-
tection in their collection of user data. These OSs, us-
ing infrastructures such as GPS or WiFi to provide
location services, should also be held legally respon-
sible if they violate European data protection law.
Such aspects require that the international commu-
nity collaborate to ensure a transparent and safe elec-
tronic communication system.

1. Legal Provisions on Consent

Pursuant to Article 10 of the DPD, in case of person-
al location data processing, smartphone users are en-
titled to be informed about the identity of the OS
provider, app publisher, or app developer as con-
troller, the purposes of the data processing, and the
recipients of that data, with the right to access and
rectify the data.75 Article 7 of the DPD provides six
lawful grounds under which personal data might be
processed including when consent by the user is giv-
en ‘unambiguously’. Article 2(h) of the DPD states
that, such consent shall be ‘freely given specific and
informed’. Processing sensitive data, including cases
where location data are considered sensitive data is
to be prohibited but exceptions apply for instance
where the data subject explicitly consents to the pro-
cessing (Article 8 DPD).76

Theamendede-PrivacyDirective also requiresmo-
bile network operators to follow the legal obligations,
including to inform and take prior consent in provid-
ing particular services requiring base station data.77

Under Article 5(3) of the e-Privacy Directive, consent
has to be obtained by providing ‘clear and compre-
hensive information’.
Article 9 of the e-Privacy Directive appears as an

extensive provision addressing the processing of lo-

70 A29 WP, Opinion 13/2011 (n 20) 3.

71 Gyroscopes denote the devices that sense angular velocity or
variation in rotational angle for each unit of time
<https://www.quora.com/How-do-the-gyroscopes-in-smart-
phones-work> accessed 8 June 2016.

72 Accelerometer works almost the same as gyroscopes, additional-
ly, it can also detect changes in orientation and direct the screen
to rotate in smartphones <http://www.ibtimes.com/how-does-
accelerometer-work-smartphone-bill-hammack-engineer-guy-ex-
plains-full-text-699762> accessed 8 June 2016.

73 Årnes and Nes (n 28) 17.

74 ibid 8.

75 A29 WP, Opinion 13/2011 (n 20) 17.

76 Alan Charles Raul (eds), ‘The Privacy, Data Protection and Cyber-
security Law Review’ (Law Business Research Ltd, November
2014), 3.

77 A29 WP, Opinion 13/2011 (n 20) 13.
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cation data. Consent is required regarding the type,
purpose, extent and duration of data processing, and
transmission of such data to third parties in relation
to public electronic communications systems. Ac-
cording to Article 9(2), users or subscribers may
refuse the processing of their location data for all sep-
arate connections or communications to the network
or transmission.
Article 13 of the e-Privacy Directive states that the

prior consent of subscribers is required in case of di-
rectmarketing using automatic callingmachines, fax
or emails. According to its Recital 40, the scope of in-
trusion to ‘privacy by unsolicited communications
for direct marketing purposes’ has been extended
with inclusion of SMSmessages requiring the recip-
ients’ ‘prior explicit consent’.
Being one of the most contested provisions, the

GDPR intends to unify some aspects relating to con-
sent and bring about some changes to the concept of
consent by data subjects as well as accountability of
data controllers or processors, even when sensitive
data are not concerned.78 The GDPR notes that con-
sent must be given by ‘clear affirmative’ action, and
an electronic request must be clear and undisruptive
(Recital 32). AlongwithRecital 32, Article 4(11) of the
GDPR defines consent of the data subject which im-
plies a ‘freely given, specific, informed and unam-
biguous’ sign of wishes, and will be in the nature of
an agreement between the data processor and data
subject concerning personal (incl. location) data pro-
cessing with either a written statement or ‘clear af-
firmative action’. In the GDPR, consent is regarded
as a justification both for processing in general [Ar-
ticle 6(1)(a)] and with regard to sensitive data, as in
special categories of personal data on the condition
of ‘explicitness’ (Article 9).
According to Article 7 of the GDPR, data con-

trollers are required to be able to demonstrate that
the data subjects have given the consent [Article 7(1)].
Consentmust also be clearly distinguishable and eas-
ily accessible [Article 7(2)]. Moreover, consent must
be withdrawable as easily as given [Article 7(3)], thus
consent is assumed not to be freely given if there is
no genuine free choice and no possibility of refusal
or withdrawal. The same applies where no appropri-
ate separation for different data processing opera-
tions exists or if the performance of a contract de-
pends on the consent despite it being unnecessary
for such performance [Article 7(4), Recitals 42, 43
GDPR].

2. Providing Notice and Seeking Consent

The first step to ensure a meaningful consent is to
provide notice to the users about the way, extent and
possibility of collection and processing of their loca-
tion data. Such notice will enable them to take free
and informed decisions, and guarantee meaningful
control (Recital 7 GDPR) over that data. It is the re-
sponsibility of LBS providers to demonstrate users’
consent in an open and unambiguous way, and loca-
tion data can only be collected as the notice pre-
scribes. This ensures that users can get the feeling of
confidence and control over their location data. LBS
providers should arrange the notice in clear, under-
standable and standard language (Recital 42 GDPR),
so that it remains applicable irrespective of the tech-
nology or devices that the customers use or the busi-
ness policies that the different OSs adopt.79 More-
over, data protection should be taken into account
early on in the development of LBS and implement-
ed by design and by default (Article 25 GDPR).
The users should be informed with clear and ade-

quate information to what purpose their location da-
ta would be used, and with whom the data would be
shared including advertisers or any other third par-
ties (seeArticles 10, 11DPD;Article 12-14GDPR, etc).80

The settings of the application should not be such
that they expose location or other personal data by
default. There must be some option provided by the
mobile apps or OSs for the users either to accept or
decline, thus to express their actual choice regarding
processing of their location data.81 Failure to provide
any option other than accepting the terms to com-
plete the installation process and afterwards process-
ing personal (including location) data would not be
consonant with freely given consent.82

Instead of formulating and conveying general
comprehensive privacy policies and terms and con-
ditions, describing data practices of those apps, and

78 Eduardo Ustaran (eds), Future-proofing privacy: A Guide to
preparing for the EU Data Protection Regulation (Hogan
Lovells, June 2015), 16, 17, 28.

79 CTIA, Best Practices and Guidelines for Location Based Services,
(Version 2.0, March 2010), 1. <http://www.ctia.org/docs/default-
source/default-document-library/pdf-version.pdf?sfvrsn=0> ac-
cessed 8 June 2016.

80 GSMA, Privacy Design Guidelines for Mobile Applications (Mo-
bile & Privacy, February 2012) 4 and A29 WP, Opinion 02/2013
(n 14) 15.

81 GSMA, Privacy Design Guidelines (n 80) 20.

82 A29 WP, Opinion 02/2013 (n 14) 14.
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compelling the users to agree on certain default set-
tings, there should be arrangements to provide dis-
tinct and ‘specific’ notification from the apps which
may collect sensitive location data. In other words,
because of the special characteristics of location da-
ta it is necessary to arrange them as a different set of
terms, or at least, when combined with other terms,
they should be kept conspicuously distinct and easi-
ly identifiable.83 Checklists can be prepared identify-
ing the types of personal data which the particular
app would collect to fulfil the purpose of its opera-
tions (Recital 32 GDPR). Terms and conditions, espe-
cially regarding these particular types of data pro-
cessing, should be precise and short instead of long
and descriptive.84 Every new and different use of lo-
cation data not covered under the introductory no-
tice should provide separate notice to the users ask-
ing their consent. The retention period of location
data [Article 13(2)(a) GDPR] and possible extension
of data retention should be disclosed to the users.85

With respect to social media platforms, a request
for permission regarding the disclosure of location-
related information to other users, as well as a peri-
odical reminder thereof by a notice with a simple
statement, would be convenient for the users to ex-
press their consent. Also in case of irregular use of a
LBS, the app should renew consent or remind users
about the availability of their location data once a
year. A reminder sent with some image or sign could
be more expedient and time saving than a descrip-
tive notice.86 The users should also be able to share
their locationdatawithaparticulargroupofpeople.87

Consent, once given, should not be regarded as
consent forever. The data subjects should be able to
withdraw their consent in a convenient way [Article

7(3)GDPR] and also delete previous locationdata per-
manently as prescribed by law (Article 12 DPD; Arti-
cle 17 GDPR).88 Since the data subjects have rights
over personal data, users should enjoy the liberty to
terminate the LBS and their consent accordingly at
any time.89

In summary, informed consent is essential to en-
sure a fair and transparent system of location data
processing.90

3. Example

As an example, if an indoor mobile application is de-
veloped providing a location information service,
more particularly information relating to nearby
chain-stores, the following stepswouldbe considered
as standard practice in collecting and processing lo-
cation data:
• In the course of installation of the app and when
accessing the location of the users, there would be
an arrangement to ask the consent separately;

• The app must mention the particular purpose, eg,
making suggestions to the users about nearby
chain-stores or other related information individ-
ually, and the location data from themobile phone
should only be collected when the app is used by
the user for that specific purpose;

• Such consentwouldnot authorise the apppublish-
ers to collect location data from the mobile phone
repeatedly;

• In case of successive processing, informing the
user distinctly for separate consent is required;

• If the app intends to access the contact list of the
mobile phone of the user, there must be an option
for the user to select particular contacts with
whom he/she intends to communicate or share
his/her location.91

If a user makes available an important piece of infor-
mation including account name, email address or
phone number to other users in amobile application
that uses location, processing the data without ask-
ing a separate consent in certain circumstances [eg,
to perform a contract under Article 7 (b) DPD] would
be lawful.92However, the form, content andmethod-
ology to get consent may differ depending upon the
policies of different OSs and nature of LBSs.93

Even after taking consent to access location data,
the OSs and LBS providers should not retain location

83 CTIA, Best Practices and Guidelines (n 79) 3.

84 Harris, Privacy on the Go (n 62) 6-8.

85 CTIA, Best Practices and Guidelines (n 79) 3.

86 ibid 4.

87 ibid 6.

88 A29 WP, Opinion 13/2011 (n 20) 16.

89 CTIA, Best Practices and Guidelines (n 79) 4.

90 Frederik Zuiderveen Borgesius, ‘Behavioral targeting: A European
legal perspective’ (Security & Privacy, IEEE 11.1, 2013), 4
<http://www.ivir.nl/publicaties/download/984> accessed 8 June
2016.

91 A29 WP, Opinion 02/2013 (n 14) 15.

92 ibid 16.

93 CTIA, Best Practices and Guidelines (n 79) 5.
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data indefinitely [Article 6 DPD; Recital 39, Article
5(1)(e) GDPR]. If the business consideration is ful-
filled, then such data should be destroyed or convert-
ed as unreadable or in special circumstances as
anonymised data. There should be a convenient op-
portunity for users to report any abuse of their loca-
tion data and proper redress against such abuse.94

Most importantly, by complying with the relevant
provisions of existing data protection laws, data
processors can secure and process users’ location da-
ta lawfully.95

IV. Conclusion

Without informing the users (or requiring them to
‘take it or leave it’), collecting their location data and
monitoring personal activities on the Internet via
smartphones –whether done by the State,mobileOS
providers or mobile app developers – pose a serious
threat to the right to privacy and personal data pro-
tection guaranteed under EU legislation. Unlawful
and unfair interference with location data has a di-
rect negative impact on privacy, which has a signifi-
cant effect on the private lives of smartphone users
and also of other individuals.
In order to secure and protect the location data

and privacy of smartphone users from unauthorised
access, use, disclosure or retention, some administra-
tive, regulatory and technical procedures are re-
quired.96 Privacy issues relating to location data ob-
tained via mobile apps and mobile devices have not
been sufficiently covered by existing EU data protec-
tion laws, despite the fact that smartphones aremore
vulnerable compared to other networking devices.97

Most legal scholars tend to apply existing legal frame-
works to deal with location data, even though the
special nature of such data would require special le-
gal consideration. The present privacy measures are
not sufficiently consistent, broad and effective to
handle, protect or manage smartphone users’ loca-
tion data.98

The processing of location data can be accom-
plished in a lawful and transparent way. In case of
invasion of privacy, the role and responsibilities of
different parties should be easily deduced from legal
documents, which are unfortunately not yet compre-
hensive.99 It is a matter of concern that most smart-
phone users are not well informed about the recipi-
ent, controller or processor of their location data as

well as the nature and purpose of the data process-
ing.
It is neither unavoidable nor necessary tomonitor

smartphone users’ every activity, especially if it has
no connection to the running of the respective apps.
On the contrary, it is reasonable for people to expect
that not all of their personal and location data are
available and unsecured via their very personal
smartphones.
Hence, it ishigh time todetermineclear legal oblig-

ations about the availability of users’ location data
when using apps and other functionalities on their
smartphones. Few users read the terms and condi-
tions of their smartphone apps thoroughly, and few-
er understand the complex documents before in-
stalling appson their devices.A transparent, account-
able and inter-connected legal system, involvingboth
the terms and policies of mobile platforms and apps
as well as EU data protection legislation, is essential
for the promotion of secure online public participa-
tion via smartphones. In addition to the existing le-
gal instruments designed to protect location data in
association with other personal data or to protect lo-
cationdata indifferent electronic communicationde-
vices, there is a need to set up specific legal standards
for the location data privacy in smartphones. All the
responsible parties and stakeholders should be oblig-
ed to follow those standardswhen drafting their own
privacy policies, terms and conditions, and laws.
However, we can hope for a better data protection
system under the GDPR (eg, fines, explicit processor
duties, etc).
The GDPR has taken technological and other de-

velopments into account by adding more detail with
respect to the previous framework from 1995. In the
two years between now and the applicability of the
Regulation [25 May 2018, see Article 99(2)], a huge
amount of preparation needs to be done by theMem-
bers States andmultinational technology companies,

94 ibid 7.

95 Most of the contents of chs III (2) and III (3) are prescribed in
opinions of Article 29 Data Protection Working Party and also
supported under different provisions of the GDPR. We arranged
these parts in a reader-convenient way.

96 CTIA, Best Practices and Guidelines (n 79) 7.

97 Phil Lee, ‘2013 to be the year of mobile regulation?’ (fieldfisher, 4
January 2013) <http://privacylawblog.fieldfisher.com/2013/2013-
to-be-the-year-of-mobile-regulation> accessed 8 June 2016.

98 Location Forum, Location Data Privacy Guidelines (n 2) 13, 14.

99 Lee (n 97).
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and only the future will show whether it will have
the intended effect.
Since the future of the new digitalised society is

uncertain, it is impossible to foresee, whether the
GDPR will solve the underlying data protection is-

sues, such as truly increasing transparency and en-
hancing thedata subject’sposition.Although theben-
efit of greater certainty may be offered by specific
definitions, they can also be criticised for being rigid
and incapable of responding to new developments.
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ABSTRACT Harmful radio interference contravenes many national, regional, and international laws. Global
navigation satellite system (GNSS) services have global coverage, therefore development of international
law is necessary. European Union (EU) also requires harmonized law for its member states. This paper
focuses on the current state of international and EU laws to tackle GNSS, radio spectrum and radio equipment
usage, and probable interference with regard to location services and privacy. From a legal point of view,
this paper seeks to include mitigation of unlawful interference in radio communication in order to ensure a
secured location estimation and positioning system.

INDEX TERMS GNSS, radio interference, localization, radio communication, radio equipment directive.

I. INTRODUCTION
The radio spectrum as well as Global Navigation Satellite
System (GNSS) technology has many uses [1]. The radio
spectrum is not only essential in wireless communication
such as Wi-Fi and mobile phones; it is also used in vehicles,
broadcasting and many other areas [2]. GNSS position ser-
vices are widely used inmobile phone networks, public safety
services, banking systems, electrical grids, airport landings,
ship navigation, and in other vehicles [3], [4].
In this respect it is important to make clear the relation

between the radio spectrum and GNSS. In fact, GNSS oper-
ates on the radio frequency spectrum by transmitting nav-
igation, positioning and timing information. Use of radio
frequencies should be minimized since those are classed as
‘‘limited natural resources’’ in Article 44 of the International
Telecommunication Union (ITU) Constitution, because radio
signals are vulnerable to interference from other nearby radio
frequency uses [5]. This article discusses GNSS as one of
the prime examples in radio communication, particularly with
regard to its connection with the radio spectrum and location
services. At the same time, EU law related to use of the
radio spectrum and radio devices in general which involves
mitigating probable interference and securing location are
also discussed separately.
The GNSS Market Report of the European GNSS

Agency (GSA) estimates that more than 7 billion GNSS

devices will be used globally by 2019, which implies one
device per person on average [6]. Location based ser-
vices (LBS) and road and transportation systems contribute
more than 90 percent of the global revenue from GNSS
devices and services [6]. Aside from Europe’s Galileo,1

most of the world’s GNSS services are controlled by mili-
tary authorities, although GNSS is mostly used for civilian
purposes (86%) [5]. This article articulates GNSS imply-
ing its attachment with localization, radio spectrum and
civilian use.
However, with the advent of the Internet of Things (IoT)2

and smart devices, radio equipment is used in everyday
life [15]. The Electronic Communications Committee (ECC)
harmonizes the use of the radio frequency spectrum through-
out Europe and provides relevant regulations allocating radio
communication frequencies within European Conference
of Postal and Telecommunications Administrations (CEPT)
countries and conditions on using radio equipment that
spreads the spectrum [16]. In addition to regulation of radio
spectrum interferences by national governments, there are

1Galileo is European GNSS [7].
2The Internet of Things (IoT) implies a system or network where com-

puting devices, home appliances, vehicles and other objects are connected
over the internet with distinctive identifiers; objects are embedded with
sensors and software and become enabled to communicate and transfer
data [13], [14].
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international and regional regulation measures due to the
spread of radio signals across national borders [17].

A. COORDINATION INTERNATIONALLY AND WITHIN EU
Like the Internet, outer space does not have any boundary,
thus GNSS and its services are universal in nature. Same as
the Internet governance system, GNSS is governed under a
soft law3 mechanism. National laws regulating GNSS may
be hard law,4 but international laws for GNSS are soft law.
The existence of multiple GNSS services in space necessi-
tates secure interoperation among different GNSS providers
in order to avoid probable interference. Accuracy is very
important in measuring location navigation, positioning and
timing. If all the service providers cooperate with each other,
the probability of gaining accuracy becomes higher [5].
The International Committee on GNSS (ICG) is a sub-

committee of the United Nations (UN) Committee on Peace-
ful Uses of Outer Space (COPUOS). These and other
related organizations monitor the international coordination
of GNSS services. ITU is a body that manages and synchro-
nizes the worldwide use of the radio spectrum [17]. The ITU
Radio Regulations form part of UN regulation and regulate
GNSS and the radio spectrum [5]. The radio regulations
and conventions of ITU are internationally applicable and
provide provisions regarding harmful interference occurring
to or caused by the radio communication system [20].
International standards for GNSS are arranged largely in

support of US law. The US has an active role in the coordi-
nation processes of UN, ICG, ITU and other related bodies.
The most popular GNSS, GPS, is used all over the world,
being capable for use with any GNSS receiver, even though
the US Department of Defense operates GPS. GPS provides
different positioning services for general users and military
use. Like GPS, Russia’s GNSS service is GLONASS, which
is accessible worldwide [5]. EU, China, Japan and India are
also researching and examining their projected GNSS.
Europe’s Galileo is a new GNSS service compared to

GPS or GLONASS. The European Galileo differs from other
GNSS services by offering commercial global positioning
services under civilian control; in other words, by Galileo
Member States focusing on civilian GNSS, that may impose
charges on the users and create contractual liability. The
necessity for a European Liability Regulation was proposed
by Italy in 2006. The French Parliament further emphasized
the matter in 2011. In the ‘‘Roadmap on a Regulation on EU
GNSS third party liability’’ the European Commission (EC)
addressed the necessity of specific regulation in order to
‘‘put in place a uniform liability regime which strikes a
balance between the interests of the users and third parties,
as possible claimants and of all players in the GNSS chain,

3Soft law refers to ‘‘co-operation based on instruments that are not
legally binding, or whose binding force is somewhat ‘‘weaker’’ than that
of traditional law, such as codes of conduct, guidelines, roadmaps, peer
reviews’’ [19].

4Hard law is binding, provides higher legal obligation and enforceability
than soft law [21].

as possible defendants’’ in 2011. The GNSS Regulation (EU)
No 1285/2013 [55] is currently in force, but that does not
provide provisions on liabilities relating to Galileo signals
and services. The EC expressed the importance of ‘‘appro-
priate initiatives’’ which is still not specific and in existent
in Europe and also around the world. In absence of such
legal instrument, parties need to follow contractual arrange-
ments [20]. However, on request of some European countries
to the International Institute for the Unification of Private
Law (UNIDROIT), drafting of a treaty is under discussion
in order to receive complaints and determine third party
liabilities concerning defects in Galileo service [5].
Although as well-developed as military signals, both gov-

ernmental and authorized users are targeted by the Pub-
lic Regulated Service (PRS) of Galileo [1]. As it is not
under military control like GPS and GLONASS, different
and EU-focused law is required for Galileo. There are sev-
eral EU decisions in this regard, such as PRS Decision
1104/2011 [22], Galileo Commercial Service Implementing
Decision [23], and so on. But as the number of such decisions
is many, the need for specific law is apparent.
The EU and the US authorities have drafted the ‘‘US-EC

Agreement on the promotion, provision and use of GALILEO
and GPS satellite-based navigation systems’’ [24] in order to
coordinate and mitigate interference. In 2004, the EU and the
US agreed on bilateral coordination of GNSS range [5].

B. INTERFERENCE BY JAMMERS AND SPOOFERS
Interference in GNSS signals and radio communication sys-
tem may be natural or intentional. While some atmospheric
conditions constitute natural interference, in most of the cases
intentional and personal use of jammers and spoofers consti-
tute malicious or man-made interference. There may be acci-
dental or unintentional jamming as well, with interference
among close signals [5], [18].
Intentional and harmful interference in GNSS signals,

including jamming and spoofing, has added new legal chal-
lenges for location and positioning security. It is a paradox
that although EU law makes it illegal to sell, purchase and
use GNSS jammers, it is still legal to own them [8]. Jammers
cause deliberate interference in receiving and transmitting
radio signals, the signals which are important for the func-
tioning of radio equipment [9]. Spoofers are considered more
harmful, since they produce false GNSS signals to deceive
receivers into wrongly estimating location and/or time [10].
In response, various jamming resistance measures have been
developed using modern technologies and GNSS satellites.
Safety from harmful GNSS jamming and spoofing is impor-
tant to both GNSS users and providers, for the proper use
and smooth running of the service, and also for integration of
drones in air traffic. The possibility of such harmful attacks
has made GNSS less reliable in many cases [5]. Use of GNSS
technologies in measuring accuracy of time in geo-location5

5 The physical or geographic location of a remote device, such as, Internet-
connected computer or mobile phone, and the process of detection of that
location is known as geo-location [11], [12].
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and synchronizing different zones with each other carry huge
business and financial considerations, requiring a safe and
reliable GNSS system [10]. In a crisis, the military or govern-
ment authorities may use ‘‘friendly’’ jammers to jam civilian
signals in order to limit the enemy’s tactical options [1].
Jammers are used to interrupt or block signal transmission

in satellite navigation. GNSS systems and mobile phones are
most affected by such devices. The mobile phone jammers
prevent mobile phones from making calls or receiving and
sending messages [9]. On the other hand, by producing
incorrect time and positioning information through spoof-
ing attacks, it is even theoretically possible to hijack cargo
containers or aircrafts and affect the global economy on pro-
tected infrastructures [1]. Such attacks may also create risks
for other GNSS related services in which satellite signals,
navigation and position related services are used in aviation,
naval and transport sectors, and also when LBS are offered
by online platforms [10].
In the process of computing Position Velocity and

Time (PVT) solutions using the GNSS receivers, within a
distance of 20000 km with satellite antennas, the received
signals become very vulnerable to interference from dif-
ferent sources. Since jamming and spoofing attacks can
significantly affect GNSS signals in broad locations, some
counter technologies and techniques have been devel-
oped to detect and mitigate the probable harm and
interference [18].
Location privacy may be under threat because of the use

of some GNSS services, applications and GNSS-enabled
devices. As a preventive measure, the use of personal privacy
devices (PPD) has become popular. However, PPDs are also
jammers that cause interference in radio communication sys-
tems and their use is illegal [25]. By deliberately transmitting
signals at or near radio as well as GNSS frequencies, PPDs
overpower GNSS signals, thereby preventing tracking within
certain regions and making GNSS unworkable around the
PPD [25].
Although the present EU data protection law provides

extensive personal data protection measures, unfortunately
the above-mentioned duality has not been addressed as
to how personal data protection issues should be tackled
regarding use of GNSS services in electronic communication
systems without causing any harmful interference in radio
communication [25].

II. LEGAL INITIATIVES IN EU AGAINST HARMFUL
RADIO INTERFERENCE
Although radio equipment is relevant for many safety, health
and environment related issues, this section discusses radio
equipment and related laws, suggesting their relevance and
impact in measuring accurate location in navigation and radio
communication systems.
The regulatory landscape in EU concerning radio equip-

ment and spectrum is governed jointly in cooperation
among the European Commission, European Telecommu-
nications Standards Institute (ETSI) and the Electronic

Communications Committee (ECC) of the European Con-
ference of Postal and Telecommunications Administrations
(CEPT) [16].

A. LAWFUL USAGE OF RADIO SPECTRUM
The first Radio Spectrum Policy Programme (RSPP) was
introduced by Decision 243/2012/EU [26], which coordi-
nated conditions so that the radio spectrum could be used
efficiently and different radio equipment could interoperate
effectively for the period 2012-15 [16], [27]. The Radio
Spectrum Policy Group (RSPG) is a supporting body for
EC for developing and implementing RSPP [16]. Likewise,
Radio Spectrum Decision (No 676/2002/EC) [28] sup-
ported CEPT in harmonizing technical settings for spectrum
usage. This Decision established the Radio Spectrum Com-
mittee, which exercises its functions through the Comitology
decision [29] of EU [16].
Licensing is important for using certain devices. After

getting a license, devices get exclusive rights to transmit
on a designated frequency at a specified power within a
particular geographic location. Unlicensed transmissions are
permitted in certain situations using licensed bands, but the
power levels must not interfere with licensed users [30].
Many of the familiar transmitters used in everyday life are
exempted from licensing, such as Wi-Fi, Bluetooth, remote
entry without key, sensors, garage door controls and radio-
frequency identification (RFID). In order to cope with the
expansion and popularity of the IoT environment, the use of
low-powerwireless transmitters is increasing day by day [30].
In order to market the products that use radio frequencies

and spectrum,manufacturers must complywith EU directives
and regulations. Only after fulfilling the legal requirements a
product can receive CE Marking6 [32]. However, there are
different directives for radio devices and non-radio devices.
Regarding radio devices, the most relevant law in connection
to location security is Radio Equipment Directive (RED)
2014/53/EU [33]. Restriction of Hazardous Substances
(RoHS2) Directive 2011/65/EU [34] is important in restrict-
ing the use or marketing of hazardous substances. Electro-
magnetic Compatibility (EMC)Directive 2014/30/EU [35]
(for electrical devices), Low Voltage Directive (LVD)
2014/35/EU [36], and RoHS2 Directive 2011/65/EU are rel-
evant for non-radio devices. LVD 2014/35/EU applies to
electrical apparatus for certain ranges of voltage [32].
Discussing RED in isolation will not always be appropri-

ate. There is a series of directives that need to be complied
with in order to get CE marking; all of them together con-
stitute the ‘‘New Approach’’ directives. ‘‘New Approach’’
directives take into account health, safety, new technologies,

6‘‘1. CE Marking on a product is a manufacturer’s declaration that the
product complies with the essential requirements of the relevant European
health, safety and environmental protection legislation, in practice by many
of the so-called Product Directives.... 2. CEMarking on a product indicates to
governmental officials that the product may be legally placed on the market
in their country. 3. CEMarking on a product ensures the freemovement of the
product within the EFTA & European Union (EU) single market (including
totally 30 EEA countries). . .’’ [31].
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environment and trade in the digital single market of the
EU [15], [30].
At the same time, the EU harmonized standards pre-

fixed with ‘‘EN’’ imply ‘‘presumption of conformity’’ by
the manufacturers. There is a number of such standards for
radio spectrum use, EMC and electronic security. However,
it is the responsibility of the manufacturers to check the
changes in the official journals, because the standards are
upgraded with the technological developments in wireless
devices [30], [37]. The ‘‘Blue Guide’’ on the implementation
of EU product rules 2016 [38] provides elaborated processes
on CE Marking and different conformity assessment proce-
dures [30]. There are regulatory experts and EMC test labs
that can provide guidelines to manufacturers on applicable
harmonized standards, radio frequency usage in different
bands and other factors [30].
In addition to the ‘‘New Approach’’ directives and related

standards for CE Marking, some sector-specific regulations
are relevant and applicable: for example, the ‘‘E-Mark’’
may be issued to a device or transmitter integrated into a
public vehicle. Similarly, the Marine Equipment Directive
2014/90/EU is mainly applicable for marine applications,
but some on-board marine transmitters may also require the
CE Mark [30].
Table 1 summarizes directives for both radio and non-radio

devices with relevance to CEMarking, and other complemen-
tary legal frameworks for RED.

B. THE RADIO EQUIPMENT DIRECTIVE
AND RELATED INSTRUMENTS
RED 2014/53/EU entered into force on 11 June 2014 and
applies from 13 June 2016 with a one-year transition period;
revising, aligning and repealing the Radio and Telecom-
munications Terminal Equipment (R&TTE) Directive
1999/5/EC [39] (Arts 48-50 RED). Existing equipment using
the radio spectrum get the flexibility until June 13, 2017 to
follow the R&TTE Directive 1999/5/EC, but afterwards both
the new and existing equipment are bound to follow the RED.
Manufacturers received a one-year transition period to com-
ply with the new provisions of RED, which is a good consid-
eration for them [15].

1) PRIME DEVELOPMENTS IN RADIO
EQUIPMENT DIRECTIVE
Article 3(2) of the RED states, ‘‘Radio equipment shall be
so constructed that it both effectively uses and supports the
efficient use of radio spectrum in order to avoid harmful
interference.’’ Thus, RED harmonizes the legal requirements
to run radio equipment, which is essentially required not
to create harmful interference in the radio spectrum. This
promotes the efficient use of the radio frequency spectrum.
For the smooth usage of the radio spectrum, before placing
the products on the market, it is required to meet the legal
requirements under RED [16]. The EC M/536 Commis-
sion Implementing Decision [C(2015) 5376 final] [40] con-
tains the voluntary Harmonized Standards, and by applying

TABLE 1. Summary of directives.

those standards the manufacturers can comply with the
requirements under RED. The Member States should enforce
RED at national level, especially in market surveillance
activities [16].
The definitions of ‘‘apparatus’’ and ‘‘telecom terminal

equipment’’ provided in the R&TTE Directive have been
removed in RED. The definition of ‘‘radio equipment’’ is
broadened in Article 2(1) RED:

‘radio equipment’ means an electrical or electronic
product, which intentionally emits and/or receives
radio waves for the purpose of radio communication
and/or radio determination, or an electrical or elec-
tronic product which must be completed with an acces-
sory, such as antenna, so as to intentionally emit and/or
receive radio waves for the purpose of radio communi-
cation and/or radio determination.

Thereby, radio equipment may cover a variety of products,
such as web-enabled machines, medical devices to monitor
home, devices relating to GNSS and navigation, position-
ing or tracking systems and smart phones. But radio equip-
ment is particularly relevant in localization. In Annex I of
RED, a list of equipment is mentioned that are not covered
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by RED. Apart from those, RED will be applicable
on any device that communicates using the radio spec-
trum [15]. Other than the exclusions explicitly mentioned
in Article 1, RED provides requirements and limitations for
running wireless transmitters and receivers. More specifi-
cally, RED applies concerning the activities of radio devices
ranging from mobile phones with cell base stations to two-
way handheld or radio transceivers (walkie-talkies) with their
base stations. In addition, it includes microwave backhaul
in telecommunications networks, particular marine applica-
tions, radio astronomy, emergency beacons, radar and so
on [30]. By taking into account the necessity of improved
market surveillance, RED provides developed instruments,
such as the requirement that certain types of radio equip-
ment should be registered before being sent to market,
especially those ‘‘affected by a low level of compliance’’
[Art. 5(1)] [41]. It is good that RED provides clear and
explicit provision regarding the use of the radio spectrum
considering modern technological developments [15].
RED is a significant improvement over the R&TTE Direc-

tive in that RED is only concerned about radio products,
excluding provision for the R&TTE equipment- the telecom
terminal equipment that is now included in the EMCDirective
and LVD. Unlike R&TTE, RED includes broadcast receivers
and takes into account the new legislative framework
(NLF7 [30]) of EU [43]. RED also includes transceivers
operating below 9 kHz, and radio-determination devices such
as radar and RFID. Radio spectrum has a direct connection
with location and positioning with respect to radio communi-
cation and radio determination that is specifically included
by RED. RED requires Declaration of Conformity (DoC),
which must contain information on frequency and maxi-
mum power transmission; such a provision was absent in
the R&TTE Directive [30]. Also, some new terms have been
included, such as ‘‘radio determination’’ (e.g., radar), ‘‘man-
ufacturer,’’ ‘‘authorized representative,’’ ‘‘importer’’ and
‘‘distributor’’ [15].
The RED makes the manufacturers responsible for the

construction of radio equipment and use of radio spectrum
such ‘‘that it can be operated in at least one Member State
without infringing applicable requirements’’ [Article 10 (2)].
RED also describes the requirement for documentation where
the details of the radio frequency band and power should
be included and making it available during 10 years after
the product goes to market. Fulfilment of legal require-
ments should be declared by the manufacturers or importers
of the device. As a different option, a notified body may
check and confirm the conformity. Thereby a device can
gain the CE mark as well as permission to be marketed in
the EU [32]. By requiring other relevant details including
batch or serial number of the product and contact informa-
tion of and DoC by the manufacturer, RED tries to make

7NLF is an initiative to align set of EU regulations that provides standard-
ised conformity processes and conditions within EU for placing products in
the Internal Market, improving market surveillance and clear responsibilities
for the economic operators, was adopted in 2008 [42].

products traceable and forces manufacturers to be more
accountable [15].
Importers are also bound to market only products that

comply with the provisions of RED, and to ensure adequate
information and documentation on products. Distributors are
required to apply ‘‘due care’’ about RED, especially con-
cerning CE Marking and documentation [15]. In Annex V
of RED, detailed requirements for documentation are
described [30]. In case of non-compliance, the manufacturers
may have an opportunity to correct the situation. But in case
of serious infringements, according to Article 46, ‘‘effective,
proportionate and dissuasive’’ penalties could be imposed by
the Member States [15]. How much a manufactured product
complies with the EU regulations is determined by a process
called conformity assessment. Annexes II, III and IV of RED
contain options to assess such conformity. However, depend-
ing on the products, conformity may vary [30].
After RED is applied, the future steps should be to eval-

uate receiver performance and spectrum sharing. In order
to avoid interference between different radio spectrum and
devices, spectrum sharing is encouraged by the directives
and standards, especially when transmission power is more
than 10 mW. Furthermore, considering the new situation,
registration of radios with low level of compliance may be
required of manufacturers in 2018. Themanufacturers’ action
should now be to update DoC and other responsibilities in
order to comply with the new changes [30].

2) APPLICABILITY OF RED FOR GNSS DEVICES
It is good that ETSI is going to introduce a harmonized
standard for GNSS receivers (ETSI EN 303 413) [44] for
EU Member States, which is now under observation. The
standard will cover GNSS systems and receivers operat-
ing within certain band ranges, and enable the receivers to
handle interference within a particular range. The proposed
standard aims to complement RED. Another improvement
this standard may bring is that it could have international
application [45].
The ETSI standard requires GNSS receivers sold in EU

from June 2017 to meet ‘‘essential requirements’’ under
Article 3 of RED. In other words, it arranges mandatory
testing requirements for the devices reliant on GNSS in order
to protect GNSS radio frequencies against radio frequency
interference. For testing purposes, this standard recommends
the use of specific equipment [46]. However, this standard
will provide the main way to meet essential requirements,
but considering the circumstances the notified body may
acknowledge the fulfilment of essential requirements in other
ways as well [45].
ETSI standard will be a complementary part of RED that

requires fulfilment of the European conformity and testing
for GNSS products within EU for the first time. There are
inherent and adjacent frequency spectrum to GNSS system
and devices, and the ETSI standard will provide protec-
tion against probable radio frequency interference within
those spectrum [46]. Such interference is adjacent band
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interference, which may cause impaired performance in the
receiver device, and may also cause jamming and spoofing
with misleading information [47].
RED is now the most efficient legal instrument that

requires obligatory testing for marketing GNSS-reliant
devices in EU. Thus the GNSS device manufacturers are
bound to follow RED requirements regarding CE marking
and conformity [47].

C. OTHER RELEVANT LAWS
RED is considered a product specific directive. For exam-
ple, a Wi-Fi router for consumers must comply with the
provisions of RED. But for the power supply in the router,
separate compliance with the EMC Directive and LVD may
be required. According to Article 3(1)(b) of RED, the radio
equipment must ensure the safety requirements as stated in
EMC Directive 2014/30/EU and the LVD 2014/35/EU irre-
spective of the voltage limit. Also some provisions of the
RoHS directives may appear to be relevant [30].
Both the EMC Directive and LVD entered into force on

18/04/2014 and applied from 20/04/2016, replacing the old
EMC Directive (directive 2004/108/EC) and LVD (directive
2006/95/EC) respectively. The new EMC Directive and LVD
have not changed the scope of the earlier versions, but with
the changed scope of RED the scope of these two directives
has been influenced considerably [48]. However, there is
some complex time division regarding the applicability of
these directives. In short, the new EMC Directive and LVD
apply to products covered under the R&TTE Directive, but
do not apply to products covered under the RED in order to
avoid duplicate provisions (Recital 8 RED) [48].
The R&TTE Directive 1999/5/EC is also relevant in the

context of jammers. Jammers are mentioned in the ‘Interpre-
tation of the Directive 1999/5/EC’ [49] as follows:

The legality of jamming, including GSM and GPS
jamming, has been discussed on several instances
in the context of the R&TTE (1999/5/EC) and the
EMC Directives (2004/108/EC). These discussions
have made clear that Member States neither permit nor
wish to permit radio communications to be disrupted by
jamming devices operated by members of the public.
It is not possible to construct jammers that comply
with R&TTE or the EMC Directives. Such devices
cannot therefore be legally placed on the market within
the Community for use under these Directives. There-
fore, where such products claim compliance with the
R&TTE or the EMCDirective, Member States’ market
surveillance authorities are under an obligation to take
them from the market under the provisions of those
Directives and to notify such actions to the Commis-
sion. For reference see also the Electronic Communi-
cationCommittee (ECC) recommendation (04/01)with
regard to forbidding the placing on the market and use
of GSM jammers in the CEPT member countries.

ECC Recommendation (04)01 [50] and ECC Recommen-
dation (03)04 [51] prohibits the sale and use of jammers

in CEPT Member States. Marketing and operating mobile
phone jammers is banned in theGuide to the R&TTEDirec-
tive 1999/5/EC [52] (this is not legally enforceable though)
as being unable to ‘‘fulfil the essential requirements of the
Directive.’’

III. CONCLUSION
GNSS services may become more accurate, effective
and efficient if possible collisions and interference are
avoided or minimized. For that purpose a unified manage-
ment forum is required. The UN can play such a role,
although military involvement in most of the GNSS may
make it difficult for UN to exercise full control over GNSS.
However, the present international coordination measures
are not strong in many respects that need more effort and
research.
As there are multiple operating GNSS services in the

market, they can interoperate with each other, and in such
cases it is difficult to determine the actual interference and the
party responsible for the damage. Legal initiatives to secure
GNSS services and defeat probable related harms are still not
sufficient on the international stage. The need for universally
applicable and acceptable specific binding international law
is evident. In spite of several initiatives at different times and
places, there is still no international binding law to manage
GNSS signals and services [20].
With their potential for use in committing crime, jammers

and spoofers pose genuine and increasing threats. In order to
effectively use the GNSS services, restrict the use and expan-
sion of illegal devices, and reduce harmful radio interference,
harmonization and coordination of the related laws both in the
EU and at the international level are very important [8].
With regards to EU, the fulfilment of ‘‘essential require-

ments’’ under RED can be effective in reducing possible
interference. Although the terms ‘‘jammers’’ and ‘‘spoofers’’
are not specifically mentioned in many related EU laws, their
provisions are relevant and applicable in defining the legal
status of those devices. In a nutshell, the marketing and use
of any radio, electrical and electronic devices (including jam-
mers and spoofers) in any EU Member State are illegal when
they cause excessive radio frequency and electromagnetic
interference. At the same time, the CE mark on any devices
signifies compliance with EU law [9].
The Telecommunication Conformity Assessment andMar-

ket Surveillance Committee (TCAM) arranges regular meet-
ings with the representatives of EU Member States in
order to discuss possible RED implementation measures.
Member states are required to develop market surveillance
with adequate national systems to control improper use of
radio equipment [41].
People are not much concerned about radio communica-

tion related laws yet, unlike most of the other laws. One rea-
sonmay be that individuals do not realize the damages caused
by deleterious radio equipment, the damage which is opera-
tive in a larger context, such as measuring accurate locations
by navigation systems may be hampered by such equipment.
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Therefore, the RED and related laws impose clear obligations
upon manufacturers, distributors and importers [54]. What
the individual users can do is to check the CE Marking,
and whether the devices ensure the RED conformity assess-
ment. They can also examine the documentation which the
manufacturers are bound to maintain where individuals will
find specifications about the equipment and radio frequency
powers. If they find any proof of non-compliance with the
RED requirements, they can inform the market surveillance
authorities of the Member States, who are competent to take
appropriate measures to correct or withdraw the equipment
from the market (Article 40 RED). The Commission is also
entitled to adopt implementing and delegated acts in certain
circumstances.
While international law on GNSS constitutes part of an

informal soft law network, the EU directives provide hard
law provisions. For radio communication related directives,
every EU Member State should have consistent law. Thus,
theoretically, there should be some common basic principles
that all the EU Member States should maintain. But in prac-
tice, the legality of manufacturing, importing and exporting
of such devices still varies from nation to nation within
the EU [8].
Sometimes it may be challenging for the manufacturers

and importers to identify the applicable law and in doing so
they should apply due diligence. However, they can obtain
detail related information and guidelines from the website of
European Union and Europa portal [30]. The European Com-
munications Office (ECO) endeavors to establish harmonized
radio spectrum usage in EU Member States and its website
portal Frequency Information System (EFIS) [53] publishes
radio spectrum and frequency related information [30]. As a
new and recent branch of law, GNSS and radio communica-
tion related laws are making progress. RED and its associated
laws are set to accelerate that progress efficiently.
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