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Abstract—Information security management needs to be
considered from the perspective of individuals, organizations
and the society as a whole. The current situation is not
satisfactory with regard to the concepts or practices and is
becoming more challenging in the future. Further research and
development of the managerial methodologies and practices
are necessary for the needs of the new business environments,
SMEs and startups. This our research focuses on the
comprehensive and multi-disciplinary framework that aims at
providing challenges for the new assorted research initiatives
and innovations, and insight and guidance for the
implementers who integrate the information security solutions
within the management of business systems and processes
together with other specialized managerial viewpoints. At
present, the studies and practical implementations are very
scattered and separate from each other, and difficult to be
reconciled. Also effective collaboration of the administrative
authorities, business leaders and security specialists, and
effective links between the managerial, human and technical
viewpoints are emphasized.

which have been characterized as the 4th industrial
revolution, smart cities or industry 4.0 [5,10,11].
We have recognized that at present information security
management is fragmented and conceptually unclear.
Information security, privacy and cyber security are
considered separately from each other. Additionally the
technical and organizational/managerial perspectives are far
apart. Human or social aspects are not sufficiently regarded.
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I.

INTRODUCTION

In practice, information security applies to the privacy
data of individuals (personally identifiable information, PII),
business sensitive information of organizations and
information within the complex responsive cyberspace
processes of the society. These areas of interest involve very
different phenomena that however are much interrelated. In
all these situations the responsibilities of different
organizations are crucial. However, ultimately the human
aspects have the most important role in perceiving and
realizing security [1,2] and also in causing uncertainty and
insecurity [3]. This applies to the ordinary people and
business leaders and operators. The constructions of the
human thinking processes [4], including theoretical concepts
and models, rules and practices, and technological,
managerial and social solutions, have a strong influence on
how the situation is perceived, recognized, managed,
evaluated and developed. Also all ICT solutions are
constructions of the human mind.
The figure 1 is our general research framework for
explicating all the related areas for considering information
security in research and practice in a comprehensive way.
Such an approach has become more necessary because of the
large scale changes in the organizational and societal
functions as the influence of the new advanced technologies,

Figure 1. A comprehensive research framework for the information
security management. Human phenomena come out through the individual
people, society members, organizational members, business leaders,
experts and researchers.

II.

CHALLENGES TO THE PRACTICAL INFORMATION
SECURITY MANAGEMENT

Information security is a broad and multi-dimensional
concept, including privacy [8], information security [7] and
cyber security [9]. Unfortunately in practice and even in the
international standards, we have recognized problems of
incompatibility and ambiguousness in the concepts and their
relationships, which hampers the adoption of these concepts
and cause confusion in practical implementations.
Consistency and compatibility between everyday and
professional language of security is important, too. This also
relate to the general meanings of the words ‘information’ and
‘security’, which are used by many different disciplines.
International standardization has the significant role in
harmonizing professional thinking and practices. Especially
we refer to the general international standards of the
ISO/IEC JTC1/SC 27, which are well-known and used for
the information security management everywhere in the
world. This standardization also has a special role in setting
requirements and giving guidance for the security

implementations, disseminating research results to practice
and provoking new innovations.
The general standardization has always weaknesses and
shortcomings due to the standardization process [12]. Hence,
the organizations have their own responsibility to take the
advantage of the science, technology, and experience in
applying the standards, and the business leaders and experts
should clarify, correct and complete general standards and
find creative solutions in order to achieve business benefits
in their implementations. In this context the organizations
should take advantage also of the de facto, regional national
(for instance [13]) and sector specific standards and relevant
research reports (for instance [14]).
We have analyzed in our research the valid standard
ISO/IEC 27001:2013 [7] from the user organization’s point
of view. The standard includes problem areas that are
difficult to identify if one has not been involved in the
standardization process or has not enough awareness of the
business management or information security principles. We
have commented these issues during the drafting process of
the standard, but due to the consensus practice the comments
were not taken into account. However, improvements can be
made by the organizations themselves during the
implementation. We present the following examples
(chapters and clauses refer to table I):
1. The allocation of the risk processing items in the
standard is confusingly unclear from the practical application
point of view. In organizational practice it is natural to take
the risk topics into account in a consistent way in planning
(chapter 6), operation (chapter 8) and support (chapter 7).
2. Use of the controls for the risk treatment (clause 6.1.3)
is expressed in a very complicated way although the issue is
simple; the organization shall itself select the necessary
controls from any source and design them according to their
needs, and provide relevant documented information. Annex
A of the standard is only a source of the possible controls.
However, the organization is required to compare and justify
the selected controls only against the controls presented in
the Annex A. It is also unclear when such comparative
measures should be taken. We have seen in practice that the
the Annex A has not been understood in a correct way.
3. Statement of applicability (SoA) causes an
unreasonable amount of work for organizations, when it
refers to all of the items in the Annex A. The SoA is a ‘How’
issue and should not be included as a requirement. The
standard should consider only ‘What’ issues.
4. The standard does not sufficiently support the
organizations’ business process approach. Nowadays the
management of organizations is strongly based on the
management of the business processes. Also practical risk
management activities should be integrated with the
management of the business processes [17].
In the professional practice, security management refers
to coordinated activities to direct and control an organization
with regard to security. A lot of security management
methodologies have been developed and standardized.
However, the organizations implementing the information
security management are very different, and hence also the
practical solutions must be different. For instance,

information security is an especially important issue for
SMEs and startups, which are driven by the dynamic
changes through continual learning and agility with their
limited resources. More than 99% of all the organizations are
SMEs [24], for instance in Europe more than 22 million
SMEs. However, established information security
management methodology is not available for these business
environments. The international standards are mainly based
on the situation of the well-established organizations, which
usually are large organizations. The standards could be
useful for small organizations, if they had been drawn up in
accordance with their circumstances. At present the
standards are too complicated for SMEs and in particular for
startups. Hence, a lot of research is needed in this area.
TABLE I.

HARMONIZED STRUCTURE AND THE STANDARD CHAPTERS
OF ALL THE ISO/IEC MANAGEMENT SYSTEM STANDARDS (IN ISO/IEC
27001:2013 XXX = INFORMATION SECURITY) [18]

1.–3. Introductory issues
4. Context of the organization
4.1 Understanding of the organization and its context
4.2 Understanding the needs and expectations of interested parties
4.3 Determining the scope of the XXX management system
4.4 The XXX management system
5. Leadership
5.1 Leadership and commitment
5.2 Policy
5.3 Organizational roles, responsibilities, and authorities
6. Planning
6.1 Actions to address risks and opportunities
6.2 XXX objectives and planning to achieve them
7. Support
7.1 Resources
7.2 Competence
7.3 Awareness
7.4 Communication
7.5 Documented information
8. Operation
8.1 Operational planning and control
9. Performance evaluation
9.1 Monitoring, measurement, analysis, and evaluation
9.2 Internal audit
9.3 Management review
10. Improvement
10.1 Nonconformity and corrective action
10.2 Continual improvement

Integration implies that information security is
considered in connection with the real and practical human,
organizational and societal operations. This requires that we
clearly understand all the involved phenomena (figure 1) and
concepts in a holistic way, and effectively realize the
necessary measures and evaluate the development according
to the specific needs and expectations for information
security management and information security assurance.
In order to ensure preserving high quality of security in
organizations, solving problems properly and quickly,
responding to the risks and promoting improvements,
organizations should take into account information security
in the strategic management of the business systems and
operational management of the business processes [17].
We have recognized that the general situation of the
organizational information security is not satisfactory now.
Especially the top management of the different
organizations, including public institutions and private

companies, has in this context the central role and
responsibility to demonstrate leadership and commitment
with respect to the information security management [3]. For
instance in many organizations, the implementation of the
general standard requirement [7] of the information security
management is superficial or realized by building separate
management systems for information security or only
considering information security as a technical issue. In
practice we have experienced the management/expertise
dilemma: Managers and experts are isolated and do not
collaborate with each other (figure 2) that feeds the
disintegration of security [3].

In addition to the security management, the requirement
of integration also concerns many other related specialized
managerial disciplines, including quality management,
environmental management, human resource management,
asset management, sustainability management, etc. Hence,
we need a comprehensive approach to the implementation of
all these disciplines within the organizations. The
standardization bodies have defined the harmonized standard
structure (table I) [18] that is used in all management system
standards to help the organizations when they integrate the
requirements of the different disciplines simultaneously into
their businesses. Also the main information security standard
ISO/IEC 27001 [7] follows this structure. From the
managerial point of view, security aspects should be
considered also with these other disciplines.
Items of the table I represent very typical and normal
business management issues of any organization, which
emphasizes the idea that information security management
measures should be integrated with the normal business
system, and separated information security management
systems should be avoided in practical implementations.
IV.

Figure 2. Organizational options for the solutions of the information
security management. Our preference is the business driven integration
based on continual learning.

The society as a whole is not any organization but a nonmanageable ‘scale-free’ network of independent actors,
consisting of individuals and institutions [15]. Although
typically the authorities set big challenges [6] to the
information security of the whole society, the societal
development can only take place through diffusion from the
development of the society members.
In the case of the human individuals, the security mainly
depends on the individuals’ own awareness, competence and
attitude. In this context people should be considered as
individuals and members of different organizations and
societies. Also organizations are responsible to consider
human privacy issues [16] seriously and responsibly.
Challenges of the information security can be met in
practice through the strategic and operational management
activities, professional expertise, research and development,
innovation, statutory and regulatory requirements and the
lifelong education and learning of the individuals.
III.

RISK BASED INFORMATION SECURITY MANAGEMENT

All actors and activities of the society need information
security and are influenced by the uncertainty of possible
insecurity. This means that we are confronted with risks that
means the effect of uncertainty on objectives [19]. In table II
we summarize the categories of the information assets and
risks related to the individual persons, organizations and the
society and refer to the applicable general standards.
TABLE II.

INFORMATION RELATED ASSETS, RISKS OF HUMAN
INDIVIDUALS, ORGANIZATIONS AND THE SOCIETY, AND REFERENCE
STANDARDS

THE EXTENDED APPLICATION AREA AND SCOPE OF
THE INFORMATION SECURITY MANAGEMENT

Today problems and reactive countermeasures against
hostile actors are emphasized in the information security
management and expertise. However, the fundamental
meaning of security is positive (in Latin: sēcūrus - being
without worry = sē- [prefix] - without + cūr(a) - worry + -us
[adjective suffix]), and creative innovations should be
directed for its continual improvement. This also means
design activities for improving the dependability (reliability,
maintainability and maintenance support) performance of the
complex information dependent systems.

Effective risk management is the definite prerequisite for
the effective information security management in the
organizations. A great variety of methodologies is available,
which has caused that in practice the situation is fragmented
even at the conceptual level. Hence, a particular Risk
Handling Library (RHL), based on the most relevant current
ISO and IEC standards dealing with risk handling, is being
considered by the information security experts. The
organizational challenge is to find the appropriate means and
integrate them seamlessly into the organizations’ strategic
and operational management processes in a creative way.

Risk management implies effective procedures of risk
assessment and treatment, including appropriate controls
[20]. In the organizational environments, the risk controls
should be linked with the organizations’ business targets and
priorities. Business continuity management and contingency
planning [21,22], recovery actions and resilience
management [22] are closely related to the risk management.
Advanced organizations have implemented methodology
by which their management is able measure the effectiveness
of the organizations’ internal control practice. With this
approach the risk treatment recording can also improve the
communication between the security specialists and senior
management [23].
V.

CONCLUSIONS

In order to meet the challenges and to respond to the
present and future needs, consistent further research and
development are needed especially in the areas of the
organizations’ integrated information security management
and the information security questions related to individual
people and societies as a whole. Especially the impact of the
phenomena of the 4th industrial revolution should be
considered. A very topical research issue that we are
currently examining and practicing is the information
security management in startups combined with the IPR
(Intellectual Property Rights) management. Also in this
context the comprehensive research framework is useful.
We have considered the questions of information security
conceptually and within practical business environments and
referred to the related standardization. We are convinced that
a sound theoretical foundation is a necessity for the sustained
practical high quality security applications and the empirical
studies in organizations in order to validate the applicable
methodologies. Our comprehensive research framework has
proved useful to provide a holistic understanding of the topic
and clarify the relationships between the involved entities.
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