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Secure Cloud Connectivity for Scienti�c
Applications

Lirim Osmani, Salman Toor, Miika Komu, Matti J. Kortelainen,
Tomas Lindén, John White, Rasib Khan, Paula Eerola, Sasu Tarkoma

Abstract —Cloud computing improves utilization and �exibility in allocating computing resources while reducing the infrastructural costs.
However, in many cases cloud technology is still proprietary and tainted by security issues rooted in the multi-user and hybrid cloud
environment. A lack of secure connectivity in a hybrid cloud environment hinders the adaptation of clouds by scienti�c communities that
require scaling-out of the local infrastructure using publicly available resources for large-scale experiments. In this article, we present
a case study of the DII-HEP secure cloud infrastructure and propose an approach to securely scale-out a private cloud deployment
to public clouds in order to support hybrid cloud scenarios. A challenge in such scenarios is that cloud vendors may offer varying
and possibly incompatible ways to isolate and interconnect virtual machines located in different cloud networks. Our approach is
tenant driven in the sense that the tenant provides its connectivity mechanism. We provide a qualitative and quantitative analysis of a
number of alternatives to solve this problem. We have chosen one of the standardized alternatives, Host Identity Protocol, for further
experimentation in a production system because it supports legacy applications in a topologically-independent and secure way.

Index Terms —Cloud Computing, Security, VPN, Scienti�c Applications, Grid, Cluster
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1 INTRODUCTION

COMPUTATIONAL clouds are not new to the scienti�c
computing community. Over the past few years this

community has very well understood the bene�ts of this
concept by transforming their applications to virtualized
service offerings at a rapid pace. The bene�ts include
easier and faster deployment of scienti�c applications,
and the use of public cloud offerings for rapidly scaling
out services.

A hybrid cloud employs both a private and public
cloud for rapid deployment of services. This is crucial for
computationally demanding applications which require
expedited scalability at global scale. As such hybrid
clouds represent an opportunity for scienti�c applica-
tions as well. Organizations temporarily scaling-out their
infrastructure from a private to a public cloud during
peak hours, primarily have an economic advantage by
eliminating any upfront cost for new hardware, and
secondly reducing any administrative overhead with
new resources introduced.

Scienti�c applications are inherently complex and of-
ten have dependencies on legacy components that are
dif�cult to provide or maintain. Thus, existing scien-
ti�c applications should be virtualized in a backward-
compatible way. In addition, utilizing hybrid clouds
represent additional challenges, such as interoperability
between different cloud vendors. The interoperability
aspects include portability of virtual machines, cross-
vendor connectivity between virtual machines, and se-
curing of computation, data and networks. In this paper,
we touch “the tip of iceberg” and make some of the
challenges more explicit, and show an approach for

running virtualized scienti�c applications in a hybrid
cloud setting. Our main contribution is in the design,
implementation, evaluation and analysis of the proposed
solution using a highly challenging scienti�c application
that requires legacy components and secure connectivity
in a distributed environment. The scienti�c application
is a high energy physics grid software bundle that we
have virtualized and ported to an OpenStack production
environment.

The proposed security architecture is based on the
already standardized Host Identity Protocol (HIP) [1].
However, instead of its typical client-to-server deploy-
ment model, we deploy it for server-to-server commu-
nications to minimize unnecessary deployment hurdles
at the client side. To be more precise, we employ HIP
only for intra and inter-cloud Virtual Machine (VM)
communication to tackle some of the network security
challenges related to hybrid clouds. The suggested ap-
proach can be incrementally deployed by the tenants
independently of the cloud provider, in private or com-
mercial cloud offering such as Amazon EC2 1.

This work has been conducted under the Datacenter
Indirection Infrastructure for Secure HEP (High Energy
Physics) Data Analysis (DII-HEP) project. The presented
infrastructure delivers a production-ready cloud-based
platform for Compact Muon Solenoid (CMS) 2 data anal-
ysis. The site DII-HEP(CMS) is part of the CMS collabo-
ration and has been providing services for more than a
year. HIP based security framework is a recent extension
that allows us to scale-out the CMS computing infras-
tructure using public and community cloud resources.

1. http://aws.amazon.com/ec2
2. http://cms.web.cern.ch
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The live status can be viewed from Advanced Resource
Connector (ARC) site.

The presented empirical measurements help to quan-
tify our approach. As practical results, we show that
the proposed solution, HIP, offers a very similar per-
formance as the de-facto TLS/SSL. Furthermore, the
HIP-based security does not require any changes at the
application level, and it is feasible to use HIP inside
a cloud stack without intervening in the underlying
complex network con�guration.

Contributions: The key contributions of this paper include:
1) Applicability analysis of HIP for a computationally

demanding scienti�c application;
2) Design and development of a system architecture

for a secure cloud infrastructure and a scaling-out
mechanism for the local infrastructures;

3) Experimental evaluation of the proposed architec-
ture to evaluate the applicability of HIP for secure
cloud communication for scienti�c computing.

The paper is organized as follows: Sections 2 and 3
describe the design constraints and proposed solution
for enabling scienti�c applications on clouds; Section 4
examines the components used in deploying our cloud
solution; System architecture is discussed in Section 5;
Section 6 presents the architecture of hybrid clouds;
Experimental setup and results are presented in Section 7
and 8 respectively, followed by a security review of the
architecture in Section 9; Finally, Section 10 highlights
our conclusions and future directions.

2 DESIGN REQUIREMENTS AND CON-
STRAINTS

The ultimate goal of this work is to be able to run virtu-
alized scienti�c applications in a hybrid cloud setting. In
order to meet this goal, we divide it into smaller require-
ments that will be later referred by their number (marked
as REQx). We argue and enumerate the requirements so
that our qualitative contributions become more clear, and
also try to set up a base line for other researchers to
improve the state of the art.

As the �rst requirement, the overall solution should be
completely based on open-source software(REQ1). This way,
repeating of the experiments is easier and vendor lock-in
can be avoided by the scienti�c community.

In order to virtualize a scienti�c application to the
cloud, two different approaches could be taken: legacy or
cloud native application virtialization. In the former ap-
proach, a legacy application is merely encapsulated into
a virtual machine image to be executed by a hypervisor
or in a Linux container in an Infrastructure as a Service
(IaaS) type of environment. In the latter approach, an ap-
plication is rewritten to use a Platform as a Service (PaaS)
API and distributed using the platform provided by the
cloud vendor. Existing scienti�c applications tend to be
rather complex, and rewriting one is a tedious task. For
this reason, we require the virtualization approach to retain

compatibility with legacy applications(REQ2). Effectively,
this limits us to employ hypervisor-based virtualization.

In addition to private clouds, we assume that scienti�c
applications can be executed in a public cloud. Conse-
quently, multi-tenancy becomes an issue. In other words,
the computation, storage and network of different ten-
ants should be isolated properly from each other. In the
extreme case, a public cloud can operate [2] on encrypted
data or be used as a storage for encrypted data [3],
without the cloud vendor ever seeing the unencrypted
data. However, such approaches incur a negative trade-
off with performance and are not a bullet-proof solu-
tion for all cloud privacy issues [4]. In addition, such
approaches are an overkill for our use case with the
data from Large Hadron Collider (LHC), where the data
merely needs to be isolated from the outsiders of the
community. Thus, we require only basic multi-tenancy
supportfrom the underlying cloud platform (REQ3). This
applies to computation, network and storage aspects
occurring internally within a single cloud.

The underlying cloud platform should provide sup-
port for scaling outso that new compute nodes can be
added (or removed) on demand (REQ4). Further, we
assume that the platform supports dynamic transferring
of computation. As the �rst requirement constrains the
solution space to IaaS, this refers to live migration of VMs
within a single cloud(REQ5). It should be noted that we
do not require live migration support between hybrid
clouds because it is not well supported in any cloud
software, and typically requires custom solutions, but
also both clouds have to run the same hypervisor.

Application level scale-out, fault tolerance and recovery in
the orchestration framework is also required in order to build
a robust service (REQ6). For instance, if one worker node
fails, another one should be assigned to the workload to
complete the processing. We assume also that theusers
of the scienti�c application are authenticated and authorized
in some way (REQ7).

Next, we list a number of requirements related to net-
work communication between individuals VMs. In hy-
brid cloud scenarios, mixing two different cloud deploy-
ments with potentially incompatible IP address names-
paces further requires an “elastic” addressing scheme across
multiple clouds so that VMs remain reachable to each
other (REQ8). These connectivity issues are typically re-
lated to middleboxes (e.g. �rewalls blocking connections
and NAT devices with overlapping namespaces), IPv6
address compatibility and maintaining of transport-layer
sessions during address changes [5]. As the connectivity
passes through different, possibly incompatible security
domains in the case of hybrid clouds, we argue that con-
nectivity between individual VMs should be secured(REQ9).
Related to this, a corollary of the �rst requirement is
that VM-to-VM connectivity and security related to hybrid
clouds should be vendor agnostic(REQ10) in order to avoid
vendor lock-in. Finally, the complex nature of scienti�c
applications basically mandates that the VM-to-VM con-
nectivity and security must work with unmodi�ed legacy
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applications(REQ11).

3 DESIGN ALTERNATIVES

Requirements from 1 to 6 are related to the cloud
platforms. Popular open-source (REQ1) cloud platforms
include OpenNebula, OpenStack, CloudStack and Euca-
lyptus [5]. All of them support virtualization of legacy
applications using hypervisors such as KVM (REQ2).
All of the platforms include basic security measures
to support multi-tenant environments (REQ3). Similarly,
basic support for scaling out (REQ4) and live migration
of VMs is supported in all platforms (REQ5). We have
chosen OpenStack for our experiments mostly due to its
familiarity to us, but also its fast adoption rate.

Requirements 6 and 7 are related to the orchestration
frameworks. In the context of this paper, we have to
resort to ARC middleware due to its support in the
CERN experiments. ARC middleware supports appli-
cation level fault tolerance and recovery (REQ6), and
authentication and authorization of the users (REQ7).

Table 1 shows a comparison of popular open-source
solutions for requirements 8 – 11 based on on our earlier
work [6, 7]. The Achilles heel in most of the protocols
is that they fail to support mobility at both ends of
the communication. Hence, the tradional Virtual Private
Network (VPN)-like solutions, OpenVPN, StrongSWAN,
MIPv4 from HP and UMIPv6, can only partially meet
requirement 8 (elastic addressing scheme).

The remaining three protocols meet the criteria for
all requirements. OpenLISP tunnels traf�c between two
or more networks based on LISP-capable routers and
has been suggested to be used with virtualized grids in
the context of “Intercloud”-architecture [5], albeit never
actually realized by experimentation. While OpenLISP
is a middlebox-based solution, the remaining two, iPoP
and HIPL, are essentially end-to-end VPNs that require
software installation at the end-hosts.

Software REQ8 REQ9 REQ10 REQ11
OpenVPN (X ) X X X
StrongSWAN (X ) X X X
MIPv4/HP (X ) X X X
UMIPv6 (X ) X X X
OpenLISP X X X X
iPoP X X X X
HIPL X X X X

TABLE 1: A comparison of open-source VPNs

Of last three protocols conforming to all requirements,
we were inclined towards HIPL [8] in the production
environment, even though we experimented with some
others in order to compare their performance. Our rea-
soning was as follows: OpenLISP requires support in
middleboxes, which can be problematic from the view-
point of deployment and adoption. In contrast, HIP and
iPoP can be installed only in the VMs that require it. Of
the two remaining ones, the Host Identity Protocol for
Linux (HIPL), has been standardized [1, 9], so we have
chosen it for more extensive experimentation.

4 SYSTEM COMPONENTS

The building blocks of our solution are based on open
source tools. This approach provides access to a vibrant
community with already established ecosystem of tools
and technical know-how. Finally, open source projects
add functionality at a lot faster rate than proprietary
projects.

4.1 OpenStack

OpenStack3 is a open source community effort for an 'In-
frastructure as a Service' (IaaS), released initially under
the initiative of NASA 4 and RackSpace5. As of present,
in its 11th release (Kilo), it features a rich catalogue for
virtualizing different parts of a datacenter infrastructure.

In OpenStack, Nova provides compute services with
support for a number of hypervisors from open source
solutions such as KVM 6 or Xen7 to commercial packages
such as VMware8. Swift is the object storage solution
with the ability to manage peta byte storage systems,
while Cinder provides block storage to instances. Glance
is the image repository with interface possibilities to
different storage backends. Keystone is the primary se-
cure access gateway to the cloud. It represents a uni�ed
identity management system handling users, groups and
their permissions across all service offerings. The net-
work is virtualized by Neutron, which allows the tenants
to implement their own virtual networks. Horizon is the
dashboard providing web-based user interface to Open-
Stack services. Heat implements the orchestration engine
for cloud applications infrastructure deployment in an
automated fashion. It has its own template language
but also supports the AWS CloudFormation 9 template
format. Ceilometer serves as the metering service for the
deployed OpenStack infrastructure.

4.2 Gluster File System

GlusterFS10 is a distributed �le system for building stor-
age solutions that are �exible, automated and adaptive to
growing demands of data. GlusterFS has been designed
to create high level abstractions on top of which stor-
age infrastructures can be build to support new cloud
computing applications or to match speci�c workload
pro�les. GlusterFS is deployed through the concepts of
bricks and translators. Bricks, in their simplest form are
servers attached to the network with a storage element
that when stacked together, can implement the functions
of RAID. The location of data is determined algorithmi-
cally, thus eliminating the need for centralized metadata
stores.

3. http://www.openstack.org
4. http://www.nasa.gov
5. http://www.rackspace.com
6. http://www.linux-kvm.org
7. http://www.xenproject.org
8. http://www.vmware.com
9. http://aws.amazon.com/cloudformation
10. http://www.gluster.org
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4.3 Host Identity Protocol

The Host Identity Protocol (HIP) [1, 9] introduces a
cryptographic namespace used to identify end-hosts.
Similarly to Secure Shell (SSH), the identi�ers are essen-
tially public keys that are compressed by hashing the
public key. The namespace is compatible with existing
applications by the use of virtual addresses. The names-
pace is managed by a new shim layer between trans-
port and network layers that translates cryptographic
identi�ers into routable addresses. The protocol could be
characterized as a VPN, but with the difference that it
works without a gateway. Similarly to many other VPNs,
HIP employs IPsec [10] to authenticate and encrypt
application traf�c.

HIP improves three different aspects in the way ap-
plications can address each other. First, it supports
persistent identi�ers in the sense that applications use
virtual addresses that remain static despite a virtual
machine using HIP would migrate to another network.
The identi�ers also remain consistent even in private
address realms, which makes HIP a suitable solution
for NAT traversal. Second, it supports heterogeneous
addressing with both IPv4 and IPv6 being easily inter-
changeable. Third, the namespace in HIP is a secure
environment with unique identi�ers that can not be
forged or 'stolen'. While a number of other protocols
meet these constraints partially, HIP ful�ls all three. Due
to space constraints, the comparison of related protocols
cannot be presented here, but is described in full detail
in our earlier work [6, 7].

HIP achieves persistent identi�ers by introducing a
new namespace for the transport and application layers
that is decoupled from the network layer addresses. The
identities are managed by a new logical layer between
the transport and network layers that manages the bind-
ings between the identi�ers and locators as illustrated in
Figure 1.

Fig. 1: HIP decouples the identi�ers of the upper layers
from the locators used at the network layer.

The new namespace is based on public-key cryptog-
raphy. According to HIP terminology [9], an abstract
identity is referred to as a Host Identity, whereas a
Host Identi�er (HI) refers to the concrete representation
format of the corresponding identity, that is, the public
key of a host. The end-host is responsible for creating the

public key and the corresponding private key for itself.
This way, a HI is self-certifying and statistically unique.

Public keys can be of variable length. Therefore, they
are unsuitable to be used in �xed-length headers for the
HIP control plane, and they are also incompatible with
legacy IPv4 and IPv6 applications. To overcome this, a
HIP-capable host creates two other compressed represen-
tations of the HI. The format for the control plane and
IPv6 applications is the same: the host calculates a hash
over the HI in order to �t it into an IPv6 address and sets
a special pre�x for the generated IPv6 address in order to
distinguish it as a virtual address. For IPv4 applications,
the host locally assigns a private IPv4 address, called
a Local-Scope Identi�er (LSI), that acts as an alias for
the HI. This way, HIP can support unmodi�ed legacy
IPv4 and IPv6 applications. It should be noted that since
the identi�ers in HIP are not routable, the HIP layer
translates them into routable addresses, or locators in
HIP terms. The translation occurs within a new shim
layer located between the transport and network layers.

HIP experiment report [11] describes the use of HIP
with a number of applications. However, report does not
mention anything on scienti�c applications.

4.4 ARC Middleware

The Advanced Resource Connector (ARC) [12] is a
grid middleware stack developed by the NorduGrid
collaboration 11. ARC is widely deployed and used by
research centers and institutes across the Europe and
especially in the Nordic countries. The aim is to provide
a component-based portable, compact and manageable
grid middleware for the community. Along with other
European middleware, ARC is also part of the European
Middleware Initiative (EMI) 12 project.

Following are the key components of ARC software
suite:

� HED : Hosting Environment Daemon (HED) is the
web service container specialized for grid related
functionality.

� Computing Element (CE) : ARC Resource-coupled
Execution (A-REX) service provides the CE func-
tionality. Other features include the support of
Run Time Environments (RTE), logging capabilities,
support of Local Resource Management Systems
(LRMS) including SLURM 13, PBS14, Condor15.

� Information System : ARC resources can be discov-
ered by using Information System Indexing System
(ISIS) web service. ISIS services maintain a peer-to-
peer network in order to provide fault-tolerance and
high availability.

� ARC UI : ARC supports command-line and graph-
ical user interface for job submission and manage-
ment.

11. http://www.nordugrid.org/arc/
12. http://www.eu-emi.eu
13. http://slurm.schedmd.com
14. http://www.pbsworks.com
15. http://research.cs.wisc.edu/htcondor/






















