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Abstract: 

The research focuses on the roles and responsibilities of online intermediaries in 
respect to illegal content uploaded by their users. Online sale of goods infringing 
intellectual property rights (IPR) will be the main topic of the research. European 
legislation on the responsibility of online intermediaries established the so called “safe 
harbour” shielding intermediaries from liabilities for the conduct of their users. This 
system allowed internet companies to thrive but at the same time it is exploited by some 
users to abuse IPRs. During the last decade and a half many legal and non-legal 
researchers have looked at how intellectual property owners fight back against illegal 
content. In practice, notices of infringements are sent to online intermediaries 
requesting to takedown the infringements. The latter should respond quickly to maintain 
their legal immunity. This extrajudicial system causes various hazards and as main 



 

 

critics claim it also lacks transparency and accountability. Information on procedures, 
notices and decision making by online intermediaries operating marketplaces are not 
publicly disclosed. Within this context the research first looks at main weaknesses of 
the current legal framework, and then investigates how policy makers could change 
notice and takedown procedures to safeguard all competing interests. Information 
gained by the author’s direct experience in protecting IPRs on online marketplaces will 
be used to help propose a possible new legal classification of infringement notices and 
their requirements. 
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“When we started the e-commerce, nobody believed that China would have e-

commerce because people believed in 'guang-shi,' face-to-face, and all kinds of 

network in traditional ways. There's no trust system in China.” Jack Ma1 

 

 

  

 

1  Logan Lara. 'Jack Ma brings Alibaba to the U.S.' (2014) <https://www.cbsnews.com/news/alibaba-chairman-

jack-ma-brings-company-to-america/> accessed 10 November 2020 

https://www.cbsnews.com/news/alibaba-chairman-jack-ma-brings-company-to-america/
https://www.cbsnews.com/news/alibaba-chairman-jack-ma-brings-company-to-america/
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Chapter one: Introduction 

1.1 Rise of E-commerce 

E-commerce is gradually taking over traditional sale of consumer goods and in 2019 close to 

2/3 of EU’s internet users shopped online.2 In 2020 restrictions to fight the spread of Covid-19 

caused many businesses to sell their goods only online. Considering the rapid growth of e-

commerce and recent events it is now under question how long it will take before most sales of 

consumer goods will happen online. Online marketplaces have thrived in these circumstances 

and for instance Amazon consolidated its role as world leading online marketplace securing 

record sales on its websites. 3 

Buying online offers many advantages to consumers but not without risks. The impossibility to 

inspect goods increases chances to buy something different than what expected (or advertised). 

Whilst this might also happen when buying in a store, consumer’s legal protection can differ 

consistently. In Europe both online and offline sales are regulated by many provisions that 

among others protect the rights and safety of the consumers. Enforcing these rights can however 

be problematic when purchasing online.  

1.2 Infringing online sales 

The online environment has opened new frontiers to businesses, but legitimate companies are 

not the only ones taking advantage of business models based on e-commerce.  

Rogue merchants providing false information do not abide by consumer protection laws. 

Internet’s nature helps sellers hiding their real identities and to quickly disappear and reappear 

with new names. Consumer unable to identify sellers’ identities cannot activate legal remedies.4 

 

2 Eurostat. 'E-commerce statistics for individuals ' (2020) <https://ec.europa.eu/eurostat/statistics-

explained/index.php?title=E-commerce_statistics_for_individuals> 

3  Palmer Annie. 'Amazon sales soar as pandemic fuels online shopping' (2020) 

<https://www.cnbc.com/2020/07/30/amazon-amzn-earnings-q2-2020.html>;Samuels Alana. 'Many Companies 

Won't Survive the Pandemic. Amazon Will Emerge Stronger Than Ever' (2020) 

<https://time.com/5870826/amazon-coronavirus-jeff-bezos-congress/> 

4   European Parliament and Council Regulation (EU) 2017/2394 of 12 December 2017 on cooperation between 

national authorities responsible for the enforcement of consumer protection laws and repealing Regulation (EC) 

No 2006/2004 2017OJ L 345 art. 9 providing to enforcement authorities powers to identify of infringing sellers 

https://ec.europa.eu/eurostat/statistics-explained/index.php?title=E-commerce_statistics_for_individuals
https://ec.europa.eu/eurostat/statistics-explained/index.php?title=E-commerce_statistics_for_individuals
https://www.cnbc.com/2020/07/30/amazon-amzn-earnings-q2-2020.html
https://time.com/5870826/amazon-coronavirus-jeff-bezos-congress/
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Paraphrasing Klaus Viitanen, Senior Lecturer in Commercial Law at the University of Helsinki, 

whilst explaining how to enforce consumer rights in international trade significantly stated “it 

will be hard to enforce against a Chinese seller, and if you bought online then… good luck!”.  

Consumers are not the only one suffering from this system. Counterfeiters abuse intellectual 

property rights (IPRs) to sell goods of lower price and quality. Counterfeit goods are usually 

associated with trademark infringement and defined as goods bearing, without authorization, a 

sign which is identical to a trademark validly registered for the same type of goods.5 The free 

ride of infringing sellers on the goodwill of registered trademarks shall deceive consumers into 

believing that they are selling goods from the real trademark owner. This criminal phenomenon 

poses a multitude of risks and directly damages both intellectual property (IP) owners and 

consumers.6 

Counterfeiters quickly adapted to online commerce to sell illegal goods using different business 

models.7 Internet allows infringing sellers to keep a high level of anonymity, to be hardly 

traceable, and finally shifts costs of customs seizures to the buyers, who usually pay for postal 

shipments. Economical risks posed by the seizure of a container fully loaded with infringing 

goods compared to an individual postal shipment vary notably. 

Counterfeit goods are in fact considered by the European Commission to be a serious problem.8 

The sale of goods infringing other IPRs poses serious risks to consumer health, damages IP 

owners, and is directly linked to revenue loss for the European business, tax revenues by 

 

5    European Parliament and Council Regulation (EU) No 608/2013 of 12 June 2013 concerning customs 

enforcement of intellectual property rights and repealing Council Regulation (EC) No 1383/2003 2013OJ L 181 

art. 5 

6  EUIPO, 'Qualitative Study on Risks Posed by Counterfeits to Consumers' (EUIPO 2019) 

7  EUIPO, 'Research on online business models infringing intellectual property rights Phase 1: establishing an 

overview of online business models infringing intellectual property rights' (EUIPO 2016a) 

8  European Commission, 'Commission Staff Working Document Report on the functioning of the Memorandum 

of Understanding on the sale of counterfeit goods on the internet' (European Commission 2020a) 
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Member States and a drop in employment. 9 One of Europe’s next challenges will be curtailing 

the online sale of IPR infringing goods.10 

1.3 Intellectual property rights and their economic value 

The World Intellectual Property Organization (WIPO) refers to intellectual property as 

“creations of the mind: inventions; literary and artistic works; and symbols, names and images 

used in commerce.”11 Intellectual property in its broadest meaning includes copyrights, trade 

marks, industrial designs, patents for inventions, geographical indications and trade secrets. It 

is traditionally said that protecting IP rights encourages inventors and creators to commit 

additional resources for further innovation. A recent study estimated that in 2014-2016 IP rights 

intensive industries accounted for 45% of the EU’s economic output (EUR 6.6 trillion) and 29% 

of employment, proving that investments in innovation play a primary role in Europe’s 

economic growth.12 It is therefore necessary to evaluate whether online infringements can 

damage Europe’s economy. 

Virtually all IP rights can be infringed online. This research will take into consideration the 

violation of various intellectual property rights without limiting the scope to trade mark 

infringement, but will take into consideration infringement of trade mark, industrial design and 

copyrights.  

In 2019 EUIPO and EUROPOL jointly published a report on intellectual property crime 

highlighting the increase in sales of counterfeit goods online.13 In fact online marketplaces are 

considered “chief distribution channels for counterfeit goods in the EU”.14 Direct and indirect 

 

9  EUIPO, '2020 status report on IPR infringement' (European Union Intellectual Property Office 2020);EUIPO and 

EUROPOL, '2019 Intellectual Property Crime Threat Assessment Study' (EUIPO 2019) 

10  European Commission. 'The Digital Service Act package ' (2020b) <https://ec.europa.eu/digital-single-

market/en/digital-services-act-package> accessed 20 November 2020 

11  World Intellectual Property Organization, What is Intellectual Property? (WIPO 2020) 

12  European Patent Office and European Union Intellectual Property Office, Intellectual property rights intensive 

industries and economic performance in the European Union (3rd ed. edn, EPO ; EUIPO 2019) 

<https://www.epo.org/service-support/publications.html?pubid=201#tab3> 

13  EUIPO Europol and, 'Intellectual Property Crime Threat Assessment 2019' (Europol and EUIPO 2019), p. 37 

14 ibid 

https://ec.europa.eu/digital-single-market/en/digital-services-act-package
https://ec.europa.eu/digital-single-market/en/digital-services-act-package
https://www.epo.org/service-support/publications.html?pubid=201#tab3
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data can help us assess the scale of online sale of counterfeit goods and propose appropriate 

legislative measures to curtail this illegal phenomenon.  

One study titled “Misuse of Small Parcels for Trade in Counterfeit Goods” revelated that 

between 2011-2013 nearly 63% seizures by the customs officials of counterfeit and pirated 

goods involved small parcels.15 It is probable that seized illicit goods were sold online and 

shipped in small parcels to the buyers. That does not come as a surprise considering e-

commerce’s growth and its benefits for rogue merchants. 

Similarly, in 2017 another study on illicit online business model adopted by online 

counterfeiters found a pattern in which websites allegedly selling counterfeits goods were 

utilizing previously used domain names.16 It was found that 27870 of the analysed European e-

commerce websites were allegedly selling counterfeit goods (i.e. 5.41% of all e-commerce 

websites).17  

In 2019 Pointer Brand Protection (nowadays Corsearch), a leading online brand protection 

agency, filed more than 3.9 million take down notices requesting marketplaces to remove 

infringing listings.18 About 490 000 targeted Alibaba and AliExpress, 135000 targeted Amazon 

and finally 107 000 were sent to eBay. The high number of notices can be interpreted as a direct 

consequence of growing online counterfeit sales. 

1.4 Economics of intellectual property rights 

Intellectual property regulation not only directly impacts a country’s internal economy, but it 

also has consequences for the international scene where different powers compete to lead 

economic growth and innovation.  

Diverging laws protecting and rewarding economic operators’ immaterial assets can inevitably 

burden transaction between countries. To allow negotiations and a certain level of security for 

 

15  OECD and EUIPO, Misuse of Small Parcels for Trade in Counterfeit Goods (Illicit Trade, OECD Publishing 

2018) <http://dx.doi.org/10.1787/9789264307858-en> 

16  EUIPO, 'Research on Online Business Models Infringing Intellectual Property Rights – Phase 2 ' (EUIPO 2017) 

17  EUIPO, 'Research on Online Business Models Infringing Intellectual Property Rights – Phase 2 ' (EUIPO 2017), 

p. 8 

18 Data provided by Corsearch 

http://dx.doi.org/10.1787/9789264307858-en
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businesses Member Nations of the World Trade Organization signed the Agreement on Trade-

Related Aspects of Intellectual Property Rights setting minimum standards for the protection 

and enforcement of different forms of intellectual property.19 

Lately we have seen the world’s major economies engaging in so called “trade wars” because 

of alleged intellectual property violations and theft.20 The United States of America (following 

US) accused the Chinese government of not taking a strong stance against Chinese businesses 

violating American companies IPRs. Accusation were followed by import tariffs imposed by 

both countries against each other. The US adopted import tariffs also against the European 

Union (EU) on a fight over aircraft subsidies, the EU adopted similar measures against 

American goods.21 In this scenario Europe faces two challenges when businesses’ IPR rights 

are infringed online. First because the largest e-commerce operators in terms of turnover are 

owned by corporations based in the United States and China.22 Second because most infringing 

goods originate from China (including Hong Kong).23  

1.5 Personal motivation 

During my LL.M. studies at the University of Helsinki I worked at the World Intellectual 

Property Organization (WIPO) and the European Intellectual Property Office (EUIPO), where 

I was assigned at the European Observatory on Infringements of Intellectual Property Rights 

(Observatory). WIPO is a specialised agency of the United Nations based in Switzerland and 

with 193 members states constitutes “the global forum for intellectual property services, policy, 

 

19  Agreement on Trade-Related Aspects of Intellectual Property Rights Marrakesh Agreement Establishing the 

World Trade Organization, Annex 1C cl 1869 U.N.T.S. 299, 33 I.L.M. 1197 

20  BBC. 'Trade war' (2020b) <https://www.bbc.co.uk/news/topics/ce25yderw6pt/trade-war> 

21  BBC. 'EU imposes tariffs on $4bn of US goods in Boeing row' (2020a) <https://www.bbc.com/news/business-

54877337> accessed 04 December 2020 

22  Retaildetail. 'European e-commerce dominated by marketplaces' (2020) 

<https://www.retaildetail.eu/en/news/general/european-e-commerce-dominated-marketplaces> accessed 26 

November 2020 

23  OECD and EUIPO, 'Trends in trade in counterfeit and pirated goods' , Illicit Trade, vol 2617-5827 (OECD 

Publishing 2019) pp. 12 and 15 “The People’s Republic of China (hereafter “China”) emerges as the top producer 

of counterfeit goods in nine out of ten analysed categories. In addition, several Asian economies, including India, 

Malaysia, Pakistan, Thailand, Turkey and Viet Nam are important producers in many sectors, although their role 

is much less significant than China’s”  

https://www.bbc.co.uk/news/topics/ce25yderw6pt/trade-war
https://www.bbc.com/news/business-54877337
https://www.bbc.com/news/business-54877337
https://www.retaildetail.eu/en/news/general/european-e-commerce-dominated-marketplaces
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information and cooperation”. 24 The EUIPO is a decentralised EU agency based in Spain. It 

manages EU trade marks, registered Community design and the Observatory. The Observatory 

carries a wide range of “tasks aimed at facilitating and supporting the activities of national 

authorities, the private sector and the Union institutions in the fight against infringements of the 

intellectual property rights”.25  

At these two international organisations I have gained a global understanding of the IP world 

and specific knowledge of harms and threats caused by IP infringements. After obtaining my 

first legal degree from the University of Rome La Sapienza I have had the chance to apply my 

education and knowledge while working in a leading brand protection provider, Corsearch.26 

My daily job is to assist IP owners in protecting their immaterial assets worldwide. I therefore 

thought to contribute to new research on this topic by writing this master thesis. I also hope that 

my research could contribute to the fight against online infringing goods damaging European 

businesses, economies and consumers alike. This study also aims at improving new policies and 

ways to fight the online sale of goods infringing IPRs.  

1.6 Research questions 

Research question 1. The research begins analysing how IP owners fight online sale of goods 

infringing copyrights, trade mark and design rights. After having evaluated the relevant 

European legal framework, the research will focus on measures available to IP owners to enforce 

their rights online. The scope of the research is limited to the sale of goods by online 

marketplaces.  

Research question 2. Second objective of the study is to research how the current legal 

framework could be developed to ensure a system capable of limiting online sale of goods 

infringing IPRs while ensuring a fairer process for all the stakeholders. 

 

24  WIPO. 'Inside WIPO' (2020) <https://www.wipo.int/about-wipo/en/> accessed 29 November 2020 

25  European Parliament and Council Regulation (EU) No 386/2012  of 19 April 2012 on entrusting the Office for 

Harmonization in the Internal Market (Trade Marks and Designs) with tasks related to the enforcement of 

intellectual property rights, including the assembling of public and private-sector representatives as a European 

Observatory on Infringements of Intellectual Property Rights 2012OJ L 129 art. 2 

26  See more: Corsearch. 'Corsearch' (2020) <https://corsearch.com/> accessed 30 November 2020 

https://www.wipo.int/about-wipo/en/
https://corsearch.com/
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1.6.1 Structure of the research 

Chapter three will focus on Internet’s basics functioning and online marketplaces business 

model. After this first brief “empirical” introduction the second subchapter will focus on online 

intermediaries within the context of the European legislation. A third subchapter will then 

analyse most relevant case law for the research topic.  

The fourth chapter will highlight differences in the European legislation comparing with laws 

enacted in the US.   

The fifth chapter proposes a review of empirical studies on notice and takedowns to critically 

evaluate the current legal solutions. One subchapter will focus on the main European initiatives 

and studies commissioned to evaluate weaknesses and legislation changes with focus to e-

commerce. In conclusion the analysis will move on questions concerning the protection of 

stakeholder’s fundamental rights, in particular intellectual property rights, right to effective 

judicial protection, freedom to conduct business, data protection, freedom to receive and impart 

information, and freedom of expression. 

The sixth chapter tries to cover lack of data on notices sent to online marketplace operators. The 

first subchapter will look at main actors’ policies and practice in the protection of IPR. The 

second subchapter will focus on remedies to a notice of infringement. The following subchapter 

will propose some practical considerations. The fifth subchapter will address what should be the 

notice’s content. 

The seventh chapter will summarise findings of the research and address the two research 

questions. Notice and takedown procedures are today the main “tool” for IP owners to enforce 

their rights on online marketplaces. The legislator, however, did not decide to lay down 

principles on these extrajudicial remedies. The second part of this chapter proposes necessary 

elements of a notice and a standard of review to differentiate between valid, invalid and unclear 

notices.  

The final chapter contain conclusions and recommendations. Here I will propose changes to the 

current legislation and recommend further studies. 
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Chapter two: Methodology and Data 

2.1 Methodology 

There are many ways to do and report legal research. Different methodologies can be used 

individually or in combination to address different legal research questions, hence there is not 

only one proper methodology. Van Hoecke authored a collection of essays written by prominent 

legal scholars on what constitutes legal methodology.27 He summarizes the following types of 

legal research: “descriptive, exploratory, explanatory, wording and/or testing hypotheses and/or 

theories, or just supporting legal practice (“normative”).”28   

This research looks first at current legislations and in that it is both explanatory and hermeneutic, 

because it tries to provide the reader with a historical background and then to interpret policy 

makers choices.  

It also follows an empirical methodology as it evaluates policies using statistics taken from 

previously conducted studies.  

An exploratory path is also applied in this research as data is collected and reviewed utilising a 

methodology used in non-normative disciplines.  

All in all, willingness to answer legal issues, advice policy makers and aspire for “better law” 

demand that a researcher does not limit herself/himself to the study of legal provisions but that 

he/her also looks at how law influences members of the society in question. Hence, in addition 

to a legal doctrine methodology I decided to include in my research also informatics, 

international comparative aspects and user inspired research.29  

An informatic approach tries to define functioning of online environment and electronic 

commerce. Having addressed “technical questions” the research will consider on historical 

 

27  Mark Van Hoecke, Methodologies of legal research: which kind of method for what kind of discipline? 

(European Academy of Legal Theory Series, Hart Publishing 2013) <http://hdl.handle.net/1854/LU-3237496> 

28  Mark Van Hoecke, Methodologies of legal research: which kind of method for what kind of discipline? 

(European Academy of Legal Theory Series, Hart Publishing 2013) <http://hdl.handle.net/1854/LU-3237496>, p. 

viii 

29  Wikipedia. 'User Research' (2020) <https://en.wikipedia.org/wiki/User_research> accessed 25 October 2020 

http://hdl.handle.net/1854/LU-3237496
http://hdl.handle.net/1854/LU-3237496
https://en.wikipedia.org/wiki/User_research
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policy developments focusing on current legal framework explanation and interpretation 

followed by arguments in favour and contra certain legal choices. 

International comparative law studies laws external to domestic legislation to analyse, improve 

or criticize the latter.30 With this scope one chapter will focus on international comparative 

research to analyse US and EU laws; final goal of this analysis is to define their main differences 

and seek weakness in the European legislation. 

The European Union however is not a country, but it is appropriate to compare EU law to US 

law. In fact, EU legislation can resemble that of a federate state when its regulations are directly 

applicable to Member States’ citizens; furthermore, well defined EU laws leave little space to 

member states for further legislation. Finally, and most importantly, the regulation of e-

commerce is a fundamental aspect of free trade within the European countries, therefore both 

member states and the European Union should aim to enact a legislation that is as uniform as 

possible. Constraints of time and limited scope of a master thesis did not allow to review other 

jurisdictions legislations concerning online IPR infringements.  

Critical review of data-based studies such as texts, statistics and interviews will try to address 

the research of “empirical truth”. The research briefly evaluated economic theories applicable 

to online intermediaries, but lack of data did not allow for a complete discussion. 31 Briefly this 

thesis will also focus on fundamental legal values and principles by analysing competing 

fundamental rights in relation to the research question 1.  

This study investigates the use of notices and take down procedures and the laws and regulations 

concerning them, but also how the field of practice has been changing due to evolving policies 

and advances in technology leading to new possibilities in online commerce.  

The research topic was inspired by my experiences whilst working at two international 

organizations WIPO and EUIPO that help the development of new regulations on the 

 

30  Mathias Siems, Comparative law (Second edition edn, Cambridge University Press 2018) p. 13 

31  Robert Cooter and Thomas S. Ulen, Law and economics (6. ed., Pearson new internat. ed. edn, Pearson Education 

2014) <http://bvbr.bib-

bvb.de:8991/F?func=service&doc_library=BVB01&local_base=BVB01&doc_number=026191693&sequence=0

00001&line_number=0001&func_code=DB_RECORDS&service_type=MEDIA> Chapter 6 An Economic 

Theory of Tort Law 

http://bvbr.bib-bvb.de:8991/F?func=service&doc_library=BVB01&local_base=BVB01&doc_number=026191693&sequence=000001&line_number=0001&func_code=DB_RECORDS&service_type=MEDIA
http://bvbr.bib-bvb.de:8991/F?func=service&doc_library=BVB01&local_base=BVB01&doc_number=026191693&sequence=000001&line_number=0001&func_code=DB_RECORDS&service_type=MEDIA
http://bvbr.bib-bvb.de:8991/F?func=service&doc_library=BVB01&local_base=BVB01&doc_number=026191693&sequence=000001&line_number=0001&func_code=DB_RECORDS&service_type=MEDIA
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enforcement of IP rights in the online environment and by my present job at a leading 

international agency which enforces IP owners’ rights on the internet.  

In that sense this research is user-inspired research as the protection and regulation of IP rights 

involves both new technological innovations, the changes in the  regulations and in the practices 

of implementing them. 

2.2 Data  

Data sources for the legal analysis will consist of European Union law, case law from Member 

States and the Court of Justice of the European Union (CJEU) and research and literature related 

to legislations and judicial decisions.  

The fourth chapter will compare European and American legislations. Evaluating the current 

legal system will require looking at empirical studies and public sectors initiatives, so five 

studies on notice and takedown as well as European Commission studies and initiatives will be 

analysed. Notice and takedown in detail refer to requests sent by IP owners to online 

intermediaries requesting them to takedown the reported infringing content.  

The last research chapter will focus on three online marketplaces active in Europe. Amazon, 

eBay, Alibaba and AliExpress were chosen because altogether they cover 60% of European e-

commerce’s turnover.32 Furthermore all three of them are signatures of an agreement set to 

develop standard notice and takedown practices that shall influence the whole e-commerce 

environment. The analysis begins with publicly available information such as policies and 

materials published on websites and literature related to it.  

Empirical data of the research consists of data collected whilst working at a leading international 

online brand protection agency. Brand protection daily tasks include analysing listings from 

online marketplaces across the globe with the aid of Zero, Corsearch’s brand protection 

software, to identify those selling goods infringing client’s IPRs. Zero captures advertisements 

placed on various marketplaces and collects them into Corsearch’s online database. An 

 

32  Retaildetail. 'European e-commerce dominated by marketplaces' (2020) 

<https://www.retaildetail.eu/en/news/general/european-e-commerce-dominated-marketplaces> accessed 26 

November 2020 

https://www.retaildetail.eu/en/news/general/european-e-commerce-dominated-marketplaces
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advanced functionality then pre-analyses all listings and assigns them a “risk score” based on 

automated and semi-automated processes.  

All listings are then reviewed manually. After having received training and information from IP 

owners brand protection analysts look at various elements to identify infringing products, for 

instance: differences between authentic and inspected products; labelling and product details; 

seller’s location; shipping location and destinations; item’s stock; price differences; etc. 

The dataset used in this research was collected for one year which allows capturing different 

events characterising infringing activities and therefore to provide the most complete picture.  

In fact, counterfeiters take advantage of specific events and dates to place a considerably higher 

number of infringing adverts on online marketplaces, for instance during sale events like “Black 

Friday” or during sports related competitions. Placing a high number of adverts on online 

marketplaces and quickly replacing removed adverts ensures greater revenues for illegal 

merchants competing with IP owners.   

Data on online enforcements between August 2019 and August 2020 has been collected. In 

detail notices were sent on behalf of six corporations, having different sizes (from small SMEs 

to large multinationals), different IPRs and brands.  

During the data gathering period more than 40.000 notices were sent to online marketplaces 

requesting them to remove infringing content. 17.000 notices were targeting the four chosen 

websites asking their operators to remove listings selling infringing goods: 

 

Figure 1: Total notices sent 
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The notices were requesting platforms to remove adverts selling goods infringing design (1091 

requests), copyright (6909 requests) and trademark rights (9809 requests).33 

 

Figure 2: Notices divided by IPR infringement 

After identifying a violation, the infringement is communicated to the relevant website’s 

operator asking that the content is blocked or suspended. Sometimes this is done by sending an 

email and sometimes following procedures set by the online marketplaces. Sometimes e-

commerce operators ask further information or clarifications on the nature of the infringement 

and brand protection analysts need to explain in simple words complex legal arguments to define 

infringements.   

 

33 Trademark requests include notices concerning counterfeit goods 
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Chapter three: Internet and the E-commerce directive 

3.1 Online sales: connecting to the internet and uploading content 

The subject matter of this research is the online sale of goods infringing intellectual property 

rights. Most of online sales take place on online marketplaces and standalone web shops. An 

online marketplace is a website where multiple parties can offer goods to buyers; the role of the 

marketplace operator is limited to offering the platform to both sellers and buyers and to 

processing their transactions. Usually, online marketplaces allow sellers to use their services by 

paying a fee. On the other hand, a standalone web shop is an e-commerce website where the 

website operator directly sells goods. 

E-commerce websites therefore play a primary role in connecting consumers and goods, so it is 

important to define their legal responsibility in connection with the sale of infringing goods. The 

research will focus on online marketplaces because of their greater number of transactions and 

continued market growth, in contrast to stand alone web shops. This choice is also motivated 

because of the different reach between the online marketplaces and standalone web shops and 

considerable gap in available resources to tackle infringing content on their website. 

A marketplace operator is allowing third parties to sell on its platform so its role should be 

considered as passive (or as an “intermediary”). 

3.1.1. Online intermediaries 

Online marketplaces can be considered intermediaries. However, the definition of an internet 

intermediary can be rather broad and include different actors. As a matter of fact, the definition 

of intermediaries in the online context varies between the point of view of parties with different 

interests such as regulators, right holders, representants of civil rights and technologists.34 

Furthermore, technological developments can render fixed definitions outdated and 

inefficient.35 Accordingly, the next subchapter will firstly analyse the European legal framework 

on e-commerce to define online actors and their responsibilities.  

 

34  Jaani Riordan, The Liability of Internet Intermediaries (Oxford University Press, Incorporated 2016) p. 41 

35  Jaani Riordan, The Liability of Internet Intermediaries (Oxford University Press, Incorporated 2016), p. 41 
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3.1.2 Internet – connection to a website 

Internet websites are hosted on computers (called servers) that, when active, are always 

connected to the internet. Every server can be found within the network by its assigned Internet 

Protocol address that is composed by four series of numbers. When a user types the address of 

a website (e.g. www.LinkedIn.com/in/cchillemi), or searches a website on a search engine or 

clicks on a bookmark the browser will asks a Domain Name Server where to locate the website. 

A Domain Name Server is indeed a computer with the double function to maintain a database 

of Internet Protocol addresses and pair them with a website’s address.36  The table below has 

been designed by the author.37  

Figure 3: Internet Connection 

3.1.3 Internet – creation of a website 

 To put it metaphorically visiting a website is the same thing as visiting a mall. First of all, an 

address and directions are necessary to locate the place to visit. In the previous paragraphs it 

was explained how to connect to the internet (in the metaphor “how to drive a car”) and how 

does the domain name system work (“how to consult a map”). Once an internet user accessed a 

 

36 To be more precise a DNS server resolves the request or delegates another DNS to resolve that request. Once a 

DNS server has resolved the request the correct direction is sent back to the browser which will then be redirected 

to sub-domain. For a definition of sub-domain please visit this website:   GoDaddy. 'What is a subdomain' (2020) 

<https://www.godaddy.com/help/what-is-a-subdomain-296> accessed 30 November 2020 

37  Brain Marshall, Chandler Nathan and Crawford Stephanie. 'How Domain Name Servers Work' (2019) 

<https://computer.howstuffworks.com/dns.htm> accessed 30 November 2020 
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website (“mall”) he/she usually searches for the relevant webpage (“store or office”) to find 

information or goods/services. 

Figure 4: Website Creation allowing third party to upload content 

Online marketplaces therefore can be said to play the role of “online” malls where third parties 

run their stores and sell their goods to online consumers.38 The next subchapters describe what 

are the legal responsibilities of online marketplaces. Are they liable or co-liable for infringing 

conduct on their online marketplaces by third party sellers?  

3.2 E-commerce Directive  

In 2000, to promote the internal market and remove obstacles to cross-border provision of on-

line services and to provide legal certainty to businesses and citizens, the European Union 

adopted a directive called the “E-commerce directive” or “ECD”.39 The new law established 

common rules across the Union on electronic commerce and “information society services”.40  

 

38 The Court of Justice of the European Union clarified that a tenant who sublets sales points to third parties, some 

of whom are infringing IP rights, falls within the concept of “an intermediary” C-494/15 Tommy Hilfiger Licensing 

LLC and Others v DELTA CENTER a.s (2016) para. 28 

39  European Parliament and Council Directive 2000/31/EC of 8 June 2000 on certain legal aspects of information 

society services, in particular electronic commerce, in the Internal Market ('Directive on electronic commerce') 

2000OJ L 178  

40   European Parliament and Council Directive 2000/31/EC of 8 June 2000 on certain legal aspects of information 

society services, in particular electronic commerce, in the Internal Market ('Directive on electronic commerce') 

2000OJ L 178   
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3.2.1. Safe harbour 

The E-commerce directive sets exemption of liability rules for internet intermediaries under 

section 4. Notably the directive created a regime of immunity for certain activities upon meeting 

specific conditions. Articles 12, 13, and 14 respectively defined the activities as mere conduit, 

caching and hosting. The aim of this law has been to establish common principles within the 

European Union to exclude liability of the activities of the internet intermediaries, therefore 

leaving Member States (MS) to decide on legal responsibilities of the intermediaries once 

conditions set by the e-commerce directive are not met. The directive did not differentiate 

between civil, criminal, and administrative liability but pursued a horizontal liability limitation 

i.e. applicable to all legal violations.41  

3.2.2 Internet Service Providers 

The core of the ECD established in section 4 liability limitations for certain activities conducted 

by the information society service providers.42 The directive defined information society 

services as “any service normally provided for remuneration, at a distance, by electronic means 

and at the individual request of a recipient of services”.43 It is therefore possible to claim that 

internet intermediaries are information society service providers as defined by the E-commerce 

directive. 

 

41 See more: Giancarlo F. Frosio. 'From horizontal to vertical: an intermediary liability earthquake in Europe' (2017) 

12(7) Journal of intellectual property law & practice 565 

42  European Parliament and Council Directive 2000/31/EC of 8 June 2000 on certain legal aspects of information 

society services, in particular electronic commerce, in the Internal Market ('Directive on electronic commerce') 

2000OJ L 178 , art. 12-14  

43   European Parliament and Council Directive 2000/31/EC of 8 June 2000 on certain legal aspects of information 

society services, in particular electronic commerce, in the Internal Market ('Directive on electronic commerce') 

2000OJ L 178  Article 2(a) redirecting to  European Parliament and Council Directive 98/34/EC of 22 June 1998 

laying down a procedure for the provision of information in the field of technical standards and regulations 1998OJ 

L 204 art. 1(2), as amended by  European Parliament and Council Directive (EU) 2015/1535 of 9 September 2015 

laying down a procedure for the provision of information in the field of technical regulations and of rules on 

Information Society services 2015OJ L 241  
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3.2.3 Mere Conduit, Caching and Hosting services 

Mere conduit and caching constitute activities of internet access providers and proxy servers.44 

In fact the legislator had these specific types of services in mind for the protection provided by 

articles 12 and 13.45 The scope of this research focuses on content uploaded on websites allowing 

the sale of goods infringing IPRs, accordingly this subchapter takes into consideration only 

article 14 which defines hosting activities. Internet intermediaries providing storage of 

information to their subscribers shall not be liable for violations committed by their subscribers 

when: 

(a) the provider does not have actual knowledge of illegal activity or information and, as 

regards claims for damages, is not aware of facts or circumstances from which the illegal 

activity or information is apparent; or 

(b) the provider, upon obtaining such knowledge or awareness, acts expeditiously to remove 

or to disable access to the information. 

This legal provision was meant to regulate operations of web hosting providers and differentiate 

them from those of content providers.46 In fact hosting providers offer services to content 

providers who upload content that might infringe on the rights of third parties, hence the 

difference between the two is awareness and control over the infringement.47  

The evolution and emergence of new internet services has brought up some weaknesses of this 

provision (i.e. Social Media, Cloud Computing, Content Delivery Networks, Messaging 

Applications).48 Different business models and the role of algorithms have led to difficult 

interpretations, to the point that today it is discussed whether active and passive roles of hosting 

 

44  DLA Piper, 'Legal analysis of a Single Market for the Information Society' (European Commission 2009) para. 

6.4 

45 ibid 

46  ibid 

47  ibid 

48  ibid 
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providers should be differentiated.49 An analysis of all these issues is outside the scope of this 

research, but others have extensively written about the topics.50  

Article 14 furthermore requires online intermediaries providing hosting services to remove 

infringing content upon notice or they might lose the immunities set in the directive. Such 

eventuality means that in a potential lawsuit a court might find an intermediary co-liable with 

the original infringer, or even liable for the infringement. It was then noted that “article 14 (1) 

(b) of the directive, constitutes the basis  for  development  of  notice  and  take  down procedures 

for illegal information by stakeholders”.51 Such notices inform intermediaries about 

infringements taking place on their websites and ask them to take down the infringing content. 

3.3.4 Absence of a general obligation to monitor 

Closing the section on liability Article 15 prohibits Member States from imposing general 

obligations on intermediaries “to monitor the information which they transmit or store, nor a 

general obligation actively to seek facts or circumstances indicating illegal activity”.52 This 

provision had the intent to “save” a website’s operator from an excessive burden and moreover 

from the duty to police activities of their users. Although de facto internet intermediaries have 

been invested with the role of “gatekeepers” of the internet.53  

 

49  Niombo Lomba and Tatjana Evas, 'Digital Services Act: European Added Value Assessment' (European 

Parliament 2020), p. 287 

50  Graeme B. Dinwoodie, Secondary Liability of Internet Service Providers, vol 25 (Ius Comparatum - Global 

Studies in Comparative Law, Springer International Publishing AG 2017b);Mariarosaria Taddeo and Luciano 

Floridi, The Responsibilities of Online Service Providers, vol 31 (Law, Governance and Technology Series, 

Springer International Publishing AG 2017) 

51   Thibault Verbiest, Spindler Gerald and Giovanni Riccio, 'Study on the Liability of Internet Intermediaries' 

(European Commission 2007) p. 5. See more on intermediary liability and notice and takedowns:  Graeme B. 

Dinwoodie. 'Secondary Liability for Online Trademark Infringement: The International Landscape' (2017a) The 

Columbia journal of law & the arts <https://search.datacite.org/works/10.7916/d8pc31mn> and (Dinwoodie, G. B. 

2017) 

52  European Parliament and Council Directive 2000/31/EC of 8 June 2000 on certain legal aspects of information 

society services, in particular electronic commerce, in the Internal Market ('Directive on electronic commerce') 

2000OJ L 178 , art. 15(1) 

53 See Ioannis Revolidis, Internet Intermediaries and Copyright Enforcement in the EU: In Search of a Balanced 

Approach in M. Corrales et al, New Technology, Big Data and the Law Springer (2017) p. 223 and Pekka Savola, 

Internet Connectivity Providers as Involuntary Copyright Enforcers – Blocking Websites in Particular Doctoral 

Disseration, University of Helsinki (2015) 

https://search.datacite.org/works/10.7916/d8pc31mn
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3.4 IP Enforcement Directive – Injunctions against intermediaries 

In 2004 the European Union adopted a new Directive requiring member states to ensure the 

enforcement of intellectual property rights (IPRED) particularly by seeking to harmonise 

enforcement measures and procedures.54 Back then the new legislative act acknowledged that 

the Internet enabled for infringements to easily reach the whole globe and stated the necessity 

for IP owners to be able to immediately terminate violations.55 Among the measures to protect 

rights holders interests the new Directive set the necessity for Member States to enact 

injunctions against intermediaries whose services are used by a third party to infringe an 

intellectual property right.56  

IPRED’s provision actualizes what the E-commerce directive preamble already considered as a 

possibility when it stated that judicial authorities could “issue against the [IPR] infringer an 

injunction aimed at prohibiting the continuation of the infringement”.57 

3.5 Case law on online marketplaces 

3.5.1 Are online marketplaces hosting providers? Contrasting national decisions 

Does an online auction website operate like a hosting provider under the liability exception set 

in the ECD? National courts have been called in numerous occasions on this legal question 

delivering conflicting decisions.58 In fact national judgments have effect only within their 

jurisdiction and courts of different MS are not bound to follow the interpretation of another 

MS’s court. When in doubt on how to apply European law, national courts should stop the 

 

54  European Parliament and Council Directive 2004/48/EC of 29 April 2004 on the enforcement of intellectual 

property rights 2004OJ L 157  

55  (IPRED. 2004 preamble 9 and 22); See more Thomas Riis and others, 'Study on Legislative Measures Related 

to Online IPR Infringements' (European Union Intellectual Property Office 2018) 

56  European Parliament and Council Directive 2004/48/EC of 29 April 2004 on the enforcement of intellectual 

property rights 2004OJ L 157 , art. 11 

57  European Parliament and Council Directive 2000/31/EC of 8 June 2000 on certain legal aspects of information 

society services, in particular electronic commerce, in the Internal Market ('Directive on electronic commerce') 

2000OJ L 178 , recital 44 

58 See Althaf Marsoof, Internet intermediaries and trade mark infringements (Routledge 2019) pp. 84-91 reviewing 

under a trade mark prospective cases from France, Belgium and Germany 
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proceedings and remand interpretation questions to the CJEU.59 This subchapter will highlight 

a few contrasting national decisions before citing the interpretation rendered by CJEU, which 

sought to harmonise application of EU law. 

In 2008 French courts held that eBay could not benefit from the immunities set by the ECD and 

was therefore liable for infringements committed by its subscribers.60 Only one month away 

from one of the French judgments a Belgian court rendered a completely different decision 

ruling that the marketplace could not be held liable for its users’ infringements.61 German courts 

pragmatically reached a solution in between in which eBay was exempt from liability for their 

users action “absent specific and concrete knowledge of the allegedly infringing acts”.62 Similar 

proceedings started in the United Kingdom where the judge remanded the case to the Court of 

Justice of the European Union seeking the correct interpretation of the European law, and the 

next subchapter will address how the European court answered the English judge.63  

3.5.2 L’Oréal v eBay and the interpretation of the Court of Justice of the European Union 

L’Oréal vs eBay constitutes a leading case by the Court of Justice of the European Union 

providing much needed guidance to harmonise European law. The Court held that online 

marketplace operators are granted the immunity of article 14 when they do not play an active 

role, which would allow them to have knowledge or control of the data they store.64 Hence when 

a third party sells on an online marketplace goods infringing intellectual property rights, the 

operator of that marketplace shall not be liable for damages when his/her role in the transaction 

 

59  Consolidated versions of the Treaty on European Union and the Treaty on the Functioning of the European 

Union 2012, Treaty OJ C 326 art. 267 

60  Patrick Van Eecke. 'Online service providers and liability: a plea for a balanced approach' (2011) 48(5) Common 

market law review 1455 p. 1457  citing Hermes International v. eBay, Civil Court of Troyes, 4 June 2008, Louis 

Vuitton Malletier / Christian Dior Couture and Parfums Christian Dior, Kenzo, Givenchy et Guerlain v. eBay all 

issued by the Court of Paris, First Chamber, on 30 June 2008; See also  (DLA Piper. 2009 chapter 6) 

61 Patrick Van Eecke. 'Online service providers and liability: a plea for a balanced approach' (2011) 48(5) Common 

market law review 1455 citing Lancome v. eBay Commercial Court Brussels, Seventh Chamber 31 July 2008 

62 Graeme B. Dinwoodie, Secondary Liability of Internet Service Providers, vol 25 (Ius Comparatum - Global 

Studies in Comparative Law, Springer International Publishing AG 2017), p. 484  

63 Graeme B. Dinwoodie, Secondary Liability of Internet Service Providers, vol 25 (Ius Comparatum - Global 

Studies in Comparative Law, Springer International Publishing AG 2017) referring to L’Oréal S.A. v. eBay Int'l 

AG, [2009] EWHC 1094 (Ch) (Eng.) 

64  C-324/09 L’Oréal SA and Others v eBay International AG and Others (2011) (L’Oréal v eBay)  
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has been passive, within the meaning of the e-commerce directive. Yet, an online marketplace 

operator playing a passive role cannot take advantage of the liability exemption “if it was aware 

of facts or circumstances on the basis of which a diligent economic operator should have 

realised that the offers for sale in question were unlawful and, in the event of it being so aware, 

failed to act expeditiously [to remove the infringement]”.  

The European judges also provided guidance to national courts on what criteria to use in 

deciding whether a website is offering goods or services to a particular territory covered by a 

trademark. First of all, it held that it is not sufficient that the website in question is accessible 

from a particular territory (i.e. jurisdiction).65 Courts in the Member States are in fact to evaluate 

on a case-by-case basis relevant factors to rule whether an offer is targeting consumers in a 

particular territory; for instance they are to look at “details of the geographic areas to which the 

seller is willing to dispatch the product”.66 

Finally, the Court also recognized that effective and proportionate injunctions may be issued 

against online marketplaces under the conditions that they “strike a fair balance between the 

various rights and interests”;67 and opened the way for the possibility that online marketplaces 

disclose information to IP owners to identify infringing sellers who are operating in the course 

of trade, as the Court expressed that these shall be clearly identifiable.68 

3.5.3 Constantin Film Verleih GmbH v YouTube LLC 

What is the information that an online intermediary can therefore send to a requesting IP owner?  

IPRED’s Article 8 states the IP owner’s right to obtain certain information “on the origin and 

distribution networks of the goods or services which infringe an intellectual property right”.69 

 

65   C-324/09 L’Oréal SA and Others v eBay International AG and Others (2011) (L’Oréal v eBay) para. 64 

66 C-324/09 L’Oréal SA and Others v eBay International AG and Others (2011) (L’Oréal v eBay) para. 65; See 

also  Eleonora Rosati. 'Targeting accepted as a criterion to establish international jurisdiction in online EU trade 

mark infringement cases' (2019) 14(12) Journal of intellectual property law & practice 926 

<https://search.datacite.org/works/10.1093/jiplp/jpz128> 

67 C-324/09 L’Oréal SA and Others v eBay International AG and Others (2011) (L’Oréal v eBay) paras 141 and 

143 

68 C-324/09 L’Oréal SA and Others v eBay International AG and Others (2011) (L’Oréal v eBay) para 142 

69 European Parliament and Council Directive 2004/48/EC of 29 April 2004 on the enforcement of intellectual 

property rights 2004OJ L 157 , art. 8; See more:  Thomas Riis and others, 'Study on Legislative Measures Related 

to Online IPR Infringements' (European Union Intellectual Property Office 2018) , p. 36 

https://search.datacite.org/works/10.1093/jiplp/jpz128
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In a recent decision the CJEU interpreted what information shall be disclosed.70 In the national 

proceedings concerning copyright infringement an IP owner requested the intermediary used to 

distribute the infringing content to disclose infringing user’s email addresses, Internet Protocol 

addresses and mobile telephone numbers. The national court remanded the case to CJEU 

seeking interpretation on whether the wording of the directive “names and addresses” also 

encompasses the requested information, i.e., email and Internet Protocol address. The Court 

firstly referred to the need to balance IP owners right to information with user’s protection of 

personal data;71 then it went on giving a literal interpretation and held that “the term addresses 

does not cover an infringing user’s email address, telephone number and [Internet Protocol] 

address”.72  

The decision did not sound convincing as modern vocabularies include in their definition of 

address the requested information.73 Yet the Court also highlighted IPRED’s minimum 

harmonisation objective allowing Member States to enact more detailed laws taking into 

consideration the balance between competing rights. Perhaps the CJEU did leave the political 

decision to policy makers and applied a strict interpretation paving the way for legislators to 

adopt more detailed legislation? 

3.5 Summary of the European legal framework on online marketplaces responsibilities 

Time has shown that copyright holders have used blocking injunctions targeting internet access 

providers to block access to infringing websites.74 This remedy might not have been as popular 

among trademark owners because of two reasons. Firstly, blocking access to a website is an 

effective mean of enforcement against websites hosted in jurisdictions lacking intermediary 

liability. Second, and more importantly, because sellers of infringing products prefer using 

online marketplaces being able to reach a greater audience. IP owners in practice have been 

 

70 C-264/19 Constantin Film Verleih GmbH v YouTube LLC and Google Inc.(2020) (Constantin)  

71 C-264/19 Constantin Film Verleih GmbH v YouTube LLC and Google Inc.(2020) (Constantin) paras 37-38 

72 C-264/19 Constantin Film Verleih GmbH v YouTube LLC and Google Inc.(2020) (Constantin) para 40 

73  Rosati Eleonora. 'CJEU follows AG and rules that notion of 'address' does not extend to email and IP addresses 

and telephone numbers' (2020) <https://ipkitten.blogspot.com/2020/07/cjeu-follows-ag-and-rules-that-

notion.html> accessed 30 November 2020 

74 For more on blocking injunctions and intermediaries see Pekka Savola, 'Internet Connectivity Providers as 

Involuntary Copyright Enforcers: Blocking Websites in Particular' (University of Helsinki 2015) 

https://ipkitten.blogspot.com/2020/07/cjeu-follows-ag-and-rules-that-notion.html
https://ipkitten.blogspot.com/2020/07/cjeu-follows-ag-and-rules-that-notion.html
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relatively reluctant to litigate against online marketplaces and have preferred to avail the notice 

and takedown systems.  

The next chapter will review what policies have the US legislator adopted to allow IP owners 

to enforce their rights online. When possible, a comparison between European and American 

legislation will be conducted. 

Chapter four: Notice and Takedown in the US and EU 

4.1 United States of America and the DMCA 

In 1998 the US adopted a law later known as the Digital Millennium Copyright Act (“DMCA”) 

introducing the system of exemption from direct and indirect liability of Internet service 

providers and other intermediaries in the context of copyright infringement.75 This solution was 

later adopted by the European Union with its E-commerce Directive, which is why it is relevant 

for the scope of this research to analyse the US legislation and compare it with the European 

legal framework.  

Both laws prescribe that hosting providers lose their immunity if, when aware of infringing 

content hosted on their platforms, do not take steps to expeditiously remove it. One of the main 

differences between them is that that the DMCA concerns only copyright infringements whilst 

the E-commerce Directive applies to any illegal content.76 The American law also provided clear 

guidance on how a party believing that its copyrights were infringed could notify an 

intermediary about the infringement; that is in particular a strong difference with the European 

legislation which did not define content of notices. A written communication directed to a 

service provider or its designed agent shall include: 

(i) A physical or electronic signature of a person authorized to act on behalf of the owner of an 

exclusive right that is allegedly infringed. 

 

75 Public Law 105-304 Congress (First session) H.R. 2281  

76  Limitations on liability relating to material online - 17 U.S.C. 512 2010(c)(1)(A)(iii) and  European Parliament 

and Council Directive 2000/31/EC of 8 June 2000 on certain legal aspects of information society services, in 

particular electronic commerce, in the Internal Market ('Directive on electronic commerce') 2000OJ L 178 , art. 

14(1) 
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(ii) Identification of the copyrighted work claimed to have been infringed, or, if multiple 

copyrighted works at a single online site are covered by a single notification, a representative 

list of such works at that site. 

(iii) Identification of the material that is claimed to be infringing or to be the subject of 

infringing activity and that is to be removed or access to which is to be disabled, and 

information reasonably sufficient to permit the service provider to locate the material. 

(iv) Information reasonably sufficient to permit the service provider to contact the complaining 

party, such as an address, telephone number, and, if available, an electronic mail address at 

which the complaining party may be contacted. 

(v) A statement that the complaining party has a good faith belief that use of the material in the 

manner complained of is not authorized by the copyright owner, its agent, or the law. 

(vi) A statement that the information in the notification is accurate, and under penalty of 

perjury, that the complaining party is authorized to act on behalf of the owner of an exclusive 

right that is allegedly infringed.77 

Although the European law did not define how to disclose infringements to intermediaries, 

article 21 of the E-commerce directive expressively mentions the need for the European 

Commission to review the need of proposals concerning “notice and take down” procedures to 

adapt the Directive. Article 17 of the Directive on the enforcement of intellectual property rights 

also refers to codes of conduct “aimed at contributing towards the enforcement of the 

intellectual property rights”.78  

Considering that only a few of such initiatives have been adopted and only at a national level it 

is to question whether the legislator’s choice to not regulate these procedures has been 

effective.79 In practice interested parties were arguably left to self-regulate the online 

enforcement of intellectual property rights.80 

 

77  Limitations on liability relating to material online - 17 U.S.C. 512 2010 (c)(3) 

78  European Parliament and Council Directive 2004/48/EC of 29 April 2004 on the enforcement of intellectual 

property rights 2004OJ L 157  

79  See more: EUIPO, 'Study on voluntary collaboration practices in addressing online infringements of trade mark 

rights, design rights, copyright and rights related to copyright' (EUIPO 2016b) 

80  European Commission, 'Online services, including e-commerce, in the Single Market' (European Commission 

2012a), sub-s 3.4.4.2 and  European Commission, 'Summary of the results of the Public Consultation on the future 

of electronic commerce in the Internal Market and the implementation of the Directive on electronic commerce 

(2000/31/EC)' (European Commission 2012b), sub-s 5.4 
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4.2 Europe’s decision to not legislate 

Essentially online intermediaries have adopted different systems to process notice and take 

down requests. Most of them require the information set by the DMCA for notice of copyright 

infringements and adapted some requirements for different intellectual property rights. In 

chapter six most important procedures set by the largest e-commerce websites operating in 

Europe will be reviewed. Academics have also suggested that the notice and take down system 

could be used for the protection of other intellectual property rights than copyrights, and practice 

showed that intermediaries have followed this path.81 

The Court of Justice of the European Union limited its interpretation of article 14 of the e-

commerce directive holding that a valid notice and takedown shall be sufficiently precise and 

adequately substantiated and left to national courts the responsibility to evaluate these 

conditions, in light of a notice sent to an intermediary, to decide whether a diligent economic 

operator should have identified the illegality.82 Ideally an intermediary receiving such a notice 

shall then comply with the requirements set by the law to “expeditiously to remove or to disable 

access to” the infringing content.  

In 2019 the European legislator expressly codified these principles without further defining 

which criteria should national courts consider when deciding on intermediaries’ liability. The 

recent Directive on copyright and related rights in the Digital Single Market in fact established 

that “online content-sharing service providers” shall be held liable of copyright infringement 

under a series of conditions;83 inter alia, if they cannot demonstrate that “upon receiving a 

sufficiently substantiated notice from the rightsholders” they “acted expeditiously to disable 

 

81 See: Jason R. Brege and Kelli A. Ovies. 'Taking down trademark bullying: sketching the contours of a trademark 

notice and takedown statute' (2012) 12(3) Wake Forest Intellectual Property Law journal 391;Michelle Ma. 

'Anticipating and Reducing the Unfairness of Monsanto's Inadvertent Infringement Lawsuits: A Proposal to Import 

Copyright Law's Notice-and-Takedown Regime into the Seed Patent Context' (2013) 100(3) Calif Law Rev 

691;Althaf Marsoof, Internet intermediaries and trade mark infringements (Routledge 2019);Frederick W. 

Mostert. 'Notice and takedown for trademarks' (2011) 101(1) The Trademark reporter 249 

82  C-324/09 L’Oréal SA and Others v eBay International AG and Others (2011) (L’Oréal v eBay) , para 122 

83  European Parliament and Council Directive (EU) 2019/790 of 17 April 2019 on copyright and related rights in 

the Digital Single Market and amending Directives 96/9/EC and 2001/29/EC  2019OJ L 130 , art. 17(4) 
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access to, or to remove from their websites, the notified works or other subject matter, and made 

best efforts to prevent their future uploads”.84 

Notice and takedown procedures do not allow allegedly infringers to join these “proceedings” 

hence creating an arguably unfair extrajudicial remedy.  

This is a non-favourable option for some intermediaries because the decision on the infringing 

content is taken without granting the accused person the right to object.85 Some of them 

proposed as a solution a “notice-and-notice” procedure, which cannot now be considered but 

would in practice be inefficient to protect right holders’ interests as infringers acting in bad faith 

would not cooperate to cease their illegal activities. Yet this system shall receive credit for 

involving the complained party into the process and allowing the reported person to object to 

the infringement. 

4.3 Remedies to a notice of infringement – Yes in the United States / No in Europe? 

The US law was not limited to accurately prescribing a notice-and-takedown notification system 

but also considered the possibility for the complained party to activate extrajudicial remedies to 

the removal or blockage of reported content.86 In essence the DMCA allows a complained party 

to file a counter notice to the intermediary who shall forward such notice to the original 

complainant informing him/her that it will revert its initial action within 10 business days. A 

complainant can rebut this decision by informing the intermediary that he/she had initiated legal 

proceedings to restrain the complained party from “engaging in infringing activity relating to 

the material on the service provider’s system or network”.87 

The counter notice system provides a solution to limit possible abuses of the notice and 

takedown system and ensure that certain cases are ruled by a court of law rather than leaving 

the administration of justice to online intermediaries.  

 

84  European Parliament and Council Directive (EU) 2019/790 of 17 April 2019 on copyright and related rights in 

the Digital Single Market and amending Directives 96/9/EC and 2001/29/EC  2019OJ L 130 , art. 17(4) 

85  European Commission, 'Summary of the results of the Public Consultation on the future of electronic commerce 

in the Internal Market and the implementation of the Directive on electronic commerce (2000/31/EC)' (European 

Commission 2012), p. 12 

86  Limitations on liability relating to material online - 17 U.S.C. 512 2010, (g) 

87  Limitations on liability relating to material online - 17 U.S.C. 512 2010, (g)(2)(c) 
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Forcing intermediaries to reinstate the removed content within 10 to 14 business days from 

receiving a counter notice can also limit the damages of a wrong or abusive notice of 

infringement. However, these timings might have been acceptable 20 years ago and they shall 

now be reconsidered.88 For instance, major online marketplacess have announced their ability 

to process notices within few hours, in most of the cases within 24 hours.89  

Moreover, certain days attract most online sales (i.e. Single Day and Black Friday) and an 

abusive notice and takedown filed against a competitor could cause particular harm, if the 

targeted content does not get quickly reinstated.  

Setting aside considerations regarding timing the European union should get back on its steps 

and introduce a counter notice system that would both help in contrasting abusive notices and 

erroneous takedowns by intermediaries.90 

4.4 Summary of regulation in the US and the EU 

Whilst there are many differences in how the US and the EU decided to regulate online 

intermediaries liability, they both lead to notice and takedown (NTD) systems. These out of 

court private dispute resolutions are now the base of IPRs enforcement on online marketplaces. 

Previous subchapters have partially raised some weaknesses of this system and the next chapter 

will highlight main studies, critics and initiatives on notice and takedowns in Europe and 

elsewhere. 

 

88  Michelle Ma. 'Anticipating and Reducing the Unfairness of Monsanto's Inadvertent Infringement Lawsuits: A 

Proposal to Import Copyright Law's Notice-and-Takedown Regime into the Seed Patent Context' (2013) 100(3) 

Calif Law Rev 691;Frederick W. Mostert. 'Notice and takedown for trademarks' (2011) 101(1) The Trademark 

reporter 249 

89  Alibaba Group, 'Global Intellectual Property Rights Protection Annual Report' (Alibaba Group 2020), p. 4 

90  Frederick W. Mostert. 'Notice and takedown for trademarks' (2011) 101(1) The Trademark reporter 249, p. 172 
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Chapter five: Studies evaluating notice and takedown systems 

5.1 Five empirical studies 

The NTD system has been developed as an answer to the legislations adopted in the United 

States and in Europe to save from liability online intermediaries for actions committed by 

subscribers utilising their services. It is therefore correct to say that NTD systems are an 

extrajudicial practice allowing IP owners to enforce their rights online. This system should 

ensure a fair balance between the protection of intellectual property rights and competing 

interests, these will be defined in subchapter 5.4.91  

As mentioned in the previous chapter the US DMCA set the basis for the notice and takedown 

procedures regarding the protection of copyright. Arguably copyright piracy has been an illegal 

phenomenon that, until recently, received more attention from the public, courts and academics 

alike than online sale of goods infringing IPRs. 

Given substantial similarity between notices for copyright infringement or other intellectual 

property rights the next subchapters will review conclusions from five studies analysing how 

notice and takedown systems have worked in practice.  

5.1.1 Mystery Shopper Test 

In 2004 the “Mystery Shopper Test” was used by researchers at Oxford Centre for Socio-Legal-

Studies, to investigate how an Internet Service Provider reviews a complaint of copyright 

infringement targeting legal content.92 In short, researchers created two websites respectively 

hosted by a US and UK hosting providers. They then uploaded a section of John Stuart Mills 

“On Liberty”, published in 1869 and that at the time of the test was not protected by copyrights 

as these were expired.  

 

91  Althaf Marsoof, Internet intermediaries and trade mark infringements (Routledge 2019), p. 131 

92  Christian Ahlert, Chris Marsden and Chester Yung, 'How ‘Liberty’ Disappeared from Cyberspace: The Mystery 

Shopper Tests Internet Content Self-Regulation' (2004), p. 17 



 

29 

 

The US provider in response to the notice and takedown required the formalities set by the 

DMCA to be fulfilled to proceed to evaluate the request.  At this point the researchers interrupted 

the communications concluding that the notice was correctly examined. Although they also 

observed that they did not push themselves to provide a false statement to verify what would 

have happened once the hosting provider received a “complete” notice and takedown request.93  

On the other hand, the UK hosting provider once received the request proceeded to suspend 

entirely the website.94 As explained one of the differences between the US DMCA and the 

European ECD is that the first establishes a detailed procedure for notice and takedown, while 

the latter does not. EU law’s lack of formality and guidance increases the chances that hosting 

providers reach an erroneous decision and arguably does not grant a minimum level of 

protection for subscribers accused of infringement. 

5.1.2 Multatuli Project 

During the same year researchers from The Netherlands conducted a similar study titled “The 

Multatuli Project ISP Notice & take down”.95 As Oxford researchers they sent copyright 

infringement notices targeting a book published in 1871 and that was already in the public 

domain, hence not protected by copyrights. Ten internet service providers were targeted by the 

false notices.  

The majority, 70%, of internet service providers of the dataset removed the reported content. 

Only one hosting provider carefully reviewed the allegedly infringing material and sent back a 

reply asking more information on the author’s date of birth.96 One did not even reply to the 

complaint. Finally, another provider replied asking for more information on the identity of the 

complainant and author: 

“It is insufficiently clear for us that you represent the E.D. Dekkers society. Also because you 

send your complaint via a free and anonymous hotmail-address we cannot verify sufficiently 

that you act on behalf of the above mentioned copyright holder. If you can present us several 

 

93  Christian Ahlert, Chris Marsden and Chester Yung, 'How ‘Liberty’ Disappeared from Cyberspace: The Mystery 

Shopper Tests Internet Content Self-Regulation' (2004), p. 23 

94  Christian Ahlert, Chris Marsden and Chester Yung, 'How ‘Liberty’ Disappeared from Cyberspace: The Mystery 

Shopper Tests Internet Content Self-Regulation' (2004), p. 26 

95  Sjoera Nas, 'The Multatuli Project: ISP Notice & Take Down ' (Bits of Freedom 2004) 

96 Copyrights expire after a determined amount of time that can be calculated also following the author’s death. 
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verifications indicating this society really exists and you are acting on behalf of them, we can 

decide to maybe process your complaint.”97 

The results suggest that concrete NTD procedures are necessary and among others they should 

require that in the “anonymous” internet a complainant must prove at least its identity and 

legitimation. 

Finally, the Dutch study draws similar conclusions as the “Mystery Shopper Test” and raises 

concerns on how “It only takes a Hotmail account to bring a website down, and freedom of 

speech stands no chance in front of the cowboy-style private ISP justice”.98 In fact it criticizes 

how freedom of speech’s protection has been left to the administration of internet service 

providers lacking public scrutiny and the possibility of an appeal.  

5.1.3 Efficient Process or Chilling Effects  

One year later Urban and Quilter focused their research on the American DMCA system by 

analysing data from Lumen, formerly “Chilling Effects”, a database managed by Berkman Klein 

Center for Internet & Society.99 The freely accessible online database collects requests to 

remove material from the web, in addition some companies voluntarily submit received notices 

to the database.100 “As of the summer of 2019, the [database] hosts approximately twelve million 

notices, referencing close to four billion URLs”.101 

Back in 2005 the researchers analysed a dataset of 876 notices of which more than 80% were 

requests sent to Google and the remaining were requests disclosed by their recipients.102 

Importantly most notices concerning Google targeted the company as a search engine and not 

as hosting provider. Mostert and Schwimmer have conveniently summarised the research’s 

 

97  Sjoera Nas, 'The Multatuli Project: ISP Notice & Take Down ' (Bits of Freedom 2004), The Results 

98  Sjoera Nas, 'The Multatuli Project: ISP Notice & Take Down ' (Bits of Freedom 2004), Conclusions 

99  Jennifer M. Urban and Laura Quilter. 'Efficient process or "chilling effects"? Takedown notices under section 

512 of the Digital Millennium Copyright Act' (2006) 22(4) Santa Clara computer and high-technology law journal 

621 <https://search.proquest.com/docview/218703337>;Wikipedia. 'Lumen' 

<https://en.wikipedia.org/wiki/Lumen_(website)> accessed 26 November 2020 

100 See  Lumen. 'About Us' <https://www.lumendatabase.org/pages/about> accessed 26 November 2020 

101  Lumen. 'About Us' <https://www.lumendatabase.org/pages/about> accessed 26 November 2020 

102  Jennifer M. Urban and Laura Quilter. 'Efficient process or "chilling effects"? Takedown notices under section 

512 of the Digital Millennium Copyright Act' (2006) 22(4) Santa Clara computer and high-technology law journal 

621 <https://search.proquest.com/docview/218703337>, pp. 641-642 

https://search.proquest.com/docview/218703337
https://en.wikipedia.org/wiki/Lumen_(website)
https://www.lumendatabase.org/pages/about
https://www.lumendatabase.org/pages/about
https://search.proquest.com/docview/218703337
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finding and 9% of notices were incomplete (i.e. were missing some of the necessary information 

dictated by the DMCA), 30% seemed to raise legal issues that required judicial review and 

finally 57% of the notices were targeting competitors.103 These numbers shed some light on 

NTD systems and once again pose the attention on intermediaries’ role.  

However Urban and Quilter results must be carefully considered as the great majority of the 

notices were targeting Google’s search engine business, and the researchers did not verify 

whether the actual search engine results were removed following the notifications. Due to the 

methodology followed by the researchers the study cannot be considered reliable in determining 

“the extent to which the practice of notice and takedown leads to erroneous takedowns of lawful 

content”.104 

5.1.4 Notice and takedown in everyday practice 

In 2017 Urban conducted three more studies which Karaganis and Schofield published into one 

research report.105 The new report is extensive and utilised different data sources with an 

improved methodology. In fact, the researchers have selected a dataset of notices and checked 

the complained content to control whether the notices were valid, e.g. targeting infringing 

content or invalid. 

In particular the studies focused on what NTD systems did right holders and internet service 

providers utilise; an examination of random notices sent to Lumen totalising 108 million notices 

(these mostly targeted Google as search engine); and finally, a review of random samples of 

notices sent to Google and targeting its Image Search service. Once again most of the reviewed 

notices concerned copyright infringements and most of these were targeting a search engine.  

 

103  Frederick W. Mostert. 'Notice and takedown for trademarks' (2011) 101(1) The Trademark reporter 249, p. 258 

104  Althaf Marsoof, Internet intermediaries and trade mark infringements (Routledge 2019), p. 144 

105  Jennifer M. Urban, Joe Karaganis and Brianna Schofield, 'Notice and Takedown in Everyday Practice' (2016) 

182 
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Highlights of the studies are an increased evolution on how internet service provider process 

notices of infringement and how right holders file their requests. In detail the study identified 

three different NTD processing models that they have named:106 

I. “DMCA Classic” constituting the majority of internet service providers and receiving 

low volume of notices; 

II. “DMCA Auto” receiving large volume of automatic notices and have therefore adopted 

automated processing practices; 

III. “DMCA Plus” are internet service providers who have adopted advanced measures such 

as filtering systems, automatic takedown procedures for trusted rightsholders, notice and 

stay down systems enabling under certain circumstances to disable identical content on 

a whole website, and contractual agreements with certain rightsholders that set forth 

additional protections and obligations for both parties.107 

Figure 5: Urban NTD system’s classification
108 

 

106  Jennifer M. Urban, Joe Karaganis and Brianna Schofield, 'Notice and Takedown in Everyday Practice' (2016) 

182, p.29 

107  Jennifer M. Urban, Joe Karaganis and Brianna Schofield, 'Notice and Takedown in Everyday Practice' (2016) 

182, p. 156 

108 Urban et al, Notice and takedown in everyday practice (2016) revised in 2017 p. 29 available at 

https://papers.ssrn.com/sol3/papers.cfm?abstract-id=2755628 accessed on 24 November 2020 

https://papers.ssrn.com/sol3/papers.cfm?abstract-id=2755628
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Evolution of the business models of the internet service providers has probably been a response 

to right owners’ professionalization in protecting their IPRs. The study, in fact, identified that 

most of the notices were sent by trade associations and rights enforcement organizations 

utilising automated methods to send out notices of IPRs infringement.109  

Automated notices procedures seem to have led to the invalidity of one-third of notices. 

Furthermore, some requests were targeting inactive websites, did not identify the allegedly 

infringing work or allegedly infringed work, and some raised legal issues such as fair use or 

improper claims.110  

The last study also pointed out to a large amount (70%) of potentially improper notices. The 

study cites previous findings and advocates for more transparency on how IP owners and 

internet service providers utilise NTD systems, particularly the publication of notices and 

responses to them.  

Furthermore, empirical evidence demonstrated that the counter notification system did not 

ensure a due process and the law needs to be changed to ensure effective remedies to invalid 

notices. 

5.1.5 Who Watches the Watchmen: Exploring Complaints on the Web 

In 2019 another study looked at notices published in the Lumen database to evaluate more than 

one billion URL complaints from about thirty-eight thousand notice senders.111 Although the 

amount of data analysed is enormous compared to the three previously cited studies the authors 

fairly point out that “Lumen only provides [information about] 223 complaint recipients, 

obviously a small fraction of the world’s online organisations. These consist primarily of 

Google—79%, Bing–15.6%, Twitter–3.8%, Periscope–0.8% and Vimeo–0.4%.”112  

 

109 Urban et al, Notice and takedown in everyday practice (2016) revised in 2017 p. 25 available at 

https://papers.ssrn.com/sol3/papers.cfm?abstract-id=2755628 accessed on 24 November 2020 

110 Fair use is a US legal doctrine that allows in certain cases for the unauthorised use of copyrighted works. See 

more at  Stanford University. 'What Is Fair Use?' <https://fairuse.stanford.edu/overview/fair-use/what-is-fair-use/> 

accessed 20 November 2020 

111  Damilola Ibosiola and others, 'Who Watches the Watchmen: Exploring Complaints on the Web' (ACM 2019) 

112  Damilola Ibosiola and others, 'Who Watches the Watchmen: Exploring Complaints on the Web' (ACM 2019), 

para 2.3  

https://papers.ssrn.com/sol3/papers.cfm?abstract-id=2755628
https://fairuse.stanford.edu/overview/fair-use/what-is-fair-use/
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Researchers also pointed out that 98.6% of the complaints involved copyright infringement.  

 

Figure 6: Lumen database complaints
113 

Nevertheless, this study provides data-based figures to policy makers and legal researchers to 

evaluate how to shape future legislations. Notably the authors argue in their conclusion that 

transparency is necessary, and society must know why “information” is filtered.  

They noticed that some complaints might have been “auto-generated” to include hundreds of 

URLs in a single notice.114 Auto-enforcements cause a relevant burden to recipients who might 

not have resources to fairly evaluate a large number of requests; accordingly, the study rises the 

attention to sender’s activities.115 Finally they support the improvement and streamlining of 

notice and takedown] procedures.116 

Following these empirical studies, the next subchapter focuses on studies and initiatives 

conducted by the European Commission to audit NTD systems. 

 

113  Damilola Ibosiola and others, 'Who Watches the Watchmen: Exploring Complaints on the Web' (ACM 2019), 

para 2.3 

114  Damilola Ibosiola and others, 'Who Watches the Watchmen: Exploring Complaints on the Web' (ACM 2019), 

para 6 

115  Damilola Ibosiola and others, 'Who Watches the Watchmen: Exploring Complaints on the Web' (ACM 2019), 

para 6 

116  Damilola Ibosiola and others, 'Who Watches the Watchmen: Exploring Complaints on the Web' (ACM 2019), 

para 6 
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5.2 Studies and initiatives by the European Commission  

5.2.1 Public consultation on e-commerce 

In 2012 the European Commission published results of a public consultation “on the future of 

electronic commerce in the Internal Market and the implementation of the Directive on 

electronic commerce (2000/31/EC).117 Section 5 of the consultation focuses on intermediaries’ 

liability and three survey question focus specifically on problems and solutions regarding notice 

and takedown procedures.  

First, it emerged that absence of procedures both at European and at national level caused the 

development of different policies among intermediaries and as a direct consequence 

significantly increased online IPR enforcement costs for IP holders.  

Internet service providers on the other hand complained that they are liable for acting in good 

faith on an erroneous notice, and that there is no penalty or liability for submitting an erroneous 

notice.118 Generally it was observed that the current system transfers to the private sector judicial 

review of wrongdoings causing restrictions to freedom of expression.  

To address these issues most respondents proposed the adoption of a European Notice and 

Takedown procedure. IP owners expressed the need for such procedure to be easily accessible 

and in electronic format, furthermore it should not be conditional to fulfilling other conditions. 

On the contrary some internet service providers argued that the procedures should be as detailed 

as possible and in particular the European NTD procedure should include certain principles such 

as:  

1) the possibility for claimed parties to object;  

2) realistic timing in processing takedown notices;  

3) the adoption of an ADR mechanism instead of legal proceeding before a court if an 

online intermediary cannot confirm illegality of certain content;  

 

117  European Commission, 'Summary of the results of the Public Consultation on the future of electronic commerce 

in the Internal Market and the implementation of the Directive on electronic commerce (2000/31/EC)' (European 

Commission 2012) 

118  European Commission, 'Summary of the results of the Public Consultation on the future of electronic commerce 

in the Internal Market and the implementation of the Directive on electronic commerce (2000/31/EC)' (European 

Commission 2012), para 5.5.1 
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4) no liability for online intermediaries who in good faith remove reported content after 

receiving a notice of infringement.119 

Stakeholders feedback generally reflected the lack of procedures and directions considering the 

notice and takedown systems. Legal uncertainty, lack of transparency and accountability caused 

this extrajudicial system to be too easily exploitable by parties in bad faith. 

Worried about the spread of infringing goods on online marketplaces and burdensome remedies 

for IP owners the European Commission adopted an informal way to gather data and develop 

best practices. 

5.2.2. Memorandum of understanding on the sale of counterfeit goods on the internet 

Since 2011 the European Commission adopted a soft law strategy aimed at creating a forum for 

relevant stakeholders to develop a strategy to curtail the sale of counterfeit goods.120 Since then 

every year the Commission facilitates information sharing and best practises building between 

relevant stakeholders. A Memorandum of Understanding (MoU), revised in 2016, was signed 

between rights owners, internet platforms and associations active in the European Economic 

Area.121  

Among the seven internet platforms notably the Alibaba Group, Amazon and eBay have joined 

the MoU.122 Fourteen among European luxury brands and corporations selling consumer 

products represent IP owners at the discussion table supported by seven associations.123  

Dinwoodie interpreted the Commission’s decision to create a regional forum instead of joining 

international efforts, as an intent to attract other countries into European agreements; a decision 

 

119   European Commission, 'Summary of the results of the Public Consultation on the future of electronic commerce 

in the Internal Market and the implementation of the Directive on electronic commerce (2000/31/EC)' (European 

Commission 2012), para 5.5.1 

120  European Commission. 'Memorandum of understanding on the sale of counterfeit goods on the internet' 

<https://ec.europa.eu/growth/industry/policy/intellectual-property/enforcement/memorandum-understanding-

sale-counterfeit-goods-internet_en> accessed 20 November 2020 

121  European Commission, 'Memorandum of understanding on the sale of counterfeit goods on the internet ' 

(European Commission 2016a)(hereinafter MoU) 

122   European Commission, 'Signatories of the Memorandum of understanding on the sale of counterfeit goods on 

the internet' (European Commission 2020e) 

123  European Commission, 'Signatories of the Memorandum of understanding on the sale of counterfeit goods on 

the internet' (European Commission 2020) 

https://ec.europa.eu/growth/industry/policy/intellectual-property/enforcement/memorandum-understanding-sale-counterfeit-goods-internet_en
https://ec.europa.eu/growth/industry/policy/intellectual-property/enforcement/memorandum-understanding-sale-counterfeit-goods-internet_en
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that seems to have been successful as both the United States and Japan showed interests in the 

MoU.124  

The MoU does not intend to replace or interpret the existing legal framework and its signatories 

cannot use it as evidence in legal proceedings.125 Furthermore signatories agree not to sue each 

other on matters concerning the MoU for a period of one year.126 The agreement’s scope is 

limited to counterfeit and pirated goods and expressly does not concern issues related to parallel 

trade, licensing agreements or distribution agreements.  

The MoU’s second subchapter further specifies that for the purpose of the agreement counterfeit 

goods includes “non-original physical goods infringing registered trademarks, registered design 

rights or copyright”.127 Interestingly an internet platform is defined as an internet service provider 

whose service is used by third parties to initiate online the trading of physical goods.128  

Central topic of discussion of the MoU are notice and takedown procedures that shall allow right 

owners to efficiently and effectively notify internet platforms of allegedly infringing goods sold 

by using their services.129 The notice in particular shall enable an internet platform to take 

appropriate measures against the alleged infringement.130  

Online marketplaces are to ensure that processes to submit notices are “accessible through 

electronic means, understandable and not excessively burdensome” they shall also be “simple 

to subscribe to, complete and process”.131 Similar principles have later be included in the non-

 

124  Graeme B. Dinwoodie. 'Secondary Liability for Online Trademark Infringement: The International Landscape' 

(2017) The Columbia journal of law & the arts <https://search.datacite.org/works/10.7916/d8pc31mn>, p. 469 

125 MoU, para 1 

126 MoU, para 10 

127 MoU, para 2 

128 MoU, para 1 

129 MoU, para 11 “NTD are indispensable measures in the fight against the sale of Counterfeit Goods over Internet 

Platforms.” A statement that goes in line with the European Commission intent to look at the necessity to “review 

the need for formal notice-and-action procedures”   European Commission, 'Online Platforms and the Digital Single 

Market 

Opportunities and Challenges for Europe' , {SWD(2016) 172 final} (European Commission 2016b) 

130 MoU para. 5 

131 MoU. Para 13 

https://search.datacite.org/works/10.7916/d8pc31mn
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legislative Commission Recommendation on measures to effectively tackle illegal content 

online.132 

Pro-active and preventive measures are also taken in consideration as they allow internet 

platforms or IP owners to adopt timely responses to the sale, or attempted sale, of infringing 

goods on online marketplaces.133 

The agreement also tries to balance the roles and responsibilities between internet platforms and 

IP owners as it sanctions that: the platforms are to process notice and takedown requests without 

undue delay and ensure that valid requests lead to the removal of infringing goods; while IP 

owners are to submit notice and takedown requests in good faith and take reasonable steps to 

avoid unjustified, unfounded and abusive notifications.134 

IP owners, failing to follow the cited provision, may be denied or obtain restricted access to 

NTD systems set by internet platforms, and they might also have to pay appropriate fees for 

damages.135  

Another interesting disposition prescribes that relevant sellers shall receive communication 

when one of their online offers has been taken down, including the underlying reason and the 

notifying party’s contact details; a reported seller shall also be in the position to file a counter 

notice to the notifying party.136 

The MoU also states that internet platforms are to take commercial and technical reasonable 

steps to request and verify seller’s information to gain reasonable assurance on the seller’s 

identity.137  

 

132  European Commission, 'Recommendation on measures to effectively tackle illegal content online (C(2018) 

1177 final)' (European Commission 2018), para. 5 

133 MoU para. 6 

134 MoU para. 16 

135 MoU para. 16 

136 MoU para. 19 

137 MoU para. 24 
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IP owners are to monitor websites of internet platforms and notify the latter whenever they find 

allegedly infringing sales. Yet online marketplaces can, at their discretion, take appropriate 

measures to identify and/or prevent pro- actively the sale of counterfeit goods.138  

IP owners can also avail the MoU to ask online marketplaces for seller information, including 

identity and contact details, pending an investigation or litigation and in compliance with 

applicable laws (i.e. data protection laws).139 It is worth to mention that information on sellers 

identity should be clearly visible.140 

Interestingly a recent European study proposing policy changes regarding online marketplaces 

advised the adoption of moderate Know-Your-Costumer duties by online service providers.141 

These policies would help interested parties, including IP owners, to communicate service 

providers about users providing false information; non-compliance with identity policies could 

lead to the termination of the service.142  

Online marketplaces have also to publish and enforce clear IPR policies;143 the agreement does 

not set further principles or guidelines for these policies, but paragraph 35 expressly states the 

need for internet platforms to commit to adopting “repeat infringer” policies targeting 

particularly harmful sellers to suspend or restrict their accounts and to use their best efforts to 

prevent re-registration of permanently suspended sellers.144 

 

138 MoU para. 27 

139 MoU para. 30 

140  European Parliament and of Council Regulation (EU) 2019/1150 of 20 June 2019 on promoting fairness and 

transparency for business users of online intermediation services 2019OJ L 186 , art 3(5) 

141  Niombo Lomba and Tatjana Evas, 'Digital Services Act: European Added Value Assessment' (European 

Parliament 2020), p. 283 

142  Niombo Lomba and Tatjana Evas, 'Digital Services Act: European Added Value Assessment' (European 

Parliament 2020), p 284; On this point is noteworthy to cite recent proceedings where Amazon is suing some of its 

users for selling counterfeit goods on its website, among the respondents figure various uknown identities like: 

“beideisbkbeisbeiquzujlbeiofejykyjuxkeiojiosk d/b/e GbeeGbee and akieisbktkeiqkejquieteksbeiofejyjuxkeiojiosk 

d/b/a BIIKII”  Amazon.com, Inc. v. Fitzpatrick et al (2:20-cv-01662) ((W.D. Wash.))   available at 

https://www.scribd.com/document/484058962/Amazon-v-Fitzpatrick last accessed on 4 December 2020 

143 MoU, para 28 

144 MoU, para 35 

https://www.scribd.com/document/484058962/Amazon-v-Fitzpatrick
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5.2.3 Evaluating the MoU 

To evaluate the implementation and efficiency of the MoU the European Commission asked its 

signatories to confidentially share data on certain key performance indicators (KPI) as set in the 

first annex attached to the agreement.145  

Throughout the years the Commission reviewed this data and published three follow-up reports 

on the functioning of the MoU in 2013, 2017 and 2020.146 In its latest review the Commission 

positively stated that the share of ads for European businesses on IPR-infringing websites has 

dropped by 12% since the introduction of the MoU.147 

Yet the report itself refers to limited quantitative and statistical value of the KPI collection given 

certain methodological limitations.148 Therefore its effect on reducing the sale of counterfeit goods 

cannot be measured; moreover, taking into consideration that legal actions are rarely taken directly 

against infringing sellers.  

IP owners have in fact advocated fighting counterfeiting at its source to seize counterfeit goods and 

shut down factories and warehouses involved in manufacturing and distributing counterfeit goods.149 

5.4 Notice and takedown and fundamental rights 

In 2016 Angelopoulos and Smet extensively reviewed Europe’s noticed and takedown systems 

to propose a fair balanced system that would secure fundamental rights’ protection.150 This 

 

145 MoU, para. 40 

146 Reports published here: European Commission. 'Memorandum of understanding on the sale of counterfeit goods 

on the internet' <https://ec.europa.eu/growth/industry/policy/intellectual-property/enforcement/memorandum-

understanding-sale-counterfeit-goods-internet_en> accessed 20 November 2020 

147  European Commission. 'New Commission reports show industry cooperation has led to progress in tackling 

online counterfeiting and piracy' (2020c) <https://ec.europa.eu/growth/content/new-commission-reports-show-

industry-cooperation-has-led-progress-tackling-online_en> accessed 26 November 2020 

148  European Commission, 'Report on the functioning of the Memorandum of Understanding on the sale of 

counterfeit goods on the internet' (European Commission 2020d), p. 7 

149  European Commission, 'Report on the functioning of the Memorandum of Understanding on the sale of 

counterfeit goods on the internet' (European Commission 2020), p. 16 

150  Christina Angelopoulos and Stijn Smet. 'Notice-and-fair-balance: how to reach a compromise between 

fundamental rights in European intermediary liability' (2016) 8(2) The journal of media law 266 

<http://www.tandfonline.com/doi/abs/10.1080/17577632.2016.1240957> 

https://ec.europa.eu/growth/industry/policy/intellectual-property/enforcement/memorandum-understanding-sale-counterfeit-goods-internet_en
https://ec.europa.eu/growth/industry/policy/intellectual-property/enforcement/memorandum-understanding-sale-counterfeit-goods-internet_en
https://ec.europa.eu/growth/content/new-commission-reports-show-industry-cooperation-has-led-progress-tackling-online_en
https://ec.europa.eu/growth/content/new-commission-reports-show-industry-cooperation-has-led-progress-tackling-online_en
http://www.tandfonline.com/doi/abs/10.1080/17577632.2016.1240957
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subchapter briefly looks at the underlying fundamental rights issues raised by NTD systems by 

reviewing analysis and conclusions by the two legal scholars.  

Starting point of their analysis has been the jurisprudence of the CJEU and the European Court 

of Human Rights (ECtHR).151 In short both the courts through their judgements set the need for 

a fair balance between fundamental rights when enforcing IPRs via notice and takedown 

systems.  

Specifically, a balance between right holders rights to a) intellectual property and b) 

occasionally right to effective judicial protection; intermediaries’ c) freedom to conduct 

business; internet users’ d) protection of personal data, e) private life and f) freedom to receive 

and impart information; and finally restrictions to the to g) freedom of expression.152  

Due to the different nature of the rights under review the Courts did not set clear guidance on 

how to achieve a fair balance between competing interests but focused on setting some general 

principles.153   

The authors suggest that the notion of “fair balance” should be flexible to allow that appropriate 

solutions are taken when deciding the liability of online intermediaries’.  

They also argue for the necessity to distinguish between various types of illegal content and 

advocate a vertical approach, notably in contrast to the E-commerce directive’s horizontal 

 

151  Christina Angelopoulos and Stijn Smet. 'Notice-and-fair-balance: how to reach a compromise between 

fundamental rights in European intermediary liability' (2016) 8(2) The journal of media law 266 

<http://www.tandfonline.com/doi/abs/10.1080/17577632.2016.1240957>, para II B citing CJEU judgments 

Promusicae, L’Oréal v eBay, Sabam, Scarlet, Netlog and UPC Telekabel Wien and EctHR judgments Delfi v. 

Estonia and MTE v. Hungary 

152  Christina Angelopoulos and Stijn Smet. 'Notice-and-fair-balance: how to reach a compromise between 

fundamental rights in European intermediary liability' (2016) 8(2) The journal of media law 266 

<http://www.tandfonline.com/doi/abs/10.1080/17577632.2016.1240957>, p. 5 

153  Christina Angelopoulos and Stijn Smet. 'Notice-and-fair-balance: how to reach a compromise between 

fundamental rights in European intermediary liability' (2016) 8(2) The journal of media law 266 

<http://www.tandfonline.com/doi/abs/10.1080/17577632.2016.1240957>, p. 5 

http://www.tandfonline.com/doi/abs/10.1080/17577632.2016.1240957
http://www.tandfonline.com/doi/abs/10.1080/17577632.2016.1240957
http://www.tandfonline.com/doi/abs/10.1080/17577632.2016.1240957
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approach.154 Conversely, they propose the adoption of different notices and “action” as remedies 

to different types of infringements.155  

5.5 Summary of the studies on NTD 

Current NTD systems have been criticised for their lack of transparency, accountability and for 

being an extrajudicial remedy easily abused by reporters in bad faith. Lack of detailed provisions 

and guidance are considered one of the main weaknesses of the current framework.  

The empirical studies have mostly focused on copyright infringements and rarely evaluated 

notices sent to online marketplaces. In absence of data on notices targeting sales infringing IPRs 

findings from these studies can be useful for the scope of this research as there are some 

analogies between NTD targeting other internet intermediaries and notices sent to online 

marketplaces. 

Policy makers could create incentives for large e-commerce operators to take part in the Lumen 

database or to similar initiatives to allow scrutiny of their decision and evaluation of IP owners’ 

notices. Next chapter will analyse how major online marketplaces NTD systems work in 

practice. 

 

154 Christina Angelopoulos and Stijn Smet. 'Notice-and-fair-balance: how to reach a compromise between 

fundamental rights in European intermediary liability' (2016) 8(2) The journal of media law 266 

<http://www.tandfonline.com/doi/abs/10.1080/17577632.2016.1240957>, p. 8 and 10; Similarly  Kuczerawy 

Aleksandra. 'Intermediary liability & freedom of expression: Recent developments in the EU notice & action 

initiative' (2015) 31(1) Computer Law & Security Review 46 <https://www-sciencedirect-

com.libproxy.helsinki.fi/science/article/pii/S0267364914001836> accessed Nov 20, 2020 arguing that “criminal 

content such as child abuse should not be treated the same way as infringement of copyrights.” 

155  Christina Angelopoulos and Stijn Smet. 'Notice-and-fair-balance: how to reach a compromise between 

fundamental rights in European intermediary liability' (2016) 8(2) The journal of media law 266 

<http://www.tandfonline.com/doi/abs/10.1080/17577632.2016.1240957>, p. 16The list comprehends Absolute 

Immunity; Notice-and-notice; Notice-and-judicial-takedown; Notice-wait-and-takedown; Notice-and-suspension; 

Notice-and-stay-down; Automatic takedown (strict liability). 

http://www.tandfonline.com/doi/abs/10.1080/17577632.2016.1240957
https://www-sciencedirect-com.libproxy.helsinki.fi/science/article/pii/S0267364914001836
https://www-sciencedirect-com.libproxy.helsinki.fi/science/article/pii/S0267364914001836
http://www.tandfonline.com/doi/abs/10.1080/17577632.2016.1240957
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Chapter six: Notice and take down and online marketplaces 

6.1 Private IPR enforcement 

Notice and takedown procedures are alternative and effective measures for IP owners to enforce 

their rights against infringements taking place on online marketplaces.156 Lacking legislation 

and guidance, as explained in the previous chapters, intermediaries have adopted their own 

systems to process notices of infringement and remove illegal content.157  

The nature of these enforcements should be considered as private and based on contractual 

obligations between intermediaries and their subscribers and to certain extent with IP owners. 

Knud Wallberg from the University of Copenhagen shares the same opinion and is conducting 

research on private tools to remove IPR infringing goods from online marketplaces. 158  

In his first study he reviewed NTD procedures and their impact on fundamental rights of all the 

involved actors: online marketplace operators, IP owners and sellers allegedly offering 

infringing goods for sale.159 He argues that NTD systems should grant a fair process between 

the parties. 

As mentioned before NTD procedures have been criticised for their lack of transparency.  Online 

marketplaces review IP owner notifications following undisclosed policies and moreover their 

final decisions are not publicly available, in contrast to court proceedings.160  

 

156  Clement Salung Petersen and Thomas Riis, 'Private enforcement of IP law by internet service providers: notice 

and action procedures', User Generated Law (Edward Elgar Publishing 2016) 228, p. 233 

157  Thomas Schultz. 'Carving up the Internet: Jurisdiction, Legal Orders, and the Private/Public International Law 

Interface' (2008) 19(4) European journal of international law 799, p. 830 

158  Knud Wallberg, 'Removing Illicit Products from Online Marketplaces: Private Enforcement Tools As 

Alternatives to Court Actions' (SSRN 2016);  Knud Wallberg. 'Notice and takedown of counterfeit goods in the 

Digital Single Market: a balancing of fundamental rights' (2017) 12(11) Journal of intellectual property law & 

practice 922 

159  Knud Wallberg. 'Notice and takedown of counterfeit goods in the Digital Single Market: a balancing of 

fundamental rights' (2017) 12(11) Journal of intellectual property law & practice 922 

160  Knud Wallberg. 'Notice and takedown of counterfeit goods in the Digital Single Market: a balancing of 

fundamental rights' (2017) 12(11) Journal of intellectual property law & practice 922. p. 924 
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The following analysis is based on public policies of online marketplaces as these constitute the 

contractual source for NTD systems’ procedures. 161  

Wallberg focused in detail on “formal requirements to the evidence and reasons” because of the 

lack of transparency in the NTD procedures and absent voluntary publication of notifications 

by online marketplaces in databases similar to Lumen it is impossible “to make an analysis on 

[notices’] substantive aspects” nor on “how online marketplaces handle counter-notices.”162  

However, unavailability of data did not affect the quality of the illuminating research which 

considers the contractual nature of NTD procedures and raises well-grounded concerns in 

respect to protection of the fundamental rights. Wallberg states that NTD systems do not “fully 

comply with the basic principles of due process”.163 Similarly to many others he advices for 

clear NTD procedures written in a specific code of conduct.164  

The next subchapter will try to bring to light certain online marketplaces practices by referring 

to publicly available information and by using personal experience gained whilst working in the 

online brand protection field. 

6.2 Procedures of E-commerce website to receive notices of infringements 

As previously explained, there are no requirements for internet intermediaries on how to handle 

notices of infringement concerning other IP violations. Online marketplaces have therefore 

adopted their owns systems to process notices requesting to take down infringing content.165  

In practice online marketplaces have adopted three main types of procedures to receive and 

process notices: via email, by form or through a dedicated brand protection platform.  

 

161  Knud Wallberg. 'Notice and takedown of counterfeit goods in the Digital Single Market: a balancing of 

fundamental rights' (2017) 12(11) Journal of intellectual property law & practice 922, p. 930 

162  Knud Wallberg. 'Notice and takedown of counterfeit goods in the Digital Single Market: a balancing of 

fundamental rights' (2017) 12(11) Journal of intellectual property law & practice 922, pp. 933-934 

163  Knud Wallberg. 'Notice and takedown of counterfeit goods in the Digital Single Market: a balancing of 

fundamental rights' (2017) 12(11) Journal of intellectual property law & practice 922, p. 935 

164  Knud Wallberg. 'Notice and takedown of counterfeit goods in the Digital Single Market: a balancing of 

fundamental rights' (2017) 12(11) Journal of intellectual property law & practice 922, p. 935 

165  Frederick W. Mostert. 'Notice and takedown for trademarks' (2011) 101(1) The Trademark reporter 249, pp. 

259-260 
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The following analysis describes first how three main marketplaces, covering more than half of 

Europe’s cross-border e-commerce, did set up IPR infringement policies and how do they 

process notices of IPRs infringement.166   

eBay policies are reviewed first because it is the first marketplaces setting up specific procedures 

to handle notices of infringement, for being a leading online marketplace worldwide and for 

ranking second in Europe for online sales turnover as online marketplace.167 Also eBay’s 

program has been reviewed and approved by the CJEU.168  

Amazon is considered the world’s leader in online commerce and ranks first in Europe as 

well.169 Because of its importance it is mandatory to analyse how it cooperates with IP owners 

to remove infringing products on its websites.  

Lastly, I will review Alibaba group’s two international websites, AliExpress and Alibaba. 

AliExpress inclusion is necessary as being today’s third largest online marketplace in Europe 

for volume of sales and a direct channel between European consumers and Chinese sellers.170 

Alibaba, which focuses on business-to-business commerce, will be reviewed together with 

AliExpress due to their identical policies and practices. Furthermore, is noteworthy to mention 

that Alibaba group owns other leading marketplaces in China and in South East Asia: Taobao, 

Tmall, and Lazada (all using identical or similar procedures to AliExpress and Alibaba but 

which are not going to be considered).  

These corporations not only play an important role worldwide and represent a big share of 

Europe’s online commerce, but they also joined the European Commission’s MoU showing 

 

166  Retaildetail. 'European e-commerce dominated by marketplaces' (2020) 

<https://www.retaildetail.eu/en/news/general/european-e-commerce-dominated-marketplaces> accessed 26 

November 2020 

167  Coppola. 'eBay's annual net revenue from 2013 to 2019, by region' (2020) 

<https://www.statista.com/statistics/266198/regional-distribution-of-ebays-annual-net-revenue/> accessed 20 

November 2020 

168 See L’Oréal v eBay in chapter 3 para 5  

169  Daniela Coppola. 'Total revenue of Amazon Europe from 2011 to 2019' (2020) 

<https://www.statista.com/statistics/934963/revenue-of-amazon-europe/> accessed 20 November 2020 

170  Yihan Ma. 'Annual e-commerce revenue of Alibaba from financial year 2010 to 2020, by region' (2020) 

<https://www.statista.com/statistics/226793/e-commerce-revenue-of-alibabacom/> accessed 20 November 2020 

https://www.retaildetail.eu/en/news/general/european-e-commerce-dominated-marketplaces
https://www.statista.com/statistics/266198/regional-distribution-of-ebays-annual-net-revenue/
https://www.statista.com/statistics/934963/revenue-of-amazon-europe/
https://www.statista.com/statistics/226793/e-commerce-revenue-of-alibabacom/
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intent to set procedures aimed at providing standardised practices for the whole e-commerce 

ecosystem. 

Finally, I will also evaluate how these platforms operate their NTD systems by utilising my 

experience gained whilst working at Corsearch’s online brand protection department 

(previously Pointer BP).171  

6.2.1 eBay’s VeRO 

In 1997 eBay adopted VeRO the “verified rights owner program” allowing IP owners registered 

to its program to submit notice of claimed infringements (“NOCI”) to the marketplace.172 The 

registration process is fairly simple as it consists of sending out an email and attaching identity 

documents and IP certificates.  

The American marketplace drafted one standard form to report infringements based on the 

information requested by the DMCA.173 By compiling the form or by sending an email utilising 

the form’s wording right owners can inform eBay of adverts infringing their IPRs.174 Reporting 

to eBay is therefore very versatile and allows reporters to attach documents that can be useful 

to explain the nature of the infringement. Once the first form is sent IP owners are enrolled into 

the VeRO program and submitted IP information is saved into VeRO’s records. 

The form in particular requires: IP owner’s name; information on the reporter’s identity; 

acceptance of the DMCA required statements; advert ID or URL; description of the 

infringement and information on the IP right (including the jurisdiction); and finally a reason 

code for the attached list.175  

 

171 I have been protecting IP owners’ rights online since June 2019. 

172  eBay. 'Verified Rights Owner Program' (b) <https://pages.ebay.com/seller-center/listing-and-

marketing/verified-rights-owner-program.html> accessed 10 November 2020 

173 eBay. 'VeRO Report Items' (c) 

<https://developer.ebay.com/devzone/xml/docs/Reference/ebay/VeROReportItems.html> accessed 10 November 

2020 

174  eBay. 'I want to report a rights violation ' (d) <https://pages.ebay.com/seller-center/listing-and-

marketing/verified-rights-owner-program.html#m17-1-tb2> accessed 10 November 2020 

175  eBay, 'Notice of Claimed Infringement Form' (eBay a) 

https://pages.ebay.com/seller-center/listing-and-marketing/verified-rights-owner-program.html
https://pages.ebay.com/seller-center/listing-and-marketing/verified-rights-owner-program.html
https://developer.ebay.com/devzone/xml/docs/Reference/ebay/VeROReportItems.html
https://pages.ebay.com/seller-center/listing-and-marketing/verified-rights-owner-program.html#m17-1-tb2
https://pages.ebay.com/seller-center/listing-and-marketing/verified-rights-owner-program.html#m17-1-tb2
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Potentially eBay does not have limits to the number of URLs that can be submitted per 

notification. However, when a large number of adverts are reported (e.g. more than 500) the 

platform requires more time to process the complaint.  

The reason codes in the attachment enlists types of infringement (with a brief explanation) that 

can be reported: Counterfeit items; Trademark infringement; Copyright infringement; Patent 

infringement (requires copy of the relevant court order and the patent registration information); 

Industrial Design infringement (only allowed in the following continents and/or jurisdictions 

Europe, Asia, Australia, and New Zealand); Violations of a celebrity right’s of publicity (only 

in the United States); A store or seller name infringes trademark rights.  

The list is not closed, and eBay allows to report, upon explanation, other infringements. In 

practice the platform accepts reports of illegal parallel trade via the last “reason code”. Notably 

eBay disclaims that it does not “enforce selective distribution agreements, Minimal Advertised 

Price (MAP) policies, and contractual disputes”.176  

eBay has also developed an application programming interface (API) allowing VeRO 

participants to connect their software to the platform allowing automatic reporting without the 

need of sending out an email.177  

6.2.2. Amazon: Brand Registry and notice and notice form 

Amazon has adopted various methods to tackle counterfeits on its websites. IP owners can report 

infringing listings through a web form or by utilising the Amazon Brand Registry.178 To utilise 

the form it is first necessary to create an Amazon account.  

The e-commerce website quickly states that it does not enforce on “detail page (e.g. an 

advertisement) and images added to a detail page”.179  

 

176  eBay, 'Notice of Claimed Infringement Form' (eBay ) 

177  eBay. 'VeRO Report Items' 

<https://developer.ebay.com/devzone/xml/docs/Reference/ebay/VeROReportItems.html> accessed 10 November 

2020 

178   Amazon. 'Amazon Brand Registry' (a) <https://brandservices.amazon.com/> accessed 10 November 

2020;Amazon. 'Report Infringement' (b) <https://www.amazon.com/report/infringement> accessed 10 November 

2020 

179  Amazon. 'Report Infringement' <https://www.amazon.com/report/infringement> accessed 10 November 2020 

https://developer.ebay.com/devzone/xml/docs/Reference/ebay/VeROReportItems.html
https://brandservices.amazon.com/
https://www.amazon.com/report/infringement
https://www.amazon.com/report/infringement
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That is very peculiar to Amazon business model as on Amazon any seller can list her/his items 

for sale against pages created by others. On the contrary other platforms allow sellers to open 

their own adverts and not to use other’s adverts.180  

A listing page, called the detail page on Amazon, becomes permanent part of Amazon’s 

catalogue and as per the images, when someone uploads them, he/she grants Amazon and its 

affiliates a non-exclusive, worldwide, royalty-free, perpetual, irrevocable right to exercise all 

rights of publicity over the material.181 Arguably the uploader loses its rights to enforce 

copyright claims over such images.  

However, if an image has been added without the IP owner consent, he/she can file a copyright 

infringement report. Finally, exclusive or selective distribution agreements are not considered 

intellectual property infringement and therefore not enforced.182 

The platform published detailed information on its policies and what type of infringements IP 

owners can report.183 Specifically trademark, copyright, utility and design patent (following the 

American nomenclature), parallel import (only for the EU, Brazil or Turkey) and right of 

publicity. Exclusive distribution agreements are enforced only in China, France, and the United 

Arab Emirates. 

In 2017 Amazon launched the Brand Registry, a dedicated platform allowing IP owners to scan 

the marketplace and report infringements with advanced tools.184 The first eligibility criteria to 

join the program is having at least one registered trademark in the jurisdiction where the IP 

owner wishes to enrol.  

After having created an account it is possible to share further information on a brand, such as 

other registered trademarks and a list of product categories in which the brand should be 

listed.185 Enrolling a brand into the Brand registry secures also the possibility for pro-active 

 

180 Amazon. 'Report Infringement' <https://www.amazon.com/report/infringement> accessed 10 November 2020 

181 ibid 

182 ibid 

183 Amazon, Intellectual Property for Rights Owners available at 

https://sellercentral.amazon.com/gp/help/external/U5SQCEKADDAQRLZ last accessed on 23 November 2020 

184 Amazon Brand Registry available at https://brandservices.amazon.com/ last accessed on 23 November 2020 

185  Amazon. 'Report Infringement' <https://www.amazon.com/report/infringement> accessed 10 November 2020 

https://www.amazon.com/report/infringement
https://sellercentral.amazon.com/gp/help/external/U5SQCEKADDAQRLZ
https://brandservices.amazon.com/
https://www.amazon.com/report/infringement
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enforcements based on information provided by the IP owner over a particular brand; the 

possibility to use a search engine by key-words, images or order number; access to the reporting 

history back to 6 months; and access to the brand support and to escalate previously submitted 

issues. 

A report filed through Amazon’s forms or via the Report a Violation tool available inside the 

Brand Registry should include: Identification of the allegedly infringed IP (for instance 

registration number, written description or link to a copyrighted work); nature of the 

infringement; list of infringing adverts including adverts ID or URLs; list of infringing sellers 

in cases the reporter is not reporting an entire advert (or Amazon Standard Identification Number 

which is the number associated to specific adverts); supporting documents and reporter’s contact 

details; and acceptance of the DMCA required statements. IP owners reporting to Amazon can 

include extensive explanations but cannot attach documents to sustain their allegations. 

Essentially using the brand registry speeds up the process as certain information are already pre-

filled in the forms and IP owners can file a complaint against 100 unique adverts, whilst the 

standard form only allows reporting 50 unique adverts. 

6.2.3 Alibaba: Intellectual Property Protection Program and notice form 

In 2016 the Alibaba group (hereinafter Alibaba) merged various services into the Intellectual 

Property Protection Platform (IPPP) a dedicated portal for IP owners willing to enforce their 

IPRs on Alibaba’s websites:186 Taobao.com, Tmall.com, Tmall.hk (Tmall Global), 1688.com, 

Alibaba.com and AliExpress.com.187  

The Chinese platform allows IP owners also to utilise an online form (in a beta version) when 

they are going to file a relatively small number of notices.188 Takedown request can also be sent 

 

186  Alibaba Group. 'Intellectual Property Protection Platform' (d) 

<https://ipp.alibabagroup.com/index.htm?language=en_US> accessed 10 November 2020 

187  Alibaba Group. 'Which websites are covered in the IPP Platform?' (h) 

<https://ipp.alibabagroup.com/faq/en.html> accessed 10 November 2020 

188  Alibaba Group. 'Non-registration submission channel for complaints against infringement on intellectual 

property rights (BETA)' (f) <https://ipp.alibabagroup.com/complaint/onlineForm/online.htm> accessed 20 

November 2020 

https://ipp.alibabagroup.com/index.htm?language=en_US
https://ipp.alibabagroup.com/faq/en.html
https://ipp.alibabagroup.com/complaint/onlineForm/online.htm
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by email.189 In fact copyright owners can file DCMA requests by email although these will be 

processed slower than notices sent through the IPPP.190   

Small and medium enterprises (SMEs) can also choose to apply to the “Simp’Ali” program.191 

A new project in its initial phases is allowing SMEs using the IPPP to access to “simplified IPR 

protection tools and additional support, while fostering new communication channels for 

Alibaba to better understand the evolving needs of SMEs for IPR protection to support their 

business development goals”.192 Given the many options available to IP owners Alibaba offers 

many publicly available guides and answers to frequently asked questions, although sometimes 

some information is missing.193 

All in all, the IPPP is the core of Alibaba’s notice and take down system and it can be utilised 

only by registering an account. Enrolling into the IPPP grants IP owners the possibility to review 

the reporting history and access to the support online chat (only via the Chinese version of the 

platform).  

The enrolment process requires proof of identity and ownership of IPRs, normally Alibaba 

requires an IP certificate but for copyright cases it accepts also a copyright ownership 

statement.194 Differently to other e-commerce websites Alibaba authenticates proof of 

intellectual property rights and reserves the right to reject documents.195 In practice the platform 

is very strict in processing IPR certificates and it does not limit itself to verifying documents 

 

189  Alibaba Group, 'Intellectual property rights protection handbook' (Alibaba Group 2019), p. 30 

190  Alibaba Group. 'How can I submit a DMCA notice?' (c) <https://ipp.alibabagroup.com/faq/en.htm#faq-uoea> 

accessed 10 November 2020 

191  Alibaba Group. 'Simp'Ali IPR Cooperation' (g) 

<https://ipp.alibabagroup.com/smeContent.htm#/SMESupportCenter> accessed 10 November 2020 

192  Alibaba Group. 'Simp'Ali IPR Cooperation' 

<https://ipp.alibabagroup.com/smeContent.htm#/SMESupportCenter> accessed 10 November 2020 

193 By navigating the following webpages some attachments or information on certain paragraphs are missing  

Alibaba Group. 'FAQ of Alibaba Intellectual Property Protection Platform' (b) 

<https://ipp.alibabagroup.com/faq/en.htm> accessed 10 November 2020 and Alibaba Group. 'IPP Platform 

Instructions' (e) <https://ipp.alibabagroup.com/instruction/en.htm#material2> 

194  Alibaba Group, 'Intellectual property rights protection handbook' (Alibaba Group 2019), p. 5 

195  Alibaba Group. 'Why was my IPR authentication withdrawn?' (i) 

<https://ipp.alibabagroup.com/faq/en.htm#faq-uoea> accessed 20 November 2020 

https://ipp.alibabagroup.com/faq/en.htm#faq-uoea
https://ipp.alibabagroup.com/smeContent.htm#/SMESupportCenter
https://ipp.alibabagroup.com/smeContent.htm#/SMESupportCenter
https://ipp.alibabagroup.com/faq/en.htm
https://ipp.alibabagroup.com/instruction/en.htm#material2
https://ipp.alibabagroup.com/faq/en.htm#faq-uoea
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formalities against public records; as a matter of fact in certain instances Alibaba’s IP team 

rejects valid certificates on substantive basis.196  

Once an IPR has been authenticated the IP owner can submit complaints through the platform. 

Alibaba allows reporting trademark, copyright, design and patent infringements.197 Via form IP 

owners can submit up to 50 URLs and via IPPP a maximum of 300 URLs, reports via email can 

virtually be unlimited, but Alibaba redirects parties reporting a great number of adverts to its 

IPPP. 

Alibaba does not enforce disputes on distribution contracts and channel management 

agreements due to their contractual nature.  The Chinese platform does not enforce MAP or 

Manufacturers Suggested Retail Price policies.198 

This research focuses on the European Union and therefore only Alibaba.com and 

AliExpress.com will be taken into consideration as they offer shipments to the Union and their 

websites are available in various European languages.  

Peculiarly Alibaba accepts an IP certificate issued by any jurisdiction on the planet to file a valid 

notice and takedown targeting the two websites. Besides doubts on the legality of this approach 

a question arises about the possibility that different entities hold IP rights over the same subject 

matter but in different jurisdictions.199 Will one of them be able to successfully enforce on 

adverts placed by the other rightful IP owner using the same IPR? 

Similarly, in the Brand Registry, because of the previous enrolment and authentication, IP 

owners filing notices via the IPPP can select from the drop-down menu IPRs already 

authenticated.  

In contrast with other marketplaces Alibaba requires a complainant to also chose a special reason 

code for the infringement. These are specific infringement scenarios that the platform has 

 

196 For instance rejections concerning copyright certificates on works of applied art 

197  Alibaba Group, 'Intellectual property rights protection handbook' (Alibaba Group 2019), p. 6 

198  Alibaba Group. 'Eligible complaints on the IPP platform' (a) <https://ipp.alibabagroup.com/policy/en.htm> 

accessed 20 November 2020 

199  Alibaba Group. 'Eligible complaints on the IPP platform' <https://ipp.alibabagroup.com/policy/en.htm> 

accessed 20 November 2020 

https://ipp.alibabagroup.com/policy/en.htm
https://ipp.alibabagroup.com/policy/en.htm
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drafted to speed up complaint processing and help IP owners to explain what kind of 

infringement they are reporting. Some guides also explain trademark and copyright 

infringement scenarios whilst patent and industrial designs options are yet to be explained.200  

This approach differs from those of eBay and Amazon as it is not straight forward and often 

causes confusion. Furthermore, to report infringing adverts, IP owners must provide URLs to 

the infringing adverts in observance to the IPPP’s “acceptable listing formats” policy.  

Failure to do so will not allow to file a notice even if a complainant provides a valid URL. 

Therefore, one can raise the question whether unclear instructions and burdensome requirements 

are causing IP owners not to be able to file notices of infringement and whether Alibaba is still 

entitled for the immunities set by the ECD. 

6.3 Counter notifications 

Once notice and takedown are filed, processed, and approved the reported content should get 

removed or blocked and supposedly the complained seller(s) should receive a notification of 

such action.  

However, human decision making is no stranger to mistakes and that’s why most judicial 

systems have more than one possibility to file for a legal review. Similarly targets of a notice 

should have access to effective counter measures. In this subchapter a review of counter notices 

within the e-commerce context is presented. 

As anticipated in chapter four “Notice and Takedown in the US and EU” the European Union 

has not adopted a counter notification procedure in its e-commerce legislation. Leading 

companies have therefore adopted different solutions in this state of uncertainty.  

After taking action Amazon and eBay forward to the complained sellers contact details provided 

by the IP owner or its agent without taking further action. Sellers can then directly contact who 

reported them to informally settle the dispute, in practice this is a useful way to maintain a good 

relationship between IP owners and sellers. It also allows for a second review of the report and 

 

200  IPPP Alibaba Group. 'User Center: Case Study of Main IPR Complaint Reasons '  accessible only by registering 

an account with the Alibaba IPPP 
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in case of mistakes IP owners can file a retraction with both online marketplaces, which quickly 

restores the status quo. 

Alibaba on the other hand has adopted a different procedure. Granted that the marketplace 

approves a notice of infringement it will suspend, block or keep available the reported advert 

while a possibility to file a counter notification is pending.  

Alibaba’s policies do not explain how it reaches its decisions, but it can be speculated that 

straightforward notices lead to content removal, requests in the grey area lead to a suspension 

and finally “valid” notices concerning infringements more difficult to establish (e.g. patent 

infringements) do not lead to immediate action.  

At this point sellers have a rather long, yet unspecified, period to file a counter notice in which 

they contest the allegation of infringement.201 Merchants can object to the removal by writing a 

submission and attaching documents; on the other hand, IP owners, warned of a pending counter 

notice, have up to three business days to review the allegation and decide whether accept or 

reject it, but in any event, they cannot reply to sellers’ arguments.202  

Counter notifications not reviewed within the time limit are automatically accepted. Should a 

counter notification be rejected sellers have the chance to submit another appeal. Interestingly 

the Chinese e-commerce website reserves the right to review counter notifications and to make 

the final decision on these disputes.203  

In practice the platform does not justify its decisions and sometimes sellers (e.g. counterfeiters) 

file fake counter notifications attaching forged documents to justify their activities. These are 

often accepted by Alibaba leaving IP owners with the possibility to contact the platform by 

email to argue on the validity of the documents presented by the reported sellers. It is however 

up to Alibaba to agree or disagree with IP owners. 

 

201  Alibaba Group, 'Intellectual property rights protection handbook' (Alibaba Group 2019), p. 26 

202  Alibaba Group, 'Intellectual property rights protection handbook' (Alibaba Group 2019), p. 28 

203  Alibaba Group, 'Intellectual property rights protection handbook' (Alibaba Group 2019), p. 28 
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6.4 Practical considerations 

Brand protection platforms offer some advantages to IP owners, but they also come at some 

costs. Both Amazon and Alibaba calculate the success rate of sent notices and change reporting 

accounts status if a particular percentage of notices have been rejected.204 Nevertheless IP 

owners have to register their accounts and access these platforms to enforce their IPRs, and in 

the case of Alibaba they might not be able to authenticate some certificates and therefore be 

even unable to report infringements. 

Email notifications are less burdensome for IP owners who can quickly send their requests and 

keep a copy of their communications. Amazon and Alibaba’s brand protection programs on the 

other hand do not allow to download submission history, counter notices and platform’s 

decision.  

eBay allows IP owners to report sellers’ nicknames infringing trade mark rights, the other two 

marketplaces to date do now allow for direct report of these infringements.  

Procedures to obtain sellers details are not clear in Alibaba’s and Amazon’s brand protection 

platforms, nevertheless the first one does not allow for direct communications with reported 

sellers. On contrary eBay allows to obtain information on reported sellers’ identities following 

the CJEU’s rationale.  

Alibaba has adopted a counter notice procedure ensuring two possible appeals for reported 

sellers. Therefore, the Chinese platform offers sellers with more guarantees and protection from 

abusive notices. Yet this system seems too easily exploitable by rogue merchants. 

The case law of the CJEU guides the principles for establishing whether online content is 

targeting certain jurisdictions allowing for enforcements of territorial IPRs. Accordingly, eBay 

accepts reports based on shipping locations. For instance, an advert placed on eBay China 

(ebay.cn) shipping to Europe can be reported based on European registered IPRs. Alibaba offers 

a similar system but without jurisdiction limitations as earlier explained. The legality of this 

approach is rather dubious. Amazon does enforce on its websites only IPRs registered in the 

 

204 Amazon for instance restricts the number of adverts that can be reported and requires further information to 

process complaints. Alibaba on the other hand allows reporters with high acceptance rates into its “good faith” 

program which gives certain advantages to IP owners. 
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same jurisdiction of the website. Hence an advert placed on Amazon US (amazon.com) shipping 

to Europe cannot be enforced based on an EU trademark. 

In chapter five “Studies evaluating notice and takedown systems” recent publications argued 

that most developed IP enforcement organisations use automated reporting systems and some 

online intermediaries have developed automated procedures to process a high number of notices.  

From my work experience I know that notices sent on behalf of IP owners by online brand 

protection agencies are reviewed by trained analysts; automatic enforcement are otherwise hard 

to achieve even considering the most advanced technologies.  

Online marketplaces also claim that human beings are processing each request but given the 

rapidity of how certain requests are answered this seems an exaggeration. Furthermore, it seems 

that they adopt standard replies to complex legal issues and this suggests that they might be 

using algorithms. 

6.5 Notice requirements: law, soft law and academia 

Having looked at how online marketplaces process notices of infringement and what remedies 

they make available to reported sellers it is now to look at how IP owners can communicate 

infringements.  

As anticipated in chapters three and four the E-commerce directive did not set procedures on 

how IP owners can communicate infringements to intermediaries, and the CJEU definition of a 

valid NTD is rather broad.205  

The MoU and other initiatives of the European Commission aimed at developing soft law 

capable of guiding all relevant stakeholders and potentially reduce uncertainty. Article 13 of the 

agreement states that notice and take down “should be limited to necessary information, such as 

a clear identification of both the reporting party and the identification of the specific content 

offering for sale products infringing IPRs.”206 Furthermore notices should also contain a clear 

allegation that the reported content is offering infringing goods.207 

 

205 See L’Oréal v eBay in chapter 3 para 5 

206 MoU, para 13 

207 MoU, para 13 



 

56 

 

Practitioners have also tried to define different types of notices. Brege and Ovies identified four 

categories of notices with respect to trademark infringement cases: clear-cut cases, frivolous 

assertions, trade mark bullying and difficult context-specific.208  

The first category consists of cases in which an IP owner holds a registered trademark or a well-

known registered trademark and claims infringement, so these notices should be easily 

processed by internet intermediaries. Second and third categories relate to cases where a 

normative result would be finding no infringement, either because the complainant does not 

own registered IP rights in the relevant jurisdiction or because the notice is targeting authentic 

goods. Finally, context-specific notices entail cases of unclear case law, variations between the 

trademarks and associated goods or services, and in general assertions for which a court is best 

suited to find a resolution.  

6.6 Summary of Notice and take down and online marketplaces 

Analysing leading laws and regulations, leading online marketplace policies and practices 

dealing with infringing and protecting IP rights the main foundations and problems are easier to 

discern. The most important issues are the notice itself, online marketplaces procedures and 

remedies available to sellers. To date these are not uniform and IP owners have to deal with 

different procedures and requirements. 

Chapter seven: Results 

Online marketplaces act as intermediaries between consumers and sellers. Their legal 

responsibilities with respect of the sale of online infringing goods is set by the E-commerce 

directive (ECD) as interpreted by the Court of Justice of the European Union (CJEU). 

The directive sets rules on online marketplaces activities and prescribes limitation of 

responsibilities. It however does not give clear guidance on how IP owners can report online 

IPR infringements nor how online marketplaces should process these requests. Furthermore, 

 

208  Jason R. Brege and Kelli A. Ovies. 'Taking down trademark bullying: sketching the contours of a trademark 

notice and takedown statute' (2012) 12(3) Wake Forest Intellectual Property Law journal 391, p. 400; See also  

Althaf Marsoof, Internet intermediaries and trade mark infringements (Routledge 2019), pp 155-168 
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complained parties are not involved in the takedown process nor have been entitled to remedies 

to object content blocking or removal. 

Empirical studies and academic literature proved the current system to not be satisfactory and 

criticised as it does not safeguard stakeholder’s interests and does not ensure a due process.  

Looking at three online marketplace policies on IPR infringements and their NTD systems this 

research finds that lack of legislation leads to the adoption of different procedures. That is not a 

favourable solution for the European digital single market. Nevertheless, the reviewed 

procedures rise some concern with respect to a “fair trial”. New legislation could define notice’s 

requirement, online marketplace’s NTD procedures and remedies available to reported sellers. 

7.1 Results of legal analysis 

The first part of this research focused on e-commerce legislation and in particular on online 

intermediaries enabling consumers and sellers to trade online, these have been referred as online 

marketplaces. Focus of the examination has been the European Union and its legislation, but as 

some shortcomings emerged chapter four compared US and EU law.  

The ECD was enacted as a minimum harmonisation directive with rather broad definitions that 

were meant to be able to keep up with technological developments. However, the law did not 

achieve this goal and on the contrary its broadness lead to contrasting judicial decisions between 

courts of the Member States. The European legislation established the so called “safe harbour” 

shielding online intermediaries by any illegal activity of their subscribers. 

Initially national courts did not agree on whether e-commerce’s websites could fall within the 

“safe harbour”, i.e. could be considered as internet service providers offering hosting services.  

The CJEU therefore was asked to intervene and reduce legal uncertainty by guiding member 

states’ courts with a correct legal interpretation. Accordingly, online marketplaces must be 

considered hosting providers.  

To benefit from the ECD immunities online marketplaces shall be unaware of their users illegal 

activities; moreover if notified of illegal content hosted on their websites they must act 

expeditiously to remove or to disable access to the infringing content. The law however did not 

define how third parties can notify online marketplaces about illegal content; nor how these 
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notifications should be processed and finally it did not consider any remedies to restore 

wrongfully removed content. 

The European Union also adopted the Directive on the enforcement of intellectual property 

rights to allow IP owners to effectively enforce their rights on the internet. The new legislative 

development once again came in the form of a minimum harmonisation directive.  

The new law tried to ensure uniform remedies for IP owners who were facing particular 

challenges by online infringements. Among measures available to IP owners blocking 

injunctions and right to information were highlighted in this research.  

In fact, these two “weapons” could help IP owners to effectively fight online infringements; yet 

IP owners are in practise discouraged from requesting blocking injunctions against online 

marketplaces, probably because of their high costs when compared to notice and takedowns. 

The effect of the right for information has been recently limited by the CJEU’s strict 

interpretation considering the law’s term addresses to not cover email addresses, telephone 

numbers and internet protection addresses. 

Putting in context the CJEU decisions it is to ask whether the Court remanded to the legislator 

the duty to define notice and takedown procedures and what information can IP owners obtain 

from online intermediaries. 

7.2 Results of comparative law analysis 

The legal analysis continued by comparing relevant provisions between the US and EU. Starting 

point of this comparison was the European legislator’s choice to leave to the national level the 

application of “codes of conduct” of how to define notice and takedown procedures. On the 

contrary the US have adopted the Digital Millennium Copyright Act defined specific 

requirements for IP owners who want to submit a notice of copyright infringement to online 

intermediaries. Also complained parties using services of the online intermediary can use 

counter notices as a remedy to allegedly invalid notices. Online intermediaries’ procedures are 

also defined with respect of notices and counter notices received respectively by complainants 

and complained parties. 
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7.3 Results of empirical analysis taking in consideration fundamental rights 

The fifth chapter sought an objective evaluation of notice and takedown (NTD) systems by 

reviewing different studies. Whilst most of these concerned copyright infringements and none 

were analysing online marketplaces their conclusions could be applied by analogy to the topic 

of this research.  

Lack of transparency and accountability have been main points of criticism of the current 

system. It was also noted how the NTD constitutes an extrajudicial remedy that can easily be 

abused. Independently some intermediaries decided to publish notices they receive from 

complainants into public repositories. Voluntary publication of notices allowed for public 

scrutiny but unfortunately to date online marketplaces are not involved in these initiatives. All 

in all, more detailed provisions and guidance might strengthen the protection of all parties’ 

interests.   

Focusing on the European Union it was noted that in practice only few codes were adopted 

setting procedures for notice and takedown among online intermediaries. The European 

Commission therefore adopted a soft law strategy: The Memorandum of Understanding. This 

agreement has been considered to have had a positive impact in reducing the amount of 

infringing goods available on participating online marketplaces, although IP owners did not 

share same impressions.  

Finally notice and takedown procedures were analysed in consideration to fundamental rights. 

It was noted that to ensure a fair balance between competing rights the legislation should enact 

different remedies for different violations. 

7.4 Results of notice and takedown processing by online marketplaces 

Final part of the research focused on how online marketplaces do remove infringing goods in 

practice.  

First of all, the legal basis for which intermediaries take down their users’ content has been 

found to be contractual. NTD systems are in fact based on private agreements. One academic 

researcher argued that nevertheless NTD procedures could be interpreted as judicial proceedings 

and shall therefore ensure a fair trial between the involved parties. 
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The research then considered three possible ways for IP owners to report infringements to online 

marketplaces, namely: via email, by form and by using a brand protection platform. Three online 

marketplaces were chosen for the influence and size in terms of sales for this analysis: Amazon, 

eBay and the Alibaba group (Alibaba). 

Amazon, eBay and the Alibaba remove similar content but have adopted different systems to 

process notices sent by IP owners. Furthermore, they have adopted contrasting procedures on 

how to handle counter notices of reported sellers. Amazon and eBay do not intervene and leave 

their complained subscribers to find an agreement with IP owners; conversely Alibaba allows 

reported sellers to file up to two counter notifications. 

The following subchapters propose how the law could require IP owners to communicate 

infringements and will present the thesis main findings.  

Based on the research presented I will evaluate potential requirements for notices of 

infringements. Well defined notices might provide guidance to online marketplaces, IP owners 

and sellers alike. Hopefully, a clear system could also ensure fairness of NTD systems.  

Briefly notices could be divided into three groups incomplete, valid or unclear based on the 

certain legal requirements proposed in the following paragraphs. 

7.4.1 Notices targeting commercial content 

One of the main complaints against the notice and takedown process is that it harms freedom of 

expression as IP owners can file abusive notices to obtain removal of content from the 

internet.209 These requests do not go through a judicial system balancing competing interests 

and nor particularly protect fundamental values.210 

 

209 See  Aleksandra Kuczerawy, 'From ‘Notice and Takedown’ to ‘Notice and Stay Down’: Risks and Safeguards 

for Freedom of Expression', Oxford Handbook of Online Intermediary Liability (Oxford Handbooks in Law, 1st 

edn, Oxford University Press 2020);  Barrie Sanders. 'Freedom of Expression in the Age of Online Platforms: The 

Promise and Pitfalls of a Human Rights-Based Approach to Content Moderation,' (2020) 43 Fordham Int'l L.J 939 

<https://ir.lawnet.fordham.edu/ilj/vol43/iss4/3>; Kuczerawy Aleksandra. 'Intermediary liability & freedom of 

expression: Recent developments in the EU notice & action initiative' (2015) 31(1) Computer Law & Security 

Review 46 <https://www-sciencedirect-com.libproxy.helsinki.fi/science/article/pii/S0267364914001836> 

accessed Nov 20, 2020 

210 See chapter 5 para. 4 

https://ir.lawnet.fordham.edu/ilj/vol43/iss4/3
https://www-sciencedirect-com.libproxy.helsinki.fi/science/article/pii/S0267364914001836
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For the time being one of the possible solutions can be limiting abuses of fundamental rights by 

differentiating between commercial and non-commercial content. In fact, content uploaded on 

intermediaries’ websites with the intent to generate profit and not to divulge information should 

not be entitled to protection granted by freedom of expression. This differentiation would also 

help intermediaries in deciding on notices targeting content that might be legitimate from 

content that is likely infringing other’s IPRs.211  

Proposed a differentiation between commercial and non-commercial content the next 

paragraphs will enlist certain elements that the law could require to be included in a valid notice 

and takedown. 

7.4.3 Elements of a valid notice and takedown 

In light of the reviewed sources and practical experience I suggest that a valid notice of claimed 

copyright, trade mark, registered design and/or patent infringement should therefore include at 

least the following information:212 

a) Identification of the complainant 

Intermediaries should be able to assess who is sending the notice. Even if copyrights do not 

require registration to be actionable other IP rights such as trademark, designs and patents follow 

different regulations.213 Intermediaries can therefore demand that the complainants provide their 

identity and in particular that it coincides with the IP owner as listed in certificates issuing 

protection for trade mark, design or patent rights. That could be a valid ID, in case of a person, 

or business licence, in case of a company. Should the notice and takedown by filed by an agent 

or attorney, the latter shall provide a valid power of attorney. 

b) Identification of the infringed IP right 

 

211  Althaf Marsoof, Internet intermediaries and trade mark infringements (Routledge 2019), p. 152 

212 For more on national requirements for notice and takedown procedures:  European Commission, 'Online 

services, including e-commerce, in the Single Market' (European Commission 2012);European Commission, 

'Online Platforms and the Digital Single Market 

Opportunities and Challenges for Europe' , {SWD(2016) 172 final} (European Commission 2016), Annex II: 

National Legislation on “Notice and Takedown” Procedures  

213  Althaf Marsoof, Internet intermediaries and trade mark infringements (Routledge 2019), p.152 



 

62 

 

Proving existence and ownership of certain rights does not bring particular challenges when a 

public authority issued a certificate stating, among other, ownership and protected subject 

matter. On the contrary, proving and more importantly, verifying copyright ownership is more 

challenging. Certain jurisdictions allow for the registration of works on which a party claims 

copyrights however, whilst the threshold for copyright protection is very low, only a court of 

law can define what is protected by copyright. Similarly, a court of law can invalidate trade 

mark, design and patent certificates. It is also worth mentioning that an intermediary in good 

faith can accept as evidence of ownership copies of certain certificates and/or identification of 

the copyrighted work (for instance by means of linking to a publicly accessible website or by 

signing a statement declaring ownership of the work). 

c) Identification of the infringing content 

Arguably most of the infringements take place on a web page and therefore providing a URL to 

that particular webpage should be sufficient for the complainant to inform an intermediary of 

the infringement; that was also the desirable methodology expressed by intermediaries during a 

public consultation organised by the European Commission.214 In the absence of this possibility 

it should be enough to forward a screenshot of the infringing content in addition to indications 

on where the infringement was accessed, how was it published and by whom. 

d) Explanation on the infringement 

As the nature of the infringement might not always be clear by just comparing the notice and 

confronting it against the allegedly infringing content it is important that the complainant 

explains why he/she believes the content to be infringing of her/his IP rights. This sub-section 

of the notice and takedown can therefore be rather short or more extensive to the point to even 

resembling a legal memo and including law and case law. Furthermore, the complainant might 

highlight difference between authentic and infringing goods and explain how the reported 

content infringes its intellectual property rights in view of principles established for the relevant 

field of law. 

 

214  European Commission, 'Summary of the results of the Public Consultation on the future of electronic commerce 

in the Internal Market and the implementation of the Directive on electronic commerce (2000/31/EC)' (European 

Commission 2012), p.12 
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Identically to the requirements set by the DMCA a valid notice and takedown should also 

include: 

e) Complainant’s contact information 

“Information reasonably sufficient to permit the service provider to contact the 

complaining party, such as an address, telephone number, and, if available, an 

electronic mail address at which the complaining party may be contacted”.215 A notice 

and take down shall not limit the scope of communication between complainant and 

intermediary but shall allow the possibility for the intermediary to share complainant’s 

contact information to the allegedly infringer. 

f) Signature 

“A physical or electronic signature of a person authorized to act on behalf of the owner 

of an exclusive right that is allegedly infringed”.216 

7.4.4 Three types of notices 

Having defined essential elements of a notice and takedown I now propose a classification of 

notices against adverts selling goods infringing IPRs into three categories. The differentiation 

will help online marketplaces in reviewing requests and potentially define when their decisions 

allow them to benefit from the immunity shield set by the ECD. 

The categories are based on the previous analysis of legislative measures, soft law, academic 

studies and research. They take in consideration whether a notice meets the required elements 

proposed in the previous subchapter. Importantly complainant intention when sending a request 

is proposed as standard of review to define whether a notice is illegitimate. The three categories 

are incomplete notices, valid notices and unclear notices.  

7.4.5 Incomplete notices 

These are requests that do not meet one of the previously defined six requirements to validly 

communicate an infringement and request an intermediary’s action. Lack of a requirement can 

 

215  Limitations on liability relating to material online - 17 U.S.C. 512 2010(c)(3) 

216  Limitations on liability relating to material online - 17 U.S.C. 512 2010(c)(3) 
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happen by mistake, in good faith, or because the complainant provided false information that 

amounts to sending a notice in bad faith. 

7.4.6 Valid notices 

Notices that substantially include all the required information and sufficiently explain the nature 

of the infringement shall be accepted by diligent intermediaries, who will then block or remove 

the source of infringement. 

7.4.7 Unclear notices 

Current case law does not give precise guidance about which parameters are to be applied by an 

internet intermediary reviewing a notice of an alleged IPR infringement. Van Eecke stated that 

ruling on the legality of the reported content is not an easy task as what is considered unlawful 

differs between Member States.217  

As a matter of fact, establishing the infringement of different IPRs is not always easy and 

straightforward. However, some IP laws defining what constitutes an infringement are quite 

harmonised within the European Union. Nevertheless, evaluating to which extent an online 

marketplace can correctly rule what is legal or not should be left to the courts.  

In L’Oréal the CJEU proposed the standard of review of a “diligent economic operator” whilst 

intermediaries during public consultations referred to the “good faith” general presumption. 

Accordingly, online marketplaces should lose the ECD benefits only when successfully proven 

that they rejected a valid notice with the intent to gain benefit from the rejection. 

Urban et al confidentially interviewing different intermediaries highlighted that because of risk 

of legal liability when receiving a notice of infringement intermediaries prefer to take down the 

allegedly infringing content rather than rejecting “borderline” notices.218  

A notice, although including all the required information, might claim an infringement in a grey 

area of the law or not clearly explain the source of the infringement.  

 

217  Patrick Van Eecke. 'Online service providers and liability: a plea for a balanced approach' (2011) 48(5) Common 

market law review 1455, p. 1467 

218  Jennifer M. Urban, Joe Karaganis and Brianna Schofield, 'Notice and Takedown in Everyday Practice' (2016) 

182, p. 43 
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In these cases, online marketplaces should be able to ask further information from IP owners 

and upon receiving detailed and well-reasoned legal argumentations can in good faith decide 

whether the content is indeed infringing, or it is up to a court to declare a violation. However, 

should the intermediary be provided with a court judgment ruling on the matter of dispute there 

should be no space for interpretation and the notice should be accepted. 

8 The way forward: conclusions and recommendations 

The European legislator feared that restrictive legislation might have halted online commerce 

technological advancements and obstructed online trade between the Member States. In the 

early 2000s it adopted skeletal policies allowing online intermediaries to thrive and be shielded 

by economic damages caused by their subscribers’ illegal activities.  

The core of the legislation was enabling third parties to notify online marketplaces about 

infringing content hosted on their websites, the so-called notice and takedown system. 

Regrettably, the legislator did not define notices of infringement, their procedures, and remedies 

to abusive notices.  

This unclear context led online marketplaces to independently develop their own procedures. 

The proliferation of different solutions directly translated into higher enforcement costs for IP 

owners as they have to follow different “rules” for each online marketplace. Sellers targeted by 

a notice can reach an agreement with the complaining IP owner or file a counter notice 

depending in which online marketplace they are operating. This disparity should be removed. 

Uniformity and clear guidance would safeguard everyone’s interests and reduce costs. 

First conclusion of this research is therefore that a new legislation should address these 

shortfalls. What provisions could help in curtailing the sale of IPR infringing goods whilst 

safeguarding all stakeholder’s rights and interests?  

The new legislation could differentiate between different illegal content and adopt specific 

provisions for intellectual property rights. Furthermore, online intermediaries should be better 

defined. For instance, online web shops might get their own definition and be divided into large 

online marketplaces and individual web shops based on the number of active users or sales.  
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Main goal of new policies should be the definition of notice and takedown procedures. Current 

legal framework does not address how infringements should be communicated to online 

marketplaces neither how the intermediaries should process these requests.  

This research proposed a tripartite classification of notices based on six necessary elements. 

Notices should in fact contain information on complainant’s identification, the infringed IP 

right, the infringing content, nature of the infringement, and finally complainant’s contact 

information and signature. Notices lacking one of the requirements should be considered 

incomplete whilst those fulfilling all the requirements shall be valid. Finally, unclear notices 

define those requests containing all the required information but targeting content that online 

intermediaries cannot rule as infringing because of the difficulty of the legal assessment. 

Online marketplaces NTD procedures should also be standardized to avoid the adoption of 

multiple solutions. The legislator should also give clear guidance on what policies, principles, 

technologies and procedures online marketplaces should adopt. 

It is recommended not to restrict enforcement by requiring registration to portals but on the other 

hand to adopt a more flexible solution like reporting by way of email. To balance the whole 

system and ensure protection of sellers rights the new legislation should adopt a counter notice 

system.  

The new law could also define what standard of review should online marketplaces adopt when 

processing IP owners requests. Acceptance or refusal of a notice and takedown could be 

appealed by adopting alternative dispute resolution methods and avoid costly litigation 

proceedings. 

Content removed or reinstated in good faith by online marketplace operators should not lift their 

ECD immunities (nor impose liabilities), neither should refusal to take down content targeted 

by incomplete or unclear notices. Conversely refusal to remove content targeted by a valid 

notice should remove the safe harbour veil.  

Ensuring sanctions or liabilities upon parties sending notifications in bad faith may help reduce 

abuses and maintain a fair balance between sellers targeted by these notices and reporters of 

illegal content. These provisions should ensure accountability of each stakeholder. 
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Liability of online marketplaces could be reshaped on different elements. Whilst keeping the E-

commerce directive’s principles for hosting providers activities new specific provisions should 

target online sellers. Operators of online marketplaces should exercise duty of care when 

allowing third parties to sell on their platforms. Know-Your-Costumer policies might be 

mandatory and failure to comply with these can be sanctioned with administrative fines.  

Online marketplaces should also take active steps to avoid that previously banned sellers can 

create new accounts to sell again infringing goods. Vetting online merchants should be an 

important responsibility of online marketplaces and could be connected to sanctions or a 

secondary liability regime. Another option would be for online marketplaces to publish seller’s 

information (including contact details, company names, address, etc.) so that third parties can 

promptly notify false identities and marketplaces will then seek for correct information or close 

irregular accounts. Alternatively, a combination of the two options can be adopted. 

Ensuring that online marketplaces clearly display seller’s information could be accompanied by 

the disclosure of other relevant information, for instance: creation date of an account, date of 

when an advert was placed, number of available items and items sold.  

Notice and takedown procedures should also be more transparent. Policies on infringements and 

repeated infringements should not be kept confidential but be publicly available for all to review. 

Hopefully, the new legislation could define principles and/or details of these procedures.  

Online marketplaces could also be asked to publish aggregated or detailed information on the 

notices they receive and what actions they take. The identity of the complainants could also be 

disclosed. The same should be true to counternotices and to reported seller’s identities.  

Information on removed content could also include the reason for taking down a listing.  

The new legislation should also ensure that IP owners can be in the position to obtain relevant 

information to identify sellers hiding on the internet and hence expand the scope of IPRED’s 

article 8. 

This research has also identified the need for new studies on notices received by online 

marketplaces similar to previous reports conducted on notices collected in the Lumen database.  

This thesis looked at how the current legal framework should be reshaped and did not review 

questions of secondary liabilities. In the future European law should harmonise what constitutes 



 

68 

 

an IP violation and when an online intermediary might be held liable for having wrongly 

processed and acted on notices and takedown requests. 

To conclude the research tried to address all main issues regarding online protection of 

intellectual property rights with respect of online sale of consumer goods. Lack of economic 

data did not allow to investigate economic theories on how the law should transfer externalities 

costs (costs caused by the offer of IP infringing goods) between main stakeholders. Analysis on 

online marketplace policies was limited to three main operators and future studies could 

consider the whole e-commerce environment. 

Final aim of this thesis was to explore current issues by using practical experience. In that sense 

I hope to have added value to the discussions on what are the underlying problems of internet’s 

regulation and what could be the potential solutions. 
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