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1. Introduction

As the availability of data on private individuals grows ever larger, both the poten-
tial gains from analysing the data, and the risks associated with the analysis, grow.
This makes analysis techniques that can ensure the privacy of the individuals im-
portant. Differential privacy [DMNS06] is a formal definition attempting to capture
the notion of a data analysis algorithm that preserves privacy. Metropolis-Hastings
(MH) algorithms [MRR+53, Has70] are a particular class of Markov chain Monte
Carlo (MCMC) [RC04] algorithms, which enable data analysis using Bayesian infer-
ence [GCS+14]. This thesis studies the combination of differential privacy and MH al-
gorithms by introducing existing algorithms, proving tighter privacy bounds for them,
and developing two novel algorithms. Finally, both the existing and the new algorithms
are compared on a variety of settings.

Traditional approaches in preserving the privacy of data subjects in data analysis,
such as simply omitting identifying information, or more advanced techniques such as
k-anonymity [SS98, Sam01], can lead to compromises of private information. These
leaks can result from the combination of an adversary having access to additional data
and linking parts of the additional data and the private data, or the adversary having
access to many public results that use the same private dataset [DN03].

Differential privacy [DMNS06] is a notion of an algorithm that preserves privacy
by making the data analysis algorithm noisy, thus masking the details of the private
input data that are necessary for identifying individuals in the data. The idea of dif-
ferential privacy is to require that small changes in the input data can only cause small
changes in the probability distribution of the output. This makes differential privacy
immune to any post-processing and auxiliary information, and allows quantifying the
loss in privacy from releasing multiple results based on the same dataset, or for an
individual, the privacy loss from participating in multiple studies.

The tradeoff with differential privacy is the noise that must be added to the
analysis process, which will decrease the utility of the analysis. For publishing aggre-
gate summaries of large datasets, the amount of noise required is not too large, and
differential privacy has been used in such settings in practice by Apple [DPT17], Mi-
crosoft [DKY17], the U. S. Census Bureau [Abo18], and others. However, for small
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2 Chapter 1. Introduction

datasets, or applications requiring detailed information on individuals, such as COVID-
19 tracing apps, the amount of noise is likely to be prohibitively large, so other tech-
niques for maintaining the privacy of individuals are required.

Bayesian inference [GCS+14] is a paradigm of statistical inference where the pa-
rameters of a statistical model are considered random variables, and the language of
probability is used to describe uncertainty about the values of the parameters. Bayesian
inference is based on Bayes’ theorem, which allows a data analyst to update his prior
knowledge of the parameters based on observed data to obtain a posterior distribu-
tion of the parameters. Computing the posterior distribution analytically is often not
possible, so numerical methods are needed. MCMC is a general method of drawing
samples from a given distribution, such as the posterior distribution. MH algorithms
are a particular class of MCMC algorithms, where the sampling is done by first picking
a proposal from a given proposal distribution, and then either choosing to accept or
reject the proposal based on an acceptance test. The sample allows the analyst to
gain information about the model parameters through the data. MH algorithms only
require knowing an unnormalised form of the target distribution, which enables their
use on a wide variety of models, as computing the unnormalised posterior is often much
easier than computing the normalised posterior.

Combining MH algorithms with differential privacy allows an analyst to conduct
the comprehensive Bayesian inference that is possible using MH while preserving the
privacy of the data subjects through differential privacy. One differentially private MH
algorithm has been developed: the DP penalty algorithm of Yildirim and Ermis [YE19].
A closely related algorithm is the DP Barker algorithm of Heikkilä et al. [HJDH19],
which uses the Barker acceptance [Bar65] test instead of the MH acceptance test that
MH algorithms use. Although DP Barker is not technically an MH algorithm, it is
much closer to DP penalty than other DP MCMC algorithms due to the acceptance
test it performs, and is included in the discussion on DP MH algorithms in this thesis.

DP penalty builds on the earlier penalty algorithm [CD99], which was developed
for physical simulations where it is difficult to compute even the unnormalised form
of the target distribution, so the target must be approximated. DP Barker builds
on an earlier algorithm that only uses a part of its input data at a time to reduce
computational costs [SPCC17], which itself approximates the Barker algorithm [Bar65]
to correct for the error from not using the full data. In DP Barker, not using the full
data additionally amplifies the privacy of the algorithm, allowing it to run longer for a
given privacy budget. Of these, the DP penalty algorithm is considerably simpler and
more extensible, so the further development of differentially private MCMC algorithms
in this thesis uses it as the basis.

In 2019, Sommer et al. [SMM19] developed a technique of computing the privacy
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of iterative algorithms that allows running the algorithms longer than the privacy
accounting methods used by Yildirim and Ermis [YE19] and Heikkilä et al. [HJDH19].
This technique is applicable to the DP penalty algorithm, but not the DP Barker
algorithm, although new developments of the technique [KJH20] may be applicable to
it.

As an MH algorithm, DP penalty is very simple, so developing differentially
private variants of more advanced MH algorithms may be fruithful. This thesis develops
a differentially private version of Hamiltonian Monte Carlo (HMC) [Nea11, DKPR87],
which is able to make better use of the structure of the statistical model being sampled
than DP penalty. However, with differential privacy, this comes with a privacy cost,
so it is not clear that differentially private HMC is more effective than DP penalty.

Another way to lower the privacy cost of a differentially private algorithm is only
using a portion of the data at each iteration, instead of the full dataset. This technique,
called subsampling or minibatching, is used by DP Barker, but it is also applicable to
DP penalty. As subsampling will decrease the accuracy of the algorithm, it is not
guaranteed to improve results over existing algorithms.

There are other frameworks for DP Bayesian inference than DP MH, but none of
them offers the full generality and theoretical guarantees that DP MH has. DP varia-
tional inference [JDH17] approximates the posterior distribution with a tractable dis-
tribution, but the approximating distribution may not be able to match the posterior.
For exponential family [BS18] and generalized linear models [KJK+20], differentially
private inference is possible by perturbing sufficient statistics or posterior parameteri-
sations, but these sets of models are limited. Simply sampling from the exact posterior
is differentially private under suitable conditions [DNZ+17, WFS15, ZRD16], but for
many models, exact sampling of the posterior is not possible.

Several non-MH DP MCMC algorithms [WFS15, LCLC19] based on stochastic
gradient MCMC algorithms [WT11, CFG14, DFB+14] have been developed. First
developed in the non-private setting, stochastic gradient MCMC algorithms use the
gradients of the target density to draw efficient proposals. To save computation time,
the gradients are only computed over a subsample of the data, and the acceptance
test is omitted, which introduces bias to the resulting posterior [Bet15], especially
in high dimensions. The differentially private variants of these algorithms [WFS15,
LCLC19] greatly benefit from privacy amplification from subsampling and and the
lowered privacy cost from omitting the acceptance test, but they inherit the bias from
omitting the acceptance test, so all of the algorithm in this thesis include the acceptance
test.

This thesis begins with a more detailed, but nevertheless brief, introduction to
differential privacy and MH in Chapter 2. Chapter 3 considers the simpler differentially
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private MH algorithms: the existing algorithms, DP penalty and DP Barker, are intro-
duced in Sections 3.1 and 3.3, the tighter privacy bound for DP penalty is developed
in Section 3.2 and the minibatch DP penalty algorithm is developed in Section 3.4.
Chapter 4 first introduces HMC in Section 4.1 and develops differentially private HMC
in Sections 4.2 and 4.3. The performance of the algorithms is compared on a wide
variety of models. The models, and technical details concerning the comparison, are
discussed in Chapter 5. The results of the experiments are presented in Chapter 6.



2. Background

This chapter covers the basics of differential privacy, Bayesian inference, Markov chain
Monte Carlo algorithms and measure theory needed in the later chapters. To keep
the introduction brief, only directly needed concepts are covered, and much of the
motivation behind the subjects is left out.

2.1 Differential Privacy

Differential privacy (DP) [DMNS06, DR14] is a property of an algorithm that quan-
tifies the amount of information about private data an adversary can gain from the
publication of the algorithm’s output. The most commonly used definition uses two
real numbers, ε and δ, to quantify the information gain, or, from the perspective of a
data subject, the privacy loss of the algorithm. DP algorithms must necessarily† include
randomness to mask influence of the private data, so all of the considered algorithms
in this thesis are randomised. DP randomised algorithms are also called mechanisms
in this thesis and in the DP literature.

The most common definition is called (ε, δ)-approximate differential privacy
(ADP) [DKM+06, DR14]. The case where δ = 0 is called ε-DP or pure DP.

Definition 2.1. A mechanismM : X → U is (ε, δ)-ADP if for all neighbouring inputs
X ∈ X and X ′ ∈ X and all measurable sets S ⊂ U

P (M(X) ∈ S) ≤ eεP (M(X ′) ∈ S) + δ.

The neighbourhood relation in the definition is domain specific. With tabular
data the most common definitions are the add/remove neighbourhood and substitute
neighbourhood.

Definition 2.2. Two tabular datasets are said to be add/remove neighbours if they are
equal after adding or removing at most one row to or from one of them. The datasets
are said to be in substitute neighbours if they are equal after changing at most one row
in one of them.

†Unless the algorithm does not actually use the private data.
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6 Chapter 2. Background

The neighbourhood relation is denoted by ∼. The definitions and theorems of this
section are valid for all neighbourhood relations, but later chapters use the substitute
neighborhood relation.

There many other definitions of differential privacy that are mostly used to com-
pute (ε, δ)-bounds for ADP. This thesis uses two of them: Rényi-DP (RDP) [Mir17]
and zero-concentrated differential privacy (zCDP) [BS16]. Both are based on Rényi di-
vergence [Mir17], which is a particular way of measuring the distance∗ between random
variables.

Definition 2.3. For random variables with density or probability mass functions P
and Q, the Rényi divergence of order 1 < α <∞ is

Dα(P || Q) = 1
α− 1 lnEt∼Q

(
P (t)α
Q(t)α

)
.

Orders α = 1 and α =∞ are defined by continuity:

D1(P || Q) = lim
α→1+

Dα(P || Q),

D∞(P || Q) = lim
α→∞

Dα(P || Q).

Both RDP and zCDP can be expressed as bounds on the Rényi divergence be-
tween the outputs of a randomised algorithm with neighbouring inputs:

Definition 2.4. A mechanismM is (α, ε)-RDP if for all X ∼ X ′

Dα(M(X) || M(X ′)) ≤ ε.

M is ρ-zCDP if for all α > 1 and all X ∼ X ′

Dα(M(X) || M(X ′)) ≤ ρα.

Rényi-DP and zCDP bounds can be converted to ADP bounds [Mir17, BS16]:

Theorem 2.5. If a mechanismM is (α, ε)-RDP,M is also (ε− ln δ
α−1 , δ)-ADP for any

0 < δ < 1. IfM is ρ-zCDP,M is also (ρ+
√
−4ρ ln δ, δ)-ADP for any 0 < δ < 1.

A very useful property of all of these definitions is composition [DR14]: if mecha-
nismsM andM′ are DP, the mechanism first computingM and thenM′, outputting
both results, is also DP, although with worse bounds. More precisely:

Definition 2.6. LetM : X → U andM′ : X ×U → U ′ be mechanisms. Their compo-
sition is the mechanism outputting (M(X),M′(X,M(X))) for input X.

∗Statistical divergences are commonly called distances, even though they typically are not metrics.
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Theorem 2.7. LetM : X → U andM : X × U → U ′ be mechanisms. Then

1. IfM is (ε, δ)-ADP andM′ is (ε′, δ′)-ADP, then their composition is (ε+ε′, δ+δ′)-
ADP [DKM+06].

2. IfM is (α, ε)-RDP andM′ is (α, ε′)-RDP, then their composition is (α, ε+ ε′)-
RDP [Mir17].

3. If M is ρ-zCDP and M′ is ρ′-zCDP, then their composition is (ρ + ρ′)-
zCDP [BS16].

All of the composition results can be extended to any number of compositions
by induction. Note that any step of the composition can depend on the results of
the previous steps, not only on the private data. There are also other composition
theorems for ADP that trade increased δ for decreased ε or vice-versa, but this thesis
does not apply them directly.

As any randomised algorithm that does not use private data in any way is (0, 0)-
ADP, 0-zCDP and (α, 0)-RDP with all α, Theorem 2.7 has the following corollary,
called post-processing immunity:

Theorem 2.8. LetM : X → U be an (ε, δ)-ADP, (α, ε)-RDP or ρ-zCDP mechanism.
Let f : U → U ′ be any randomised algorithm not using the private data. Then the
composition ofM and f is (ε, δ)-ADP, (α, ε)-RDP or ρ-zCDP.

There are many different DP mechanisms that are commonly used [DR14]. This
thesis only requires one of the most commonly used ones: the Gaussian mecha-
nism [DKM+06].

Definition 2.9. The Gaussian mechanism with variance σ2 is a randomised algorithm
that, with input data X and query f : X → Rd, outputs a sample from N (f(X), σ2),
where N denotes the normal distribution.

The privacy bounds of the Gaussian mechanism require that the values of the
query f do not vary too much for neighbouring inputs. This requirement is formalised
as a bound on the sensitivity of f .

Definition 2.10. The lp-sensitivity ∆p, with neighbourhood relation ∼, of a function
f : X → Rd is

∆pf = sup
x∼x′
||f(X)− f(X ′)||p.

The RDP and zCDP bounds for the Gaussian mechanism are quite simple. The
ADP bound is more complicated:
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Theorem 2.11. If ∆2f ≤ ∆, the Gaussian mechanism for query f with noise variance
σ2 is

1. (α, α∆2

2σ2 )-RDP [Mir17],

2. ∆2

2σ2 -zCDP [BS16],

3. k compositions of the Gaussian mechanism, with queries fi, where ∆2fi ≤ ∆ for
1 ≤ i ≤ k, are (ε, δ(ε))-ADP [SMM19] with

δ(ε) = 1
2

(
erfc

(
σ(ε− kµ)√

2k∆

)
− eε erfc

(
σ(ε+ kµ)√

2k∆

))
,

where µ = ∆2

2σ2 and erfc is the complementary error function.

Additionally, each of the above privacy bounds is tight, meaning that the Gaussian
mechanism with query f is not (α, ε′)-RDP for any ε′ < α∆2

2σ2 , ρ′-zCDP for any ρ < ∆2

2σ2 ,
and a composition of k Gaussian mechanisms with queries fi is not (ε, δ′(ε))-ADP for
any δ′(ε) < δ(ε).

Theorem 2.11 implies that the value of any function with finite l2-sensitivity can
be privately released using the Gaussian mechanism with appropriate noise variance σ2.
Of course, the utility of the released value depends on the magnitude of σ2 compared
to the actual value. In the ADP bound of Theorem 2.11, as in Definition 2.6, each
function fi can depend on the output of the previous functions fj, j < i.

Note that while the RDP and zCDP bounds of Theorem 2.11 are tight, the
conversion from RDP or zCDP to ADP with Theorem 2.5 is not tight. As a result,
computing ADP bounds for the Gaussian mechanism through RDP or zCDP, and
converting the resulting bounds to ADP with Theorem 2.5 does not result in a tight
bound. The difference of the two methods of computing ADP bounds on the MH
algorithms considered in this thesis is shown in Section 6.1.

When the dataset is a table of real numbers, so X = Rn×d for n points of d-
dimensional data, the query f of the Gaussian mechanism is typically a sum the values
of a function g for each row of the table, specifically

f(X) =
∑
x∈X

g(x),

where x ∈ X denotes that x a a row of the dataset X ∈ Rn×d. For the substitute
neighborhood relation f ,

∆pf = sup
X∼X′

||f(X)− f(X ′)||p = sup
x,x′∈Rd

||g(x)− g(x′)||p = ∆∗pg,



2.2. Bayesian Inference and the Metropolis-Hastings Algorithm 9

where x and x′ are the values of the differing row in X and X ′, and ∆∗p denotes
sensitivity with the neighborhood relation that considers all values neighboring.

In case ∆∗pg is not finite, g can still be used with the Gaussian mechanism if
clipping is used. Clipping restricts the values of g to a maximum lp-norm. Specifically,
clipping g with the bound b ∈ R applies the function clippb : Rd → Rd where

clippb(y) = y ·min
{

1, b

||y||p

}

to the values of g. Then ∆∗p(clippb ◦g) ≤ 2b by the triangle inequality, as
|| clippb(g(x))||p ≤ b for all x. As this thesis only uses the Gaussian mechanism and
thus only needs to clip the l2-norm, the superscript p is always 2 and the notation
clipb = clip2

b is used.

2.2 Bayesian Inference and the Metropolis-
Hastings Algorithm

In Bayesian inference, the parameters θ of a statistical model are inferred from observed
data using Bayes’ theorem [GCS+14]. The result is not just a point estimate of θ, but
a probability distribution describing the posterior probability of different values of θ.

Bayes’ theorem relates the posterior belief of θ, p(θ | X) to the prior belief p(θ)
through the observed data X, and the likelihood of the data p(X | θ) as follows:

p(θ | X) = p(X | θ)p(θ)∫
p(X | θ′)p(θ′)dθ′ .

It is theoretically possible to compute p(θ | X) given any likelihood, prior and data, but
the integral in the denominator is in many cases difficult to compute [GCS+14]. In such
cases the posterior cannot be feasibly computed. However, many of the commonly used
summary statistics of the posterior, such as the mean, variance and credible intervals,
can be approximated from a set of samples drawn from the posterior. Markov chain
Monte Carlo (MCMC) is a widely used method to obtain such samples.

MCMC algorithms sequentially sample values of θ with the goal of eventually
having the chain of sampled values converge to a given distribution [RC04]. While
this can be done in many ways, this thesis focuses on a particular MCMC algorithm:
Metropolis-Hastings (MH) [MRR+53, Has70].

At each iteration i, the MH algorithm samples θi from a distribution π of θ by
first picking a proposal θ′ from a proposal distribution q(· | θi−1) [MRR+53], where
θi−1 is the previously sampled value∗. We shorten θi−1 to θ in the following. The ratio

∗The value of θ0 for the first iteration is given as input to the algorithm.
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of posterior and proposal densities is calculated

r(θ, θ′) = π(θ′)
π(θ)

q(θ | θ′)
q(θ′ | θ) ,

and the proposal is accepted with probability min{1, r}. If the proposal is accepted,
θi = θ′, otherwise θi = θ.

It can be shown that, with a suitable proposal distribution, the chain of θi values
is ergodic and has π as its invariant distribution, which implies that the chain converges
to π [Has70]. The invariance of π follows from the detailed balance condition [RC04]:

π(θ)q(θ′ | θ) min{1, r(θ, θ′)} = π(θ′)q(θ | θ′) min{1, r(θ′, θ)}.

The ergodicity of the chain depends on the proposal distribution. Proving ergodicity in
general can be difficult, but there is an easy to check sufficient condition: if the proposal
allows moving to any state from any state with positive probability, or probability
density, the chain is called strongly irreducible. Together with the detailed balance
condition, strong irreducibility implies ergodicity [RC04]. The Gaussian distribution
centered at the current value is a commonly used proposal, which is clearly strongly
irreducible.

When MCMC algorithms are implemented on computers under floating point
arithmetic, issues with numerical inaccuracy in floating point computations makes
the convergence of MCMC algorithms tricky to analyse. For example, floating point
implementations of sampling from the Gaussian distribution cannot give arbitrarily
large numbers, which is required for the strong irreducibility of an MH algorithm using
the Gaussian as the proposal distribution. While dealing with these issues is important
in practice, this thesis only considers MCMC algorithms under real arithmetic.

When MCMC is used in Bayesian inference, the distribution to approximate is

π(θ) = p(θ | X) = p(X | θ)p(θ)∫
p(X | θ)p(θ)dθ .

The difficult integral
∫
p(X | θ)p(θ)dθ in the denominator cancels out when computing

r, so only the likelihood and the prior are needed. For numerical stability, r is usually
computed in log-space, which makes the acceptance probability min{1, eλ(θ,θ′)} where

λ(θ, θ′) = ln p(X | θ
′)

p(X | θ) + ln p(θ
′)

p(θ) + ln q(θ | θ
′)

q(θ′ | θ) . (2.1)

The dataset X is typically a table with n independent rows. The likelihood is
given as p(x | θ) for row x. Independence of the rows means that

p(X | θ) =
∏
x∈X

p(x | θ),
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which means that the log-likelihood ratio term of λ is

ln p(X | θ
′)

p(X | θ) =
∑
x∈X

ln p(x | θ
′)

p(x | θ) .

Algorithm 1 puts all of this together to summarise the MH algorithm used for Bayesian
inference.

Algorithm 1: Metropolis-Hastings
Input: Number of iterations k, target distribution p, proposal distribution

q, initial value θ0, dataset X
for 1 ≤ i ≤ k do

denote θ = θi−1

sample θ′ ∼ q(· | θ)
ln p(X|θ′)

p(X|θ) = ∑
x∈X(ln p(x | θ′)− ln p(x | θ))

λ = ln p(X|θ′)
p(X|θ) + ln p(θ′)− ln p(θ) + ln q(θ | θ′)− ln q(θ′ | θ)

θi =

θ
′ with probability min{1, eλ}

θ otherwise
return (θ1, . . . , θk)

2.3 Measure Theory

The study of Hamiltonian Monte Carlo (HMC) in Chapter 4 requires a framework for
studying MH algorithms that have non-continuous proposal distributions, which is not
provided by the theory presented in Section 2.2 that only handles continuous proposals.
This section introduces tools from measure theory, in particular Markov kernels, that
do provide a sufficiently general framework for the study of HMC. As with the other
sections in this chapter, the introduction is very limited, only covering concepts used
in this thesis.

Measure theory is the study of measures, which unify the concepts of length,
area and volume of subsets of R, R2 and R3, the number of elements of a finite set,
probabilities of events, and other similar concepts. All of the aforementioned concepts
assign a positive real number, or infinity, to a set, that measures the size of the set
in some sense. In all cases, the measure of the empty set is zero, and measure is
additive: the measure of a union of disjoint sets is the sum of the measures of each
set in the union. Ideally, every subset would have a measure, like every finite set has
a number of elements, but assigning a length to all subsets of R in a way that has
all the properties expected of lengths is not possible [Çın11]. Similar difficulties occur
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in higher dimensions and with continuous probability distributions, so the range of a
measure is restricted to a collection of where a satisfactory assignment of measure is
possible.

Before defining measures, some notation is needed. Denote the set of natural
numbers excluding zero by N1, the set of non-negative real numbers with R+, and
denote R̄+ = R+ ∪ {∞}. In sums, the ∞-symbol behaves as expected: x+∞ =∞ for
any x ∈ R and ∞+∞ =∞. Subtracting infinity is not defined. The set of all subsets
of a set E, called the powerset of E, is denoted by P(E). Subsets of P(E) are also
called collections to differentiate them from subsets of E. The indicator function of a
set A is denoted by 1A. The Cartesian product E1×E2 · · · ×Ed is denoted by ×di=1Ei

and when Ei = E for all i ∈ 1, . . . , d, ×di=1 E = Ed.

Definition 2.12. Let E be a set and let E ⊂ P(E). E is called a σ-algebra on E if

1. ∅ ∈ E,

2. A ∈ E ⇒ AC ∈ E,

3. A1, A2, . . . ∈ E ⇒
⋃∞
i=1Ai ∈ E.

The pair (E, E) is called a measurable space.

The sets of a σ-algebra E are called E-measurable, or simply measurable if the
corresponding σ-algebra is clear from the context. The smallest σ-algebra on E that
contains all the sets of a collection C ⊂ P(E) is called the σ-algebra generated by C.

Definition 2.13. Let (E, E) be a measurable space. A measure on (E, E) is a function
µ : E → R̄+ such that

1. µ(∅) = 0,

2. For any sequence of disjoint sets A1, A2, . . . ∈ E

µ

( ∞⋃
i=1

Ai

)
=
∞∑
i=1

µ(Ai).

The triple (E, E , µ) is called a measure space.

The reason for restricting the domain of a measure to a σ-algebra is the impos-
sibility of defining a length for all subsets of R: it is possible to assign a length to
all Lebesgue-measurable sets, which form a σ-algebra [Çın11]. The measure assign-
ing length in R, area in R2 and their counterparts in higher dimensions is called the
Lebesgue measure. Lebesgue measure on Rd is denoted by md, but the subscript d is
dropped if the dimension is clear from context.
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For this thesis, it is sufficient to work with the Borel σ-algebra of Rd, denoted by
B(Rd), which is the σ-algebra of Rd generated by the collection of all the open sets of Rd.
Members of B(Rd) are called the Borel sets, and they include most sets one encounters
in mathematics: all open, all closed sets and all sets obtained from them by countable
numbers of set-theoretic operations like unions and intersections [Çın11]. As B(Rd)
is the only σ-algebra used with Rd in this thesis, the measurable space (Rd,B(Rd)) is
shortened to Rd when this does not cause ambiguity.

A measure µ on a measurable space (E, E) is called a probability measure if
µ(E) = 1. µ is called finite if µ(E) <∞ and σ-finite if there is a countable partition of
E into measurable sets E1, E2, . . . where µ(Ei) <∞ for all i ∈ N1. Many theorems in
measure theory require σ-finiteness from the involved measures to ensure that they are
not infinite for too many sets. All probability measures are clearly finite and σ-finite,
and the Lebesgue measure is σ-finite but not finite [Çın11].

For measurable spaces (E, E) and (F,F), there is a product σ-algebra E ⊗ F on
E × F that is the σ-algebra generated by the collection of sets of the form A× B for
A ∈ E and B ∈ F . The product extends to products of more than one σ-algebra,
denoted by ⊗d

i Ei for σ-algebras Ei for 1 ≤ i ≤ d. The measurable space (E×F, E ⊗F)
is called the product measurable space of (E, E) and (F,F). This extends to products of
multiple measurable spaces: (×di=1Ei,

⊗d
i=1 Ei) is the product of the measurable spaces

(Ei, Ei) for 1 ≤ i ≤ d. The measurable space (×di=1E,
⊗d

i=1 E) is denoted by (E, E)d.
If µ is a measure on (E, E), ν is a measure on (F,F) and both are σ-finite, there

is a unique measure π on (E ×F, E ⊗F) such that π(A×B) = µ(A)ν(B) holds for all
A ∈ E and B ∈ F [Çın11]. π is called the product measure of µ and ν, and is denoted
by µ × ν. The product µ × µ × · · · × µ with d − 1 products is denoted by µd. Both
product measurable spaces and product measures act on Rd and the Lebesgue measure
as expected: (Rd,B(Rd)) = (R,B(R))d and md = md

1 [Çın11].
The equality of two σ-finite measures on a product measurable space comes down

to their equality on sets that are cartesian products of sets from the measurable spaces
forming the product measurable space, if the measures are σ-finite in a specific way.
This is stated precisely in Lemma 2.16, but the main machinery used in its proof is
presented first:

Definition 2.14. Let E be a set. A collection C ⊂ P(E) is called a p-system if
A ∩B ∈ C for all A,B ∈ C.

Lemma 2.15. Let E be a set and let C ⊂ P(E) be a p-system. Let E be the σ-algebra
generated by C. Let µ and ν be finite measures on (E, E). If µ(A) = ν(A) for all A ∈ C,
µ = ν.

Proof. See [Çın11, Proposition 3.7].
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Lemma 2.16. Let µ and ν be measures on (E, E)d with a countable partition of Ed

into sets Bi for i ∈ N1 of the form Bi = ×dj=1C
i
j with Cj

i ∈ E for all i, j ∈ N1 such
that µ(Bi) <∞ and ν(Bi) <∞. Then µ = ν if and only if

µ

(
d
×
j=1

Aj

)
= ν

(
d
×
j=1

Aj

)

for all A1, . . . , Ad ∈ E.

Proof. Clearly, if µ = ν,

µ

(
d
×
j=1

Aj

)
= ν

(
d
×
j=1

Aj

)
for all A1, . . . , Ad ∈ E .

To prove the other direction, note that sets of the form ×dj=1Aj form a p-system
that generates ⊗d

j=1 E . Denote (µ|B)(A) = µ(A ∩ B) for A,B ∈ E . Then µ|B is
a measure on (E, E)d [Çın11]. Now the measures µ|Bi and ν|Bi are finite because
(µ|Bi)(A) = µ(A∩Bi) ≤ µ(Bi) <∞ for any A ∈⊗d

j=1 Ed and the same holds for ν|Bi.
Then

(µ|Bi)
(

d
×
j=1

Aj

)
= µ

((
d
×
j=1

Aj

)
∩
(

d
×
j=1

Ci
j

))

= µ

(
d
×
j=1

(Aj ∩ Ci
j)
)

= ν

(
d
×
j=1

(Aj ∩ Ci
j)
)

= (ν|Bi)
(

d
×
j=1

Aj

)

for all A1, . . . , Ad ∈ E , where the second equality uses the identity
(
×dj=1 Sj

)
∩(

×dj=1 Tj
)

= ×dj=1(Sj ∩ Tj) for all sets Sj and Tj and the third equality uses the
assumption that µ

(
×dj=1 Dj

)
= ν

(
×dj=1Dj

)
for all D1, . . . , Dd ∈ E with Dj = Aj ∩Ci

j.
By Lemma 2.15, µ|Bi = ν|Bi for all i ∈ N1. Then

µ(A) = µ(Ed ∩ A) = µ

( ∞⋃
i=1

(Bi ∩ A)
)

=
∞∑
i=1

(µ|Bi)(A) =
∞∑
i=1

(ν|Bi)(A) = ν(A)

for any A ∈⊗d
i=1 E , so µ = ν.

Measure-theoretic concepts that involve functions, particularly the Lebesgue in-
tegral discussed later, typically require that the functions preserve the measurability
of sets.

Definition 2.17. Let (E, E) and (F,F) be measurable spaces and let f : E → F . f is
called E-F-measurable if B ∈ F ⇒ f−1(B) ∈ E.
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As with measurable sets, E-F -measurable functions are simply called measurable
if E and F are clear from the context. Most functions that one comes across are
measurable. In particular, the indicators of measurable sets are measurable, continuous
functions are Borel-Borel-measurable, and compositions of measurable functions are
measurable [Çın11].

One of the hallmarks of measure theory is the Lebesgue integral, which extends
the Riemann integral to allow integration over all measurable functions, and allows
integrating with respect to an arbitrary measure. The definition [Çın11, Definition
4.3] of the Lebesgue integral is fairly technical and is not given here. Instead, the
notation used with the integral is defined, and some properties of the integral are give
in Theorem 2.19.

Definition 2.18. Let (E, E , µ) be a measure space and let f : E → R+ be a measurable
function. The Lebesgue integral of f over a set A ∈ E with respect to µ is denoted by∫

A
µ(dx)f(x).

The measure µ to integrate over is placed right next to the integral sign, which
makes the nested nested integrals encountered later much more readable than the
common approach of placing the function f next to the integral sign. The variable that
is integrated over is indicated by the differential symbol dx inside the parenthesis after
the measure µ. Note that the integral was only defined for non-negative functions. It
is possible to extend the definition to certain measurable real-valued functions [Çın11],
but the integral for non-negative functions is sufficient for this thesis.

Theorem 2.19. Useful properties of the Lebesgue integral [Çın11]:

1. For a measure space (E, E , µ) and A ∈ E,
∫
E µ(dx)1A(x) = µ(A).

2. For a measure space (E, E , µ), a measurable function f : E → R+ and A ∈ E,∫
A µ(dx)f(x) =

∫
E µ(dx)1A(x)f(x).

3. For a measure space (E, E , µ), measurable f, g : E → R+, A ∈ E and a, b ∈ R+,∫
A µ(dx)(af(x) + bg(x)) = a

∫
A µ(dx)f(x) + b

∫
A µ(dx)g(x).

4. For a Riemann-integrable function f : R → R+ and a, b ∈ R with a ≤ b,∫
[a,b] m(dx)f(x) =

∫ b
a f(x)dx, where the integral on the right is a Riemann in-

tegral.

5. For a continuous random variable X on Rd with density π and A ∈ B(Rd), P (X ∈
A) =

∫
Am(dx)π(x). For a measurable function f : Rd → R+,

∫
A π(dx)f(x) =∫

Am(dx)π(x)f(x).
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6. Let µ and ν be σ-finite measures on measure spaces (E, E) and (F,F), respec-
tively. Let f : E × F → R+ be measurable. Then∫

A
µ(da)

∫
B
ν(db)f(a, b) =

∫
B
ν(db)

∫
A
µ(da)f(a, b)

for all A ∈ E and B ∈ F .

Randomised functions come up in several places in the study of MH algorithms.
Each sample from an MH algorithm is obtained by evaluating a random function on
the previous value, so the entire algorithm can be thought of as repeatedly composing
that function, called the transition kernel, with itself. Additionally, the proposal is
also obtained from a random function on the previous value. The convergence of an
MH algorithm can be studied by studying the properties of these functions. Formally,
these randomised functions are Markov kernels, functions from values to probability
measures on values.

Definition 2.20. Let (E, E) be a measurable space. A Markov kernel on (E, E) is a
function q : E × E → [0, 1] where

1. For all A ∈ E, the function q(·, A) is measurable.

2. For all a ∈ E, the function q(a, ·) is a probability measure.

Lemma 2.21. The composition of Markov kernels q1 and q2 on a measurable space
(E, E) is given by

(q2 ◦ q1)(a, C) =
∫
E
q1(a, db)q2(b, C).

Proof. See [Çın11, Equation 6.5].

A measure µ and a Markov kernel q, both on a measurable space (E, E) can be
used to define a measure on (E, E)2. If µ is σ-finite, it suffices to define the measure on
sets of the form A× B for A,B ∈ E [Çın11]. This property is central to the following
discussion, and is formalised below.

Theorem 2.22. Let µ be a σ-finite measure and q be a Markov kernel, both on a
measurable space (E, E). Then there exists a unique measure ν on (E, E)2 such that

ν(A×B) =
∫
A
µ(da)

∫
B
q(a, db)

for all A,B ∈ E.

Proof. See [Çın11, Theorem 6.11].
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A central concept for the theory of MH algorithms is the reversibility of Markov
kernels with respect to a measure µ, which can be used to express the detailed balance
condition for general proposal and target distribution, and is used to simplify the
acceptance probability in Lemma 2.29.

Definition 2.23. Let (E, E) be a measurable space. Let q be a Markov kernel, let µ be
a σ-finite measure, both on (E, E) and let

ν1(A×B) =
∫
A
µ(da)

∫
B
q(a, db),

ν2(A×B) = ν1(B × A)

for A,B ∈ E be measures on (E, E)2. q is said to be reversible with respect to µ if
ν1 = ν2.

Because of Theorem 2.22, the equations for ν1 and ν2 in Definition 2.23 define
unique measures on (E, E)2. Theorem 2.22 also allows checking that ν1 = ν2 through
an equality of integrals:

Lemma 2.24. Let (E, E) be a measurable space, and let q be a Markov kernel and µ
be a σ-finite measure, both on (E, E). Then q is reversible with respect to µ if and only
if ∫

A
µ(da)

∫
B
q(a, db) =

∫
B
µ(db)

∫
A
q(b, da)

for all A,B ∈ E.

Proof. Let
ν1(A×B) =

∫
A
µ(da)

∫
B
q(a, db),

ν2(A×B) = ν1(B × A) =
∫
B
µ(db)

∫
A
q(b, da)

be measures on (E, E)2. If q is reversible with respect to µ, ν1 = ν2, so∫
A
µ(da)

∫
B
q(a, db) = ν1(A×B) = ν2(A×B) =

∫
B
µ(db)

∫
A
q(b, da).

If ∫
A
µ(da)

∫
B
q(a, db) =

∫
B
µ(db)

∫
A
q(b, da),

then

ν1(A×B) =
∫
A
µ(da)

∫
B
q(a, db) =

∫
B
µ(db)

∫
A
q(b, da) = ν2(A×B).

Now the uniqueness in Theorem 2.22 shows that ν1 = ν2.

If the Markov kernel is defined on a product measurable space, Lemma 2.16 allows
factoring the integrals in Lemma 2.24 further:
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Lemma 2.25. Let (E, E) be a measurable space, and let q be a Markov kernel on
(E, E)2 and µ be a σ-finite measure on (E, E). Then q reversible with respect to µ2 if
and only if∫

A
µ(da)

∫
B
µ(db)

∫
C×D

q((a, b), d(c, d)) =
∫
C
µ(dc)

∫
D
µ(dd)

∫
A×B

q((c, d), d(a, b)).

Proof. Let S, T ∈ E2 and let

ν1(S × T ) =
∫
S
µ2(ds)

∫
T
q(s, dt),

ν2(S × T ) =
∫
T
µ2(dt)

∫
S
q(t, ds).

Recall that µ2 is the unique measure defined by

µ2(A×B) = µ(A)µ(B) =
∫
A
µ(da)

∫
B
µ(db)

for all A,B ∈ E . Reversibility of q with respect to µ2 is now equivalent to ν1 = ν2.
When S = A×B and T = C ×D,

ν1(A×B × C ×D) =
∫
A
µ(da)

∫
B
µ(db)

∫
C×D

q((a, b), d(c, d)),

ν2(A×B × C ×D) =
∫
C
µ(dc)

∫
D
µ(dd)

∫
A×B

q((c, d), d(a, b)),

so ν2(A×B × C ×D) = ν1(C ×D × A×B).
If q is reversible with respect to µ2, ν1 = ν2, so∫

A
µ(da)

∫
B
µ(db)

∫
C×D

q((a, b), d(c, d)) = ν1(A×B × C ×D)

= ν2(A×B × C ×D)

=
∫
C
µ(dc)

∫
D
µ(dd)

∫
A×B

q((c, d), d(a, b)).

If ∫
A
µ(da)

∫
B
µ(db)

∫
C×D

q((a, b), d(c, d)) =
∫
C
µ(dc)

∫
D
µ(dd)

∫
A×B

q((c, d), d(a, b)),

then

ν1(A×B × C ×D) =
∫
A
µ(da)

∫
B
µ(db)

∫
C×D

q((a, b), d(c, d))

=
∫
C
µ(dc)

∫
D
µ(dd)

∫
A×B

q((c, d), d(a, b)).

= ν2(A×B × C ×D).
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As µ is σ-finite, there is a countable partition Ei of E such that µ(Ei) < ∞ for all
i ∈ N1. Then Ei × Ej × Ek × El for i, j, k, l ∈ N1 is a countable partition of E4, and

ν1(Ei × Ej × Ek × El) =
∫
Ei
µ(da)

∫
Ej
µ(db)

∫
Ek×El

q((a, b), d(c, d))

≤
∫
Ei
µ(da)

∫
Ej
µ(db)

<∞,

ν2(Ei × Ej × Ek × El) =
∫
Ek

µ(dc)
∫
El

µ(dd)
∫
Ei×Ej

q((c, d), d(a, b))

≤
∫
Ek

µ(dc)
∫
El

µ(dd)

<∞.

Now Lemma 2.16 shows that ν1 = ν2.

The equation used to check reversibility in Lemma 2.24 also applies if an arbitrary
measurable function is included on both sides:

Lemma 2.26. Let q be a Markov kernel on a measurable space (E, E) reversible with
respect to a σ-finite measure µ on (E, E) and let f : E × E → R+ be a measurable
function. Then ∫

A
µ(da)

∫
B
q(a, db)f(a, b) =

∫
B
µ(db)

∫
A
q(b, da)f(a, b).

Proof. Setting
ν1(A×B) =

∫
A
µ(da)

∫
B
q(a, db),

ν2(A×B) =
∫
B
µ(db)

∫
A
q(b, da)

for all A,B ∈ E defines unique measures ν1 and ν2 on (E, E)2 by Theorem 2.22, which,
by Definition 2.23, are equal. Then∫

A
µ(da)

∫
B
q(a, db)f(a, b) =

∫
A

∫
B
ν1(da, db)f(a, b)

=
∫
A

∫
B
ν2(da, db)f(a, b)

=
∫
B
µ(db)

∫
A
q(b, da)f(a, b).

For a composition of reversible Markov kernels is not necessarily reversible, but
an equality similar to Lemma 2.24 still holds:

Lemma 2.27. For Markov kernels q1 . . . qk on (E, E) reversible with respect to a σ-
finite measure µ on (E, E),∫

A
µ(da)

∫
C

(qk ◦ · · · ◦ q1)(a, dc) =
∫
C
µ(dc)

∫
A

(q1 ◦ · · · ◦ qk)(c, da).
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Proof. Lemma 2.21 can be restated as∫
C

(q2 ◦ q1)(a, dc) =
∫
E
q1(a, db)

∫
C
q2(b, dc). (2.2)

The proof is by induction on k. For k = 1, the claim is the definition of reversibility
with respect to µ. If the claim holds for k − 1,∫

A
µ(da)

∫
C

(qk ◦ · · · ◦ q1)(a, dc)

=
∫
A
µ(da)

∫
E

(qk−1 ◦ · · · ◦ q1)(a, db)
∫
C
qk(b, dc)

=
∫
E
µ(db)

∫
A

(q1 ◦ · · · ◦ qk−1)(b, da)
∫
C
qk(b, dc)

=
∫
E
µ(db)

∫
C
qk(b, dc)

∫
A

(q1 ◦ · · · ◦ qk−1)(b, da)

=
∫
C
µ(dc)

∫
E
qk(c, db)

∫
A

(q1 ◦ · · · ◦ qk−1)(b, da)

=
∫
C
µ(dc)

∫
A

(q1 ◦ · · · ◦ qk)(c, da),

where the first equality uses Equation (2.2), the second equality uses the induction
hypothesis for k− 1, the third equality uses uses Theorem 2.19 (6) to change the order
of integration, the fourth uses Lemma 2.26 to swap the integration variables for two
leftmost integrals and the last uses Equation (2.2) again. Thus the claim holds for all
k ∈ N1 by induction.

If the composition qk ◦ · · · ◦ q1 is symmetric, Lemma 2.27 becomes a statement
on the reversibility of the composition. More formally:

Lemma 2.28. Let q1, . . . , qk be Markov kernels on (E, E) reversible with respect to a
σ-finite measure µ on (E, E). If q1 ◦ · · · ◦ qk = qk ◦ · · · ◦ q1, the composition q1 ◦ · · · ◦ qk
is reversible with respect to µ.

Proof. Because q1 ◦ · · · ◦ qk = qk ◦ · · · ◦ q1, by Lemma 2.27∫
A
µ(da)

∫
C

(qk ◦ · · · ◦ q1)(a, dc) =
∫
C
µ(dc)

∫
A

(q1 ◦ · · · ◦ qk)(c, da)

=
∫
C
µ(dc)

∫
A

(qk ◦ · · · ◦ q1)(c, da).

and the claim follows from Lemma 2.24.

Reversibility is linked to the theory of MH algorithms: the detailed balance con-
dition is equivalent to the reversibility of the transition kernel of the MH algorithm
with respect to the target distribution π [Tie98]. Additionally, if target is continuous,
and the proposal is reversible with respect to the Lebesgue measure, the acceptance
probability is simplified, as shown below.
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Lemma 2.29. For an MH-algorithm, if the proposal Markov kernel q on Rn is re-
versible with respect to the Lebesgue measure, the target distribution π is continuous
and

α(θ, θ′) = min
{

1, π(θ′)
π(θ)

}
is used as the acceptance probability when moving from θ to θ′, the algorithm has π as
the invariant distribution.

Proof. With acceptance probability α, the algorithm has π as its invariant distribution
if the detailed balance condition,∫

A
π(dθ)

∫
B
q(θ, dθ′)α(θ, θ′) =

∫
B
π(dθ′)

∫
A
q(θ′, dθ)α(θ′, θ)

for all A,B ∈ B(Rd), holds [Tie98]∗. As π is continuous and q is reversible with respect
to the Lebesque measure m, for all A,B ∈ B(Rd)∫

A
π(dθ)

∫
B
q(θ, dθ′)α(θ, θ′) =

∫
A
m(dθ)

∫
B
q(θ, dθ′)π(θ)α(θ, θ′)

=
∫
A
m(dθ)

∫
B
q(θ, dθ′) min{π(θ), π(θ′)}

=
∫
B
m(dθ′)

∫
A
q(θ′, dθ) min{π(θ′), π(θ)}

=
∫
A
π(dθ′)

∫
B
q(θ′, dθ)α(θ′, θ).

Deterministic and partially deterministic proposals studied in Chapter 4 require
handling Markov kernels that are (partially) deterministic. This is made possible by
the Dirac measure, which is the probability measure for a degenerate random variable
that always takes the same value.

Definition 2.30. The Dirac measure δx for x ∈ Rd is a measure on Rd where

δx(A) =

1 if x ∈ A

0 if x /∈ A

Based on the definition, δx is the probability measure of a random variable that
always has the value x. As a Markov kernel, it represents the identity function. The
Dirac measure can also represent the Markov kernel of any deterministic function f by
δf(x). It turns out that with a suitable f , δf(x) is reversible with respect to the Lebesgue
measure, which is applied together with Lemma 2.29 in Chapter 4.

Lemma 2.31. For a function f : Rd → Rd that preserves Lebesgue measure and has
f−1 = f , the Dirac measure perturbed by f , δf(x), is reversible with respect to the
Lebesgue measure. As a special case, the Dirac measure δx is reversible with respect to
the Lebesgue measure.

∗Tierney [Tie98] states the detailed balance condition as an equality of measures, which, by
Lemma 2.16, can be expressed as an equality of integrals.
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Proof. Recall that the Lebesgue measure is denoted by m. Because f and f−1 preserve
m, ∫

A
m(dx)δf(x)(B) =

∫
A
m(dx)1B(f(x))

= m(A ∩ f−1(B))

= m(f−1(A ∩ f−1(B)))

= m(f−1(A) ∩ f−1(f−1(B)))

= m(f−1(A) ∩B)

=
∫
B
m(dx)δf(x)(A),

where the first equality uses the identity δt(B) = 1B(t) for any t ∈ Rd the second
uses Theorem 2.19 (1, 2) and the identity 1S(t)1T (t) = 1S∩T (t) for any t ∈ Rd and
S, T ⊂ Rd, the third uses the fact that f−1 preserves Lebesgue measure, the fourth
uses the identity f−1(S ∩ T ) = f−1(S) ∩ f−1(T ), the fifth uses the fact that f−1 = f ,
and the last uses the first and second equalities backward. Now the reversibility of
δf(x) with respect to the Lebesgue measure follows from Lemma 2.24. The special case
of δx is obtained by setting f(x) = x.

Another useful property of the Dirac measure is the fact that integrating over
it evaluates the integrated function [Çın11]: for any measurable f : Rd → R+ and
x0 ∈ Rd, ∫

Rd
δx0(dx)f(x) = f(x0).

This property has a simple generalisation when integrating over a set A:

Lemma 2.32. For any measurable f : Rd → R+, A ∈ B(Rd) and x0 ∈ Rd,∫
A
δx0(dx)f(x) = 1A(x0)f(x0).

Proof. ∫
A
δx0(dx)f(x) =

∫
Rd
δx0(dx) 1A(x)f(x) = 1A(x0)f(x0).



3. Differentially Private MH

As seen in Section 2.1, an algorithm can be made differentially private by adding
Gaussian noise to its output. The noise could also be added to any intermediate value
calculated by the algorithm, and post-processing immunity will guarantee that the
same DP bounds that hold for releasing the intermediate value also hold for releasing
the final result of the algorithm.

In 2019, Yildirim and Ermis [YE19] realised that if Gaussian noise is added to
the exact value of λ from Equation (2.1), the noise can be corrected for, yielding a DP
MH algorithm, called DP penalty, which converges to the correct distribution. In the
same year, Heikkilä et al. [HJDH19] developed another DP MCMC algorithm, called
DP Barker, which uses subsampling to amplify privacy. DP Barker is based on the
Barker acceptance test [Bar65] instead of the MH test, and uses an approximation of
the Barker acceptance test to correct for the noise added for DP.

Also in 2019, Sommer et al. proved the ADP-bound of Theorem 2.11 [SMM19],
which gives tight bounds for ADP, unlike the zCDP based privacy accounting Yildirim
and Ermis [YE19] used. Section 3.2 applies the new ADP-bound to DP penalty. Sec-
tion 3.4 combines DP penalty with the subsampling idea from DP Barker, and formu-
lates a subsampled DP penalty algorithm.

3.1 Differentially Private MH with the Penalty Al-
gorithm

In 1999, Ceperley and Dewing [CD99] developed a variant of the MH algorithm called
the penalty algorithm for cases where only a noisy approximation of λ is known. The
original use case was simulations in physics where computing λ requires computing
intractable energies, so they must be approximated. The penalty algorithm modifies
the acceptance probability to account for the noise added to λ and still converges to
the correct distribution if the noise is Gaussian with known variance.

The DP penalty algorithm adds Gaussian noise to the value of λ, and uses the
penalty algorithm to correct the acceptance probability so that the algorithm still

23



24 Chapter 3. Differentially Private MH

converges to the correct distribution [YE19]. The corrected acceptance probability for
Gaussian noise with variance σ2 is

min{1, eλ(θ,θ′)− 1
2σ

2}.

Theorem 3.1 gives the number of iterations DP penalty can be run for when the
privacy cost is computed through zCDP, which is what Yildirim and Ermis prove in
their paper [YE19].

Theorem 3.1. Let ε > 0, 0 < δ < 1, α > 0, τ > 0 and n > 0. Let

ρ = (
√
ε− ln δ −

√
− ln δ)2,

c(θ, θ′) = sup
xj ,x′j

(p(xj | θ′)− p(xj | θ)− (p(x′j | θ′)− p(x′j | θ))),

σ2(θ, θ′) = τ 2n2αc2(θ, θ′).

Then running DP penalty for
k = b2τ 2n2αρc

iterations with dataset size n, when using σ2 as the variance of the Gaussian noise and
the substitute neighborhood relation, is (ε, δ)-ADP.

The τ -parameter controls the trade-off between the amount of noise and the
number of iterations the algorithm is allowed to run for. From the expression for σ2

and k in Theorem 3.1, the standard deviation of the noise increases linearly with τ ,
while the number of iterations increases quadratically.

Yildirim and Ermis [YE19] see α as a bound on c of the form

c(θ, θ′) ≤ Cn−α

for almost all θ and θ′ and constant C > 0 [YE19, Assumption A1]. They also consider
a weaker form where for any t > 0 there is a C > 0 such that P (c(θ, θ′) > Cn−α) <
t [YE19, Assumption A4]. The first stronger form implies that there is an upper
bound on σ(θ, θ′) that does not depend on n, and the weaker bound implies that
σ(θ, θ′) can only exceed the upper bound with small probability. Yildirim and Ermis
these as a necessary condition for the DP penalty algorithm to perform well. They
also recommend having α = 1

2 , which is used in the experiments in Chapter 6. With
clipping and when using a Gaussian proposal distribution, the weaker bound can be
achieved by setting the clip bound based on n. For the experiments in Chapter 6, the
parameters are optimised separately for each n that is used, so setting any clip bound
can be seen as choosing a value of C for each t.
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Theorem 3.1 requires a bound on sensitivity of the log-likelihood ratio. If there
is a bound

| ln p(xj | θ′)− ln p(xj | θ)| ≤ L||θ − θ′||2

for all xj, θ and θ′ then

c(θ, θ′) ≤ 2L||θ − θ′||2.

The former bound is true in some models, such as logistic regression [YE19]. In other
models it can be forced by clipping the log-likelihood ratios with the bound b = L||θ−
θ′||2. This will remove the guarantee of eventually converging to the correct posterior,
but if L is chosen to be large enough, the clipping will not affect the acceptance decision
frequently. As a tradeoff, picking a large L will increase the variance of the Gaussian
noise and slow down convergence through it. The effects of clipping are empirically
studied in Section 6.2.

Yildirim and Ermis [YE19] propose two potential variations to improve the per-
formance of the penalty algorithm. The first variation, called one component updates
(OCU) in this thesis, is only proposing changes in one dimension in a multidimensional
problem. This decreases ||θ − θ′||2, which means that it decreases the noise variance.

The second variation is called guided walk Metropolis Hastings (GWMH) [YE19].
In GWMH, proposals change only one dimension, as in OCU. Additionally, a direction
is associated with each dimension, and proposals are only made in the current direction
of the chosen dimension. After an accepted proposal, the direction is kept the same,
but after a rejection it is switched. This means that the chain can move towards
areas of higher probability faster because, after some initial proposals are rejected, the
directions for each dimension point towards the area of high probability, so all proposals
are towards it. Without GRMH, most proposals would move the chain away from the
area of high probability, and would likely be rejected.

3.2 Applying New Techniques to DP Penalty

The DP penalty algorithm is a composition of Gaussian mechanisms, so the ADP-
bound of Theorem 2.11 is applicable. Unlike Theorem 3.1, Theorem 2.11 gives tight
ADP-bounds, so using the latter instead of the former will always give better privacy
bounds. Theorem 3.2 formulates the bound of Theorem 2.11 for DP penalty. The
iteration numbers the theorems allow are compared in Section 6.1.

Theorem 3.2. Let ε > 0, α > 0, τ > 0 and n > 0. Define c and σ2 as in Theorem 3.1.
The DP penalty algorithm, after running for k iterations using σ2 as the noise variance
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with dataset size n, is (ε, δ(ε))-DP, with the substitute neighborhood relation, for

δ(ε) = 1
2

(
erfc

(
ε− kµ
2
√
kµ

)
− eε erfc

(
ε+ kµ

2
√
kµ

))
,

where µ = 1
2τ2n2α . Furthermore, this privacy bound is tight if the values of the log-

likelihood ratio λ are released.

Proof. DP penalty is an adaptive composition of Gaussian mechanisms that release
noisy values of λ(θ, θ′). With the substitute neighborhood relation, the sensitivity of
λ(θ, θ′) is c(θ, θ′). For the tight ADP bound used here, the sensitivity must be constant
in each iteration. This is achieved by releasing λ(θ,θ′)

c(θ,θ′) instead, which has sensitivity 1.
c(θ, θ′) does not depend onX, so λ(θ, θ′) can be obtained from λ(θ,θ′)

c(θ,θ′) by post-processing.
Adding Gaussian noise with variance σ2

n to
λ(θ,θ′)
c(θ,θ′) is equivalent to adding Gaussian

noise with variance σ2
nc

2(θ, θ′) to λ(θ, θ′). Setting σ2
n = τ 2n2α and plugging into the

ADP bound of Theorem 2.11 proves the claim.

Theorem 3.2 is harder to use than Theorem 3.1 because the number of iterations
DP penalty can be run for given an (ε, δ)-bound cannot be computed analytically for
the former. However, the maximum number of iterations can be solved for numerically.
Algorithm 2 shows a simple procedure that solves the maximum number of iterations
using the bisection method.

Algorithm 2: Maximise the number of iterations.
Input: ε, δ, τ and n
zcdp: compute the number of iterations from Theorem 3.1
adp: compute δ(ε) from Theorem 3.2
low = zcdp(ε, δ, τ, n)
high = max{low, 1}
while adp(ε, high, τ, n) < δ do

high = high · 2
while bhighc − blowc > 1 do

// new does not need to be an integer as adp can handle a
non-integer number of iterations

new = high+low
2

if adp(ε, new, τ, n) > δ then
high = new

else
low = new

if adp(ε, bhighc, τ, n) < δ then
return bhighc

else
return blowc



3.3. The Barker Acceptance Test 27

3.3 The Barker Acceptance Test

The DP Barker algorithm of Heikkilä et al. [HJDH19] is based on the Barker acceptance
test [Bar65] instead of the MH test. Instead of using the MH acceptance probability,
the Barker acceptance test samples Vlog ∼ Logistic(0, 1) and accepts if λ+ Vlog > 0.

If Gaussian noise with variance σ2 is added to λ, as long as σ2 is not too large,
there exists an approximate correction distribution Vcorr such that N (0, σ2) + Vcorr

has approximately the same distribution as Vlog. Because the variance of Vlog is
π2

3 [HJDH19], the variance of Vcorr must be π2

3 − σ2, which means that there is an
upper bound to the noise variance: σ2 < π2

3 . Testing whether λ+N (0, σ2) + Vcorr > 0
is approximately equivalent to testing whether λ + Vlog > 0, which means that it is
possible to derive a DP MCMC algorithm based on the Barker acceptance test if the
correction distribution can be sampled from.

However, the analytical form of Vcorr is not known [HJDH19]. Heikkilä et al.
approximate the distribution with a Gaussian mixture model. This means that their
algorithm only converges to an approximately correct distribution, but the approxima-
tion error can be made very small.

By computing the sum in λ only over a subset of the data, the running time
of the algorithm is reduced, privacy bounds of the algorithm are improved as the
output distribution becomes less sensitive to changes in the input data. The latter
property is called subsampling amplification of DP [WBK19]. Using the λ computed
with subsampling instead of the full data λ introduces an additional error that must
be corrected for to have the algorithm converge to the correct distribution.

The central limit theorem (CLT) states that the distribution of a sum of random
variables approaches a Gaussian distribution as more random variables are summed,
if some conditions on the independence and variance of the random variables are
met [SPCC17]. With the CLT, it can be argued that the error from using the subsam-
pled λ instead of the full data λ has an approximately Gaussian distribution, if the
subsample is large enough [SPCC17].

The variance of the error from subsampling can be estimated by the sample
variance of the individual terms in the sum in λ [SPCC17]. This allows combining the
errors from subsampling and the Gaussian noise from the Gaussian mechanism to a
single Gaussian noise value. The Vcorr distribution can then be used to approximate
the Barker acceptance test as above [HJDH19]. See Algorithm 3 for the DP Barker
algorithm∗.

Heikkilä et al. [HJDH19] do not directly bound the sensitivity of λ as is done in
DP penalty, because the sample variance also depends on input data. Instead they

∗See [HJDH19] for the sampling procedure of Vcorr.



28 Chapter 3. Differentially Private MH

directly bound the Rényi divergence between N (0, σ2 − σ2
b ), where σ2

b is the batch
sample variance, for two adjacent inputs. Subsampling amplification is accounted for
with an amplification theorem for RDP [WBK19].

Theorem 3.3. If

| ln p(xj | θ′)− ln p(xj | θ)| ≤
√
b

n
,

2 < α <
b

5 , α ∈ N

for all θ, θ′ and xj, running k iterations of DP Barker with dataset size n, minibatch
size b and noise variance σ2 = 2 is (α, kε(α))-RDP for the substitute neighborhood
relation, with

ε(α) = 1
α− 1 ln

1 + q2
(
α

2

)
min{4(eε′(2) − 1), 2eε′(2)}+ 2

α∑
j=3

qj
(
α

j

)
e(j−1)ε′(j)


and

ε′(α) = 5
2b + 1

2(α− 1) ln 2b
b− 5α + 2α

b− 5α,

where q = b
n
[HJDH19].

The RDP bounds given by Theorem 3.3 can be converted to ADP bounds with
Theorem 2.5. This requires choosing an optimal α in the given range that maximises
the number of iterations the algorithm can run for.

Like DP penalty, DP Barker requires a bound on the log-likelihood ratio for one
row of data. The bound can be forced through clipping if the model does not meet it,
but because of the n in the denominator of the bound, it can get very tight for large
values of n. As a result, clipping may be needed for almost all log-likelihood ratios,
which may cause the algorithm to converge to a very different distribution from the
posterior.

To alleviate the tight bound on log-likelihood sensitivity, DP Barker is best used
with a tempered likelihood [HJDH19]. In tempering, the log-likelihood is multiplied
by a number T = n0

n
< 1. This increases the variance of the resulting posterior and

may lower modeling error in some cases [HJDH19].
Using the tempered likelihood, the log-likelihood bound becomes

T | ln p(xj | θ′)− ln p(xj | θ)| ≤
√
b

n
,

which is equivalent to

| ln p(xj | θ′)− ln p(xj | θ)| ≤
√
b

n0
.

Typically n0 � n for large datasets, so using a tempered likelihood requires significantly
less clipping than a nontempered likelihood.
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Algorithm 3: DP Barker
Input: Number of iterations k, initial value θ0, target distribution p,

proposal distribution q, noise variance σ2, data X
for 1 ≤ i ≤ k do

denote θ = θi−1

sample θ′ ∼ q(· | θ)
sample B ⊂ {1, . . . , n}
for j ∈ B do

rj = clip√b
n0

(ln p(xj | θ′)− ln p(xj | θ))

σ2
b = Var{rj | j ∈ B}
λ = n

b

∑
j∈B rj + ln p(θ′)

p(θ) + ln q(θ|θ′)
q(θ′|θ)

sample s ∼ N (0, σ2 − σ2
b )

sample c ∼ V σ2
corr

θi =

θ
′ if λ+ s+ c > 0

θ otherwise
return (θ1, . . . , θk)

Tuning the parameters of DP Barker is more restrictive than DP penalty, as the
former does not have a tunable clip bound, and its noise variance has an upper bound.
In addition, choosing a noise variance requires computing the Vcorr approximation for
that variance. For these reasons, only noise variance σ = 2 from Theorem 3.3 is used,
as was done by Heikkilä et al. [HJDH19].

3.4 The Penalty Algorithm with Subsampling

In the DP Barker algorithm, the log-likelihood ratio is computed using only a sub-
sample of the dataset, which amplifies privacy. Subsampling can also be used with the
penalty algorithm in the same way, if the acceptance test is corrected for the error from
subsampling.

As with DP Barker, the error from subsampling is approximately normally dis-
tributed by the central limit theorem. The variance of the subsampling error can be
estimated from the sample variance of individual terms of the sum in the log-likelihood
ratio. This means that the penalty method can be used to correct for the subsampling
error.

The acceptance probability with subsampling is

min{1, eλ∗(θ,θ′)− 1
2 (σ2+σ2

b )},
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where

λ∗(θ, θ′) = nT

b

∑
x∈B

ln p(x | θ
′)

p(x | θ) + ln p(θ
′)q(θ | θ′)

p(θ)q(θ′ | θ) ,

T is the tempering multiplier and σ2
b is the sample variance of the log-likelihood ratios

in batch B. Denote

rx = ln p(x | θ
′)

p(x | θ) ,

R =
∑
x∈B

rx.

Then σ2
b can be estimated from the sample variance of rx:

σ2
b = Var

(
nT

b

∑
x∈B

rx

)
= n2T 2

b2

∑
x∈B

Var(rx) = n2T 2

b
Var(rx)

≈ (nT )2

b2

∑
x∈B

(
rx −

R

b

)2
= (nT )2

b2

(∑
x∈B

r2
x −

R2

b

)
.

Because σ2
b depends on the data, releasing λ privately is not enough, λ− 1

2σ
2
b must

be released privately. This means that using subsampling requires adding additional
noise to account for the sensitivity of 1

2σ
2
b .

The sensitivity of λ− 1
2σ

2
b is

∆λ+ 1
2∆σ2

b .

With the bound rj ≤ L||θ − θ′||2 used in DP penalty, the bound sensitivity of λ is the
same as without subsampling. The sensitivity of σ2

b must be bounded separately. The
bound is first computed over neighboring datasets B and B′ that have the same size as
the subsample. The effect of subsampling is then taken into account with a separate
theorem of Wang et al. [WBK19].

Lemma 3.4. The sensitivity of 1
2σ

2
b over dataset size b when rx ≤ L||θ − θ′||2, has

upper bound

1
2∆σ2

b ≤
3(b− 1)n2T 2L2

b3 ||θ − θ′||22

Proof. For substitute neighboring datasets B ∼ B′, denote the common part they have
by B∗, and the differing element by x ∈ B and x′ ∈ B′. Then, denoting rx = r(x) and



3.4. The Penalty Algorithm with Subsampling 31

R(B) = ∑
x∈B rx,

∆σ2
b = sup

D∼D′
|σ2
b (B)− σ2

b (B′)|

=
(
nT

b

)2
sup
B∼B′

∣∣∣∣ ∑
x∈B

r2(x)−
∑
x∈B′

r2(x) + 1
b
R2(B′)− 1

b
R2(B)

∣∣∣∣
=
(
nT

b

)2
sup
x,x′,B∗

∣∣∣∣r2(x)− r2(x′) + 1
b

(R(B∗) + r(x′))2 − 1
b

(R(B∗) + r(x))2
∣∣∣∣

=
(
nT

b

)2
sup
x,x′,B∗

∣∣∣∣r2(x)− r2(x′) + 1
b

(R2(B∗) + 2R(B∗)r(x′) + r2(x′))

− 1
b

(R2(B∗) + 2R(B∗)r(x) + r2(x))
∣∣∣∣

=
(
nT

b

)2
sup
x,x′,B∗

∣∣∣∣ (1− 1
b

)
(r2(x)− r2(x′)) + 2

b
R(B∗)(r(x′)− r(x))

∣∣∣∣∣∣
≤
(
nT

b

)2 ∣∣∣∣1− 1
b

∣∣∣∣ sup
x,x′

∣∣∣∣(r2(x)− r2(x′))
∣∣∣∣+ 2

b

(
nT

b

)2
sup
x,x′,B∗

∣∣∣∣R(B∗)(r(x′)− r(x))

∣∣∣∣∣∣
=
(
nT

b

)2 ∣∣∣∣1− 1
b

∣∣∣∣ sup
x,x′

∣∣∣∣(r2(x)− r2(x′))
∣∣∣∣+ 2

b

(
nT

b

)2
sup
x,x′
|r(x′)− r(x)| sup

B∗
|R(B∗)|

≤
(
nT

b

)2 ∣∣∣∣1− 1
b

∣∣∣∣ sup
x,x′

∣∣∣∣(r2(x)− r2(x′))
∣∣∣∣+ 2

b

(
nT

b

)2
sup
x,x′
|r(x′)− r(x)|(b− 1) sup

d
|r(x)|.

Plugging the bound supx |r(x)| ≤ L||θ− θ′||2 into the last expression proves the claim.

Theorem 3.5. Let ε > 0, 0 ≤ δ < 1, τ > 0 T > 0, L > 0, b > 0, n > 0,

∆λ = 2nTL
b
||θ − θ′||2,

∆σ =
(
nT

b

)2 ∣∣∣∣1− 1
b

∣∣∣∣L2||θ − θ′||22,+
2(b− 1)

b

(
nT

b

)2
L2||θ − θ′||22,

c(θ, θ′) = ∆λ + ∆σ,

σ2(θ, θ′) = τc2(θ, θ′).

Then running minibatch DP penalty with subsample size b for a dataset size n for k
iterations is (α, kε(α))-RDP for the substitute neighborhood relation, with

ε(α) = 1
α− 1 ln

1 + q2
(
α

2

)
min{4(eε′(2) − 1), 2eε′(2)}+ 2

α∑
j=3

qj
(
α

j

)
e(j−1)ε′(j)

 ,
ε′(α) = α

2τ ,

and q = b
n
.
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Proof. By Lemma 3.4, ∆σ(θ, θ′) an upper bound to the sensitivity of 1
2σ

2
b , therefore

c(θ, θ′) is an upper bound to the sensitivity of λ− 1
2σ

2
b .

This means that a Gaussian mechanism taking a subsample B of the data as
input and uses σ(θ, θ′) as the noise variance is (α, ε′(α))-RDP with

ε′(α) = α

2τ .

By the subsampling amplification theorem [WBK19, Theorem 9] and the composi-
tion theorem of RDP (Theorem 2.7), the combination of subsampling and Gaussian
mechanism is (α, kε(α))-RDP with

ε(α) = 1
α− 1 ln

1 + q2
(
α

2

)
min{4(eε′(2) − 1), 2eε′(2)}+ 2

α∑
j=3

qj
(
α

j

)
e(j−1)ε′(j)

 ,
when run for k iterations for integer α ≥ 2.

Theorem 3.5 does not give tight bounds for ADP, as it is based on RDP. Com-
puting tight ADP bounds for the minibatch penalty algorithm requires an analogue
of the ADP bound of Theorem 2.11 for the Gaussian mechanism with subsampling.
An analytical and tight ADP bound for the subsampled Gaussian mechanism is not
known, but the Fourier accountant of Koskela et al. [KJH20] can approximate the tight
bound with a very small error.

The Fourier accountant takes the subsampling ratio q and noise variance, and
computes the ADP bounds of the subsampled Gaussian mechanism with sensitivity 1.
For the minibatch penalty algorithm, the released value λ− 1

2σ
2
b has sensitivity c(θ, θ′),

and noise variance τc2(θ, θ′), but if the released value is normalised to have sensitivity
1, the noise variance becomes τ , which makes the Fourier accountant easy to apply to
the minibatch penalty algorithm. As with the DP penalty algorithm, the maximum
number of iterations for minibatch DP penalty can be computed using Algorithm 2 by
computing values of δ in Algorithm 2 with the Fourier accountant∗.

The DP Barker algorithm, like minibatch penalty, uses RDP to compute privacy
bounds. Using the Fourier accountant with DP Barker may be possible, but it is not as
simple as with minibatch penalty, as DP Barker does not consider releasing the sample
variance σ2

b directly.
The appearance of n as a multiplier of ∆λ and n2 as a multiplier of ∆σ causes the

noise variance to increase with n, without a corresponding decrease in ε′. This makes
subsampled DP penalty unsuitable for problems with large datasets, unless tempering
is used. Like with DP Barker, using tempering T = n0

n
cancels n out of the noise

variance.
∗The Fourier accountant handles the non-integer iteration numbers used by Algorithm 2 by inter-

nally rounding them down.
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The minibatch DP penalty algorithm has the same parameters as DP penalty,
with the addition of the batch size parameter. The restrictions on the noise variance of
DP Barker are not present in minibatch DP penalty. In Theorem 3.5, the expression
for σ was simplified by multiplying c2 by only a single number τ , instead of the τ 2n2α

used in Theorem 3.1 after Yildirim and Ermis [YE19]. This makes using the Fourier
accountant particularly simple, as the noise variance given to it is simply τ .

The proposed variations of the penalty algorithm, one component updates and
guided walk MH, are also applicable with subsampling. The sensitivity reduction from
OCU may be especially useful, as the variance sensitivity contains the square of the
distance between the current and proposed parameter values, so reducing the distance
by updating only a single component can greatly reduce the added noise.





4. Differentially Private
Hamiltonian Monte Carlo

Hamiltonian Monte Carlo (HMC†) [DKPR87, Nea11] is a widely used MCMC algorithm
that, like MH and the penalty algorithm, was originally developed for simulations in
physics, but has since been applied to Bayesian inference.

HMC simulates the trajectory of a moving particle in a way that allows it to draw
samples from a target distribution [Nea11]. With perfect simulation, an acceptance
test would not be needed, but exact simulation of the moving particle is typically not
possible, so a MH acceptance test is used for proposals generated by the simulation.
Despite imperfections, the simulation can generate long jumps that stay in areas of
high probability, giving HMC a higher acceptance rate than MH using a Gaussian
distribution as the proposal, at the cost of higher computational requirements.

This chapter first introduces HMC in the non-DP setting in Section 4.1. In
Section 4.2 HMC is made differentially private using the acceptance test of the penalty
algorithm and adding noise to the proposal phase appropriately. The convergence of
DP HMC is proven in Section 4.3 using the measure-theoretic tools of Section 2.3.

4.1 MCMC with Hamiltonian Dynamics

The motion of a particle on a frictionless surface of varying height is governed by the
initial position and velocity of the particle, and the height of the surface at different
positions [Nea11]. The kinetic energy of the particle with momentum‡ p ∈ R2 and mass
m ∈ R is pT p

2m . The potential energy of the particle at position θ ∈ R2 is proportional
to the height of the surface, given by a continuously differentiable function U . The
sum of potential and kinetic energies, the total energy of the system, is called the
Hamiltonian H. Hamilton’s equations give the equations of motion for a system with

†HMC originally stood for hybrid Monte Carlo, but the name Hamiltonian Monte Carlo has become
more common.

‡Momentum is velocity times mass.

35
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a given Hamiltonian:

dθ

dt
= ∂H

∂p
,

dp

dt
= −∂H

∂θ
.

Given H(θ, p) = U(θ) + pT p
2m , Hamilton’s equations become

dθ

dt
= p

m
,

dp

dt
= −∇U(θ).

These equations define a function Tt taking an initial state (θ, p) of the particle to
the state T (θ, p) after time t. Solving Tt analytically is usually not possible, but Tt can
be approximately simulated by the leapfrog method. The leapfrog method sequentially
updates an estimate (θi, pi) of the state in L steps of η as follows:

pi+1/2 = pi −
η

2∇U(θi),

θi+1 = θi + ηpi+1/2

m
,

pi+1 = pi+1/2 −
η

2∇U(θi+1).

The simulation starts with θ0 = θ and p0 = p and the result is given by TLη(θ, p) ≈
(θL, pL).

The above equations for two-dimensional θ and p generalize to any number of
dimensions d [Nea11]. The physical analogue would be a particle moving on a d-
dimensional hypersurface with “height” given by U(θ). The mass of the particle, m,
can also be generalized to any positive definite matrix M ∈ Rd×d, which changes
division by m to multiplication by M−1. Specifically, the kinetic energy of the particle
becomes 1

2p
TM−1p and dθ

dt
= M−1p. The generalization to a mass matrix does not have

a physical analogue, but it can be useful for MCMC.
Hamiltonian dynamics have three important properties [Nea11] that make them

useful as a proposal mechanism for MH. They are invertibility∗, conservation of the
Hamiltonian and conservation of Lebesgue measure†.

Invertibility means that the function Tt has an inverse T−t where Tt(θ1, p1) =
(θ2, p2) implies that T−t(θ2, p2) = (θ1, p1) [Nea11]. For the Hamiltonian of the particle
moving on a surface, the inverse is obtained by Tt(θ2,−p2) = (θ1,−p1).

∗Invertibility is commonly called reversibility [Nea11], but calling it reversibility in this thesis risks
conflating it with the closely related concept of Markov kernel reversibility from Definition 2.23.

†Also known as conservation of volume.
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Conservation of the Hamiltonian follows from Hamilton’s equations and the chain
rule of derivatives:

dH

dt
= ∂H

∂θ

dθ

dt
+ ∂H

∂p

dp

dt
= ∂H

∂θ

∂H

∂p
− ∂H

∂p

∂H

∂θ
= 0.

Conservation of Lebesgue measure in the (θ, p)-space follows from the fact that
the absolute value of the Jacobian determinant of Tt is 1 and the invertibility of Tt. A
somewhat lengthy proof for the Jacobian determinant of Tt is given by Neal [Nea11].

To see why having | det Jf | = 1, where Jf is the Jacobian matrix of an invertible
continuously differentiable function f , implies f preserving Lebesgue measure, recall
that the Lebesgue measure m of a set A is given by

m(A) =
∫
A
m(dx) 1

where 1 is simply a constant. The volume of the image of A under f , f(A), is given by

m(f(A)) =
∫
f(A)

m(dx) 1 =
∫
A
m(dx)| det Jf (x)| =

∫
A
m(dx) 1 = m(A),

where the second equality follows from the change of variables formula.
The leapfrog method does not conserve the Hamiltonian exactly, but it preserves

Lebesgue measure and is invertible [Nea11]. These properties are important for its use
as a proposal mechanism for MH.

The HMC algorithm samples from the distribution of [Nea11]

π(θ, p) ∝ exp(−H(θ, p)).

With H(θ, p) = U(θ) + 1
2p

TM−1p,

π(θ, p) ∝ exp(−U(θ)) exp
(
−1

2p
TM−1p

)
.

This means that the marginal distributions of θ and p are independent, the marginal
distribution of p is a d-dimensional Gaussian distribution with mean 0 and covariance
M , and the marginal distribution of θ can have any continuously differentiable log-
density −U . Because of this, θ is used to represent the variables of interest, while p is
a set of auxiliary variables used for the proposals. In Bayesian inference,

U(θ) = −
∑
x∈X

ln p(x | θ)− ln p(θ)

for dataset X. The requirement that U is a continuously differentiable and defined
on Rd means that the log-likelihood ln p(x | ·) and the log-prior must also meet these
conditions. This means that HMC cannot directly be used with discrete parameters,
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non-differentiable log-likelihoods or log-priors, or constrained parameters, such as vari-
ance parameters that must be positive. Constrained parameters can typically be trans-
formed into unconstrained ones, such as transforming σ = es for a variance parameter
σ2, and using s in the model instead of σ2. Discrete parameters or non-differentiable
models require other MCMC algorithms, although it may be possible to combine them
with HMC if there are continuous parameters.

Generating a (θ, p)-sample is done in two stages [Nea11], which are technically
two separate MH proposals and acceptance tests. In the first stage, p is proposed
from the Gaussian distribution with mean 0 and covariance M . Because the proposal
matches the marginal distribution of p, the MH acceptance probability is 1, so the
proposal is always accepted.

In the second stage, Hamiltonian dynamics for the particle on a surface are sim-
ulated with the leapfrog method, starting from the current value of θ and value of p
from the previous stage. After the simulation, p is negated, and the resulting (θ, p) pair
is used as the proposed value. The acceptance probability for this stage has a simple
form:

Theorem 4.1. The MH acceptance probability for a HMC proposal (θ′, p′) generated
from the leapfrog simulation and negating p is

min{1, exp(H(θ, p)−H(θ′, p′))}.

Proof. Because the proposal is deterministic, the Markov kernel for the proposal is
δf(θ,p), where f(θ, p) denotes the proposal of running the leapfrog simulation starting
with (θ, p) and negating p after the simulation. The fact that the leapfrog simulation is
invertible by negating time means that f = f−1. Together with the measure preserva-
tion of the leapfrog simulation, this means that f meets the conditions of Lemma 2.31.
Combining this with Lemma 2.29 means that π is the invariant distribution of HMC
when the acceptance probability is simply

min
{

1, π(θ′, p′)
π(θ, p)

}
= min{1, exp(H(θ, p)−H(θ′, p′))}.

Because of the deterministic proposal, the ergodicity of HMC cannot be proven
with strong irreducibility, but it has been shown that HMC is ergodic under some
conditions on U [DMS20].

If the simulation conserved H exactly, the acceptance probability would always
be 1. Because this is usually not possible, there is always some probability of rejecting,
which depends on the length of the jump taken by the leapfrog method, η, and the
number of leapfrog steps, L. It might be expected that the errors from the leapfrog
steps would accumulate during the simulation, but in practice the errors in different
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steps tend to cancel each other [Nea11], meaning that the acceptance probability mainly
depends on η.

4.2 Differentially Private HMC

HMC only uses the model log-likelihood, and thus the data, through U . U is used in
two ways. Firstly, its value is used in the acceptance test, and secondly, its gradients
are used to obtain proposals. Adding appropriate amounts of noise to both accesses
would make HMC differentially private, but the addition of noise may break some of
the properties required for the algorithm’s correctness.

The addition of noise to the log-likelihood ratios can be corrected using the
penalty acceptance test, i.e. changing the acceptance probability to

min
{

1, exp
(
H(θ, p)−H(θ′, p′)− 1

2σ
2
l

)}
,

where σ2
l is the variance of the noise added to the log-likelihood ratios. This is because

with U(θ) = − ln p(X | θ) − ln p(θ), for data X, the difference of the Hamiltonians in
the acceptance probability is

H(θ, p)−H(θ′, p′) = ln p(X | θ′)−ln p(X | θ)−ln p(θ)+ln p(θ′)+1
2(pTM−1p−p′TM−1p′).

As with the penalty algorithm, the sensitivity of the log-likelihood ratios must be
bounded. If a bound does not exist, clipping must be used, nullifying the asymptotic
converge guarantee of the algorithm. However, in Section 6.2 it is shown that clipping
low numbers of gradients does not affect convergence in practice.

Releasing the gradients privately requires a trade-off. The leapfrog method re-
mains reversible with noisy and potentially clipped gradients, as is shown in the fol-
lowing, but it no longer simulates the correct Hamiltonian dynamics [CFG14]. This
does not affect asymptotic convergence, but it can potentially lower acceptance rates.
The dynamics can be corrected by adding a friction term to the equations of motion
of the simulation [CFG14], but this invalidates the acceptance test, and the resulting
algorithm no longer converges to the correct distribution.

The leapfrog update equations with noisy and clipped gradients become

pi+1/2 = pi −
η

2(g(θi) + ξ1),

θi+1 = θi + ηM−1pi+1/2,

pi+1 = pi+1/2 −
η

2(g(θi+1) + ξ2),

where ξi ∼ Nd(0, σ2
gI), all ξi are independent, and

g(θ) =
∑
x∈X

clipb(∇ ln p(x | θ)) +∇ ln p(θ)
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denotes the clipped gradients summed over the data X.
Using the leapfrog update equations as is results in unnecessary evaluations of

the gradients, as the last momentum update of a step and the first momentum update
of the next step use the same gradients. Computing the same gradients and incurring
their privacy cost twice can be avoided by writing the leapfrog simulation as

lpt2 ◦ lθ ◦ lpt1 ◦ lθ · · · lθ ◦ lpt1 ◦ lθ ◦ lpt2 ,

where
lθ(θ, p) = (θ + ηM−1p, p),

lpt(θ, p) = (θ, p− t(g(θ) + ξ)),

ξ ∼ Nd(0, σ2
gI) is sampled independently each time lpt is applied, t1 = η and t2 = η

2 .

Algorithm 4: DP HMC
Input: target distribution p, clip bounds bl and bg, number of iterations k,

number of leapfrog steps L, leapfrog step size η, initial value θ0,
gradient noise variance σ2

g , log-likelihood noise parameter τl ,
positive-definite mass matrix M and data X

σl(θ, θ′) = 2τl
√
nbl||θ − θ′||2

gbg(θ) = ∑
x∈X clipbg(∇ ln p(x | θ)) +∇ ln p(θ)

for 1 ≤ i ≤ k do
θi,0 = θi−1

sample Gi,0 ∼ N (gbg(θi,0), σ2
g)

sample p0 ∼ Nd(0,M)
for 1 ≤ j ≤ L do

pj− 1
2

= pj−1 + 1
2ηGi,j−1

θi,j = θi,j−1 +M−1pj− 1
2

sample Gi,j ∼ N (gbg(θi,j), σ2
g)

pj = pj− 1
2

+ 1
2ηGi,j

rx = ln p(x|θi,L)
p(x|θi−1)

R = ∑n
x∈X clipbl||θi−1−θi,L||2(rx)

sample ξ ∼ N (0, σ2
l (θi−1, θi,L))

∆H = R + 1
2p

T
0M

−1p0 − 1
2p

T
LM

−1pL + ln p(θi,L)
p(θi−1) + ξ

sample u ∼ Unif(0, 1)
if u < ∆H − 1

2σ
2
l (θi−1, θi,L) then

θi = θi,L

else
θi = θi−1
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DP HMC is shown in Algorithm 4. Like the DP penalty algorithm, DP HMC
is a composition of Gaussian mechanisms, and its privacy bounds can be computed
through Theorems 2.7 and 2.11 (2) for zCDP, or through Theorem 2.11 (3) for ADP.

Theorem 4.2. Let ε ≥ 0, 0 ≤ δ < 1, τg > 0, τl > 0, bg > 0, bl > 0 n > 0,

σl(θ, θ′) = 2τl
√
nbl||θ − θ′||2,

σg = 2τg
√
nbg,

ρ =
(√

ε− ln δ −
√
− ln δ

)2
,

ρl = 1
2τ 2
l n
,

ρg = 1
2τ 2
gn
.

Then runnning DP HMC for

k =
⌊

ρ

ρl + (L+ 1)ρg

⌋

iterations using σ2
l as log-likelihood ratio noise variance, σ2

g as gradient noise variance,
clipping log-likelihood ratios with bl and clipping gradients by bg, for a dataset of size
n is (ε, δ)-ADP for the substitute neighborhood relation.

Proof. Each iteration of the outer for-loop in Algorithm 4 computes the gradient L+ 1
times and the log-likelihood ratio once. Releasing a single gradient has zCDP privacy
cost of

ρg =
4b2
g

2σ2
g

= 1
2τ 2
gn
.

Releasing the log-likelihood ratio of θ and θ′ has privacy cost

ρl = 4b2
l ||θ − θ′||22

2σl(θ, θ′)2 = 1
2τ 2
l n
.

The total zCDP budget with given (ε, δ)-bound is ρ =
(√

ε− ln δ −
√
− ln δ

)2
,

and the total privacy cost of k iterations is k(ρl + (L + 1)ρg). This means that the
number of iterations that the algorithm is allowed to run for is

k =
⌊

ρ

ρl + (L+ 1)ρg

⌋
.

zCDP based privacy accounting for ADP is loose, so the above bound could be
improved by using the tight bound for the Gaussian mechanism from Theorem 2.11.
Because DP HMC has both different sensitivities and different noise variances be-
tween the log-likelihood ratios and gradients, Theorem 2.11 is not directly applicable.
However, the bound of Theorem 2.11 does generalise to differing variances between
composition.
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Theorem 4.3. Let ε ≥ 0, 0 ≤ δ < 1, τl > 0, τg > 0, bl > 0, bg > 0, n > 0,

σ′2l = τ 2
l n,

σ′2g = τ 2
gn.

Then running DP HMC for k iterations with L leapfrog steps, using 2blσ′2l ||θ− θ′||2 as
the log-likelihood ratio noise variance, 2bgσ′2g as the gradient noise variance and bl and
bg as the log-likelihood and gradient clip bounds, with dataset size n, is (ε, δ(ε))-ADP
for the substitute neighborhood relation, where

δ(ε) = 1
2

(
erfc

(
ε− µ
2√µ

)
− eε erfc

(
ε+ µ

2√µ

))

and
µ = k

2σ′2l
+ k(L+ 1)

2σ′2g
.

Proof. Sommer et al. [SMM19] prove the ADP bound of Theorem 2.11 with the privacy
loss distribution (PLD) of the Gaussian mechanism. First, they show that the PLD of
the Gaussian mechanism with sensitivity ∆ and variance σ2 is a Gaussian distribution
N (µ, 2µ), where µ = ∆2

2σ2 [SMM19, Lemma 11]. Next, they show that the ADP bounds
(ε, δ(ε)) for a Gaussian PLD N (µ, 2µ) are given by [SMM19, Lemma 12]

δ(ε) = 1
2

(
erfc

(
ε− µ
2√µ

)
− eε erfc

(
ε+ µ

2√µ

))
.

Finally, they show that the PLD of an adaptive composition of Gaussian mechanisms
is the convolution of the PLDs of the individual parts of the composition [SMM19,
Theorem 1]. As convolution of distributions corresponds to summing random variables,
the PLD of a convolution of Gaussian mechanisms with PLDs N (µi, 2µi) is simply
N (∑µi, 2

∑
µi).

Because the sensitivity of the log-likelihood ratio is 2bl||θ−θ′||2 and the sensitivity
of the gradient is 2bg, both the gradient and log-likelihood ratio are divided by their
sensitivities before adding noise, which normalises both to have sensitivity one. Adding
noise with variance σ2

l (θ, θ′) and σ2
g to the log-likelihood ratio and gradient respectively

is equivalent to adding noise with variance σ′2l = τ 2
l n and σ′2g = τ 2

gn to the normalised
log-likelihood ratio and gradient.

DP HMC releases the log-likelihood ratio k times and the gradient k(L+1) times.
This means that the PLD of DP HMC is a Gaussian distribution N (µ, 2µ) with

µ = k

2σ′2l
+ k(L+ 1)

2σ′2g
.
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It is possible to reduce the number of gradient evaluations in Algorithm 4 by
reusing the gradient computed during the previous iteration for the current value of θ
instead of computing the gradient again before the leapfrog simulation. As it is not
possible to reuse the gradient during the first iteration, this would reduce the number
of gradient evaluations from k(L + 1) to kL + 1. However, doing so would also reuse
the noise value from the reused gradient evaluation, which means that the resulting
algorithm is no longer the algorithm analysed in Section 4.3.

It is possible that the variant reusing gradients no longer generates a Markov
chain, as the noise value of the previous iteration, which the first step of the leapfrog
simulation would depend on, is not part of the sampled values (θ, p). As the difference
in the privacy costs of the two variants is small even for fairly small values of L, the
variant not reusing gradient shown in Algorithm 4 is used in the experiment, and
investigation of the other variant if left for future research.

The maximum number of iterations DP HMC can run for can be computed with
Algorithm 2 by using Theorem 4.3 to compute δ, and using Theorem 4.2 to initialise
the variable low.

The τl and bl parameters of DP HMC are analogous to the τ and clip bound
parameters of DP penalty. Additionally, DP HMC releases gradients, which requires a
separate parameter τg to control the trade-off between noise and privacy cost of a single
iteration, and a clip bound bg for the gradients. The number of leapfrog iterations per
sample L also affects the privacy of the algorithm, as it affects the number of gradients
released.

Non-DP HMC is known to be hard to tune [Nea11], as changes in η can cause
large changes in the acceptance probability, and picking a too large L can cause the
leapfrog simulation to turn around and propose small jumps. These issues are only
amplified for DP HMC, as 4 new parameters are introduced.

The α value from Theorem 3.1 for DP penalty could be included in Theorem 4.2,
which would make Theorem 4.2 the special case where α = 1

2 . As argued in Section 3.1,
when only a single value of n is considered, α can be any positive real number, so it
was not included in Theorem 4.2.

Figure 4.1 shows an example of a leapfrog trajectory of DP HMC on a circular
posterior (Section 5.1). Even with noisy and clipped gradients, the trajectory is able
to stay inside the thin, circular area of high probability, while moving a substantial
distance on the circle.
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4.3 Convergence of DP HMC

The invariance of the target distribution in the non-DP case was shown through the
conservation of Lebesgue measure and invertibility of the non-DP leapfrog simulation.
The DP HMC leapfrog simulation is randomised, so invertibility and conservation of
measure are not directly applicable. However, Lemma 2.29 gives a condition that
applies to the DP HMC proposal and can be used to show the invariance of the target
distribution: reversibility with respect to the Lebesgue measure.

With the momentum negation after the leapfrog simulation, the DP HMC pro-
posal can be written as

l− ◦ lpt2 ◦ lθ ◦ lpt1 ◦ lθ · · · lθ ◦ lpt1 ◦ lθ ◦ lpt2 .

where l−(θ, p) = (θ,−p). Reversibility of the proposal with respect to the Lebesgue
measure can then shown by decomposing the sequence into parts that are individually
reversible.

Lemma 4.4. lθ ◦ l− and l−◦ lpt for any t ∈ R are reversible with respect to the Lebesgue
measure.

Proof. Starting with lθ ◦ l−, denote f(θ, p) = (lθ ◦ l−)(θ, p) = (θ − ηM−1p,−p). Then

f(f(θ, p)) = f(θ − ηM−1p,−p) = (θ, p),

which means that f−1 = f . Because lθ and l− preserve Lebesgue measure, f also
preserves Lebesgue measure. The Markov kernel for lθ ◦ l− is δf(θ,p), so Lemma 2.31
proves the claim for lθ ◦ ll.

For l− ◦ lpt , recall that

(l− ◦ lpt)(θ, p) = (θ,−p+ t(g(θ) + ξ)),

where ξ ∼ N (0, σ2
g). l− ◦ lpt is a Markov kernel on R2d, so the measures ν1 and ν2

in Definition 2.23 are measures on R4d, and the Lebesgue measure in the claim is
specifically m2d.

Because (R2d,B(R2d)) = (Rd,B(Rd))2 and m2d = m2
d, by Lemma 2.25 it is suffi-

cient to show that ∫
A
md(dθ)

∫
B
md(dp)

∫
C×D

(l− ◦ lpx)(θ, p, d(θ′, p′))

=
∫
C
md(dθ′)

∫
D
md(dp′)

∫
A×B

(l− ◦ lpx)(θ′, p′, d(θ, p))

for all A,B,C,D ∈ B(Rd). Denote ft(θ) = tg(θ) and σ2 = t2σ2
g . Denote the density

function of the d-dimensional Gaussian distribution with mean µ and covariance Σ by
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Nd(· | µ,Σ). Then

∫
C×D

(l− ◦ lpx)(θ, p, d(θ′, p′)) =

0 if θ /∈ C∫
Dmd(dp′)Nd(p′ | −p+ ft(θ), σ2I) if θ ∈ C

(4.1)

= 1C(θ)
∫
D
md(dp′)Nd(p′ | −p+ ft(θ), σ2I) (4.2)

=
∫
C
δθ(dθ′)

∫
D
md(dp′)Nd(p′ | −p+ ft(θ), σ2I) (4.3)

for C,D ∈ B(Rd). The third equality follows from Lemma 2.32. The Gaussian distri-
bution has a shift-invariance property: for any x, y ∈ Rd

N (x | µ,Σ) = N (x+ y | µ+ y,Σ),

which is a consequence of the fact that the density of the Gaussian distribution only
depends on x and µ through x− µ. Then, for any A,B,C,D ∈ B(Rd),∫

A
md(dθ)

∫
B
md(dp)

∫
C×D

(l− ◦ lpt)(θ, p, d(θ′, p′))

=
∫
A
md(dθ)

∫
B
md(dp)

∫
C
δθ(dθ′)

∫
D
md(dp′)Nd(p′ | −p+ ft(θ), σ2I)

=
∫
A
md(dθ)

∫
C
δθ(dθ′)

∫
B
md(dp)

∫
D
md(dp′)Nd(p′ | −p+ ft(θ), σ2I)

=
∫
C
md(dθ′)

∫
A
δθ′(dθ)

∫
B
md(dp)

∫
D
md(dp′)Nd(p′ | −p+ ft(θ), σ2I)

=
∫
C
md(dθ′)

∫
A
δθ′(dθ)

∫
B
md(dp)

∫
D
md(dp′)Nd(p | −p′ + ft(θ), σ2I)

=
∫
C
md(dθ′)1A(θ′)

∫
B
md(dp)

∫
D
md(dp′)Nd(p | −p′ + ft(θ′), σ2I)

=
∫
C
md(dθ′)

∫
D
md(dp′)1A(θ′)

∫
B
md(dp)Nd(p | −p′ + ft(θ′), σ2I)

=
∫
C
md(dθ′)

∫
D
md(dp′)

∫
A×B

(l− ◦ lpt)(θ′, p′, d(θ, p)),

where the first equality uses Equation (4.3), the second equality uses Theorem 2.19
(6) to change the order of integration, the third uses Lemma 2.26 on the two leftmost
integrals, the fourth uses the shift-invariance of the Gaussian distribution, the fifth uses
Lemma 2.32, the sixth uses Theorem 2.19 (6) to rearrange the term in the integrals
and the last equality uses Equation (4.2).

Lemma 4.5. The DP HMC proposal l− ◦ l is reversible with respect to the Lebesque
measure.

Proof. The DP HMC proposal

l− ◦ lpt2 ◦ lθ ◦ lpt1 ◦ lθ · · · ◦ lθ ◦ lpt2
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can be written as

(l− ◦ lpt2 ) ◦ (lθ ◦ l−) ◦ (l− ◦ lpt1 ) ◦ (lθ ◦ l−) ◦ (l− ◦ lpt1 ) ◦ · · · ◦ (lθ ◦ l−) ◦ (l− ◦ lpt2 ),

which is a composition of l1 = l− ◦ lpt2 , l2 = l− ◦ lpt1 and l3 = lθ ◦ l−, which are all
reversible with respect to the Lebesgue measure by Lemma 4.4. The composition can
be written as

l1 ◦ l3 ◦ l2 ◦ l3 ◦ l2 ◦ · · · ◦ l3 ◦ l1,

which is symmetric. Now Lemma 2.28 extends the reversibility with respect to the
Lebesgue measure to the entire composition.

The reversibility of the proposal with respect to the Lebesgue measure can now be
used to show that DP HMC has the correct invariant distribution using Lemma 2.29:

Theorem 4.6. If

min
{

1, exp
(
H(θ, p)−H(θ′, p′) + ξ − 1

2σ
2
l

)}
where ξ ∼ N (0, σ2

l ) is used as the acceptance probability for DP HMC (Algorithm 4),
the invariant distribution is π.

Proof. Lemmas 2.29 and 4.5 together show that when using

α∗(θ, p, θ′, p′) = min
{

1, π(θ′, p′)
π(θ, p)

}

as the acceptance probability, where π is any continuous probability distribution on
R2d, the invariant distribution of DP HMC without adding noise the log-likelihood
ratios is π. Recall that in HMC

π(θ, p) ∝ exp(−H(θ, p)),

so
α∗(θ, p, θ′, p′) = min {1, exp (H(θ, p)−H(θ′, p′))} .

When Gaussian noise with variance σ2
l is added to the log-likelihood ratios and the

penalty correction is applied,

α(θ, p, θ′, p′) = min
{

1, exp
(
H(θ, p)−H(θ′, p′) + ξ − 1

2σ
2
l

)}
.

where ξ ∼ N (0, σ2
l ). Thus the invariant distribution of DP HMC, when α(θ, p, θ′, p′) is

the acceptance probability, is π.

Proving the ergodicity of DP HMC turns out to be easier than in the non-DP
case as a result of adding noise to the proposal, which makes the algorithm strongly
irreducible, as shown below.
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Theorem 4.7. DP HMC is strongly irreducible and ergodic.

Proof. Consider the last four updates of the proposal, which will be present for any L,

l− ◦ lpt2 ◦ lθ ◦ lpt1 .

Recall that t1 = η
2 , t2 = η and

lθ(θ, p) = (θ + ηM−1p, p),

lpt(θ, p) = (θ, p− t(g(θ) + ξ)),

where ξ ∼ Nd(0, σ2
gI). Denote

(θ1, p1) = lpt1 (θ0, p0)

(θ2, p2) = lpθ(θ1, p1)

(θ3, p3) = lpt2 (θ2, p2)

(θ4, p4) = l−(θ0, p0).

Now θ1 = θ0, θ2 = θ1 + ηM−1p1 and p1 ∼ N (p0 − t2g(θ0), t22σ2
g). As θ4 = θ3 = θ2 and

θ1 = θ0,
θ4 ∼ θ0 + ηM−1N (p0 − t2g(θ0), t22σ2

g),

which is a Gaussian distribution with non-singular covariance due to the non-singularity
of M−1. Thus θ4 can have any value regardless of (θ0, p0). Additionally,

p4 = −p3 ∼ −N (p2 − t1g(θ2), t21σ2
g)

so p4 has a Gaussian distribution with non-singular covariance regardless of (θ2, p2) and
(θ0,p0). This means that it is possible to obtain any value for (θ4, p4) when starting
with any (θ0, p0), so DP-HMC is strongly irreducible, and thus ergodic.

Together, Theorems 4.6 and 4.7 show that DP HMC converges to the same tar-
get distribution as HMC if the log-likelihood ratios are not clipped. Intuitively, if few
log-likelihood ratios are clipped, few accept-reject decisions are affected and the chain
converges very close to the target distribution, which is the case in the empirical eval-
uations on clipping in Section 6.2. Clipping gradients does not affect the asymptotic
convergence of DP HMC, but is likely to reduce acceptance rates.

With the clipped and noisy gradients, the DP HMC proposal no longer simulates
the correct Hamiltonian dynamics, which leads to lower acceptance rates compared to
the non-DP case. Chen et al. [CFG14] use a friction term to correct the dynamics with
noisy gradients, which leads to the following update equations:

θi+1 = θi + ηM−1pi

pi+1 = pi − η(g(θi) + ξ)− η2

2 σ
2
gM

−1pi,
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where ξ ∼ Nd(0, σ2
gI). These update equations do not lead to a proposal that is

reversible with respect to the Lebesgue measure, as the update sequence is not even
symmetric, and Chen et al. [CFG14] omit the MH acceptance test. Changing the
update equations to

pi+1/2 = pi −
η

2(g(θi) + ξ1)− η2

8 σ
2
gM

−1pi

θi+1 = θi + ηM−1pi+1/2

pi+1 = pi −
η

2(g(θi+1) + ξ2)− η2

8 σ
2
gM

−1pi+1/2,

where ξi ∼ Nd(0, σ2
gI), makes the sequence of updates symmetric. However, using the

shift-invariance of the Gaussian distribution in Lemma 4.4 requires that both pi+1/2

and pi on the first update have the same multiplier in the equation, which is not true
with the friction term. This means that the acceptance test is no longer correct, so the
friction term is not used in this thesis beyond this brief discussion, but finding a way
to correct the acceptance test is a potential avenue for future research.
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j = 1 j = 5 j = 9

j = 13 j = 17 j = 21

j = 25 j = 29 j = 33

j = 37 j = 41 j = 45

Figure 4.1: DP HMC proposal trajectory on a circular posterior (Section 5.1). The leapfrog simula-
tion progress is shown in successive images from left to right and top to bottom with j denoting the
current leapfrog step as in Algorithm 4. The orange point is the starting point of the leapfrog simu-
lation and the blue line shows the progress of the leapfrog steps taken before step j. The background
is a contour plot of the circular posterior density.





5. Experimental Setup

To compare the performance of the DP MH algorithms, they were run on several
models. This chapter introduces these models in Section 5.1. The practicalities, such
as the hyperparameter values of the models and the initialisation of the algorithms, are
presented in Section 5.2. Finally, the main performance metric used in the experiments
is introduced in Section 5.3. The results of the experiments are presented in Chapter 6.

5.1 Evaluated Models

The Gaussian Model

The simplest model used for the experiments is the Gaussian model with known co-
variance. The likelihood and prior for n points of d-dimensional data X ∈ Rn×d and
parameters θ ∈ Rd are

θ ∼ Nd(µ0,Σ0),

x ∼ Nd(θ,Σ),

where x is a row of X, Σ is the known covariance, and µ0 and Σ0 are the prior hyperpa-
rameters. The posterior of this model is another d-dimensional Gaussian distribution
with parameters expressible in closed form [GCS+14, Section 3.5], so it is easy to sample
from the posterior.

The Banana Model

The banana distribution [TPK14] is a banana-shaped probability distribution that is
a challenging target for MCMC algorithms, and has been used as a target for testing
MCMC algorithms [TPK14].

Definition 5.1. Let x have a d-variate Gaussian distribution with mean µ and covari-
ance matrix Σ. Let

g(x) = (x1, x2 − a(x1 −m)2 − b, x3, . . . , xd),
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with a, b,m ∈ R. The banana distribution with parameters µ,Σ, a, b and m is the
distribution of g(x). It is denoted by Ban(µ,Σ, a, b,m).

In the literature, the banana distribution is simply used as the target to sample
from, and is not the posterior in a Bayesian inference problem [TPK14]. To test DP
algorithms, the target distribution must be the posterior of some inference problem,
as otherwise there is no data to protect with differential privacy. Theorem 5.2 gives a
suitable inference problem for testing DP MH algorithms.

Theorem 5.2. Let

θ = (θ1, . . . , θd) ∼ Ban(0, σ2
0I, a, b,m),

x1 ∼ N (θ1, σ
2
1),

x2 ∼ N (θ2 + a(θ1 −m)2 + b, σ2
2),

x3 ∼ N (θ3, σ
2
3),

...

xd ∼ N (θd, σ2
d).

Given data X ∈ Rn×d and denoting τi = 1
σ2
i
, the posterior of θ tempered with T is the

banana distribution Ban(µ,Σ, a, b,m) with

x̄i = 1
n

∑
x∈X

xi i ∈ {1, . . . , d},

µ =
(
Tnτ1x̄1

Tnτ1 + τ0
, . . . ,

Tnτdx̄d
Tnτd + τ0

)
,

Σ = diag
( 1
Tnτ1 + τ0

, . . . ,
1

Tnτd + τ0

)
.

Proof. See Appendix A.

The Gaussian distribution is a special case of the banana distribution, as setting
a = 0 makes g the identity function. Similarly, setting a = 0 turns the Bayesian banana
model into a Gaussian model.

Circle Model

Random walk MH algorithms may struggle with posteriors which are concentrated
on long, but thin regions. Having a large proposal variance causes the algorithm to
frequently jump out of the region of high probability, but lowering the variance to stay
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in the region causes the chain to take a very long time to move around in the region.
An example of such a posterior is the circular posterior described in this section.

The circle posterior is obtained from a model where the log-likelihood is

ln p(r | x, y) = −a(x2 + y2 − r2)2,

where r ∈ R is an observed data point, a > 0 is a hyperparameter, and (x, y) ∈ R2

are the parameters. The likelihood is circular in the (x, y)-plane, as it only depends on
the squared distance of the point (x, y) from the origin. By choosing a flat improper
prior, p(x, y) = 1 for all (x, y) ∈ R2, the posterior will be proportional to the likelihood,
meaning that the posterior will also be circular.

As the prior is improper, Bayes’ theorem does not guarantee that the unnor-
malised posterior integrates to a finite value. In this case, for a single data point r and
any a > 0, ∫

R2
p(r | x, y)dxdy =

∫
R2
e−a(x2+y2−r2)2dxdy

=
∫ 2π

0

∫ ∞
0

te−a(t2(cos2 φ+sin2 φ)−r2)2dtdφ

=
∫ 2π

0

∫ ∞
0

te−a(t2−r2)2dtdφ

=
∫ 2π

0

∫ ∞
0

e−a(u−r2)2dudφ

<∞,

as, on the second to last line, the inner integral is over an unnormalised Gaussian
density, and the outer integral is over a finite interval. For multiple data points, the
integral of the likelihood is

∫
R2

n∏
i

p(ri | x, y)dxdy ≤
n∏
i

(∫
R2
p(ri | x, y)ndxdy

) 1
n

<∞,

where the first inequality is Hölder’s inequality applied n − 1 times, and the second
follows from the single data point case, as p(r | x, y)n = e−an(x2+y2−r2)2 . As the
likelihood integrates to a finite value, it can be considered an unnormalised density
and sampled with MCMC.

Obtaining samples from the true posterior with the circle model is not as easy
as with the banana and Gaussian models, so using MMD, the metric introduced in
Section 5.3 to evaluate the performance of an MH algorithm on the circle is nontrivial.
However, as the mean of the circle is in its center, and the samples from an MH
algorithm are likely to lie on the circle, the distance of the mean of the sample from
the origin indicates how evenly the samples a distributed throughout the circle.
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It remains to show that the mean of the circle is actually the origin. It turns out
that this is fairly simple. For the mean of the x-coordinate

Ex =
∫
R
x
∫
R
p(r | x, y)dxdy

=
∫ ∞
−∞

x
∫ ∞
−∞

∏
i

e−a(x2+y2−r2
i )2dxdy

=
∫ ∞

0
x
∫ ∞
−∞

∏
i

e−a(x2+y2−r2
i )2dxdy +

∫ 0

−∞
x
∫ ∞
−∞

∏
i

e−a(x2+y2−r2
i )2dxdy

=
∫ ∞

0
x
∫ ∞
−∞

∏
i

e−a(x2+y2−r2
i )2dxdy −

∫ ∞
0

x
∫ ∞
−∞

∏
i

e−a(x2+y2−r2
i )2dxdy

= 0.

The mean of the y-coordinate is calculated similarly.
Unlike the banana and Gaussian models, the circle model does not give a method

to generate the data points ri from given values of x and y. The ri values used in the
experiments of Chapter 6 were sampled from a normal distribution with mean 3 and
variance 1.

5.2 Practicalities of Running the Comparison

Eight sets of model hyperparameters were used in the experiments. The varied hyper-
parameters are shown in Table 5.1 and contour plots of the 2-dimensional models are
shown in Figure 5.1. All banana models had b = m = 0. The likelihood variance of
the banana and 30-dimensional Gaussian models was σ2

1 = 20, σ2
2 = 2.5 and σ2

i = 1 for
i > 2. The likelihood covariance for the correlated Gaussian model was 1 0.999

0.999 1

 .
The true values of θ in all experiments except the circle were θ2 = 3 and θi = 0 for
i 6= 2.

All experiments ran 20 chains for each value of ε for DP MH experiments, or clip
bound for clipping experiments, for each algorithm included. Each of the 20 chains
had a different starting point, but the starting points did not vary across algorithms,
or values of ε or clip bound. For the banana and Gaussian experiments, the starting
points were chosen from a Gaussian distribution centered on the true parameter values.
The standard deviation of the Gaussian was the mean of the component-wise standard
deviations of the a sample of the true posterior. In the circle experiment, the starting
points were chosen from a Gaussian distribution centered on (0, 1) with variance 1.
Figure 5.1 shows the starting points for each model as orange points.
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The first half of the obtained samples were discarded as they may not represent
the true posterior, which is standard practice with MCMC [GCS+14]. The latter half
was compared to a reference sample obtained from the true posterior, except in the
circle experiment, where the mean of the sample was compared to the true posterior
mean of (0, 0).

Publicly available implementations of DP Barker∗ and the Fourier accountant†

were used, and the rest of the algorithms were implemented by the author. The
accuracy and running time of the Fourier acountant is determined by two parame-
ters [KJH20]. They were left at their default values. The code for running the experi-
ments is freely available‡.

Table 5.1: Model hyperparameters. n0 determines tempering by T = n0
n . For missing n0, T = 1.

Name d n n0 a σ2
0

Flat banana, d = 2 2 100000 20 1000
Flat banana, d = 10 10 200000 20 1000
Tempered banana, d = 2 2 100000 1000 20 1000
Tempered banana, d = 10 10 200000 1000 20 1000
High dimensional Gauss 30 200000 0 1000
Narrow banana 2 150000 350 1000
Correlated Gauss 2 200000 0 100
Circle 2 100000 1e-05

5.3 Maximum Mean Discrepancy

The convergence of non-DP MH algorithms is typically assessed using R̂ [GCS+14],
which measures how well multiple chains started from different points have mixed
together. The utility of a sample produced by an MH algorithm can be evaluated using
effective sample size (ESS) [GCS+14], which is an estimate of the size of an uncorrelated
sample of the posterior with the same estimation utility as the MH sample.

Both R̂ and ESS require that the MH algorithm asymptotically targets the true
posterior, as they cannot detect an algorithm that has converged to the wrong distri-
bution. Because some of the DP MH algorithms use approximations that may cause
the algorithms to not converge to the true posterior, such as clipping the log-likelihood
ratios, R̂ and ESS are not suitable for assessing the performance of the algorithms.

∗https://github.com/DPBayes/DP-MCMC-NeurIPS2019
†https://github.com/DPBayes/PLD-Accountant
‡https://github.com/oraisa/masters-thesis

https://github.com/DPBayes/DP-MCMC-NeurIPS2019
https://github.com/DPBayes/PLD-Accountant
https://github.com/oraisa/masters-thesis
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Because the DP MH algorithms may not converge to the correct distribution,
their performance should be evaluated with a metric that measures how close to the
true distribution they are. A very general such metric is maximum mean discrepancy
(MMD) [GBR+12]. MMD between distributions p and q is defined as

MMD(p, q) = sup
f∈F

(Ex∼pf(x)− Ey∼qf(y)),

where F is some class of functions. By choosing a suitable F , MMD(p, q) can be
estimated from a sample from p and q. The suitable classes F can be characterised
by kernel functions k : P × Q → R, where P and Q are the supports of p and q,
respectively. The Gaussian radial basis function (RBF) kernel

k(x, y) = exp
(
||x− y||22

2σ2

)

is particularly well suited, as it has the property that MMD(p, q) = 0 if and only if
p = q. After choosing a kernel, MMD(p, q) may be estimated from finite samples of p
and q. To evaluate MH algorithms, one of the samples is the output of the algorithm
to be evaluated, and the other is a sample from the true posterior.

The choice of the σ parameter of k affects the way MMD evaluates different kinds
of differences in p and q. For some preliminary experiments in this thesis, σ was chosen
to be 1, which penalised error in the mean much more than errors in higher moments in
the experiments. The σ used for the final experiments is chosen by picking a subsample
of size 50 from both samples with replacement and setting σ to be the median between
distances of points of the subsamples. This is following the procedure of Gretton et
al. [GBR+12], with the addition of the subsampling step to handle samples of different
sizes.
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Figure 5.1: Contour plots of the posterior densities of the 2-dimensional models. The orange points
are the 20 starting points for each chain.





6. Experiments

This chapter contains the experiments performed on both non-DP and DP MH al-
gorithms. Section 6.1 compares the zCDP, RDP and ADP based privacy accounting
methods that are available for DP penalty, minibatch DP Penalty and DP HMC. Sec-
tion 6.2 examines the effect clipping log-likelihood ratios, which is necessary for DP
MH algorithms, but may adversely affect their convergence. Section 6.3 compares the
different DP MH algorithms on several models.

6.1 Comparing Privacy Accounting Methods

DP penalty, minibatch DP penalty and DP HMC have two different methods to com-
pute the number of iterations the algorithm can run for, given a privacy bound and
parameters for the algorithm. These privacy accounting methods are given by Theo-
rems 3.1 and 3.2 for DP penalty, Theorems 4.2 and 4.3 for DP HMC, and Theorem 3.5
and the Fourier accountant [KJH20] for minibatch DP penalty.

Figure 6.1 compares the number of iterations each of the algorithms can run for
for both accounting methods and different values of ε in the 2-dimensional flat banana
experiment. The ADP based methods of Theorems 3.2 and 4.3, as well as the Fourier
accountant, significantly outperform the other accounting methods. This makes it clear
that the tight bounds given by the ADP based methods should be used in favor of loose
methods. The Fourier accountant is not easily applicable to DP Barker, as DP Barker
does not release the sample variance directly, but it may still be possible to use the
Fourier accountant with DP Barker. This is a potential question for future research,
as using a better privacy accountant may significantly improve the performance of DP
Barker.

6.2 The Effects of Clipping

This section looks at the effect of clipping log-likelihood ratios, which is necessary for
DP MH algorithms, but may affect their convergence to the correct posterior. Both
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Figure 6.1: Comparing the zCDP or RDP and ADP based privacy accounting methods for the
algorithms with multiple accounting methods. The left panel compares zCDP based accounting (The-
orem 3.1) and ADP based accounting (Theorem 3.2) for the DP penalty algorithm. The middle panel
compares the RDP accounting (Theorem 3.5) and the Fourier accountant. The right panel compares
the zCDP (Theorem 4.2) and ADP (Theorem 4.3) based accounting. The ADP based methods sig-
nificantly outperform the other methods in all cases.

HMC and random walk MH (RWMH)∗ algorithms were run on the 2 and 10 dimensional
flat banana models. DP was not used so that error from the extra noise would not
affect the results.

For both 2 and 10 dimensions, 500 samples from HMC and 3000 samples from
RWMH were taken and the latter half of them were compared to 1000 samples from
the true posterior. The reference posterior sample was also compared to other samples
from the posterior to obtain a baseline. The sample sizes and other parameters of the
algorithms were tuned so that the algorithms converged without clipping.

Figure 6.2 shows the results of the clipping experiment. The top left and bottom
left panels show MMD as a function of the clip bound and the fraction of log-likelihoods
that was actually clipped for both HMC and RWMH in the 2-dimensional model. The
effect of clipping on MMD is nonexistent for all but the lowest clip bounds. The top
and bottom right panels show results for the 10-dimensional model. This time there
are chains that did not converge correctly with most clip bounds, but the chains with
the higher bounds converged. Based on these results, if the clip fraction is less than
20%, clipping is likely undetectable without a large sample. For the other experiments,
clip bounds were tuned to achieve less than 10% clipping, to ensure that the error
from clipping is minimal. As this experiment only used a single model in fairly low

∗MH using the Gaussian distribution as the proposal distributions.
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dimensions, it is possible that in other settings the clip fraction should be even lower,
so future research should look into clipping in other models.
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Figure 6.2: The effect of log-likelihood ratio clipping on the posterior of the banana model for RWMH
and HMC. The top row shows posterior MMD as a function of the clip bound, and the bottom row
shows MMD as a function of the fraction of log-likelihoods that were clipped. The left columns used a
2-dimensional posterior while the right columns had a 10-dimensional posterior. The black lines show
the MMDs of ten different samples of the true posterior compared to the reference sample. All of the
lines are close the each other and appear as a single line.

6.3 Comparison of DP MH Algorithms

The experiments in this section compare the DP MH algorithms discussed in this the-
sis. The compared algorithms are the DP penalty algorithm with and without GWMH
and OCU [YE19] (Section 3.1), the DP Barker algorithm [HJDH19]∗ (Section 3.3),
the minibatch DP penalty algorithm, again with and without GWMH and OCU (Sec-
tion 3.4), and DP HMC (Section 4.2).

The δ for all experiments is 0.1
n
, and ε is varied. All algorithms used the best

privacy accounting methods discussed in this thesis. For both variants of DP penalty
and DP HMC, these are the PLD based Theorems 3.2 and 4.3. DP penalty with
subsampling uses the Fourier accountant [KJH20] and DP Barker uses Theorem 3.3.
The RDP based theorems for the minibatch algorithms are not tight for the ADP
bounds that were used, so their results could be improved by using an accounting
method for ADP.

∗While DP Barker is not technically an MH algorithm, is still uses the Barker acceptance test, and
is very close to DP MH algorithms.



62 Chapter 6. Experiments

The hyperparameters of the algorithms were tuned by running the algorithms
with ε = 4 and examining the results, trying to find hyperparameters that minimise
MMD. Clip bounds were tuned so that less than 10% of the log-likelihood ratios were
clipped, as the results of Section 6.2 show minimal effect on MMD at that point.

Figure 6.3 shows the MMD for each algorithm as a function of ε for the flat
and tempered banana models with 2 and 10 dimensions. In the non-tempered models,
the minibatch algorithms are not very useful, with the exception of DP Barker in 10
dimensions. Of the non-minibatch algorithms, with tempering HMC beats the penalty
algorithms, but without tempering this is reversed. The black lines at the bottom show
MMDs of 10 different samples of the true posterior compared to the reference sample.
In 2 dimensions, the best algorithms get close to the MMDs achieved by the non-DP
algorithms from the clipping experiment of Section 6.2.

Figure 6.4 shows MMDs for the more complicated models, the 30-dimensional
Gaussian, the narrow banana and the highly correlated Gaussian. The minibatch
algorithms were not included as the previous experiment indicates that they perform
poorly without tempering. In the 30-dimensional Gaussian, DP penalty with OCU
and GWMH beats the other two algorithms. In the narrow banana all algorithms
are approximately equal. In the highly correlated Gaussian experiment, the penalty
algorithms perform equally, and HMC beats both of them. In the 30-dimensional
Gaussian, all algorithms have clearly decreasing MMD with increasing ε, but in the
narrow banana and correlated Gaussian, only HMC on the correlated Gaussian is able
to achieve significantly lower MMD with higher ε.

Figure 6.5 shows the fraction of log-likelihood ratios that were clipped for each ε
and algorithm. Almost all runs had less than 10% clipping, with the exception of DP
Barker, as adjusting its clip bound is not possible, and the 2-dimensional tempered
experiment where some clip fractions are getting closer to 20%.

Figure 6.6 shows clipping for the harder models. Again, almost all runs have
less than 10% clipping, with the exception of some runs with on the narrow banana,
especially with ε = 1.

Figure 6.7 shows the results for the circle model. The distance of the sample
mean from the true mean (the origin) was used instead of MMD, as computing MMD
requires a sample from the posterior, which is not trivial to obtain for the circle model.
Both algorithms perform well on average. Clipping is again low for both algorithms,
and HMC has a fairly large variance in clipping between different runs.

Figure 6.8 shows the fraction of clipped gradients for DP HMC. Clipping gra-
dients does not affect the asymptotic convergence of DP HMC, but it may lower the
acceptance rate and thus the performance of the algorithm. As raising the clip bound
to lower gradient clipping increases the noise added to gradient, thus also lowering the
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Figure 6.3: MMD as a function of ε for the different MCMC algorithms, on flat and tempered banana
models with both a low number of dimensions (2) and a high number of dimensions (10). The black
lines show the MMD of 10 different samples of the true posterior compared to the reference sample.
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Figure 6.4: MMD for the 30-dimensional Gaussian, hard banana and highly correlated 2-dimensional
Gaussian. The black lines show the MMD of 10 samples of the true posterior compared to the reference
sample.
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Figure 6.5: The fraction of clipped log-likelihood ratios for each value of ε in the easy and tempered
banana experiments.
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Figure 6.6: The fraction of clipped log-likelihood ratios for each value of ε in the 30-dimensional
Gaussian, hard banana and highly correlated 2-dimensional Gaussian experiments.
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acceptance rate, it is not clear what an appropriate level of gradient clipping would be.
The observed levels of clipping are fairly constant across values of ε, but vary in the
models, and in the narrow banana model, there is very large variance in clipping.



68 Chapter 6. Experiments

1.0 2.0 3.0 4.0 5.0 6.0
Epsilon

0.0

0.2

0.4

0.6

0.8

1.0

Gr
ad

 C
lip

pi
ng

d = 2, non-tempered
DP HMC

1.0 2.0 3.0 4.0 5.0 6.0
Epsilon

0.0

0.2

0.4

0.6

0.8

1.0

Gr
ad

 C
lip

pi
ng

d = 2, tempered
DP HMC

1.0 2.0 3.0 4.0 5.0 6.0
Epsilon

0.0

0.2

0.4

0.6

0.8

1.0

Gr
ad

 C
lip

pi
ng

d = 10, non-tempered
DP HMC

1.0 2.0 3.0 4.0 5.0 6.0
Epsilon

0.0

0.2

0.4

0.6

0.8

1.0

Gr
ad

 C
lip

pi
ng

d = 10, tempered
DP HMC

1.0 2.0 3.0 4.0 5.0 6.0
Epsilon

0.0

0.2

0.4

0.6

0.8

1.0

Gr
ad

 C
lip

pi
ng

d = 30, Gaussian
DP HMC

1.0 2.0 3.0 4.0 5.0 6.0
Epsilon

0.0

0.2

0.4

0.6

0.8

1.0

Gr
ad

 C
lip

pi
ng

d = 2, correlated Gaussian
DP HMC

1.0 2.0 3.0 4.0 5.0 6.0
Epsilon

0.0

0.2

0.4

0.6

0.8

1.0

Gr
ad

 C
lip

pi
ng

d = 2, narrow banana
DP HMC

0.5 0.75 1.0
Epsilon

0.0

0.2

0.4

0.6

0.8

1.0

Gr
ad

 C
lip

pi
ng

Circle
DP HMC

Figure 6.8: Fraction of clipped gradients for DP HMC.



7. Conclusions

The results of the experiments of Section 6.3 show that using DP MH for Bayesian
inference is possible, but will require large datasets, especially with complex models.
With the already fairly large datasets with 105 ≤ n ≤ 2 · 105, the DP MH algorithms
were able to achieve significantly lower MMDs with increasing ε on most models, but
the algorithms only got close to the baseline MMDs from samples of the true posterior
on the simplest models, the flat and tempered bananas. This also required a large
value of ε = 6, while performance with the more reasonable values of ε like 1 and 2 was
much worse. The circle model is the only exception, where performance with ε = 1
was reasonable. The experiments done by Heikkilä et al. [HJDH19] and Yildirim and
Ermis [YE19] have similar results: good performance of a DP MH algorithm with a
reasonable ε ≤ 2 requires a large dataset with n ≥ 105.

When comparing the different DP MH algorithms, the results of Section 6.3
show that neither DP HMC or DP penalty is clearly better than the other, as both
algorithms beat the other on some models. The usefulness of OCU+GWHM for DP
penalty is also debatable, as DP penalty OCU+GWMH only clearly beat DP penalty
on the 30-dimensional Gaussian, which is an ideal case for OCU as the components
were independent, which is unrealistic in practice. The only clear conclusion from the
comparisons is that the minibatch algorithms are only useful with tempered posteri-
ors, and even there they are not better than the algorithms using the full data, so
subsampling the log-likelihood ratios does not seem to be a useful addition to DP MH,
which is surprising, as subsampling significantly lowers the privacy cost of releasing the
log-likelihood ratio.

The failure of subsampling log-likelihood ratios does not imply that subsampling
HMC gradients will not be useful. Gradient subsampling has been done with non-
DP HMC [CFG14, DFB+14] to reduce computation time, and using subsampling in
the DP setting is a potential direction for future research. However, naive gradient
subsampling in HMC has been shown to fail in high dimensions [Bet15], so additional
methods to control the error from subsampling are likely needed, such as the friction
term [CFG14] briefly discussed in Section 4.3, or the Nosé-Hoover thermostat [DFB+14]
that dynamically adjusts the friction. It is also not clear how gradient subsampling
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might affect the reversibility of the DP HMC proposal, as gradient subsampling adds
an additional source of randomness, and the analysis of Section 4.3 assumed that the
gradient computation is deterministic.

The large number of parameters DP MH algorithms have compared to non-DP
MH makes tuning them particularly difficult. DP HMC is the clearest example of
this, where 4 parameters tune the different trade-offs between privacy and accuracy, in
addition to the parameters of HMC, which are already known to be difficult to tune in
the non-DP case [Nea11].

Several methods and guidelines for tuning the parameters of non-DP MH algo-
rithms have been developed. The simplest of these are heuristic guidelines or in some
cases proofs [RGG+97] of optimal acceptance rates. For MH with a Gaussian pro-
posal and a suitable target distribution, it has been shown that the optimal acceptance
rate approaches approximately 23% as the dimensionality of the target approaches in-
finity [RGG+97]. For HMC, a 65% acceptance rate is recommended [Nea11]. These
guidelines can be used to tune the proposal variance, or, in the case of HMC, η, until
the algorithm has the desired acceptance rate. They can be used when tuning DP
MH algorithms, and were used to some extent in tuning the parameters for the ex-
periments of this thesis, but it is not clear how well these guidelines apply under DP.
Yildirim and Ermis show that DP penalty has a lower acceptance rate than the non-
DP MH algorithm with the same proposal [YE19], so the optimal acceptance rates of
DP MH algorithms are likely lower their non-DP counterparts, but the exact optimal
acceptance rates will likely depend on the privacy bounds.

Tuning the parameters of an MH algorithm by hand is time consuming, even
with a guideline on the optimal acceptance rate, and requires the user of the algorithm
to know the guidelines and their applicability. Tuning the parameters automatically
alleviates these problems. In the context of HMC, these automatically tuned algorithms
are called dynamic HMC algorithms. The most prominent dynamic HMC algorithms is
the No-U-turn sampler (NUTS) [HG14], that is able to tune both η and L automatically.
The automatic tuning of both parameters made HMC usable in automatic inference
libraries such as Stan [Tea20] that are typically used by applied practitioners who
are not experts in MCMC algorithms. Extending NUTS and other dynamic HMC
algorithms that can tune some parameters automatically to the DP case is a potential
avenue of future research. The empirical results on clipping in Section 6.2 may be
usable as guidelines for tuning the clip bounds, perhaps even automatically.

A fundamental difficulty in tuning DP MH algorithms is the fact that the metrics
used to tune the algorithm, such as acceptance and clipping rates, cannot be released
without incurring a privacy cost and adding noise to the metrics. Even tuning the
algorithm internally based on the metrics, and releasing only the final parameters incurs



71

some privacy cost, which can be argued to be negligible, but cannot be computed, as
formalising the way a human chooses parameters based on the metrics is impossible.
This can be sidestepped by tuning the algorithm on synthetic or publicly available data,
and only using the private data with the final parameters, but this risks overfitting the
parameters to the tuning dataset and having poor performance on the private dataset.
This thesis largely ignores these issues for the sake of comparing the algorithms, but
potential users of DP MH on real private data should not ignore them, which makes
developing automatic methods for tuning parameters that allow computing the privacy
cost of tuning even more important than in the non-DP case.

Other practical issues that the experiments of Section 6.3 ignore are the initial-
isation of the algorithms, and the fact that computer implementations cannot sample
from continuous distributions exactly. In existing work, DP MH algorithms have been
initialised using a point estimate obtained from another DP method with very low pri-
vacy cost [HJDH19, WFS15]. The initialisation method used Section 6.3 mimics the
effects of using a point estimate by choosing random values around the true parameter
values. This is unlikely to affect the comparisons of the DP MH algorithms, as all of
the algorithms would use the same method to obtain the point estimate in any case.

The issue of sampling continuous distributions on computers for DP were first
identified for the Laplace distribution [Mir12]. When sampling the Laplace distribu-
tion with finite precision floating point numbers, the bits of the results can contain
information about the private data that destroys DP, even when the analysis is theo-
retically DP with exact sampling of the Laplace distribution. These issues likely exist
when sampling the Gaussian distribution, which means that actual implementations of
the algorithms in this thesis may not have their theoretical DP guarantees. Recently,
the differential privacy of a discrete variant of the Gaussian distribution has been
analysed [CKS20]. Using a discrete distribution instead of a continuous one sidesteps
floating point issues, but in the context of DP MH, the penalty correction requires
adding continuous Gaussian noise. Investigating the effect of using discrete Gaussian
noise instead with the penalty algorithm is another potential avenue of future research.

The results presented in this thesis show that DP MH is a viable way to conduct
DP Bayesian inference with large enough datasets. There are still issues that should
be investigated before deploying DP MH with real private data, but they are likely
solvable, and most, like parameter tuning, and inexact sampling, also affect other
methods of DP Bayesian inference. The benefits of MH over other Bayesian inference
methods are present in the DP setting, so research into the many unknowns of DP MH
is likely to be fruitful.
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Appendix A. Proof of Theorem 5.2

Theorem 5.2. Let

θ = (θ1, . . . , θd) ∼ Ban(0, σ2
0I, a, b,m),

x1 ∼ N (θ1, σ
2
1),

x2 ∼ N (θ2 + a(θ1 −m)2 + b, σ2
2),

x3 ∼ N (θ3, σ
2
3),

...

xd ∼ N (θd, σ2
d).

Given data X ∈ Rn×d and denoting τi = 1
σ2
i
, the posterior of θ tempered with T is the

banana distribution Ban(µ,Σ, a, b,m) with

x̄i = 1
n

∑
x∈X

xi i ∈ {1, . . . , d},

µ =
(
Tnτ1x̄1

Tnτ1 + τ0
, . . . ,

Tnτdx̄d
Tnτd + τ0

)
,

Σ = diag
( 1
Tnτ1 + τ0

, . . . ,
1

Tnτd + τ0

)
.

Proof. Recall that the banana distribution Ban(µ,Σ, a, b,m) is the distribution of g(x)
where g(x) = (x1, x2 − a(x1 −m)2 − b, x3, . . . , xd) and x ∼ Nd(µ,Σ). Because

g−1(y) = (y1, y2 + a(y1 −m)2 + b, y3 . . . , yd)

and the Jacobian determinant of g−1 is 1, for a positive-definite Σ the banana distri-
bution has density proportional to

exp
(
−1

2(g−1(x)− µ)TΣ−1(g−1(x)− µ)
)
.

With Σ = diag(σ2
1, σ

2
2, . . . , σ

2
d) the density is proportional to

exp
−1

2

(x1 − µ1

σ1

)2
+
(
x2 + a(x1 −m)2 + b− µ2

σ2

)2

+
d∑
i=3

(
xi − µi
σi

)2
 .
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Denote u = θ2 + a(θ1 −m)2 + b. The tempered posterior of θ is

p(θ | X) ∝ p(X | θ)Tp(θ)

= p(x1 | θ1)Tp(x2 | θ1, θ2)T
d∏
i=3

p(xi | θi)Tp(θ)

= p(x1 | θ1)Tp(x2 | θ1, θ2)T
d∏
i=3

p(xi | θi)T

· exp
(
−1

2

(
τ0θ

2
1 + τ0(θ2 + a(θ1 −m)2 + b)2

d∑
i=3

τ0θ
2
i

))

= p(x1 | θ1)Tp(x2 | θ1, θ2)T exp
(
−1

2
(
τ0θ

2
1 + τ0(θ2 + a(θ1 −m)2 + b)2

))

·
d∏
i=3

p(xi | θi)T exp
(
−1

2

d∑
i=3

τ0θ
2
i

)
.

Considering the upper and lower part of the last expression separately

p(x1 | θ1)Tp(x2 | θ1, θ2)T exp
(
−1

2
(
τ0θ

2
1 + τ0(θ2 + a(θ1 −m)2 + b)2

))

∝
(

n∏
i=1

exp
(
−(xi1 − θ1)2τ1

2

))T
·
(

n∏
i=1

exp
(
−(xi2 − θ2 − a(θ1 −m)2 − b)2τ2

2

))T

· exp
(
−1

2
(
τ0θ

2
1 + τ0(θ2 + a(θ1 −m)2 + b)2

))

= exp
− 1

2

(
Tτ1

n∑
i=1

(xi1 − θ1)2 + Tτ2

n∑
i=1

(xi2 − u)2 + τ0θ
2
1 + τ0u

2
)

= exp
− 1

2

(
Tτ1

n∑
i=1

(xi1 − x̄1)2 + Tτ1n(x̄1 − θ1)2

+ Tτ2

n∑
i=1

(xi2 − x̄2)2 + Tτ2n(x̄2 − u)2 + τ0θ
2
1 + τ0u

2
)

∝ exp
− 1

2

(
Tτ1n(x̄1 − θ1)2 + Tτ2n(x̄2 − u)2 + τ0θ

2
1 + τ0u

2
)

= exp
− 1

2

(
Tτ1nx̄

2
1 − 2Tτ1nx̄1θ1 + nTτ1θ

2
1 + τ0θ

2
1 + Tτ2nx̄

2
2 − 2Tτ2nx̄2u+ nTτ2u

2 + τ0u
2
)

∝ exp
− 1

2

(
(Tnτ1 + τ0)θ2

1 − 2Tτ1nx̄1θ1 + (Tnτ2 + τ0)u2 − 2Tτ2nx̄2u
)

= exp
− 1

2

(
(Tnτ1 + τ0)

(
θ2

1 −
2Tτ1nx̄1θ1

Tnτ1 + τ0

)
+ (Tnτ2 + τ0)

(
u2 − 2Tτ2nx̄2u

Tnτ2 + τ0

))
∝ exp

− 1
2

(
(Tnτ1 + τ0)

(
θ1 −

Tτ1nx̄1

Tnτ1 + τ0

)2
+ (Tnτ2 + τ0)

(
u− Tτ2nx̄2

Tnτ2 + τ0

)2 ).
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and
d∏
i=3

p(xi | θi)T · exp
(
−1

2

d∑
i=3

τ0θ
2
i

)

∝ exp
−1

2T
d∑
j=3

τj
n∑
i=1

(xij − θj)2 − 1
2

d∑
j=3

τ0θ
2
j


= exp

−1
2

d∑
j=3

(
Tτj

n∑
i=1

(xij − θj)2 + τ0θ
2
j

)
= exp

−1
2

d∑
j=3

(
Tτj

n∑
i=1

(xij − x̄j)2 + Tτjn(x̄j − θj)2 + τ0θ
2
j

)
∝ exp

−1
2

d∑
j=3

(
Tτjn(x̄j − θj)2 + τ0θ

2
j

)
∝ exp

−1
2

d∑
j=3

(
−2Tτjnx̄jθj + Tτjnθ

2
j + τ0θ

2
j

)
∝ exp

−1
2

d∑
j=3

(
(Tnτj + τ0)θ2

j − 2Tnτjx̄jθj + (Tnτjx̄j)2

Tnτj + τ0

)
= exp

−1
2

d∑
j=3

(Tnτj + τ0)
(
θj −

Tnτ1x̄i
Tnτj + τ0

)2
 .

Multiplying the resulting expression above gives a density proportional to the banana
distribution. As p(θ | X) is proportional to the density of a banana distribution, the
posterior is the banana distribution Ban(µ,Σ, a, b,m) with

µ =
(
Tnτ1x̄1

Tnτ1 + τ0
, . . . ,

Tnτdx̄d
Tnτd + τ0

)
,

Σ = diag
( 1
Tnτ1 + τ0

, . . . ,
1

Tnτd + τ0

)
.
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