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Muita tietoja: 

Tiivistelmä: 
Tämä tutkielma käsittelee rahanpesun ehkäisemistä ja etenkin raportointivelvollisten yritysten ja 
yksityissektorin roolia siinä. Tutkielma käsittelee rahanpesua yleistasolla, moderneja rahanpesun 

muotoja, ja vaikutuksia yhteiskunnalle. Tämän lisäksi tutkielma esittelee EU-lainsäädäntöä aiheeseen 

liittyen erityisesti EU:n neljättä, viidettä ja kuudetta rahanpesudirektiiviä, ja niiden asettamia 

vaatimuksia. Tutkielma esittelee ja arvioi yritysten AML-compliance prosesseja kuten asiakkaan 

tunnistamista, riskiarvion tekemistä, tilitapahtumien seurantaa sekä epäilyttävien tapahtumien 

raportointia. Tämän lisäksi, tutkielma arvioi rahanpesun ehkäisemistä corporate governance – 

näkökulmasta, sekä arvioi compliance-prosessista syntyviä kuluja sekä riskejä yrityksille, sekä näiden 
perusteella rahanpesun ehkäisemisen tehokkuutta. Johtavatko nämä varsin tiukat vaatimukset ja 

korkeat compliance-kulut tehokkaaseen lopputulokseen? 

 

This master’s thesis discusses and analyzes the topic of anti-money laundering, and especially the 

role of obliged entities and private sector. The thesis will introduce the general topic of money 

laundering, its modern methods, impact to the society and why preventing money laundering is of 

utmost importance. The thesis will present the relevant EU legislation, from which the obligations for 

obliged entities spring from, mainly, the fourth, fifth and sixth anti-money laundering directives. In 
addition to presenting the phases of companies’ compliance processes such as know your customer, 

risk assessment, transaction monitoring and suspicious activity reporting, the thesis will analyze the 

issue from a point of view of corporate governance and evaluate the costs and risks for obliged 

entities, and on the basis of these, the efficiency of the framework and process for prevention of 

money laundering. Do strict requirements towards obliged entities and their high compliance costs 

lead to an efficient result in preventing money laundering.  
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 1 

1. Introduction 

Money laundering is an issue that touches upon the global community, from third-world 

countries to Europe and US. Especially over recent years, most of us have seen countless of 

headlines of banks wallowing in scandals relating to money laundering and failing to have 

proper compliance procedures. This has led to billions of euros and dollars’ worth of fines for 

financial institutions and to reputational damages that cannot even be measured due to their 

very nature. Money laundering has been examined from many angles, from the point of 

criminal law, EU law, financial law, data protection as well as on corporate governance and 

economics perspectives. This thesis will address the issue by examining companies’ role in the 

fight against money laundering, and especially assess the burden and costs that legal framework 

places on the private sector on this matter, and how functional and efficient is all this in reality. 

Prevention of money laundering is a worthy cause for countless of reasons from preventing 

criminal organizations and terrorists from receiving funding as well as losses to the economic 

system caused by dirty money. A lot has been done by the EU regulator to establish a 

functioning AML legal framework to combat the issue. Yet, despite the efforts, huge sums of 

money are laundered yearly, UN estimates being as high as 2trillion dollars’ worth of money 

globally every year, equaling even to 5% of global GDB.1 However how does this affect 

companies and do their compliance costs and risks relating to AML correlate with equally high 

success-rate in preventing money laundering. This is one of the main issues that this thesis will 

aim to collaborate and form a well-reasoned, sound, answer for.  

 

The second chapter of this thesis will focus on introducing the very topic of money laundering. 

The chapter will first of all, define money laundering and what does it actually mean in practice 

and what types of crimes are usually the source of dirty money. Also, the somewhat of a 

standard process of money laundering – consisting of three phases is introduced to give some 

depth to the basic formula on how criminals launder money, also discussing concise methods, 

that have evolved over time. Cash-based operations, such as everyone typically has seen in 

movies, and associates with the term money laundering, including pin pong-machines, car 

washes and duffel bags stuffed with cash smuggled across borders have disappeared (at least 

to a great extent) to the winds of time and modern criminals rather employ complicated 

schemes that may potentially include various of transactions for the process of laundering the 

assets. Also, the digital development and the society moving more and more to internet has 

 
1 United Nations Office on Drugs and Crime: Money Laundering.  



 

 2 

enabled criminals to move their ways of washing money to online as well. Of course, the more 

complex the schemes are, the harder they are for the obliged institutions and the law-

enforcement authorities to detect, investigate and intercept. The chapter will also discuss the 

issue of money laundering by assessing how much money is laundered yearly and why 

prevention of money laundering is important for the society. Of course, in connection to this, 

to geographically try to scope out the issue, it is necessary to define countries that typically are 

considered to have the highest risk for money laundering.   

 

The third chapter of this thesis introduces the relevant legislation. This thesis will put its focus 

on European level and focus mostly on EU law, which has experienced significant reforms 

over the course of past ten years. It is clear that whereas many money laundering schemes and 

operations have a strong cross-border element, it is necessary that MSs of the EU have a 

uniform legal system and regulations to combat money laundering. The chapter will introduce 

especially the fourth, fifth and sixth EU Anti-Money Laundering Directives, from which, most 

of the requirements for the companies that are obliged to report, sprung. Also, the 

recommendations of the FATF will be discussed briefly as these set some of the most know, 

and established standards in the AML field and over 200 jurisdiction globally have committed 

to them.2 FATF’s role in developing soft law and rules through their recommendations has 

been an essential one in harmonizing AML and CFT laws, whilst providing some national level 

of flexibility for the countries.3 One can also fairly easily detect similarities between the FATF 

Recommendations and the EU AML Directives and actually, one of the purposes of 

implementing the 4th AMLD was to bring the EU legislation on money laundering to be in line 

with the FATF Recommendations, alas the obvious connection.4   

 

The fourth chapter will discuss the role of companies in preventing money laundering, and 

also, the risks and costs of AML compliance. The chapter will introduce and discuss measures, 

on how companies comply with the given legislation, and aim to prevent money laundering. 

The chapter will use the Finnish Act on Prevention of Money Laundering and Terrorist 

Financing, as well as Regulations by the Finnish Financial Supervisory Authority 

(Finanssivalvonta) to elaborate on specific requirements for companies that are under the 

Finnish laws, being more specific on measures than the EU AMLDs. In addition to discussing 

 
2 FATF: Europe.  
3 Borlini, Montanaro, 2017. p.1011 
4 European Parliament. Legislative Train Schedule.  
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concrete compliance procedures and measures, the chapter will also briefly discuss AML 

compliance from a corporate governance – point of view, especially on why having proper 

AML procedures is in best interests of the company and shareholders, and what might be the 

consequence if these measures fail due to bad management. The author will also address certain 

risks for companies in relation to AML compliance and elaborate on the efficiency of AML 

compliance by discussing the costs of compliance and the success rate – so practically how 

efficient is to prevent money laundering.  

 

The thesis will aim to answer the following research questions throughout: 

1) How is money laundered and what are the new methods? 

2) Why is prevention of money laundering important? 

3) How does the EU regulate AML? 

4) What is the role of companies in preventing money laundering? 

5) What types of compliance costs and risks does AML compliance place on companies – are 

they burdening or efficient? 

The Hypothesis that the thesis will examine, and elaborate throughout the chapters and research 

questions, by acknowledging the whole area from the point of view of legislation, companies’ 

practices, as well as methods of money laundering, is:  

Prevention of money laundering and terrorist financing creates significant obligations, costs 

and institutional risks for obliged entities.  

 

The author has chosen this topic due to its importance for the society in the means of preventing 

money laundering, as well as for companies, to assess their position. Whereas prevention of 

money laundering is an indisputably worthy cause, it is necessary also to consider the costs and 

risks that arise for companies and to examine are they in line with the success of the current 

framework. In addition to personal interest towards corporate governance and legal and 

regulatory compliance, the author has chosen to examine this topic as there is not a significant 

amount of academic research done into this topic, despite its importance. Legal compliance, 

being an area of business law that is not as researched as for example contract law or 

commercial arbitration, has an important role for especially two main reasons. First of all, to 

be able to detect and prevent laundering of money, and secondly to ensure that a company is 

in compliance with all the relevant legislation, regulations in order to safeguard itself for fines 

from non-compliance and operational risks.  

 



 

 4 

The methods this thesis utilizes, are introducing and explaining the legislation as well as the 

topic of money laundering as itself and companies’ role, to apply law and economics – type of 

analysis to assess the efficiency of AML framework, from the point of view of compliance 

costs and success rate of preventing money laundering, as well as by testing the given 

hypothesis. For evaluating the efficiency from an economic perspective, the author will employ 

the methods of Pareto efficiency and Kaldor Hick efficiency. To shortly explain these terms, 

Pareto efficiency refers to a conception, that by allocating resources, neither of the two 

considered parties should end up worse off. Kaldor Hicks efficiency measures costs or losses 

and gains – in a Kaldor Hicks efficient situation something is efficient is the benefits exceed 

the losses.5 The sources include literature and articles, by distinguished academics as well as 

leading experts and seasoned practitioners, such as lawyers, judges and compliance officers. 

Also, secondary law, such as EU Directives and Regulations are discussed to examine the 

requirements that are placed for the companies as well as examples of Finnish Act on 

Prevention of Money Laundering and Terrorist Financing and Regulations by the Finnish FSA 

to give concrete and specific examples of what the Finnish law requires. The author also 

employs official documents such EC documents and FATF Recommendations as well as 

variety of online sources including statistics and recent insights by expert organizations in the 

relevant field.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 
5 Miceli, 2004. p. 6 
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2. Money Laundering – Methods, Amount and Impact on Society 

 

The aim of money laundering is a fairly simple one, an individual, a group of individuals or 

even an enterprise that has received illegitimate money will aim to ensure that they can use 

these funds without being discovered of using illegal money.6 In order to reach that goal, the 

money must be disguised to appear legitimate, in order to hide the original, illegitimate source 

of the money.7 In practice, getting the money seem completely legitimate, so the process of 

laundering it, includes three phases that are first placement of the illegal money, then as second, 

to layer the funds by transferring them through as many institutions and jurisdictions in order 

to bring them as far as possible from their origin, and finally to integrate the funds to an 

economy where they appear legitimate.8 However as Reuter remarks, the three-layer 

classification is used to demonstrate what can be a very complex process of money laundering, 

whereas some money laundering transactions can have many more depending on their 

complexity.9  According to Chapman these complex schemes may include even more than five 

steps between the initial crime and actually benefitting from the financial gains.10 This chapter 

will demonstrate various methods that are used nowadays to launder money, from simple cash-

based operations to complex schemes that aim to launder large sums of money. In addition, 

this chapter will also aim to evaluate the amount of money being laundered to demonstrate this 

major issue in scale, and analyze the effects caused by money laundering.  

 

2.1. Methods of Money Laundering 
 

2.1.1. What is Laundered Money  
 
The funds that are laundered are sourced from various very serious crimes, often with close 

ties to organized crime.11 The so called “dirty money” is often sourced from such crimes as 

sales of illegal weapons, trafficking drugs, humans and sex trade.12 Sources of illegitimate 

money also include various financial crimes such as fraud, tax evasion, and bribery.13 Overall 

the source of money laundering and dirty money can be practically any crime that creates 

 
6 Cox, 2014. p.6 
7 ibidem 
8 Reuter, 2005. p. 3 
9 ibid p. 25 
10 Chapman, 2018 P.2 
11 Sarkar, 2020 p. 38 
12 FATF. What is money laundering. p.1 
13 Chapman, 2018 P.6 
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financial profit for the perpetrator. This paper will not go to great extent to analyze the 

interrelated issue of terrorism financing, but it needs to be mentioned, due to the interrelation 

between money laundering and terrorist financing, that the latter often employs similar 

techniques, with the purpose of hiding the final destination and the purpose of the money used 

to finance terrorism.14  

 

2.1.2 The Process of Money Laundering 
 

Before discussing and analyzing the ever-developing methods of money laundering, it is 

necessary to establish the ‘basic process’. This is after all, more or less what all money 

laundering operations and schemes are based on. As already discussed earlier, the cycle of 

money laundering includes phases of placement, layering and integration. This chapter will 

elaborate into this classification, which is necessary in order to recognize different phases of 

money laundering. The first stage of laundering money is called placement. This means that 

illegitimate money sourced from criminal activity is moved to some other form enabling the 

money laundered to proceed to next phases. Typically, placement is considered to happen when 

the dirty money is placed in the banking systems (i.e., cash deposited to an account) but it can 

indeed also mean that the money is used to purchase physical property which can then be sold 

and moved back into liquid assets.15 Criminals will often target businesses that are known to 

have least amount of control for the origin of the funds – especially companies that are in 

financial trouble and in need of cash may easily be selected as targets for the placement process. 

The same logic applies to depositing illegitimate funds to a bank, the money launderers will 

aim to seek a bank or branch that needs to raise the amount of liquidity, thus it may become an 

obvious target for the criminals.16 

 

The next phase of laundering money is called layering. Layering means that illegitimate funds 

will be layered to hide their origin and current status and appear clean in the end. This at most 

simple form might mean investing the dirty money to a completely legitimate object. However, 

a more complicated scheme to launder money might include a complex scheme of transactions 

with the purpose of moving the money between many banks and jurisdictions to make the trail 

 
14 Egmont Group. Money Laundering and the Financing of Terrorism. 
15 Cox, 2014. p.16 
16 Ibidem. 
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as difficult to follow as possible, in such complex schemes, the money can be moved around 

up to ten times before reaching the final destination.17  

 

The third and final phase of the process of laundering dirty money into clean money is 

integration. In this phase the money is integrated into a legitimate financial system where it 

mixes up with other legal assets. The purpose of integration is that the criminal will to be able 

to use the laundered money for whatever purpose they wish, without anyone being able to 

distinguish the laundered funds from legitimate funds. This can be done in various ways, some 

more discreet than others. Common ways to integrate the money are, for example, depositing 

or transferring it to a legitimate bank account, from where it can be used from, by selling 

property acquired in the previous phases to get what appears to be legitimate money or in a 

more complex structure, by establishing an anonymous business in a country with guaranteed 

secrecy and the criminals granting loans to themselves and even to maximize the profits, by 

seeking tax relief on the loan repayments.18  

 

In addition to the traditional three stage approach of understanding phases of money 

laundering, Jan van Koningsveld writes and suggest widening this understanding, to a four-

phase model. This suggested model would divide the last phase of integration into two separate 

phases in order to reduce vagueness related to integration. The reasoning behind this 

suggestion, is that the traditional last phase – integration – covers a very wide range of 

transactions, from using laundered money in daily consumption to extremely complicated, 

professional schemes and constructions.19 This mode, would divide the last phase (integration) 

into two new phases, which are justification and investment. With this model justification 

would quite descriptively mean making the laundered, illegal money, legally visible by 

generating fictitious income or by loaning back one’s own money. 20 In order to justify the 

gains of money, the criminals will falsify a paper trail or an electronic trail in order to show the 

legitimate origin of the money. 21 The last phase according to the model suggested by Van 

Koningsveld is investment. Investment in according with this model is the goal of laundering 

money. Unlike the previous steps that are to hide the origin of the dirty money through schemes 

of varying complexity, investment includes actual legal acts. If the criminal who is laundering 

 
17 Ibid. p.17 
18 Cox, 2014. p.18 
19 Van Koningsveld in Unger – Van Der Linde, 2013 p.438 
20 Ibid. pp..439-440 
21 Ibid. p.440 
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money has been successful with the scheme, the illegal origin of the money is not anymore 

traceable and even more, the launderer will be able to justify possession of these funds to the 

authorities. Once the money has been laundered so that it is impossible to trace and it seems 

apparently legal, the money launderer can use it for example to purchaisng high value goods 

or investments, by buying for example expensive cars or shares of a company.22 According to 

Van Koningsveld, the way of viewing money laundering, so as a process including three or 

four phases, is not only a nuance, but can affect investigation and evidence gathering of money 

laundering, tracing tracks and viewing the whole characteristic of money laundering. As an 

example, relating to following tracks of money laundering, the traditional three-stage model 

does not make a difference between real tracks and purposely created false tracks. This may 

lead to investigators following false tracks and wasting time.23  

 

2.1.3. How is Money Being Laundered – From Cash-Based Operations to Online 
Schemes 
 

As Reuter notes, money laundering differs from most other crimes for its diversity in the mean 

of its participants, measures and settings. It may involve most notable banks unknowingly 

providing services for clients who, at least on paper, seem to have unquestionable credentials.24 

This can lead to a situation, where identifying money laundering can prove to be very 

challenging, if for example the client of a bank seems respectable and does not have obvious 

connections to criminals nor raises any obvious ‘red flags’. Similarly, as Sarkar notes, money 

laundering is a somewhat of a dynamic type of crime therefore that the criminals who launder 

their illegitimate funds, constantly keep developing new ways to do it to remain undetected, 

which requires the counterparty, to be able to adapt to these new ways fast in order to prevent 

new schemes.25  

 

Money laundering schemes have certainly evolved over time. ‘Traditional ways’ of laundering 

money are such as by smuggling cash, laundering money through casinos and other gambling 

venues, by horseracing or lotteries.26 The purpose of such methods has been the ease to launder 

cash, but they are not perhaps most lucrative methods especially in today’s financial world for 

 
22 Ibidem. 
23 Ibid. pp.441-442 
24 Reuter, 2005. p.25 
25 Sarkar, 2020 p.38 
26 Reuter, 2005. p.32 
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laundering large sums of money. The above-mentioned old methods are even deemed to have 

disappeared from the arsenal of modern criminals, or at least to exist only on a minor level 

anymore.27  One of the modern ways of laundering money, and the first one this thesis will 

discuss into a greater extent, are related to criminals using the internet. Nowadays, technology 

and internet have a major role in all of our lives, through work, studying, handling finances via 

online banking and in many other ways. Whereas the world develops, so do the criminals and 

internet makes an attractive sector for criminals to launder money due to general confidentiality 

and unfamiliarity, as well as the ability to transfer large amounts of money.28 This accompanied 

with a possibility to remain anonymous or hide behind a fake identity makes internet a lucrative 

platform for money laundering.29 The purpose with laundering money electronically is to 

transfer the ‘dirty money’ from one bank and jurisdiction to another so many times, that the 

origin becomes untraceable. Anonymity, the ability to conduct several transactions and handle 

the whole operation from a remote location are especially the ‘cornerstones’ in laundering 

money in this way. 30 

 

Transferring money from one bank to another and between countries is certainly not the only 

method of laundering money through online platforms, but criminals use many others, more 

complicated schemes. Two typical scam done by criminals to launder money, is to transfer 

large sums to accounts that belong to people who do not know the origin of the funds nor are 

involved in the actual process of laundering money, and asking them to hold the money for 

some compensation, or by offering people jobs where they can earn a relatively high salary 

working from home, however requiring them to accept transfers of money to their accounts 

and then after some time, to again transfer the money to an account designated by the 

‘employer’.31 This is a typical example of layering and placing the money – through various 

transactions and through accounts with legitimate holders without apparent connection to 

organized crime or money laundering, the funds will be layered to look legitimate and placed 

on the account where they can be used by criminals, appearing completely legitimate.  

 

 
27 De Sanctics, 2019. p.1 
28 Ibid. p.5 
29 ibidem 
30 Ibid. p..3 
31 Ibid. p.1 



 

 10 

A type of more recent, technologically complex and harder to detect scam is called a merchant-

scam.32  This means that a registered merchant processes card payments on behalf of another 

merchant who remains anonymous, and by funneling the transactions through the registered 

merchant’s storefront online page, criminals can link illegal websites and platforms to the 

merchant’s payment services whilst remaining undetected.33 By doing this the money 

launderers can wire illegal money originating from elsewhere, to the merchants account and to 

funnel the funds to legitimate paying services. According to Teicher, such operations often 

involve a network with thousands of bad merchants connected to few dozen storefronts, several 

processors and various technological methods such as credential swapping, making this type 

of operation very difficult to detect, even by the payment services. 34  The funds that are washed 

through the merchant-scam often originate from sources such as sales of drugs and weapons, 

illegal pornography and other sources of illegal trade.  

 

Online-based scams are however not limited only to merchant-scams and simply by moving 

money from one place to another, but they also exploit social media and peer-to-peer 

marketplaces. Criminals for example use social media, to lure and recruit young users 

(especially between ages to 14-24) as ‘money mules’ by promoting expensive lifestyle and 

ability to make money easily, simply by accepting transfers to their accounts and holding the 

funds before transferring them again. Young users might not realize they are aiding in money 

laundering and be unaware of the nature of these schemes.35 Scams relating to peer-to-peer 

marketplaces are carried out through services such as Airbnb or Uber for example. The 

perpetrators use for example stolen credit cards or otherwise illegitimate money to pay for fake 

accommodation, that as it not actually used but they will receive the money through the hosts 

who are aiding in the scam. The scams relating to Uber work similarly, instead of 

accommodation, by paying fake rides. 36 In such scams the criminals quite literally hide in plain 

sight and there is no need to create fake business or shell companies, as no actual goods or 

services are moved, and such scams can be done with fairly low costs, fast and they are 

relatively simple and extend to a global reach, so the origin of the ‘dirty money’ can be on a 

completely other side of the world than the account it will end up through service such as for 

 
32 Teicher in Inpayments Magazine, 2017  
33 Ibidem. 
34 Ibidem. 
35 Bell in the New Economy, 2018  
36 Ibidem. 
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example Airbnb.37 Schemes involving peer-to-peer markets of social medias are fairly simple 

compared to for example the trader laundering scheme, as introduced above, which often 

involve a wide network of individuals as well as complicated technological solutions. The 

ability to hide in plain sight, to remain anonymous, to use false identities, funneling payments 

through legitimate vendors and other characteristics of money laundering through various 

online platforms can make it especially difficult to detect money laundering.  Especially when 

the money reaches a legitimate payment service of a what seems to be a registered and 

legitimate business. According to Bell, the only way to detect and prevent money laundering 

that takes place in these ways is to look at the transactions in a wider context as well as 

identifying the users and clients reliably, in order to detect illegal transactions among a vast 

number of legitimate ones.38 

 

2.2. The Impact of Money Laundering 
 

To highlight the widespread issues that are sprung from laundering money are discussed briefly 

in this chapter. Money laundering effects not only the economy but also national security, thus 

its prevention is more than important.  

 

2.2.1. How Much Money is Laundered Yearly? 
 

Due to given nature of money laundering, it is more or less impossible to define how much 

money exactly is laundered in the world per year. However, to demonstrate how very 

significant this issue is, according to United Nations Office on Drugs and Crime, the current 

estimates are between 800 billion USD to 2 trillion USD.39 This contributes to 2-5% of the 

whole global GDP and really gives a good perspective of how immensely large and widespread 

criminal activity is in question. 40 The risk of money laundering varies a great deal between 

different countries, in general developing countries are rated higher on risk ratings. For 

example, the Basel Institute of Governance publishes a yearly list of rating of AML risk in 

countries around the world, called the Basel AML Index. In accordance with the 2020 Index, 

10 countries with the biggest risk for money laundering are: 

1) Afghanistan,  

 
37 Ibidem. 
38 Ibidem. 
39 United Nations Office on Drugs and Crime: Money Laundering.  
40 Ibidem.  
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2) Haiti,  
3) Myanmar,  
4) Laos,  
5) Mozambique,  
6) Cayman Islands,  
7) Sierra Leone,  
8) Senegal,  
9) Kenya and  
10) Yemen.  

Ten countries with the lowest risk being:  

1) Estonia,  
2) Andorra,  
3) Finland,  
4) Bulgaria,  
5) Cook Island,  
6) Norway,  
7) New Zealand,  
8) Sweden,  
9) Slovenia and  
10) Denmark.41  

The Basel AML Index is calculated by evaluating the given country by different indicators 

categorized in five domains, in order to provide a holistic picture of the risk of money 

laundering in different countries.42 The categories that are used in this analyze are: 1) Quality 

of AML / CFT Framework, which amounts the most, 65%, to the index number; 2) Corruption 

Risk, amounting for 10% in the calculation of the index number; 3)Financial Transparency and 

Standards, also amounting for 10%; 4) Public Transparency and Accountability, 5%; and 5) 

Legal and Political Risk, 10%.43 In addition to these factors, it needs to be remarked, that in 

developing countries, authorities and law enforcement often lack the expertise and 

technological capability to track and detect suspicious transactions.44   

 

Of course, money laundering is not only an issue for the developing countries, despite them 

having a higher risk indicator. It needs to be taken into consideration that naturally countries 

with large banking and financial sector process larger sums of money and ergo the money 

laundering that may happen through them is possibly much higher than in developing countries. 

A recent investigation for example shows that UK, being one of the financial centers of not just 

Europe but the whole world, might also be one of the world’s money laundering centers.45 

 
41 Basel Institute on Governance. Basel AML Index 2020.  
42 Basel Institute on Governance. Basel Index Methodology.  
43 Ibidem. 
44 Global Financial Integrity. Tax Havens / Bank Secrecy.  
45 Horn in Intelligencia Training, 2020 
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According to the estimates, in let alone the City of London, approximately assets worth of 90 

billion pounds are laundered yearly.46 In addition to financial centers, countries that enable 

secretive banking, anonymous ownership of real-estate and companies as well as other firms 

of financial secrecy enable money laundering from these respective parts.47 According to the 

ranking made by Tax Justice Network, on the Financial Secrecy Index, ten countries with 

currently the highest financial secrecy are:  

1. Cayman Islands; 
2. United States; 
3. Switzerland; 
4. Hong Kong; 
5. Singapore; 
6. Luxembourg; 
7. Japan; 
8. Netherlands; 
9. British Virgin Islands; 
10. United Arab Emirates. 48 

The index number that is the basis for the ranking, is calculated on basis of how well the 

financial and legal system of the country enables individuals, including criminals, hide and 

launder their money in the given jurisdiction. This secrecy score is then combined with the 

volume of financial activity towards that jurisdiction, by non-residents.49  

 

As the given previously discussed statistics show, there is no one clear indicator, of how much 

money is actually laundered and exactly where does most of the laundering happen. Such 

information is often based on different methods of counting money laundering, and also include 

some amount of pure intuition.50  Due to the concealed nature of money laundering, there 

simply cannot be concise information on certain specific factors. However, defining the 

countries with the biggest money laundering risk, and countries with a high level of economic 

secrecy can benefit to the AML process, by for example placing transactions coming from such 

jurisdictions under an even more thorough scrutiny. However, what can be concluded is that 

money laundering is a huge global issue, and with amount that equals 2-5% of the whole global 

GDP, the societal impacts are enormous.  

 

 
46 Ibidem. 
47 Tax Justice Network. Financial Secrecy Index 2020 reports progress on global transparency – but backsliding 
from US, Cayman and UK prompts call for sanctions.  
48 Tax Justice Network. Financial Secrecy Index 2020 reports progress on global transparency – but backsliding 
from US, Cayman and UK prompts call for sanctions.  
49 Ibidem. 
50 Unger, Elena – Busuioc, 2007. p.10 



 

 14 

2.2.2. Impacts of Money Laundering 
 

Money laundering has significant impacts, both short- and long-term ones. On a general level, 

these include effects to society and victims of the money laundering related crimes, distortion 

of consumption, savings and investments. On economic scale, money laundering can also affect 

interest rates and exchange rates of currencies.51 Money laundering, on global level, also 

damages the global economy, by damaging national economic strategies and policies. 

Corruption within global financial markets can offset distrust and lead to riskier and less stabile 

economies.52 The consequences of money laundering are not only economic, but also social 

and affect security. Considering from the perspective of a state’s security, money laundering 

does contribute to crime, by providing resources to drug dealers, illegal arms dealers, corrupt 

officials and politicians and to other criminals.53 Also, as maybe the biggest concern for 

national security of any state, laundered money is often facilitated as a source of terrorist 

funding, this being an issue that has been raised since the 9/11 attacks.54 According to a Staff 

Report by the National Commission on Terrorist Attacks Upon the United States, “chocking 

off” terrorist funding remains one of the most visible in US’s war against terrorism, after all if 

funding of terrorism is cut,  this will limit the ability to perform terrorist attacks with mass 

casualties.55  

 

According to the same report, whereas it has proven somewhat impossible to completely cut 

off terrorist financing, but it has led to the development of an even more important system, 

which remains ultimately unknow to publicity. This is to follow the money to be used in 

terrorist financing in order to identify and locate terrorist operators and supporters and through 

this to disrupt their plots.56 The reason why US and the whole international community become 

interested in money laundering as an aftermath of 9/11 attacks, is that the attackers received 

the financing for the attacks, approximately 400,000-500,000 USD, from facilitators in UAE, 

Germany and directly from a known terrorist, Khalid Sheikh Mohamed, and the hijackers used 

both US and international financial institutions to receive, hold and retrieve the money used to 

cover expenses prior to the attacks, such as flight training, traveling and living costs. The issue 

 
51 Ibid. p.12 
52 Omar, Johari, 2015. P.15 
53 McDowell – Novis, 2001. p.6 
54 Kumar, 2012. p.115 
55 Roth – Greenburg – Wille p.2 
56 Ibidem. 
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with money laundering – control during that time was the fact it was mostly focused on drug 

trafficking and financial crime and therefore could not detect the transactions by the terrorists.57   

 

Money laundering does not only jeopardize security but also threatens economy and economic 

development. As a matter of fact, money laundering causes many serious issues to the 

economic system and its various actors. First of all, the infiltration of dirty money into 

legitimate national financial systems can harm economic and political stability of a whole 

country. Dirty money, originating from tax evasion deprives the state from revenue, thus 

affecting a large number of people who could have benefitted from the state expenditure.58 

Money laundering can also cause various risk for regulated businesses (ie. financial 

institutions, banks, lawyers) who are obliged to carry certain processes to prevent money 

laundering. The risks for businesses will be analyzed to a greater detail in Chapter 4 but here 

to initially mention, one of the main concerns in the world of financial or legal services – trust 

and reputation. Such institutions need to upkeep a trustworthy reputation for the sake of clients 

as well as authorities.59 Clients wish to deposit their assets and do business with business, where 

they know it will be safe and not used to for illegal activity nor mixed with dirty money. The 

same applies to authorities, if their investigations and audits will come back with indications 

of lack of compliance or flaws, this will often lead to bad publicity and imposing huge fines. 60 

However the consequences and risks for regulated businesses will be scrutinized into a greater 

detail in the relevant chapter. Yet, the author purposely acknowledged them already here, as 

this thesis does have the focus into the role of businesses in preventing money laundering – as 

well as introducing institutional risks for them.  

  

 
57 Ibidem. 
58Kumar, 2012. p.115 
59 Fideney – Ostos, 2020 
60 Ibidem. 
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3. Legal Framework for AML 

 

This chapter will introduce, analyze and compare key AML legislation, on EU level, especially 

on considering what duties for private industry the legal framework imposes. Considering the 

international aspect of money laundering, EU legislation plays an important rule, in ensuring 

cohesion between AML laws of the MSs. In addition to the EU legislation, the chapter will 

introduce FATF recommendations and how the interrelation between them and EU AMLDs 

can be viewed.  

 

3.1 EU’s Money Laundering Legislation 
 

Over the last quarter of a century, EU has developed an extensive legal regime to counter 

money laundering. The development of the legal framework has been in link with other 

international co-operations, such as FATF.61 Eu implemented the 1st AML Directive in 1990, 

with the purpose to mitigate misuse of the financial sector for the purposes of money 

laundering. This Directive implements responsibilities for regulated businesses, including due 

diligence process, verifying the identity of a customer when entering into business with them, 

which is nowadays known as the KYC-process, and the obligation to monitor transactions and 

report suspicious transactions for the relevant authorities.62 By now, EU has implemented total 

of six AML Directives, from which the latest stepped into force in December 2020.63 The EU 

legislator has revised the legislation in order to mitigate the risks of money laundering.64 This 

subchapter will provide an analysis on the most recent Directives (4th, 5th and 6th), how they 

contribute to preventing money laundering and especially what types of obligations they place 

upon companies and private sector. The three main elements that the EU’s AML legislation is 

based on are: 1) the criminalization of money laundering and terrorist financing; 2) the 

prevention of money laundering by imposing series of duties to obliged, private organizations; 

3) focusing on financial intelligence and co-operation between the financial intelligence units, 

and private sector.65 Developing the AML laws is also important in order to keep up with the 

technological developments of the financial services field, in order to prevent exploiting 

 
61 Mitsilegas  –Vavoula, 2016. p 262.  
62 European Commission. Anti-money laundering and counter terrorist financing.  
63 Sanction Scanner. Expected Changes For Sixth Anti-Money Laundering Directive (6AMLD).  
64 European Commission. Anti-money laundering and counter terrorist financing.  
65 Mitsilegas  –Vavoula, 2016. p 262. 



 

 17 

loopholes to launder dirty money.66 This chapter will put focus to the 4th, 5th and 6th AML 

Directives and Regulation 2015/847 on information accompanying transfer of funds.67 The 5th 

Directive brought certain amendments to the 4th Directive, whereas the most recent 

development, the 6th Directive brings unification to the national criminal law and enforcement, 

thus complementing 4th and 5th Directives by criminal law measures.68  

 

3.1.1. Modernizing EU’s AML Framework – 4th and 5th AMLDs & Regulation 2015/847 
 

Adopting the 4th AMLD in 2015 was EU’s effort to modernize the AML framework, alongside 

with Regulation 2015/847 on information on payer accompanying transfers of funds.69 The 

Directive pursues a risk-based approach, which in line with FATF recommendations, puts 

emphasis on assessing the risk and proportionality of allocating resources – thus if the situation 

does not appear risky, such intrusive measures are not necessary. 70 The 5th AMLD, to amend 

the previous, 4th AMLD, entered into force on 9 July 2018, and MSs had to implement the rules 

by 10 January 2020.71 The 5th AMLD, among other, presents significant changes to the 

beneficial ownership registries and to access to their information.72 The 5th AMLD was 

originally proposed by the EC in the aftermath of the Panama Papers Revelation scandal and 

terrorist attacks in Europe, as a measure to step up the fight against money laundering and 

financing of terrorism.73 According to the statement by the first vice-president Timmermans, 

the main goal of the 5th AMLD is to bring transparency to help fight money laundering and 

terrorist financing and the 5th Directive will introduce significant improvements to the pre-

existing rules.74 These two Directives are the source for most of the legal requirements for 

companies’ AML compliance. This subchapter will introduce certain key requirements that 

spring from these Directives, discuss their affect and compare the two Directives and introduce 

Regulation 2015/847 on information on payer accompanying transfers of funds.  

 
66 Silva, 2019. p.60 
67 Ibidem. 
68 Wahl, 2019 
69 European Commission: Anti-money laundering and counter terrorist financing.  
70 Silva, 2019. p.60 
71 European Commission. Strengthened EU rules to prevent money laundering and terrorism financing. Fact 
sheet 9.7.2018.  
72 Panico, 2020,  p.493 
73 European Commission: Infringements: Commission refers Greece, Ireland and Romania to the Court of 
Justice for not implementing anti-money laundering rules. Press release 19.7.2018.  
74 European Commission: Statement By First Vice-President Timmermans, Vice-President Dombrovskis and 
Commissioner Jourovà on the adoption by the European Parliament of the 5th Anti-Money Laundering 
Directive. 19.4.2018.  
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As a starting point, the 4th AMLD lists the types of businesses to which the Directive is 

applicable to. The list covers financial and credit institutions; auditors, tax advisors, external 

accountants, notaries, lawyers when participating or representing their client in a transaction, 

such as managing the clients wealth, real-estate transactions, opening or managing accounts, 

or setting up companies, trust or other structures; trust and corporate service providers; real-

estate brokers; traders who receive large cash payments (over 10,000 euros); and gambling 

service providers.75 The 5th AMLD extends the scope set by the 4th AMLD by adding following 

companies and professionals to the list of obliged entities: tax related services and advisory; 

providers who are engaged in exchange of virtual and fiat currencies; custodian wallet 

providers; persons who trade or act as intermediaries in trading art work, when a transaction or 

the series of linked transactions exceed value of 10,000€; and persons who store, trade or act 

as intermediaries in the trade of art works when carried out by free ports, if the transaction or 

several linked transactions exceed 10,000€.76 Taking into consideration of the growth of use of 

virtual electronic currencies, the Directive sets definitions for “virtual currencies” and for 

“custodian wallet provider” the latter meaning a service to safeguard cryptographic keys in 

behalf of its clients, as well as holds, transfers or stores electronic currencies.77 By this the 5th 

AMLD updates the list of obliged entities to correspond more with the digital developments 

and the increasing interest towards crypto currencies.  

 

The 4th AMLD aims to a risk-based approach, and according to Article 15, whereas state or the 

entity identifies certain areas of lower risk, and whereas the transaction presents a lower degree 

of risk, the obliged company can apply simplified customer DD measures.78 The process for 

due diligence as set forth by Article 13 of the 4th AMLD include: 

”(a) identifying the customer and verifying the customer's identity on the basis of documents, 
data or information obtained from a reliable and independent source; 

(b) identifying the beneficial owner and taking reasonable measures to verify that person's 
identity so that the obliged entity is satisfied that it knows who the beneficial owner is, 
including, as regards legal persons, trusts, companies, foundations and similar legal 
arrangements, taking reasonable measures to understand the ownership and control structure 
of the customer; 

(c) assessing and, as appropriate, obtaining information on the purpose and intended nature of 
the business relationship; 

(d) conducting ongoing monitoring of the business relationship including scrutiny of 
transactions undertaken throughout the course of that relationship to ensure that the 

 
75 Directive (EU) 2015/849 Art. 2 para. 1 
76 Directive (EU) 2018/843 Art. 1 para. 1 
77 Ibid. Art. 1 para. 2 
78 Directive (EU) 2015/849 Art. 15 paras. 1,2  
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transactions being conducted are consistent with the obliged entity's knowledge of the 
customer, the business and risk profile, including where necessary the source of funds and 
ensuring that the documents, data or information held are kept up-to-date.” 79  

Identifying and updating customer information is a basic process for companies know as KYC. 

Conducting adequate and appropriate customer DD is a basic key element for AML legislation, 

both in case of a new client as well as during the whole lifespan of the relationship between 

customer and the service provider.80 The purpose of the customer DD or KYC process is to 

understand the customer and purpose of their business, as well as identifying the possible risk 

they pose to the service provider and society as a whole, by assessing the risk of money 

laundering and terrorist financing and also their potential profitability. 81 In cases where obliged 

entities have reason to suspect money laundering and terrorist financing in relation to a 

suspicious transaction, they must report this to the relevant FIU.82 

 

Some situations may require the obliged entities to however apply stricter set of processes, the 

enhanced DD. Article 18 of the 4th AMLD sets out the framework for enhanced customer DD. 

Enhanced DD is to be applied by the service providers when doing business with natural or 

legal persons in third countries, identified as high-risk third countries by the Commission. The 

same applies when the MS or the obliged entity identifies high risk relating to the case. There 

is an exception, whereas the obliged entities are not required to automatically invoke enhanced 

DD. This is when the legal person even in a high-risk third country is a branch or subsidiary of 

an obliged entity established in EU and is compliant to group-wide policies.83 Obliged entities 

are also required to apply enhanced DD to examine the background of all complex or 

extraordinarily large transactions, where do not have any apparent economic or lawful purpose. 

This will lead to the obliged entities to raise the degree and nature of monitoring of such 

business relationships, in order to determine whether such transactions or activities by the client 

appear suspicious.84 Enhanced DD rules also apply to obliged entities, engaging in business in 

a cross-border correspondent relationship with an institute in a third country. In such cases the 

obliged entity is required to: 

“(a)gather sufficient information about the respondent institution to understand fully the nature 
of the respondent's business and to determine from publicly available information the 
reputation of the institution and the quality of supervision; 
(b) assess the respondent institution's AML/CFT controls; 

 
79 Ibid. Art. 13 para. 1 
80 Cox, 2014. p.169 
81 Ibid. p.169 
82 Directive (EU) 2015/849 Art. 33 
83 Ibid.Art. 18 para. 1 
84 Ibid. Art. 18 paras. 2 
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(c) obtain approval from senior management before establishing new correspondent 
relationships; 

(d) document the respective responsibilities of each institution; 
(e) with respect to payable-through accounts, be satisfied that the respondent institution has 

verified the identity of, and performed ongoing due diligence on, the customers having direct 
access to accounts of the correspondent institution, and that it is able to provide relevant 
customer due diligence data to the correspondent institution, upon request.” 85 

 

In addition to the above-mentioned circumstances that require the obliged entities to apply 

enhanced customer DD is when the business relationship is with a PEP or a PEP is involved in 

the transaction. For the sake of clarity, a PEP is referring to a person who is defined as “natural 

persons who are or have been entrusted with prominent public functions and immediate family 

members or persons known to be close associates of such persons”.86 PEPs are usually 

associated with a higher risk, due to being more vulnerable to bribery and corruption, having 

power to decide over for example state’s resources.87 The process required for when taking part 

in transaction, or establishing a relationship with a PEP includes: 

”(a) have in place appropriate risk management systems, including risk-based procedures, to 
determine whether the customer or the beneficial owner of the customer is a politically 
exposed person; 

(b) apply the following measures in cases of business relationships with politically exposed 
persons: 
(i) obtain senior management approval for establishing or continuing business relationships 

with such persons; 
(ii) take adequate measures to establish the source of wealth and source of funds that are 

involved in business relationships or transactions with such persons; 
(iii) conduct enhanced, ongoing monitoring of those business relationships.” 88 

 
 
   

The 5th AMLD establishes a system of even stricter requirements relating to enhanced DD 

process. In accordance with the 5th Directive MSs are to require obliged entities to investigate 

the background of all transactions which fill one of the following requirements: 

“(i) they are complex transactions 
(ii) they are unusually large transactions 
(iii) they are conducted in an unusual pattern 
(iv) they do not have an apparent economic or lawful purpose  
In particular, obliged entities shall increase the degree and nature of monitoring of the 
business relationship, in order to determine whether those transactions or activities 
appear suspicious.”89 

 
85 Ibid.Art. 19 
86 Choo, 2008 p.372 
87 Ibid. p.373 
88 Directive (EU) 2015/849 Art. 20 
89 Directive (EU) 2018/843 Art. 1 para. 10 (b) 
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The pre-existing requirement as set by Article 18 of the 4th AMLD merely required obliged 

entities to carry out enhanced customer DD in connection to all unusually large and complex 

transactions given that they do not have any apparent economic or lawful reason.90 The 5th 

AMLD however lowers the threshold of applying enhanced customer DD to all transactions 

given they fill one of the requirements as mentioned above.  

 

On the subject on enhanced DD and third countries, 5th AMLD inserts Article 18a as an addition 

to Article 18 of the 4th AMLD. Article 18a sets out requirements for enhanced customer DD 

process that obliged entities are to follow when conducting business or with transactions 

involving high-risk third countries. The obliged entities must apply the following measures: 

“(a) obtaining additional information on the customer and on the beneficial owner(s); 
 (b) obtaining additional information on the intended nature of the business relationship; 
(c) obtaining information on the source of funds and source of wealth of the customer 
and of the beneficial owner; 
(d) obtaining information on the reasons for the intended or performed transactions; 
(e) obtaining the approval of senior management for establishing or continuing the 
business relationship; 
(f) conducting enhanced monitoring of the business relationship by increasing the 
number and timing of controls applied and selecting patterns of transactions that need 
further examination.” 91  

This is a significant addition to the original article which requires obliged entities to perform 

enhanced DD when conducting business with parties in high-risk third countries but does not 

specific the required process and steps to be taken thus these requirements can be seen as 

clarifying the required procedure and lead to more coherent application of the rules. The 5th 

AMLD lays down minimum requirements on carrying out enhanced DD for new customers as 

well for continuing business relationship. 

 

The 4th Directive prohibits financial and credit institutions to establish or continue 

correspondent relationships with a shell bank. The same also applies to financial and credit 

institutions that are known to let shell banks use their accounts. 92 The 5th AMLD also 

introduces a set of stricter measures that MSs may apply in relation to high-risk third countries, 

which are: 

“(a) refusing the establishment of subsidiaries or branches or representative offices of 
obliged entities from the country concerned, or otherwise taking into account the fact 
that the relevant obliged entity is from a country that does not have adequate AML/CFT 
regimes; 

 
90 Directive (EU) 2015/849 Art 18, para 2  
91 Directive (EU) 2018/843. Art. 1 para. 11 (1) 
92 Directive (EU) 2015/849 Art. 24 
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(b) prohibiting obliged entities from establishing branches or representative offices in 
the country concerned, or otherwise taking into account the fact that the relevant branch 
or representative office would be in a country that does not have adequate AML/CFT 
regimes; 
(c) requiring increased supervisory examination or increased internal audit 
requirements for branches and subsidiaries of obliged entities located in the country 
concerned; 
(d) requiring increased external audit requirements for financial groups with respect to 
any of their branches and subsidiaries located in the country concerned; 
(e) requiring credit and financial institutions to review and amend, or if necessary 
terminate, correspondent relationships with respondent institutions in the country 
concerned.”93  

Ergo the 5th AMLD also gives MSs a toolbox with quite strict and even restrictive means to 

fight money laundering and terrorist financing. MSs having the power to refuse the 

establishment of subsidiaries or branches of obliged entities from high-risk third countries as 

well as the power to prohibit an obliged entity from establishing business in a high-risk country 

gives MSs a great deal of power to limit the autonomy of obliged entities. For example, under 

this Article, a bank established in an EU MS, that would seek to open a subsidiary or branch in 

a country, deemed as a high-risk third country by the EU, such as in Panama or Bahamas, both 

added to the list of high-risk third countries on 1.10.202094, could be prohibited from doing so 

by the MS whereas the bank is established in. This would require the MS to take into 

consideration the assessments, evaluations and reports by international organizations and 

standard setters with competence in the field of AML and CTF, in relation to the risks linked 

to individual third countries; and before enacting measures, such as prohibiting the bank from 

establishing a branch in the said countries, and to notify the EC.95  

 

Article 6 of the 4th AMLD also places an obligation for the EC to conduct a risk assessment 

every two years to identify the risk of money laundering and terrorist financing that affect 

cross-border activities.96 According to Paragraph 2 of the same Article, the report by the EC is 

to contain at least:  

” a) The areas of internal market that are at greatest risk; 
b) The risks associated with each relevant sector; 
c) The most widespread means used by criminals by which to launder illicit 
proceeds.”97 

 
93 Directive (EU) 2018/843 Art. 1 para. 11 (3) 
94 Consolidated text: Commission Delegated Regulation (EU) 2016/1675. Annex  
95 Directive (EU) 2018/843 Art. 1 para. 11(4,5) 
96 Directive (EU) 2015/849 Art. 6 para. 1 
97 Ibid. Art. 6 para. 2 
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The EC has published two risk assessment reports until today – the first one in 2017 and latter 

in 2019.98 In the 2019 Report, the EC identifies 47 products and services that are potentially 

vulnerable for money laundering or terrorist financing and fall under 11 sectors. 99 The Report 

and the risks it identifies will be discussed further in subchapter 3.1.1.1.  A significant 

development, brough by the 4th AMLD is to give special attention towards identifying and for 

MSs to establish central registries on UBOs. The definition given on UBOs or ‘beneficiary 

owners’ in paragraph 6, Article 3 of the Directive sets that a beneficiary owner is a natural 

person who owns or controls the customer (the company) or on whose behalf a transaction is 

being conducted. In case of corporations, Article 3 defines a ‘beneficiary owner’ as a natural 

person who has an ownership of 25% of shares plus one or over 25% ownership interest share 

or over 25% of shares, or if the same person controls possibly several corporate entities that 

own over 25% of the shares of the given corporation.100 Considering developed money 

laundering schemes that may aim to hide the actual UBO behind several corporate entities, the 

definition of the same natural person having control of corporate entities that hold over 25% of 

shares of the given corporation simplifies identifying the actual UBO, even if they would aim 

to hide behind corporate identities. The 5th Directive also amends the requirements for EC’s 

risk report. According with the amendments set by the 5th Directive, the report needs to include 

a sector specific risk rating with an assessment of volume of the monetary amount that is 

laundered through each sector, if such information is available, and most commonly used 

means of laundering money by criminals, especially in transactions between EU’s MSs and 

third countries.101 

 

In addition to requirements for identifying the UBOs, the 4th AMLD sets forth that MSs are to 

require corporations and legal entities to hold adequate information on their beneficial owner 

and details on the beneficial ownership interest and that such information is to be stored in a 

central registry in the given MSs, such as commercial register or companies register (ie. 

Kaupparekisteri in Finland).102 The information on beneficial ownership on the registry is to 

be made available to competent authorities and FIUs without any restrictions, to obliged 

entities for the purpose of customer DD and for any natural or legal persons who can 

 
98 European Commission. Report From The Commission To The European Parliament And The Council On The 
Assessment Of The Risk Of Money Laundering And Terrorist Financing Affecting The Internal Market And 
Relating To Cross-Border Activities. 2019. p.1  
99 Ibidem.  
100 Directive (EU) 2015/849 Art. 3. para. 6 (a) 
101 Directive (EU) 2018/843 Art. 1 para. 3 
102 Directive (EU) 2015/849 Art. 30. Paras. 1,3 
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demonstrate a legitimate interest over such information.103 The 5th Directive also places certain 

new amendments in relation to the registry on beneficial owners. The Directive amends Article 

30 of the 4th AMLD which lays down rules on the beneficial owner registry. The amendments 

include incorporating sufficient sanctions or dissuasive measures for companies and legal 

entities for not holding adequate information on the beneficial owners, as well as that beneficial 

owners whether by voting rights, shares or control via other means, provide the companies with 

sufficient information to comply with the requirements.104 Also obliged entities and competent 

authorities will be required to report any discrepancies in information if they discover that the 

information concerning the beneficial owner that they possess, differs from the information on 

the central registry.105 The 5th AMLD also extends the right to view the information on 

beneficial ownership to all members of general public, whereas the 4th AMLD placed the 

requirement for only persons with legitimate interest.106 By extending the right to view 

beneficial owner information to all is described to benefit by enhancing public scrutiny by the 

society, including media and civil organizations thus preserving trust in integrity of business 

transactions and financial system. This is described to not only help in investigations but also 

enable people to be aware of who they engage in business with, by being able to identify 

beneficial owners of a company.107    

 

The 5th AMLD in addition to the certain amendments already discussed aims to enhance co-

operation. The Directive aims to facilitate co-operation between MSs’ FIUs and law 

enforcement agencies and information sharing. Especially in cases with suspected criminal 

activity and financing of terrorism, information should travel directly and quickly without 

delays.108 The Directive requires MSs not to prohibit or plant any unreasonable restrictive 

measures for exchange of information between competent authorities and that for example such 

enquiries are not to be refused when they concern tax related matters, in cases where national 

level requires obliged entities to maintain secrecy or anonymity or even when there is an 

ongoing investigation of the suspected activities in the requested MS, unless this would 

jeopardize the investigation.109  

 

 
103 Directive (EU) 2015/849 Art. 30. Para. 4 
104 Directive (EU) 2018/843 Art. 1 para. 15 a 
105 Ibid. Art. 1 para. 15 b 
106 Ibid. Art. 1 para. 15 c 
107 Ibid. Preamble 30 
108 Ibid. Preamble 16 
109 Ibid Art. 1 para 32 
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Another important part of modernizing the European AML framework was implementing 

Regulation 2015/847 on information on payer accompanying transfers of funds.110 As is 

specified in Recital 9 of the Regulation, the full traceability of money and transaction can be 

effective tool in prevention, detection and investigation of money laundering or terrorist 

financing, as well as for implementing restrictive measures.111  In accordance with Article 4, 

Paragraph 1, the payment service of the payer needs to ensure that following information on 

the payer, accompanies the transaction:  

”(a)    the name of the payer; 
(b) the payer's payment account number; and 
(c)      the payer's address, official personal document number, customer identification number       

or date and place of birth.”112 
The same Article, in Paragraph 2 obliges the payment service of the payer also to include the 

payment details of the recipient of the payment, including their name and account number.113 

The Article also requires the payment service the verify the identity and details of the payer, 

that are required in paragraph 1 from official documents or from another reliable source. 114 In 

addition to including this information accompanying a transaction, the service providers are 

obliged to control and detect any missing information (Article 11) and to take possible missing 

information as a factor whether assessing is a transaction suspicious and is there a need to 

report it to the relevant FIU (Article 9).115 The Regulation applies to payment services 

established in EU who transfer payments in any currency, with certain exception relating of 

electronic currencies, payments via mobile phone or by a payment card under certain 

circumstances.116 Other types of transactions that are excluded from the scope of the Regulation 

are cash withdrawals from one’s own account, payments to public authorities such as taxes, or 

in circumstances where both payer and the payee are service providers. 117 In order to 

summarize the purpose of Regulation 2015/847, it aims to ensure that all transactions are 

accompanied with detailed information on the payer and the payee, excluding certain 

exceptions, and whereas the information is missing or insufficient, the service providers are 

equipped to detect this. The ability to track transactions from the source to the destination can 

 
110 European Commission: Anti-money laundering and counter terrorist financing.  
111 Regulation (EU) 2015/847 Rec. 9 
112 Ibid Art. 4, para. 1 
113 Ibid Art. 4, para. 2 
114 Ibid Art. 4, para. 4 
115 Ibid Arts. 9,11 
116 Ibid Art. 2 paras. 1,2,3 
117 Ibid Art. 2 para. 4 
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provide assistance in preventing money laundering as well as identifying the criminals by being 

able to trace the transactions to them.  

  

3.1.1.1 EC AML Risk Assessment Report of 2019 
 

EC has published its latest AML risk assessment report in 2019, as mandated by the 4th 

AMLD.118 The EC identifies 47 products or services which are potentially vulnerable for 

money laundering and / or terrorist financing schemes, an increase of 7 products or services 

(from 40 to 47) from the 2017 report. These services and products fall under 11 sectors. 119 The 

report identifies certain main risk factors in the sectors that were covered by the reach of the 

assessment. These are: 

1. Cash and cash-like assets. These pose still as a major threat, due being easily 

transferable from one location to another- especially to locations where they can be 

easily integrated into financial system due to weak supervision of financial sector and. 

Strong bank secrecy.  In connection, high-value goods (ie. cars, watches, jewelry) are 

prone to risks due to weak control. 

2. Financial Sector. Especially failures in control. Especially financial subsectors or 

products that deal with cash such as exchange offices and transfer of funds – services 

pose significant risks of money laundering, as well as use of financial technologies, 

FinTech’s, that enable speedy and anonymous transactions, especially if the necessary 

procedures are not conducted throughout the entire delivery channel.  

3. Non-financial sector and products. According to the report manufacturers, 

distributors, legal professionals and real estate markets are increasingly attractive to 

criminals laundering money. The main weakness of this sector is the failure to identify 

the UBO and this is something that the actors in the sector often fail to do correctly 

when entering into a business relationship. Other concerns are related to fictitious loans 

and over-billing.  

4. Gambling sector. Many products of the gambling sector, especially online games 

that include a high amount of money flows and no face-to-face control are prone to 

high-risk exposure. Also, traditional gambling venues such as casinos and gaming 

machines are identified as risks.  

 
118 European Commission. Report From The Commission To The European Parliament And The Council On 
The Assessment Of The Risk Of Money Laundering And Terrorist Financing Affecting The Internal Market 
And Relating To Cross-Border Activities. p.1  
119 Ibidem.  
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5. Collection and transfer or funds through non-profit organizations. These types of 

organizations pose an AML risk as they may be infiltrated by criminal or terrorist 

organizations that can hide the beneficial ownership through the organization making 

the money untraceable.  

6. New products / sectors. The risky new sectors include professional football, free 

ports and investor citizenship and residence schemes. 120 

The Report not only identifies risk but also contains recommendations on mitigating measures 

taking into account the risks specified in the report. These recommendations are mostly on a 

very general level and encourage MSs to enhance their risk-based evaluation especially 

towards the main risk areas identified by the report, that are discussed above.121 For European 

Supervisory Authorities, the report especially emphasizes providing updated guidelines for 

companies’ internal governance and to clarify the expectations of compliance officers’ 

function.122  

 

3.1.3. The 6th AMLD  
 

EU’s most recent weapon in the battle against money laundering and terrorist financing, the 6th 

AMLD came into force just a few months ago, on December 3rd, 2020 and needs to be 

implemented by 3rd of June 2021.123 The Directive aims to incentivize obliged entities in 

preventing money laundering by promoting liability and clarity on the legal framework of 

money laundering. The 6th Directive also implements stricter punishments for money 

laundering crimes. 124 Unlike 4th and 5th AMLDs, the 6th Directive does not directly place 

requirements for obliged entities but aims to harmonize AML legislation by means of criminal 

law. The Directive does however impose stricter and more aggravated sanctions for natural 

persons for money laundering crimes when they are acting as obliged entities exercising their 

professional activities.125  In order to unite MSs criminal law’s standpoint towards money 

laundering, the Directive sets a list of definitions for such criminal activity.126 The 6th Directive, 

defines following as such criminal activity: being a part of organized criminal group; terrorist 

offences; human trafficking; sexual exploitation, illicit trafficking of drugs, stolen goods and 

 
120 Ibid. pp.2-6 
121 Ibid. P.14 
122 Ibid. 2019. P.12 
123 Richards in Northrow, 2020 
124 Ibidem. 
125 Directive (EU) 2018/1673 preamble 15 
126 Ibid. preamble 15, art. 2(1) 
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weapons; violent crimes as murder or kidnapping; financial crimes such as fraud, insider 

trading and tax crimes; and cybercrimes. 127  

 

The 6th Directive requires MSs to ensure that following acts are to be punished as criminal 

offences, ergo providing more unilaterality to defining money laundering crimes: 

“(a) the conversion or transfer of property, knowing that such property is derived form 
criminal activity, for the purpose of concealing or disguising the illicit origin of the 
property or of assisting any person who is involved in the commission of such an 
activity to evade the legal consequences of that person’s action; 
(b) the concealment or disguise of the true nature, source, location, disposition, 
movement, rights with respect to, or ownership of, property, knowing that such property 
is derived from criminal activity; 
(c) the acquisition, possession or use of property, knowing at the time of receipt, that 
such property is derived from criminal activity.”128  

According to paragraph 5 of Article 3, points (a) and (b) are to be punishable when committed 

by the persons who committed or were involved in committing the crimes from which the illicit 

property was derived from. The Directive also requires MSs to ensure that aiding, abetting, 

inciting, and attempting such an offence as listed above is punishable by the national criminal 

law.129 Article 5 requires MSs to ensure that criminal offences committed, referred to in Article 

3, are to be punishable by a maximum term of imprisonment of at least four years.130 Whereas 

these crimes are committed however within a criminal organization, or by an obliged entity, 

these are to be regarded as aggravating circumstances.131  

 

The 6th AMLD also addresses the issue of liability of legal persons, in cases where a person 

has committed, for the company’s benefit, any offences referred to in Article 3(1) and (5) of 

the Directive, having the person had a leading position within the company by having a power 

of representation of the legal person, by an authority to take decision on behalf of the company, 

or has had authority to exercise control over the company. This liability also extends to the lack 

of control which has enabled the person to act in such a manner.132 Companies that are liable 

for criminal offences are required to be subject to “effective, proportionate and dissuasive” 

sanctions which are to include fines as well as other sanctions such as exclusion from 
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entitlement to public aids of benefits, placing under judicial supervision or even a judicial 

winding-up order.133  

 

Unlike 4th and 5th Directives, the latest one does not per se impose new requirements for the 

sake of processes that obliged entities are required to take, such as for example KYC, DD or 

enhanced DD. It does extend liability of companies, for example in cases whereas a natural 

person acts on behalf of the company in carrying out criminal offences to launder money, and 

in cases whereas the person has been able to do so due to lack of control, ergo negligence of 

the company. Also, it lists an obliged entity being involved in criminal offence as an 

aggravating circumstance. Such extension of liability to companies may incentivize them to 

upgrade and step-up the internal control and auditing, in order to avoid abuses by the employees 

and managers, however due to recent nature of the Directive, there is no information yet 

available on how this will exactly affect company policies. Also extending criminal liability 

for offences such as aiding and abetting money laundering offences, may affect companies that 

provide assistance relating to certain money laundering schemes, especially if the national 

criminal law has not criminalized this type of behavior before.  

 
3.3. FATF Recommendations and their Role  
 
The Financial Action Task Force, FATF, is an intergovernmental organization that, as the name 

suggests, sets international standards for prevention of money laundering and terrorist 

financing.134  FATF develops important soft law regulation, harmonizing and implementing 

international standards for prevention of money laundering, yet due to the very nature of soft 

law regulation, countries can adjust these standards to nationally suitable mold.135 Currently 

there at 37 countries that are members of FATF and two international organizations, including 

the EC.136 The Recommendations contain measures for states, with the purpose of for example 

identifying risk and developing policies, pursuing money laundering and financing of 

terrorism, establishing powers for relevant authorities, enhancing transparency through ie. 

UBO registries, implementing preventive measures for financial industry, and to improve 

international cooperation.137 These areas are addressed in the 40 Recommendations. The 

Recommendations, that are targeted for Financial institutions, the “Preventive Measures” are 
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recommendations between 9 to 23. The preventive measures include for example such 

measures as such as customer DD, both in which cases DD needs to be carried out and what 

does it have to include, ie. identifying the customer, beneficial owner, understanding their 

business and purpose of the client relationship as well as to conduct ongoing DD throughout 

the relationship with the client.138 Recommendation 16 on wire transfers includes similar 

provisions on information accompanying the transfer as Regulation 2015/847139 The measures 

also include procedures for record-keeping, for enhanced DD with PEPs and may others that 

can be found from the EU AMLDs and thus as they contain practically the same content the 

Recommendations shall not be described exhaustively.  

 

In addition to the Recommendations, the FATF also updates a list of “Jurisdiction under 

increased monitoring”.140 This would quickly sound very similar as the previously discussed 

lists of countries with high risk to money laundering, though it actually refers to countries, that 

have agreed with the FATF to resolve the identified deficiencies in the country’s AML strategy. 

FATF has arguably had an important role in shaping the international AML standards through 

the soft law measures and effects can be seen clearly in the EU legislation as well.   
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4. Companies’ Role in Preventing Money Laundering – How Corporate Compliance 
Works? 

Corporate compliance can be defined as a whole branch of business functions, that aims to 

ensure compliance with the governing, both international and national legislation. It includes 

processes relating to prevention of money laundering, anti-corruption, group ethics and 

compliance with all the governing laws. However, for the purpose of the topic of this thesis, 

corporate compliance is used to refer to companies’ obligation as well as specific procedures 

to prevent money laundering. This chapter will introduce what types of companies are 

regulated and what types of concrete processes they apply to prevent money laundering and 

ensure their compliance with the legal framework. This chapter will also examine AML 

compliance from the perspective of corporate governance, evaluate risks and costs that these 

requirements pose on companies and on basis of this information evaluate how efficient or 

burdening they are.  

 

4.1. Regulated Industries 
 

Not all companies are required to carry out measures prescribed in law to prevent money 

laundering. Typically, one might consider only banks and credit institutions as obliged entities 

but the spectrum of areas of business and professionals who are considered as obliged entities 

is actually much broader. EU legislation recognizes the following as obliged entities who are 

bound by the EU AML laws: credit institutions, financial institutions; natural ore legal persons 

exercising their profession: auditors, external accountants, tax advisors, notaries and legal 

professionals when engaged in assisting their client in any financial or real estate transaction 

such as buying or selling properties or managing their money, creation of companies and other 

financial transactions; trust and company service providers, estate agents, providers of 

gambling services and persons who trade goods and make or receive payments in cash 

exceeding 10,000€.141 The 5th AMLD also added estate agents acting as intermediaries in 

renting property worth 10,000€ monthly or more, as well as providers of virtual currency 

exchange, custodian wallet providers as well as persons involved in art trade, when the value 

of transactions exceeds 10,000€.142 So actually quite many professionals are bound by the law 

to carry out measures to prevent money laundering, including lawyers, real-estate brokers, 

corporate service providers, tax advisors, and accountants just to name a few. Also, large e-
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commerce platforms such as Amazon Payments Europe is registered as an electronic money 

institution, like PayPal as well, and are supervised by the Luxembourg financial authority 

CSSF.143  These companies are required to comply with the relevant legislation in preventing 

money laundering.  

 

4.2. How do Companies Prevent Money Laundering? 
 
 
Financial crime, and especially money laundering poses as a significant risk to companies, thus 

having a functioning risk-management program is necessary and the whole staff from lowest 

level of employees to the highest management needs to understand their role in preventing 

money laundering.144 Risk management of so called money laundering deterrence must 

comprise of many levels of control that are employed in the daily business of the company and 

to have control that when a case that requires reporting or investigation rises up, necessary 

action is taken. 145 However, as Cox notes, despite best risk management and money laundering 

deterrence, it is impossible to completely diminish the risk of money laundering, but what 

companies should do is to minimize the risks and to employ policies and procedures that 

comply with the relevant laws, as well as with the expectations of the market, society and 

regulator.146 The three core elements of AML framework that bind companies, are KYC, 

transaction monitoring and suspicious transaction reporting.147  

 

4.2.1. KYC – The Importance of Identifying and Understanding the Customer 
 

Identifying the customer and understanding their business, risks for the service provider in 

terms of money laundering and terrorist financing as well as their profitability as a customer is 

a key element of all AML legislation and procedures.148 KYC procedure is carried when 

establishing a business relationship or opening a bank account for a new customer, but also 

periodically during the lifespan of the business relationship.149 KYC procedure has an 

important role in reducing the risk of money laundering, terrorist financing, fraud and identity 

theft. Also, by aiming to minimize the risk that their clients are involved with money 
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laundering, especially banks and financial institutions aim to safeguard their reputation and to 

avoid high fines for negligence.150 In addition to identifying and knowing the customer, obliged 

companies, are required to know the country of the customer and make risk-assessment of the 

country of the customer in addition to the individual customer.151  

 

The level of the information that the companies are required to gather, and store of new clients 

may vary depending on national legislation. Some European countries’ relevant legal acts 

prescribe much more detailed requirements than others. The Finnish Act on Prevention of 

Money Laundering and Terrorist Financing sets clear, detailed requirements for the obliged 

entities for the required information on the customer. The required information in accordance 

with the Finnish Act, Chapter 3 §3 are in case of a natural person, full name, date of birth, 

address and social security code; in case of a legal person, complete name of the entity, registry 

number, the date and authority of registration, possibly articles of association, full names, 

birthtimes and nationalities of members of the board or similar decision-making organ, and the 

area of business of the legal person.152 In case of an UBO, the obliged entity must identify their 

name, birthtime, Finnish social security number, or nationality in case of a foreign UBO, and 

in addition to if required, a more specific description about their ownership and control over 

the company.153 An UBO is specified to be a person who owns directly or indirectly over 25% 

of the shares of the given company. The obliged entity must also acquire such information as 

information on customer’s business, the quality and extent of the business, financial situation, 

purpose of using the service and the origin of the customer’s funds. 154 Ergo the Finnish law 

prescribes clearly what type of personal information obliged entities are required to gather, 

leaving no room for ambiguity. Such information as prescribed in the Act must be stored for 5 

years since the business relationship has concluded or 5 years a transaction has been 

concluded.155 In case whereas the obliged entity cannot perform these checks and acquire the 

required information, they are prohibited from establishing or continuing a business 

relationship or performing a transaction. 156  
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So, in practice KYC process includes the obliged institutions’ ways of identifying and verifying 

the customer through verified sources and this information must be stored for 5 years after the 

conclusion of the business relationship or after concluding the given transaction. Also, for the 

sake of reliability of the required information, it must be sourced from official documents or 

reliable independent sources, including electronic means.157 However, despite the strict 

requirements on what information needs to be included while performing the KYC process, 

and on what documents can be used to verify these things, certain risk still do exist. Obliged 

institutions, despite electronic verification and other sources, have to still rely to a fairly big 

extent on information provided by the customer themselves. Customers may be reluctant to 

provide information, on matters such as their activities, location and directors. This may not be 

automatically linked to money laundering, but clients may purely have concerns regarding 

sharing their information and their privacy.158 Also, customers may provide information that is 

either incomplete or conflicting. This may be completely a humane error that many people do 

unintentionally and does not need to raise suspicion on money laundering or reach the threshold 

of performing enhanced DD yet. However, if the information provided is regularly insufficient 

or changed this might lead to a situation whereas it could be considering as raising the risk 

related to the customer’s behavior. However, as Cox notes, professional criminals who launder 

money, most likely will come prepared with all the possible information that can be requested, 

more punctually than a normal person, so in some cases a customer whose information seems 

‘too perfect’ might be a reason of concern.159  

 

Despite the previous mentioned KYC risks, reluctancy to provide information and incomplete 

information, can be quite innocent and explained by humane errors, there are certain factors 

that should raise concern and considered as risky behavior. Especially customers who do not 

provide key contact information such as addresses or phone numbers or provide an address 

from a serviced office are considered a high risk.160 The issue with serviced office suites and 

accommodation services, is that what may appear as a completely functioning firm one day 

could have disappeared by the next day, ergo when conducting the KYC process, cross-

checking the information for consistency is important.161 After all if one does not take any 

precautionary measures to verify the existence of the office (also for a longer term), a person 
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wishing to hide the location can do it fairly easily by employing a serviced office and 

terminating the lease shortly. This is not only to prevent money laundering or terrorist financing 

but also to avoid becoming subject to fraud.162 Ergo, the compliance officer must give thought 

to the process and the purpose of the client’s business – if an obliged entity does not perform 

any additional checks in addition to the documents provided, this might become known by 

criminals who will start targeting this firm for placement or layering of the dirty money.163 

Whereas obliged institutions are required to identify and verify the identity of their clients by 

relevant documents, such as passports and other identification, these can raise concern on their 

legitimacy. Criminals may attempt to provide fraudulent information. For example, in case of 

passports as means of identification, criminals might have camouflaged or forged passports. 

Camouflaged refers to a passport which is issued in the name of a country that does not exist 

anymore, issued by a place such as Zurich or New York, which of course cannot issue 

passports, or by a completely fictious country.164 According to the EC, “states” that have been 

used in such passports have been such states no longer exist as British Guiana, Rhodesia, 

Eastern Samoa, and many others.165 Whereas such a passport would initially seem like 

something that should be fairly easy to distinguish from an actual one, it might be accompanied 

by matching documents such as international driver’s license and other identity documents.166 

Of course, also forged passports do pose a significant risk for identifying the customer. For 

example, criminals may use a legitimate passport, on which they insert their photo.167 In 

addition to possible risks of fraudulent information by forged or camouflage passports, 

passports may however provide some information on the customer to consider when making a 

risk-rating, ie. if there are stamps from travelling to numerous high-risk countries.168 

 

Forged or camouflage passports are not necessarily the only concern relating to passports and 

identification documents. For example, until 2020, Cyprus issued so called “golden passports” 

for individuals who invested at least 2,15M € to the economy of Cyprus.169 According to Al 
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Jazeera’s Investigative Unit, the government of Cyprus approved more than 1400 of these 

passports between years 2017-2019, and such passports could be used as any EU MS passport, 

enabling its holder to travel, work and bank in EU’s MSs. According to the information by Al 

Jazeera, most of these passports have been acquired from Russia, China and Ukraine and also 

have been granted for known criminals.170 Due to the enhanced risk of money laundering and 

tax evasion, created by such passports, the EC has advised MSs to tighten control over non-EU 

nationals who have acquired such “golden passports” from MS such as Cyprus, Bulgaria, and 

Malta.171 It clearly is a major risk for any institution performing a KYC check, if the customer 

despite being a national of risky third-country, in some cases even a known financial 

criminal(such as for example, Jho Low, a fugitive financier who is accused of laundering 

billions of dollars by the U.S prosecutors) gets a passport from an EU MS purely due to their 

investment in that country’s economy. 172  

 

After establishing what type of information companies need to acquire, and what types of risk 

may be related to the documents that should be the reliable source for such information, this 

chapter will elaborate how this information is used. It needs to kept in mind that whereas EU 

legislation, as well as national laws set certain requirement that must be followed when 

performing KYC, customer DD and risk evaluation, companies’ can still have their own 

processes, especially if they want to have more stricter and stringent measures for preventing 

money laundering. In addition to simply looking at the EU’s list of high-risk third countries, 

companies when performing KYC may employ various sanctions lists, such as for example 

HM Treasury’s Consolidated List of Financial Targets in UK.173 Another basic DD means is 

to ensure that the customer does not hold a criminal record.174 These are a part of so-called 

name screening process which is conducted after receiving the required information and 

verifying them correct from reliable sources. Name screening typically aims to recognize 

certain profiles, such as is the person a PEP, a criminal, a terrorist, on a sanctions list either 

individually or as an entity or are reported to be involved in some criminal or other risky 

activity by the media.175  
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Obliged entities are required to make risk assessment on basis of the information they have 

received customer. Also, what is emphasized by the current legislative framework, is that 

such entities are not to only gather individual information but should also understand the 

customer’s business and the nature of the relationship.176 The risk assessments will affect on 

does the company need to perform enhanced DD or is simplified DD sufficient with the given 

customer. However, legal framework does prescribe the minimum procedure before applying 

simplified DD and obliged entities must also be able to provide justification on their 

assessment for low risk.177 Effective risk-rating model is based on a various information 

gathered from the customer, not only regarding to money laundering risk, but to understand 

the risk that their business causes for the company. Factors to take into consideration are the 

type of contact with the person (virtually or in-person), the customer’s geographical location 

and nationality, the risk of the specific product, the customer’s account balance, occupation, 

occupation industry, types of transaction and then of course if the KYC process has identified 

certain high-risk features, such as that the customer is a PEP, on sanctions list, or for example 

involved in shady business reported by the media.178 These before-mentioned steps are more 

relevant especially in the case of natural persons as customers, whereas the assessment of risk 

for legal persons might require further measures by the obliged company.  In order to get a 

comprehensive picture of the customer’s business and the risk they pose for the company 

factors such as the complexity of the ownership, customer’s industry where operation (how 

heavily regulated), does the customer’s home jurisdiction have proper AML laws or high 

levels of corruption, to what extent is the operation cash-based, is the relationship between 

the institution and customer face-to-face, and has the customer taken measures to hide the 

true ownership and identity of its shareholders.179 It is usually recommended that institutions 

take measures that are above the required minimum to ensure their compliance especially if 

they are operating in multiple jurisdictions. 180 If the institution considers the risk too high, 

they can reject the customer and not establish business relationship with them. Risk 

assessment should not necessarily be based on individual details but to understand the 

customer’s business, the risk related to it as well as clear so to say signs of danger such as 

connection to high-risk third country, complex ownership schemes and attempt to mask the 
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actual UBO or shareholder, or operation on industry that is considered prone to money 

laundering. Also, customers that are unwilling to provide the sufficient information might 

pose a risk or they just perhaps do not want to distribute their personal information. Of 

course, if the institution is not able to receive the required information, they should not accept 

the client, as for example the Finnish Act on Prevention of Money Laundering and Terrorism 

Financing requires.181 

 

As a conclusion, KYC process is one of the cornerstones of a company’s compliance function. 

It does not only aim to identify and verify the customer’s identity but to also understand their 

business and the potential risks associated with it. This will enable companies to make 

appropriate risk assessment on the customer, that will consider their benefit to the company as 

well as their risk and should be done, by taking several factors into consideration. The risk 

assessment will for example affect, what type of DD will be performed with the given 

customer, how is their behavior and transactions monitored and of course with the case of 

certain high-risk cases, can they be accepted as customers at all. Even though the legal 

framework does not set specific instructions on what types of matter obliged entities must 

consider while making the risk assessments, it can be justifiably said, the entity should go well 

above the industry minimum, to ensure their compliance and to safeguard themselves in case 

something would go wrong. After all, if the company is found not to comply with the legal 

framework and not having taken necessary measures to identify their client, and to prevent 

money laundering, the entity may be exposed to large fines as well as reputational risk. These 

will be discussed more in a following subchapter on institutional risk relating to AML 

compliance.  

 

 

4.2.2 Transaction Monitoring and Suspicious Transactions Reporting 
 

The compliance process does not end with KYC – quite the opposite actually. Whereas KYC’s 

value is initially in identifying the customer, identifying the risks that are associated with them 

as well as their business. Nowadays transaction monitoring is (at least in larger institutions 

such as banks) relying on automated systems that will, on basis of the data available, will 

analyze transactions on an ongoing rate and alerts on suspicious transactions.182 Such ‘red 
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flagged’ transactions are then examined by the company’s compliance specialist who will 

determine was the alert correct or false. An industry accepted fact is that nine out of ten times 

the system gives an alert it will a so called ‘false positive’ so the person responsible will 

examine the transaction and discards it.183 Practically the transaction monitoring is aimed to 

pinpoint abnormal behavior, ie. in case of a bank, customer’s transactions that are differing 

from those that are normal to the person or company.184 Such abnormal transactions typically 

might for example be large cash deposits or withdrawals or suspiciously large transactions.185 

 

Risk-rating, as discussed in the previous subchapter, plays a somewhat of an important role in 

relation to transaction monitoring. Usually the customer’s initial risk-rating is deployed to 

determine the level of monitoring for the specific customer – needless to say this logic works 

so that the lower the risk, the lower the level of monitoring, as opposite, the higher the risk of 

a customer is deemed to be, also the degree of monitoring must be higher. 186 Of course it is 

nearly impossible to give one uniform interpretation of suspicious or abnormal transactions. 

As Cox notes, for example a wealthy person may borrow from their assets to other people and 

this might be completely normal for them, whereas for one without such assets this would 

appear abnormal. Therefore, actually understanding the customer’s business is so important.187 

 In order to ensure the quality of the monitoring process, financial institutions must use up-to-

date systems. It is criticized that many banks for example use old-fashioned systems that lack 

for example in being able to handle the full volume of daily transactions, they are slower than 

the normal payment processing systems and cannot adjust to new regulations.188 A well-

functioning electronic system can clearly offer enhanced efficiency in processing transactions 

than would be possible if a person would do this manually. Often also authorities require 

financial institutions to use electronic forms for analysis in order to have a higher degree of 

consistency and to prevent possible human errors from the analysis.189 Transaction monitoring 

is a process that utilizes both computer-software to aim for consistency and efficiency as well 

as on the second phase, analysis by a person who works at the company to analyze is the alarm 
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given by the system false or does it require further action such as filing a report to the relevant 

FIU.190  

 

FATF’s Recommendation 20 on suspicious activity reporting recommends that obliged 

institutions report all the transactions, also attempted ones, that they have reason to suspect are 

proceeds of criminal activity or funds that will be used in relation to terrorism, to the relevant 

FIU.191 Requirement to report suspicious transactions is also included in the 4th. AMLD which 

includes very similar requirement as the FATF Recommendation – obliged institutions are 

required to report all the suspicious transaction and attempted transactions to the national FIU, 

regardless of the value of the transaction, and to provide all the necessary information 

concerning the case to the given authority.192 The Finnish FSA requires all the companies and 

institutions that it supervises to conduct an investigation with transactions that differ from the 

customer’s normal activity in terms of size or structure, the transaction appears suspicious 

considering the customer’s line of business, it has not financial purpose or it is in contradiction 

with the financial situation or business of the customer. If the institution believes the transaction 

is suspicious or used to launder money or for the purposes of terrorist financing, it must be 

seized or refused for investigation.193 The Finnish FSA requires companies to file a report to 

them at least in cases, whereas the transaction seems suspicions after the company’s own 

investigation, whereas the customer is reluctant to provide information, a transaction is refused 

for being suspicious, a suspicious transaction is detected afterwards, or in cases where refusing 

from executing the transaction would make it even more difficult to identify the beneficiary of 

the transaction. 194  According to a 2017 report by the Europol shows that the amount of the 

suspicious activity reports by companies to FIUs has steadily increased between years 2006-

2014 from under 600,000 in 2006 to 960,463 in 2014.195  

 
4.3. Compliance – Important Part of Good Corporate Governance 
 
 
This chapter will evaluate AML compliance in a somewhat of a different light. In addition to 

pure regulatory compliance and following the relevant laws, AML compliance is an important 
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part of good corporate governance. It is necessary that even the highest executive organ, the 

board of directors of a (obliged) company recognizes the importance and their enhanced 

responsibility in relation to AML matters.196 This is not only to comply with the relevant AML 

legislation, but also to act in a manner respecting the directors’ fiduciary duties towards the 

shareholders. After all, according to the company law of various states around the world, 

directors have a duty of care and duty of loyalty towards the company’s shareholders and if 

they have failed to respect these duties, the shareholders may have the ability to take legal 

action against them. 197 However, as Bruemmer and Alper note, most likely, the board will 

come aware of compliance issues, only when regulatory inspectors or authorities will raise 

these issues, particularly if the company does not have an especially confident Chief 

Compliance Officer or compliance management system.198 Although compliance is often 

considered to be the responsibility of the compliance units and officers, board of directors still 

has an important role regarding AML compliance, by approving compliance strategies and 

programs, as well as conducting oversight on the functions.199 As the directors of companies 

are the ones, who are ultimately responsible for all the business operations, thus success or 

failures in the field of AML compliance can be considered also as an indicator of the company’s 

overall process quality and performance. 200  

 

Of course, also when the AML procedure is determined to be lacking, or fails to prevent money 

laundering, the relevant FSA may order fines. These operational risks will be discussed to a 

deeper extent in a following subchapter, but one must highlight, that in many cases, they are a 

result of bad corporate governance. For example, according to evaluation of consultancy firm 

Duff & Phelps, AML fines in the first half of 2020, exceeded 706,000,000 USD.201 According 

to Anna Bradshaw, a partner at Peters & Peters, the shortcomings in AML programs are always 

related to lack of resources – either to allocating them incorrectly or by just lacking sufficient 

resources. 202 Ergo, one could claim that it would be in the interest of good corporate 

governance, and the shareholders’ benefit, to ensure that the company’s resources for the 

compliance function are sufficient, allocated correctly, and that the regulatory framework is 

followed sufficiently, thus reducing the risk of high fines by the FSAs. Receiving millions of 
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euros or dollars in fines, is hardly in the best interest of the company or the shareholders. For 

example, one of the largest financial institutions in the world, Deutsche Bank, has paid 

hundreds of millions of dollars’ worth of fines over past 5 years, just in US.203 Recently in, 

2020, the New York State Department of Financial Services imposed a penalty of 150,000,000 

USD for Deutsche Bank due to its failure to monitor its relationship and transactions, of known 

sex offender Jeffrey Epstein.204 Superintendent Lawcell of the New York State Department of 

Financial Services commented the case as follows:  

“In each of the cases that are being resolved today, Deutsche Bank failed to adequately 
monitor the activity of customers that the Bank itself deemed to be high risk. In the case 
of Jeffrey Epstein in particular, despite knowing Mr. Epstein’s terrible criminal history, 
the Bank inexcusably failed to detect or prevent millions of dollars of suspicious 
transactions.”205  

According to the authorities Deutsche Bank did not take proper action to monitor, scrutinize 

and prevent millions of dollars’ worth of transactions by Epestein. These transactions included 

for example payments to individuals publicly alleged as Epstein’s co-conspirators in abusing 

young women sexually, suspicious periodic cash withdrawals of over 800,000USD over the 

course of four years, payments to Russian models, payments to cover school tuition, hotel 

expenses, etc. costs that correlated with the prior alleged abuses, settlement costs of over 7 

million USD as well as legal costs of over 6 million USD of Epstein and his co-conspirators.206  

 

The Epstein incident is far from being the only scandal concerning Deutsche Bank, and its 

shortcomings relating to compliance. For example, in October 2020, the Frankfurt prosecutors 

slapped Deutsche with a fine of 13,5 million euros for belated reporting of suspicious 

transactions Deutsche processed for Danske Bank’s Estonian Branch, the total value of 

possibly suspicious transactions, whereas Deutsche acted as a correspondent bank, was as high 

as 160 billion euros.207 Several fines and public scandals around Deutsche Bank’s AML 

compliance have caused concern also among investors and proxy advisors. Major proxy 

advisors, such as Glass Lewis, ISS and ECGS recommended shareholders to vote against the 

confidence of several executive officers of Deutsche, including Paul Achleitner, the chairman 

of the bank’s supervisory board, Stuart Lewis, the chief risk officer and Garth Ritchie, 

investment bank director.208 According to ISS, Deutsche Bank has suffered losses of over 14 
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billion euros over a decade in litigation costs, and thus encouraged the shareholders to hold the 

board accountable of years of significant monetary and reputational losses, due to failing to 

implement proper AML policies and strategies.209 Following, in July 2019, three Deutsche 

executives, Garth Ritchie, Frank Strauss and Sylvie Matherat were fired.210 These scandals and 

violations or AML compliance and other financial regulation have also hit Deutsche Bank’s 

finances hard. Deutsche Bank, having faced a scandal after another and continuous bad 

publicity suffered losses of 5,3 billion euros in 2019, and has laid of thousands of employees, 

in its case the harmful publicity and billions of dollars of fines have certainly taken their toll.211 

This also demonstrates how even such a leading (at least in the past) financial institution can 

suffer from bad corporate governance, years of mismanagement and reputational harm.  

 

Deutsche Bank is certainly not the only financial institution or bank, that has received a 

significant amount of bad publicity and penalty fees by the authorities over past recent years, 

but continuing lacks in the compliance processes and reporting suspicious activity, leading to 

hundreds of millions in fines and billions in litigation costs, certainly indicate to severe issues 

in the management and governance of the company. These have indeed harmed the reputation 

of Deutsche Bank as well as added significant losses, thus affecting the company and the 

shareholders in a very negative way. Perhaps one could justifiably claim that case Deutsche 

Bank is a fine example of bad or at least unsuccessful corporate governance, especially in the 

AML compliance field. Considering that there are several institutional and operational risks, 

that derive from AML compliance and legal obligations, good management should from their 

part do everything possible to mitigate these risks, not merely shrugging them off year after 

another and a fine after another. Of course, with severe negligence relating to AML 

compliance, the sanctions are not limited to penalties and fines, but can and have also led to 

criminal sanctions, which should incentivize directors to perform their duties, as they might 

not just get a fine for institution but face criminal prosecution. 212  

 

4.4. Operational Risks Related to AML Compliance  
 

Money laundering, terrorist financing and financial crime present significant risks for 

companies and therefore their deterrence and prevention needs to be included in any risk-
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management plan. 213 The main types of risks that can be identified in relation to AML 

compliance are reputational risk, and operational risk. 214 It is clear that even when complying 

with all the given regulations and laws, certain risk will underly. Even through implementing 

and ensuring that all the local jurisdictional requirements are met, and the staff is trained and 

all the necessary investigation and reporting is done punctually, this does not unfortunately 

eliminate the risk of the company being used by money launderers, because of the complexity 

and sophistication or the techniques and schemes, which may however go unnoticed by the 

company. 215 

 

4.4.1. Reputational Risks 
 

Reputation and keeping it, is a key to a company’s long-term success, with that said, bad 

reputation quite the opposite. After all, a company, for example with bad reputation, at least 

according to Cox is nothing, as there is very little that a bank could offer, that its competition 

in the market could not. 216 As a fact, customers’ perception towards a brand directly influences 

their decision to buy products, or in this case rather services. Negative image of the given brand 

will lead to customer’s disloyalty.217 Clearly individuals and especially other companies do not 

wish to be in business with a financial institution that has a bad reputation – especially 

regarding to money laundering and terrorist financing. Reputational risk can be viewed to have 

a large degree of correlation with corporate governance, covered in the previous subchapter, 

for example when considering the amount of harmful publicity and reputation decrease that 

Deutsche Bank has suffered due to years of mismanagement and going through one scandal 

after another. It is clear that, when customer’s consider acquiring products or services, 

especially ones as important as those related to banking they most likely wish to research into 

the company and acquire knowledge from different sources. 218 Therefore the media plays a 

potentially big role in this process, after all negative news and “feedback” of the company in 

media is bound to result in loss of reputation and customers’ trust.219  There are various causes 

that can lead to a financial institution receiving bad publicity and reputation. Of course, as a 

big factor, dealing and doing business with suspicious and unscrupulous customers, whether 
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individuals or companies can cause severe damage to the reputation of the institution.220 Also, 

the lack of required controls and monitoring can lead to reputational damage.221  

 

An important tool to manage reputational risk, is to first of all have an effective compliance 

program that identifies risks related to customers and AML, and to have a KYC process which 

acquires sufficient information on customers and their business. Institutions should not be able 

to only meet the regulatory and legal requirements, but to also be able to justify its actions in 

public, would any negative concern arise.222 The importance of proper KYC process cannot be 

exaggerated in relation to maintaining reputational risks, the company must understand the 

customer and be able to collect reliable information to ensure they are not involved in 

laundering money or in other activities that could harm the institutions’ reputation. If doing 

this is not possible the customer relationship is should not be established as it may cause much 

more damage than benefit the company.223 In cases where however, the bank’s or other 

institution’s controls fail to prevent money laundering, and it would come out and to publicity 

due to example investigation conducted by a law enforcement authority, the firm must clearly 

communicate that it takes it compliance responsibilities very seriously, has adequate processes 

and did not have any part in laundering money and to pressure how complicated schemes by 

criminals can con even the most punctual compliance officer.224  

 

Reputational risk is a severe risk for companies and obliged institutions, especially banks. It 

can be mitigated by having proper compliance systems, by being precise with the KYC process 

when accepting new customers, by conducting proper transaction monitoring, and to ensure 

that in case something would however go wrong, all the actions of the company would be 

justifiable, not only to the authorities but also to the public. Considering the effect of media 

and the wide availability of information, reputational risk should not be undermined as the it 

can cause damage even to the biggest institutions. Considering the definition or reputation, it 

is after all the perception that people have of the company, as well as anticipation of their future 

behavior.225 Of course, what also needs to be taken into account when considering reputational 

risk, is the fact, that evaluating the financial losses is challenging due to the very nature of 
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reputational riks. Whereas reputational damage is bound to cost the company, it is not 

something that can be perceived as clearly, making it a particular risk for companies to 

evaluate.226 However one could conclude by quoting McKinsey & Company “As financial 

institutions build long-lasting brands, they aspire to be associated with financial success and 

excellent service—not arms and drugs smuggling.”227  

 
4.4.3 Operational Risk 
 
 
According to the Risk Management Association operational risk can be defined as: “the risk of 

loss resulting from inadequate or failed internal processes, people, and systems, or from 

external events, but is better viewed as the risk arising from the execution of an institution’s 

business functions”.228 In practice the causes of operational risks and operational failure could 

be considered such occurrences, whereas an employee of the company makes a mistake, a 

system that is intended to support a process is flawed, or an external event occurs.229 Ergo, the 

operational risk often arises from the action, or non-actions of the company, its employees, 

managers and processes. Relating to operational risk, one could say that the company’s concern 

is not about the criminal activity, but rather on the risk of being caught for non-compliance.230 

Operational risk that especially financial institutions face can be explained by such factors as 

growth of organizations as well as increased organizational complexity and especially with the 

technological change towards e-commerce and mobile banking and the business, in overall 

moving more and more to electronic form.231 If one considers a vast majority of AML related 

scandals involving banks and financial institutions, they are often related to operational 

failures, so problems with internal controls, mistakes or negligence of the employees, or 

mismanagement and bad corporate governance. For example, considering the previously 

discussed case of Deutsche Bank, many of the fines, such as the failure to inspect and report 

suspicious transactions of know sex offender Jeffrey Epstein, were operational failures, so 

failures to comply with the given regulations.232 When a company fails to implement, and 
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utilize an adequate AML program which complies with the given regulations, or operations 

relating to it fail, the result can be fines and reputational damage as well.233  

 

According to KPMG, the most common failures in the companies’ operations, that resulted 

into fines, between years 2015-2020 were for example various issues relating to required risk 

assessments (business risk, jurisdictional risk, customer risk), no customer acceptance policy 

in place, lack of enhanced DD measures in high-risk situations, lack of processes relating to 

reporting to authorities and lack of proper AML training for the company’s employees.234 In 

order to mitigate the operational risks, as well as aim to prevent failures leading from operations 

FSAs can issue regulations for businesses. For example, the Finnish FSA (Finanssivalvonta) 

has issued Regulations and Guidelines for Management of operational risk in supervised 

entities of the financial sector. The regulations by the Finnish FSA are legally binding and the 

entities are required to comply with them.235 The main purposes of the regulation is to ensure 

that the supervised entity organizes its operational risk management to fulfill requirements, or 

if necessary, they may be outsourced in accordance with the Finnish FSA’s regulations, the 

entity ensures adequate level of information management and security and that the FSA is 

informed of significant shortcomings and problems with the company’s operations as well as 

losses due to the realization of the operational risks.236  

 
4.5. Costs of compliance 
 

The estimates of money laundered in the world yearly, by the United Nations Office on Drugs 

and Crime, are as high as 2 trillion USD per year.237 This is an enormous sum by any measure, 

and just to put it into some perspective, Germany’s spending budget for year 2020, including 

costs and support paid for the suffering and losses caused by the Covid-19 pandemic was 413,4 

billion euros, roughly less than one fourth of the money laundered yearly according to the UN 

estimate.238 When talking about money laundering as a global problem, the numbers are huge, 

not even to go to specifics of how big the losses for states, individuals and companies due to 

tax evasion and financial crime are. However, also AML compliance generates significant 
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expenses for obliged entities, for complying with the legal framework and regulations. This 

subchapter will evaluate the costs of the legal requirements and duties that are placed upon 

these companies. For obliged companies, AML compliance generates both one-time costs, as 

well as continuing costs.239 The costs compile from factors such as labor costs, the costs of 

high-skilled people as well as on-going processes such as computer systems. 240 Ergo, the costs 

might be fairly high especially for smaller institutions that are obliged to perform AML 

compliance, however, have a significantly smaller scope of business than large financial 

institutions. 241   

 

According to a study performed by LexisNexis Risk Solutions, obliged entities, globally spent 

180,9 billion USD for financial crime compliance in year 2019.242 Most of these costs come 

from institutions in Europe and US. The study is based on a survey performed for 898 

executives and managers in charge of compliance processes in their companies. 243 According 

to the study, the highest expense generates from labor costs, equaling to 57% of the total costs, 

technology 40% and other costs 3%.244 So it is clear that also the costs of compliance are indeed 

high, especially on a wider scale, considering the global level. An earlier report, made on 

European financial institutions in 2017, by LexisNexis also identifies indirect costs such as lost 

productivity and delayed client acceptance which causes friction for customer relations as well 

as loss of business.245 The total cost estimate for European institutions’ AML compliance is 

83,5 billion USD per year. 246 So what does all this measure up for on the scale of individual 

European financial institutions? According to the same study the average cost of AML 

compliance for a financial institution in Europe is 21,6 million USD a year, of course depending 

on the size of the companies. Germany with the highest number of large institutions, with the 

definition of having over 100 billion USD in assets has the average cost of 23,9 million USD 

for AML compliance a year, whereas in Switzerland, having the highest share of very small 

firms, (less than 1 billion USD in assets) the average cost for a company is 17,2 million USD.247 

This is certainly a high price that companies have to pay for complying with the legal 

requirements to prevent money laundering and terrorist financing, despite being a worthy 
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cause. A worthy question to ask here, is that is the current AML framework efficient in reality. 

If criminals succeed to launder over 2 trillion USD worth of dirty money as the UN statistics 

show and financial institutions spend globally over 180 billion USD to prevent this, how 

efficient is this actually. The numbers would indicate that despite the high compliance costs, 

criminals still are able to launder huge amounts of money.  

 

According to a research report by the United Nations Office on Drugs and Crime from year 

2011 the ‘interception rate’, so the amount of illicit money that is seized or frozen appears 

worryingly low. According to the report the percentage of illegal money that is laundered 

through the financial system globally and intercepted is significantly smaller than 1%, with 

being estimated around to be around 0,2%.248 This interception rate appears worryingly low 

and questioning the efficiency of AML. However, a lot has been done since 2011, for example 

EU’s key AML legislation – the 4th and 5th AMLDs have been implemented and in the 

aftermath of various financial institutions going through scandals relating to money laundering 

and fines, it has also been in companies’ best interest to introduce overall more stringent 

controls. Unfortunately, this does not appear to be the case. According Dr. Pol, considering for 

example that in 2017 authorities globally confiscated between 2,7 billion USD to 4,5 billion 

USD worth of dirty money, which equals to success rate of 0,16% or 0,09%, both fairly trivial 

numbers.249  The success rate of 0,1% suggest that in reality obliged institutions spend hundred 

times more in compliance costs than what money is actually recovered.250 In the light of these 

figures, the current AML framework would sound quite inefficient and truly something that 

does not scope the actual issues but creates a heavy burden for companies without much result. 

As Pol notes, also the costs of public sector, including legislator and authorities should be 

considered in addition to the private sector’s compliance costs, as well as fines for non-

compliance of the businesses.251 These numbers and the lack of efficiency does indicate that 

AML policy has somewhat failed in actually preventing money laundering and movements of 

dirty money, but rather is based optimistic perception. 252 Pol is not alone with his views on the 

inefficiency of AML laws and policies. Also Dr. Daniel Mitchell has criticized AML laws for 

being something that in theory could sound reasonable but in reality, have been a failure that 
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has mostly imposed heavy costs for companies and consumers without much success in 

actually preventing money laundering.253  

 

This is quite worrying considering, that the AML legislation strains businesses in Europe and 

all over the world with heavy compliance costs, and yet it seems that they have little, to 

practically no effect in stopping and preventing money laundering. Whether it is of course, an 

important cause to aim to prevent money laundering and terrorist financing, it seems that the 

current framework has not succeeded in that purpose. Even more, it does appear quite 

unjustified that companies are burdened with heightened compliance costs that may prevent 

amount of dirty money equaling to 1/1000 or 1/100 of the actual costs of fulfilling the legal 

requirements. Obliged businesses are required to implement such measures and act compliant 

or they will risk regulatory fines and possible loss of reputation, which not only leads to a 

system of high costs and apparently not much success whatsoever.254 There is no apparent 

single reason or problem that would be identified as the main cause of the low effectiveness of 

AML. A recent article by the Economist identifies several issues that can contribute towards 

ineffectiveness of the current AML regime and low success rate. First of all, with the current 

lawmaking, the regulators have outsourced the current ‘enforcement’ of AML laws and 

regulations to private businesses.255 Also Mitchell agrees on this part, by writing that instead 

of burdening private industry with heavy duties and costs, the law enforcement should engage 

in “old-fashion police work”.256 Other issues that are identified are lack of resources or law 

enforcement to investigate suspicious transactions, issues with co-operation, especially 

between financial institutions and foreign authorities, as well as lack of transparency relating 

to for example lack of proper UBO registries in some countries as well as low punishments for 

providing false information.257  

 

In the light of this information, it would be more than justified to say that the current AML 

framework is highly inefficient and especially, considering the purpose of this thesis, the costs 

and burdens for regulated businesses are too high in comparison to the results. Considering the 

numbers for two law and economics – measures of efficiency, Pareto – efficiency and Kaldor-

Hicks efficiency the situation with compliance costs and their success is far from efficient. The 
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costs of compliance do not outweigh the achievements – exactly the opposite, whereas Kaldor-

Hicks-efficiency requires the benefits to be higher than the costs. The same applies, when 

considering Pareto-efficiency – neither party should be left worse off for allocation of 

resources, but in this case, obliged entities are clearly left with high compliance costs, 

especially as their benefits are more than questionable for actually preventing money 

laundering. 

 

One does not need to be an economist to be able to say that a system of processes and controls 

that costs over hundred times the success rate is not a functional one. One must also remember, 

that in addition to the already high compliance costs, companies face risks, such as reputational 

– and operational risks as well. Despite the worthy cause of preventing money laundering and 

terrorist financing, it does put a heavy burden on the shoulders of the regulated companies – 

one that should at least, in order to be considered efficient – lead to significantly higher success 

rate of recovering and seizing criminal assets than less than one percent (depending on the 

assessments in question. 
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5. Conclusion 

 
Despite the efforts by the EU legislator, authorities, and regulated private sector, money 

laundering remains as a problem of enormous scale.  It is clear that money laundering and 

criminals have developed over time and come up with new, intelligent methods to hide the 

flows of illicit money. The legislation imposes strict requirements for obliged entities to 

perform DD on their clients, to understand their business, to monitor their actions and to report 

on suspicious transactions and financial activity. Non-compliance with these laws and 

regulations will lead to huge fines and possibly even criminal liability. This brings us to the 

main question of the thesis, that the author will elaborate on shortly answering the research 

question and re-presenting the hypothesis to prove it or disprove it. Is AML compliance highly 

burdening for companies or an efficient part of regulatory compliance? 

 

 

1) How is money laundered and what are the new methods? 

Money is laundered through various schemes from simple to extremely sophisticated sets of 

several transactions. However, usually the process includes three phases, placement, 

integration and layering. The purpose of these is to whitewash illicit money into something that 

appears completely legitimate and can be re-introduced into the legitimate financial system as 

legal gains. The methods of money laundering have developed significantly and for example 

traditional cash-based schemes have reduced significantly or even practically disappeared. 

What raises cause for concern are complicated schemes, such as the trader scheme where illegal 

money from the dark web is funneled through a network of legitimate traders to make it look 

legitimate when it reaches the banks. Such complicated schemes, that often have a strong cross-

border element and many parties involved appear to be somewhat of an Achilles-heel for the 

FSAs and companies’ compliance functions to detect and intercept.  

 

2) Why is prevention of money laundering important? 

Money laundering is a source of many problems. On economic scale, it can offset global 

economy and economic policies, as well as increase corruption in the markets and distrust 

towards international financial system. Laundered money is often also used to finance heinous 

activity of organized crime and enabling serious offences that jeopardize general security such 

as arms, drugs or human trafficking. Laundered money can also be used to provide funding for 
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terrorism. As an example, the 9/11 strikes were funded by money received from extremists for 

example in UAE and Germany, and these funds were used directly to orchestrate the attacks.   

Prevention of money laundering is of utmost importance both for economic reasons as well as 

for national security. It is inevitable that 2trillion dollars’ worth of laundered money for 

criminals is jeopardizes these.  

 

3) How does the EU regulate AML? 

Currently there are total of 6 AMLDs as well certain Regulations, such as Regulation 2015/847 

on information on payer accompanying transfers of funds. EU’s major AML reform took place 

in 2015, with the aim of modernizing the legal framework by implementing the 4th AMLD and 

the Regulation 2015/847. One of the purposes behind the 4th AMLD was to bring the EU 

legislation to be coherent with the FATF Recommendations issued in 2012. The AMLDs – 

especially 4th and 5th Directive amending the previous one set the main legal framework and 

establish requirements for obliged entities. These Directives are the legal background for AML 

compliance processes that companies must undertake – including KYC, risk assessment of 

countries and individual clients, monitoring the transactions of clients, performing DD or 

enhanced DD and reporting suspicious activity to the authorities.  

 

4) What is the role of companies in preventing money laundering? 

Companies have indeed a major role in preventing money laundering. One could even state 

boldly that the current legislation, has to a significant extent, outsourced prevention of money  

laundering from authorities to private industry. Also, whilst it might be a common 

misconception that these duties are placed upon solely financial institutions such as banks, in 

fact many professional groups are included such as lawyers, real estate brokers, auditors, tax 

consultants, online payment platforms and corporate service providers. Companies must 

perform compliance processes such as KYC before establishing a customer relationship, in 

order to identify the customer, the possible UBO, to understand their nature of business and 

the reason for the customer relationship and on this basis make a risk assessment and decide 

can the establish a customer relationship or not are additional procedures such as enhanced DD 

required. Companies must also perform DD throughout the lifespan of the customer 

relationship, ie. by updating the KYC information and by performing ongoing transaction 

monitoring with the aim to detect suspicious transactions. If such as detected by the systems, 

they must be examined by an expert of the company and if the this gives raise to suspicion on 
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money laundering or terrorist financing, the company is required freeze the transaction and file 

a report to the respective authorities.  

 

 

 

5) What types of compliance costs and risks does AML compliance place on companies – are 

they burdening or efficient? 

High degree of responsibility often correlates with high costs and the field of AML compliance 

does not make an exception. According to survey the global costs of companies is around 180 

billion dollars whereas an obliged institution in Europe spends an average of 17-21 million 

dollars for compliance costs. These costs source from system costs and especially high 

personnel costs, the costs of trainings etc. The main risks identified in the thesis regarding 

companies AML compliance are reputational risk and operational risk. If a company receives 

bad publicity of being involved in money laundering, or for having not been able to comply 

with the laws and regulation, or having failed in preventing money laundering, this will often 

lead to loss of reputation. Customers desire, especially in case of financial. Institutions, to be 

affiliated with such institutions that are reliable and trustworthy. Nowadays it is easier than 

ever to do research into companies and finding only headlines of a certain institutions related 

money laundering scandals and affiliations with suspicious criminals certainly does not 

increase trust towards such institution. Operational risks are mostly bound to the internal 

functions of the company and may realize if a system or an employee fails. Whereas the cause 

might be a pure human error, if this has enabled money laundering or a suspicious transaction 

to pass unnoticed, the consequences following may be drastic.   

All in all, companies face high costs and risks from AML compliance and performing the 

required actions. However, it appears, in the light of the evidence, that despite this, the AML 

framework and compliance are not efficient in preventing money laundering. According to UN 

report from 2011 and recent studies by Dr. Pol and Dr. Mitchell, the success rate of preventing 

money laundering is clearly less than 1%, with estimates as low as 0,2% of laundered money 

intercepted, compared to costs of compliance.  

 

Restating the hypothesis, 

Prevention of money laundering and terrorist financing creates significant obligations, costs 

and institutional risks for obliged entities. 



 

 55 

The thesis and the findings confirm the hypothesis. It is clear that in light of the current legal 

framework, the obliged entities face very degree of responsibility in preventing money 

laundering. This leads to equally high compliance costs and operational- as well as reputational 

risks. Yet, despite the high costs and thorough processes, the amount of laundered money that 

is intercepted and seized, is even optimistically 1% of the costs of the companies for AML 

compliance. This is worryingly low number, and in all honesty quite a surprise. One would 

imagine that strict requirements for obliged entities to identify, to monitor and report suspicious 

activity of their customers would prove to be more effective but in light of these numbers it is 

anything but. Considering from a law and economics – angle of evaluating efficiency of the 

AML policies they do not appear efficient in the current light of the presented evidence. From 

the perspective of Kaldor-Hicks efficiency, the AML framework and execution is not efficient, 

as it’s costs clearly out mark the benefits. Also, from the angle of Pareto efficiency the situation 

is far from optimal. It seems that in reality the compliance in accordance with the AML laws 

and regulations results in very low success but extremely high costs, thus companies have to 

endure high costs, whereas the benefits for society are still low.  


