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1. Introduction 
According to the international non-governmental human rights organization Human Rights 

Watch, the Communist Republic China has subjected the thirteen million ethnic Uyghurs and 

other Turkic Muslims in Xinjiang to mass arbitrary detention, forced political indoctrination 

and religious oppression since late 2016.1 The United States Department of State 2019 annual 

country reports on terrorism also states that: 

The Chinese government has detained more than one million Uyghurs, ethnic Kazakhs, and other 
members of Muslim minority groups in internment camps in the Xinjiang Uyghur Autonomous 
Region, using counter-terrorism as a pretext.2 

China has quickly become an model example of a digital dictatorship, where modern 

technologies are used for mass surveillance, profiling and repression of individual citizens 

and ethnic and religious groups. Control over civil society, media and the internet has 

tightened after Xi Jinping was elected President in March 2013. Alone in Xinjiang, authorities

conduct compulsory mass collections of biometric data, such as voice and DNA samples, and 

use artificial intelligence and big data to identify, profile and track everyone living or visiting 

the region. Religious persecution has also increased and intensified under Xi Jinping. 

Jinping’s policies have resulted in antireligious campaigns against Christians, Tibetan 

Buddhists and the practitioners of the meditation practice Falun Gong. According to Freedom 

House, an American organization dedicated to the expansion of freedom and democracy 

around the world, currently at least 100 million people in China belong to religious groups 

that face either “high” or “very high” level of persecution3  

In persecuting the Uyghurs, China claims to be at war with terrorists as part of the so 

called “global war on terror”. The term was first coined by US President George W. Bush, 

following the coordinated September 11, 2001 terrorist attacks. In reality, many Western 

states and human rights organizations have found China to carry out genocide against its own 

indigenous people. The original term genocide was first defined by the Polish lawyer Rafael 

Lemkin (1900–1959).4 The Rome Statute of the International Criminal Court, adopted at a 

diplomatic conference in Rome, Italy on 17 July 1998, established four international crimes: 

(I) Genocide, (II) Crimes against humanity, (III) War crimes, and (IV) Crime of aggression. 

In Article 6 of the Statute, genocide is defined as:  

1 Human Rights Watch (2015;  2018 & 2019). See also Uyghur Human Rights Project (2020).
2 United States Department of State (2019). 
3 See Freedom House (2017) and ChinaAid (2019) .
4 It was first mentioned in his 1944 book, Axis Rule in Occupied Europe. See also See Lemkin 1947.



[…] any of the following acts committed with the intent to destroy, in whole or in part, a national, 
ethnic, racial or religious group: killing members of the group; causing serious bodily or mental 
harm to members of the group; deliberately inflicting on the group conditions of life calculated to 
bring about its physical destruction in whole or in part; imposing measures intended to prevent 
births within the group; or forcibly transferring children of the group to another group.5

This definition is also used by the non-governmental human rights organization Amnesty 

International.6 China has avoided international action against it, because it is not part of any 

international human rights treaty that would enable other states to make it accountable for the 

violation of human rights, humanitarian law and crimes against humanity. Still, The United 

Nations and countries under the Magnitsky legislation have condemned the persecution and 

issued sanctions on some Chinese officials. On January 2021, The US Secretary of State, 

Mike Pompeo, gave a declaration where he named the acts China is committing against the 

Uyghurs and other Muslim minorities as genocide.7 Other countries and their officials have 

followed Pompeo with similar statements.8 

In this master’s thesis, I will explore what digital repression, how China has built its 

massive digital control and surveillance system, and how it is being used in the religious and 

ethnic persecution of the Uyghurs. It is important to understand, that when I use the notion of 

digital control, I am not merely referring to a well-known branch of control theory that 

studies digital computers as control systems, but instead use it to cover a more broader 

meaning and context in which technology, society and the ethical dimension are deeply 

entangled with each other. This includes both the analysis of technological control systems 

and the social control aimed at their implementation, as well as the ethical problems that 

raises. The topic of my thesis is very important both because of the unsustainable situation of 

the Uyghurs and also more broadly socially. As the number of artificial intelligence systems 

capable of monitoring and classifying increases in societies, it is important to strive both to 

increase understanding of the operating principles of the systems themselves and their 

possible biases, and also to provide information as a basis for legislation and regulation. It is 

also very important to consider all this from an ethical point of view. An ethically misused 

digital control is discriminatory –  a system for digital repression. 

This thesis is sectioned into two parts. I will start by defining digital repression and 

related concepts, and continuing to find out what technologies it is based on and how it is 

5 International Criminal Court 1998.
6 Amnesty International 2021.
7 Borger 2021.
8 See for example Hurst 2021.



implemented. Because China is using modern technologies as part of its digital surveillance 

and repression system from a very wide scale, this includes pretty much all technological 

advancements of the 21th century. These include the breakthroughs of artificial intelligent 

systems and computer vision, the rise of global internet and social media, the upheaval of 

digital cameras and smartphones and the gathering of Big Data. These all play a part in how 

China has become the current digital dictatorship that besides controlling and repressing its 

regular citizens is also persecuting the Uyghurs. While China is in a class of its own in terms 

of the scale of its discriminatory practices and human rights violations, it is important to note 

that it is not the only country whose ethical performance in terms of digital surveillance has 

been critically assessed in recent years. For example, in its global war against terrorism, the 

US built a global digital surveillance and monitoring system, which in June 2013, former 

National Security Agency contractor Edward Snowden revealed in full scope. These actions 

were widely considered morally and ethically wrong, which caused a significant retreat in 

government surveillance.9 Despite these developments, however, it must be acknowledged 

that technology companies operating in modern liberal democracies, instead of their 

competitors based on autocratic states, adhere to higher ethical standards and also seek to 

correct repressive policies and failed technological implementations. Companies based on 

autocracies seem to operate without restrictions, especially with regard to respect for human 

rights. The current situation in the world also gives cause for consideration. The Covid-19 

pandemic has recently led many countries to introduce various coercive measures and 

emergency laws. Efforts have also been made to utilize new technology in the fight against 

the virus. This has led to questions concerning privacy, security and surveillance. For 

example, applications have been developed to monitor infections that are capable of tracking 

people’s location around the clock and providing notifications of potential exposures. 

Although very useful, when hacked or in the wrong hands, such technology could also lead to 

data breaches, and on a larger scale, digital repression and discrimination. China has already 

developed, and uses, a similar application to track, classify and imprison Uyghurs. In the end 

of the first part, I will also go through some of the ethical dimension associated with digital 

repression. This includes understanding the alignment problem, where the results of the 

technical implementation are not what was originally desired. It will also include some of the 

fundamental human rights issues related to technology, such as the right to privacy and 

questions concerning various forms of liberty. Utilizing this theoretical knowledge, I will 
9 Xu 2020.



continue to the second part of this thesis and begin it by going through the history of the 

Uyghurs, which also covers the roots of the conflict between the Uyghurs and China. It is 

absolutely crucial to gain some understanding of this history to be able to understand the 

current situation in Xinjiang. At the heart of the conflict between the Uyghurs and China lays 

two critical questions: to whom the region in the northwest of China belongs to, and to whom 

should be given authority of its naming, governance and development? After analyzing these, 

I will focus on the detailed ways in which China implements domestic digital control and 

repression. The persecution of the Uyghurs is just one terrible example of what digital 

surveillance machinery on this scale makes possible when targeted at ethnic and religious 

minorities. Chinese surveillance covers both camera and signal surveillance and the collection

of biometric targeting data, as well as the use of artificial intelligence classification 

technology. It also includes tracking all social and cultural connections, either online or 

offline, and creating a digital social credit system. Before conclusion, I will end the second 

part by going through the current situation and plight of the Uyghurs who, instead of mere 

digital surveillance, are also under ethnic cleansing and genocide.

The method in this thesis is systematic analysis, which can be described as the analysis 

of concepts, arguments and preconditions. My main sources constitute of the latest research. 

When I focus on defining digital repression, discrimination and control my main source is the 

work of Steven Feldstein who is a senior fellow in Carnegie’s Democracy, Conflict and 

Governance program, titled The Rise of Digital Repression: How Technology is Reshaping 

Power, Politics and Resistance (2021). I will especially utilize chapters two: Motivations and 

Incentives For Digital Repression, and chapter seven: How Artificial Intelligence and Big 

Data Are Transforming Repression. The second chapter helps to define the concepts, and the 

seventh chapter also deals to some extent with the digital persecution of Chinese Uighurs. I 

will also utilize the work of an emeritus professor of Computer Science and Bell Chair in 

Human-Computer Interaction at he University of Toronto, Ronald Baecker, titled Computers 

and Society: Modern Perspectives (2019). Baecker’s work is a quite recent comprehensive 

presentation of both the entanglement of modern technology and society and also its future 

challenges. It also touches on some of the biggest ethical challenges we have faced with the 

development of modern technologies. I will also take advantage of the latest work of an 

American programmer and researcher, Brian Christian, titled The Alignment Problem: 

Machine Learning and Human Values (2021). Christian’s book touches on the many central 



topics of the ethics of artificial intelligence and also describes in great detail what modern 

artificial intelligence based technologies are from the ground up. Although quite a lot has 

lately been written about the philosophy and ethics of artificial intelligence10, I chose 

Feldstein’s, Baecker’s and Christian’s works also because of their interdisciplinary approach. 

Finnish philosopher, professor emeritus and academic, Ilkka Niiniluoto, has acceptably 

pointed out, that finding answers to the ethical problems related to modern technology is the 

task of both engineering and humanists, and therefore requires interdisciplinary 

collaboration.11 According to Niiniluoto, this common goal does not benefit from the outdated

division and demarcation of academic labor, where values are seen as the responsibility of the

humanists and engineers are only expected to work on the design and implementation of new 

innovative tools. In reality, engineers cannot withdraw from value debate and humanists 

cannot simply focus on value goals. According to Niiniluoto, such thinking has its roots in 

antiquity, where the area of skills (tekhnē) belonged to artisans and slaves whereas the higher 

sphere of thinking, teaching and setting of values was reserved only for philosophers. This 

division is becoming impossible to authorize in the modern world. In addition to Feldstein’s, 

Baecker’s and Christian’s books, I make some use of Niiniluoto’s recent work, titled 

Philosophy of Technology (2020). An beneficial source for understanding what kind of 

discrimination modern artificial intelligent based systems are capable of is also the 2016 book

by the American mathematician and data scientist Cathy O'Neil, titled Weapons of Math 

Destruction: How Big Data Increases Inequality and Threatens Democracy. 

When examining the conflict between China and the Uyghurs, besides Feldstein’s 

book, an very important source is the recent work by American professor and cultural 

anthropologist, Sean R. Roberts, entitled The War on the Uyghurs: China’s Internal 

Campaign against a Muslim Minority (2020). Roberts’s book is an detailed study of both the 

history of the conflict and modern day status. It also provides a good analytical tool for 

examining, not just how digital technology is used in the religious persecution of Uyghurs, 

but also how this relates to the wider context and development of international digital control. 

Besides Robert’s work, an interesting study of China’s digital surveillance and dictatorship is 

the article by Xu Xu, a post-doctoral fellow at Stanford University, entitled To Repress or to 

Co-opt? Authoritarian Control in the Age of Digital Surveillance (2020), released in the 

10 See for example Lin et al. 2017; Tegmark 2017; Frischmann&Selinger 2018; Ollila 2019; Visala 2020 and 
Laakasuo et al. 2021. 
11 Niiniluoto 2020, 307–308.



American Journal of Political Science. One work that closely addresses my topic is also The 

Age of Surveillance Capitalism (2019), written by American author, Harvard professor, social

psychologist, and researcher Shoshana Zuboff. Zuboff examines China’s use of technology as

a control tool, especially in Chapter Thirteen, titled Big Other and the Rise of Instrumental 

Power. When analyzing the current situation of the Uyghurs, my main sources are the three 

reports from Human Rights Watch for 2015-2019. China has made retrieving information 

concerning the Uyghurs very hard, which is why these reports are very valuable. They also 

include eyewitness testimonies. In the 2015 report: Tiger Chairs and Cell Bosses: Police 

Torture of Criminal Suspects in China, some detainees describe what the Chinese police 

actually do during interrogations. In the 2018 report, “Eradicating Ideological Viruses”: 

China’s Campaign of Repression Against Xinjiang’s Muslims, we can see some of the tactics 

on how Chinese government systematically afflicts mass arbitrary detentions, torture and 

mistreatment against the Turkic Muslims in Xinjiang. The report is primarily based on 

interviews with fifty-eight former residents from all fourteen prefectures in Xinjiang. The 

2019 report, China’s Algorithms of Repression: Reverse Engineering Xinjiang Police Mass 

Surveillance App, reveals in a fine grained detail how China is using modern technology for 

mass surveillance and repression.



2. Digital repression

2.1 Key concepts and definitions related to digital repression

2.1.1 Digital Control systems – from computers to states
In order to understand what digital repression is, we must first understand how different 

concepts and categories of digital technology relate to each other. The concept of digital 

control first and foremost belongs to a well-known branch of control theory that studies the 

control of physical systems with a digital computer.12 Examples of such systems are for 

example digital calculators, electromechanical industrial machines, aircraft autopilots, and 

self-driving cars. By the simplest definition, a digital control system is a signal processing 

system that can process incoming analogue signals by implementing analogue to digital 

conversion. It is through this conversion process, by which analogue signals are converted to 

a binary representation containing zeros and ones, that the information becomes  

understandable to a computer. In control theory, there is also the concept of a distributed 

digital control system. In distributed systems, the control of a single computer is distributed 

between multiple units that share the same architecture, which can then be situated in different

locations – either internally (local) or externally (global). A distributed control systems does 

not need to have a local operator supervisory control, but instead it can be monitored and 

supervised remotely. These kinds of systems are very useful for example in power plants, 

where different operations and functions can be distributed for different parts of the system 

and where the functioning of the system needs to be as stable and secure as possible. A 

distributed digital control system can be prevented from shutting down in case of a failure in 

some part of the system. 

The concepts of digital control and distributed digital control systems are very useful 

also when they are brought to a wider context in which technology, society and the ethical 

dimension become entangled with each other. Modern complex computer systems, which 

have enormous computation power combined with various types of artificial intelligence as 

well as the utilization of Big Data, can be looked as widely distributed technical control 

systems that can also be used as tools to implement social control and mass surveillance. 

When this happens, especially at the state level, the concept of digital control no longer only 

applies to digital-to-analog conversion or to computational processes of distributed 

12 See for example Franklin et al. 1990.



information processing, but also to the sociopolitical top-down demonstration of the power of 

state power.13 Although government surveillance is not inherently illegitimate and can for 

example make possible the tracking of such individuals who may genuinely represent a 

security risk, the use of such control and power can easily become discriminatory against 

individuals, groups or minorities.

2.1.2 Discrimination and digital discrimination
The notion of discrimination is historically closely related with the notion of racism. In the 

present day, it is understood in a wide context that encompasses social, cultural, legal and 

technical aspects. Discrimination includes the discriminating behavior based on for example 

gender, race, ethnicity, age, disability, sexual orientation or religion. Under this definition, 

religious persecution can be considered as a form of discrimination. Most nations have 

legislation that prohibits discrimination. There is for example the International Covenant on 

Civil and Political Rights, Equality Act in the UK and Civil Rights Act in the US. The 

European Union has also forbidden discrimination by appealing to a diverse distribution of 

different sources. In 2000, they released a directive that forbids discrimination based on 

sexual orientation, religion, age and disablement. Also the constitution of the European Union

contains regulation in relation to discrimination.14

The term digital discrimination refers to a form of discrimination in which algorithms 

or machines deploying some form of artificial intelligence make unjust, unfair and unethical 

decisions that affect individuals or groups.15 In this context it has become somewhat familiar 

to talk about skewed software, which is a reference to a broader problem of algorithm biases. 

Similar than in the case of non-digital discrimination, digital discrimination is discrimination 

based on some of our personal attributes. Some researchers have pointed out that digital 

discrimination is on the raise.16 Others have warned about the effectiveness of modern 

systems in different kinds of classification tasks. Algorithms and image recognition systems 

can for example make frighteningly accurate predictions about some of our most private traits

and characteristics, such as sexual or political orientation.17 As a by-product of the rapid 

digitalization of our societies, part of decision making also seems to be increasingly shifting 

to artificial intelligence systems that utilize some form of machine learning. Courts around the

13 Feldstein 2021,  chapter 2. See also Baecker 2019, 161–182.
14 European Union 2000.
15 Baecker 2019, 17–36. See also Wihbey 2015. 
16 Feldstein 2021, 15. See also O’Neil 2016. 
17 For more information, see for example Kosinsky et al. 2013; Kosinsky 2021.



US have for example started to experiment with software, that could help the judges in 

deciding who should get out on parole and who should get harsher sentences. On may 2016, 

ProPublica, an independent nonprofit investigative journalism newsroom, released an article 

based on their investigation, where they analyzed one such program that was used in Broward

County, Florida. They found out that the software discriminated against black people by 

falsely labeling them as future reoffenders twice as often as white people.18  Many have 

demanded responsibility and remedial actions from the technology community, but all of this 

has also had a major impact on the scientific community. Over the past few years, research on

themes and concepts of artificial intelligence ethics, like fairness, transparency, and other 

dimensions of safety now form a substantial portion of work presented at the biggest artificial 

intelligence and machine learning conferences. Some see them as the most dynamic and 

fastest-growing areas in all of science.19 

2.1.3 Direct and indirect discrimination
Legal systems usually distinguish two different forms of discrimination: direct and indirect.20 

Direct discrimination, also known as disparate treatment, happens when a person is being 

discriminated based on some personal attribute or feature like for example race, skin color or 

sexual orientation, or because of their membership to some particular social group.21 A 

company, that refuses to hire for example Muslims or women with small children, would be a 

clear example of direct discrimination. Discrimination also relates to the term prejudice, 

which can be defined as holding a negative attitude towards some group solely on their 

membership of that group. Direct discrimination and prejudices are easier to fight because 

they are visible and noticeable. Indirect discrimination, also known as disparate impact, is 

harder to tackle. Indirect discrimination may lay deep within the structures of societies, 

making it more difficult to work with. It also covers situations which can have negative 

effects despite an seemingly neutral act. An example of this would be someone applying for a 

certain job position that require to have skills, that are not in any means mandatory or 

necessary. Algorithms are many times guilty of indirect discrimination.

 

18 See Rutkin 2016 and ProPublica 2016.
19 Christian 2021, 441.
20 Altman 2016.
21 Criado & Such 2019.



2.1.4 Digital inclusion
One more term related to discrimination that is worth to mention is known as digital 

inclusion. As services and information become more and more networked and societies 

become more digital, there is also a great danger of a new kind of division between those who

either benefit or do not benefit from this technological transition. Those for whom digital 

technology is not available or who do not know how to use it are at a great disadvantage.22

We will later find that in connection with the persecution of the Uyghurs, the problem of 

digital inclusion is reflected in China’s efforts to exclude and destroy Uyghur culture. 

Uyghurs are not allowed to use their mother tongue freely, and the production of new 

literature and the translation and digitalization of old, for example, are severely restricted by 

the government officials. 

The problem of digital inclusion was recognized already in the 1990s, and became 

known as the digital divide.23 The concept includes, for example, issues related to the 

availability or scarcity of hardware, such as computers or mobile phones, as well as 

differences in their use and expertise. Some are only consumers of information; others also 

contribute creatively by for example blogging, vlogging or tweeting. A more modern and 

descriptive term of the same problem is digital inclusion, defined by the International 

Telecommunications Union.24 Digital inclusion takes also the diverse and intersectional 

aspects like socio-economic status, location, race, gender or ability or disability into 

consideration. These all come into play and are important when considering the benefits of 

modern computing and telecommunications.25 According to Ronald M. Baecker, digital 

inclusion or exclusion must not be viewed as a binary variable. Baecker suggests quite 

pragmatically, that instead of just focusing on labeling groups or nations either as ‘haves’, that

is, technologically ‘rich’; or ‘have-nots’, that is, technologically ‘poor’, we should instead 

focus on assuring that for example digital media content is translated to different languages, 

there are low-cost computers available, and that access to public computing centers and to 

relevant digital literacy training are available.26 Digital inclusion can also occur in the 

designing phase of a new technological implication, when for example the new product is 

only tested with certain representatives of the overall population. An example of this would 

22 Baecker 2019, 17–37.
23 See for example Gunkel 2003.
24 ITU 2016.
25 Baecker 2019, 17.
26 Baecker 2019, 21.



be the safety testing of cars. It has become known that crash-test dummies are based on the 

average male prototype.27 This kind of design forgets about women and children, putting their 

lives into greater risk.

2.1.5 Digital repression
Steven Feldstein defines digital repression as:

[…] the use of information and communications technology to surveil, coerce, or manipulate 
individuals or groups in order to deter specific activities or beliefs that challenge the state.28

According to Feldstein, experts have also used terms such as digital authoritarianism, 

algorithmic repression and authoritarian tech to describe digital repression. What is most 

noticeable in Feldstein’s definition is, that digital repression is especially a demonstration of 

top-down state power. A state actor is different from for example an individual black-hat 

hacker29 who uses technology for unethical economic gain, wants to show his strengths and 

technological know-how, or wants to challenge the norms of society. Those selected for the 

attack may find the acts very discriminatory, but the actions are not repressive in the same 

sense as if they were taken by governments. In Feldstein’s definition, digital repression seems

to always include an political aspect and an actor that tries to repress freedom of speech and 

thought. 

Feldstein separates digital repression into its fundamental constituent parts by making 

a distinctive five category division. These are surveillance, censorship, social manipulation 

and disinformation, Internet shutdowns and targeted persecution of online users.30 According 

to Feldstein, surveillance entails the gathering of information through the identification, 

tracking, monitoring and analysis of individuals, data, organizations or systems. Surveillance 

is therefore fundamentally premised on the concepts of power and control. Feldstein 

continues to identify four surveillance strategies commonly used by governments: passive 

surveillance, targeted surveillance, artificial intelligence and Big Data approaches, and 

surveillance laws and directives.  Passive surveillance entails instruments that can directly 

monitor, collect, intercept and retain data. Targeted surveillance consists of intrusion 

27 Criado-Perez 2019.
28 Feldstein 2021, 25.
29 Hackers are generally classified by tricolor taxonomy, white hats, gray hats, and black hats. The basis for 
classification is the ethical position of the hacker. Put simply, whites are ethical hackers who try to hack systems 
to expose their potential security threats. Blacks are often criminals seeking money, or computer enthusiasts or 
activists who want to demonstrate their technological know-how or make ideological statements. Grays are 
positioned between the two.
30 Feldstein 2021, 25–27.



operations that manipulate software, data, computer systems or networks. Artificial 

intelligence and big data approaches entails automated technologies that can be used to 

classify and store data, and also use it for pattern recognition or to make some predictions. 

Surveillance laws and directives are needed for the implementation of methods and to 

legitimize their use.  

Censorship is also a widely used tool by repressive governments. In writing about 

censorship, Feldstein also refers to the censorship classification made by researcher Margaret 

Roberts, in which she has identified three distinct censorship techniques that are often 

deployed by governments. These are fear, friction and flooding.31 The purpose of fear is to 

remove all motivation and will from a person or media to share, collect, or create challenging 

content for the government. Friction techniques attempt to raise the cost of data consumption 

to a level that makes it either impossible or at least extremely laborious for the general public.

These tactics might include putting Internet restrictions or blocking unwanted websites and 

services. Floods fall into the same category as social manipulation and disinformation. They 

are intended to deliberately drown out legitimate sources of information and replace them 

with propaganda or counterfeiting. It can also mean incorporating Internet bots or trolls to 

spread disinformation and harassment across platforms and users. According to Feldstein, 

shutting down the Internet is not a popular suppressive strategy, but it can be implemented if 

necessary. It imposes high costs on dysfunctional services, bringing huge financial losses to 

states. Targeted persecution against online users is instead a highly used strategy. It can entail 

a variety of means like for example targeted arrests, physical violence, legal charges or 

prolonged detention. These are all well present and used in the ways in which China controls, 

imprisons and persecutes the Uyghurs.

2.2 Technological foundations for digital repression

2.2.1 Artificial intelligence – pattern recognition and surveillance beyond 
human capacities

According to Feldstein, understanding the developments in artificial intelligence and Big Data

is crucial in able to understand the political use of these technologies. He writes: 

This  technology offers key advantages to autocratic leaders. It not only allows regimes to 
automate many tracking and monitoring functions that were formerly delegated to human 
operators, but it permits authorities to discover new patterns and insights that were formerly not 
accessible. In comparison to human operatives with limited reserves of time and energy, these 
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systems never tire or fatigue. Their omnipresence induces changes in behavior and creates a 
considerable chilling effect.32

Feldstein also mentions of the difficulty for exact definition of the concept of artificial 

intelligence. He makes reference to definition made by computer scientist Nils Nilson, who, 

according to Feldstein, has defined the concept in general as : 

The goal of trying to make machines intelligent by automating or replicating behavior that enables 
an entity to function appropriately and with foresight in its environment.  

For computer- and data scientists, the term artificial intelligence constitutes of what is 

known as machine learning and deep learning architectures. In a more philosophical or for 

example in popular culture discourse, the term is many times used also in relation to questions

concerning some form of machine sentience or consciousness.33 While the future might bring 

surprises into the field of artificial intelligence research, at the current moment we do not have

anything even remotely pointing to such phenomenon. Besides questions of machine 

consciousness, the philosophical dilemmas are many times about the status of moral agency 

of the machines. In this thesis, I focus on the way computer- and data sciences define artificial

intelligence, and I treat different systems as tools instead of taking a stance on issues related 

to their possible sentience or agency.

According to Brian Christian, the field of machine learning divides into three major 

areas: supervised-, unsupervised- and reinforcement learning. In supervised learning, the 

system learns from categorized and labeled data while in unsupervised learning the system 

itself needs to make sense of the data. In reinforcement learning, the system learns by 

interacting with a specific environment as well as a set of rewards and penalties.34 Deep 

learning models are deeply rooted in statistics and when taught with enough data, can be 

efficiently used to find hidden patterns or correlations from the data. Their structure mimics 

the parallel processing functioning of the human brain, where neurons form connected 

networks. Let us take an example from image recognition and classification. A basic neural 

network model has an input layer, some amount of hidden layers and an output layer. The 

input layer receives as input the values of observation, for example in the case of an image 

these would be pixel values. The hidden layer constitutes of nodes, that can be used for 

computing and transforming the input values by multiplying them with different weights, a set

of predetermined numbers. The power of the neural network lies in the optimization of these 

32 Feldstein 2021, 216.
33 For more information, see for example Bostrom 2014; Harari 2015 or Müller 2020.
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weights. Weighted connections are then put forward to either a new hidden layer or to the 

output layer, which returns an output value. This kind of model of learning by association 

allows a system to generalize from images and use this information also to make novel 

predictions and classifications of images it has not encountered before. These kinds of models

are used in various artificial intelligence applications, from computer vision to stock market 

predictions – and also in ethnic and racist classification. 

Although machine learning and deep learning can be used for very useful purposes, 

like for example in different health care applications, they can also be extremely powerful 

tools for digital repression. In her book Weapons of Math Destruction: How Big Data 

Increases Inequality and Threatens Democracy (2016), mathematician and blogger Cathy 

O'Neil argues that algorithms should also be called as “weapons of math destruction”.This 

notion is more than a simple word play for O'Neil. In her book, she lists three of the most 

important features of these “weapons”: they are not transparent, they operate on a massive 

scale and, they can havoc unimaginable destruction. In recent years, data- and computer 

scientists have started to take discrimination seriously. To be able to guarantee the fairness in 

the processes of the programs they code, they have tried to equip their models with protected 

attributes that are also sometimes referred to as protected variables. Examples of these can be 

for example sex, age, religion or some demographic variable, like for example zip codes. 

When an attribute is protected, the algorithm doesn’t take it into account when it is 

performing classifications, for example when ranking potential workers. The main aspiration 

is to prevent direct discrimination. Unfortunately, using protected variables has many 

negative side effects. Using them might in many cases not be enough in the first place, and 

what is even worse is that they can, contrariwise to the initial design purpose, create new 

kinds of biases and discrimination that is very hard to detect. The underlying problem here is, 

that machine and deep learning systems are incredibly good at finding hidden patterns and 

correlations from the data. They cannot be made 100% blindfolded. This means that 

discrimination can happen on a degree that is almost imperceptible for us. Google’s famous 

word2vec algorithm can for example find very subtle differences in the dictation or syntax 

manners between job applications written by men and women. These can be slight 

grammatical preferences of prepositions or synonyms. When someone is applying for a job 

position that is historically known to be male-dominant, like for example for software 

engineering positions, the algorithm can create a bias towards preferring applications written 



by men, even when sex is a protected variable in the classification and ranking algorithm. 

Many have suggested that transparency should be the most foundational ethical value 

and guiding principle in the design of algorithms and artificial intelligence systems. But 

transparency, although as important it may seem, can also lead to serious problems. Firstly, 

some research clearly shows that humans place more trust in transparent models even when 

those models are wrong and should not be trusted.35  Secondly, to be able to fully understand 

when some model is optimal requires expert knowledge and training. Describing how 

artificial intelligence models work cannot be done without implementing at least some level 

of highly technical details that are usually accompanied with visually demanding schematized

pictures and complex mathematical equations. This means that at best, the models are 

transparent to only a handful of chosen people. Some have suggested that we should only 

build dynamical models, that print out explanations for their behavior and functioning as they 

run. It is not that simple either. Here we are faced with another problem, called the problem of

adversarial explanations. Adversarial explanations points to a situation, where two systems 

might behave almost identically but offer completely different explanations for how and why 

they behaved as they did.36 This can lead to scenarios where the system only seems 

transparent. This could then give us a false sense that we can understand them and lead to 

many imaginable undesired outcomes. Transparency also does nothing to help in a situation 

where, for example, the use of a racist classifier has a state mandate.

According to Feldstein, the Chinese artificial intelligence technology used for 

repressive purposes has proliferated world wide. He reports how gig Chinese tech companies 

like Huawei, ZTE, Hikvision, Dahua, Meiya Pico and Sensetime are building safe city 

surveillance projects, peddling censorship tools and supplying social media monitoring 

capabilities to countries around the world, like for example to Zimbabwe and Pakistan.37 

These action reinforce the spread of digital repression.

2.2.2 Big Data
Big Data gives machine and deep learning its power. Big Data can be described as a 

collection of data that is huge in volume, yet growing exponentially with time.38 It is a data 

with so large size and complexity that none of the traditional data management tools can store

35 See for example Poursabzi-Sangdeh et al. 2018.
36 Christian 2021, 448.
37 Feldstein 2021, 48.
38 See for example Grus 2019. 



it or process it efficiently. The explosion of this data collection is, within a relatively short 

window, tremendously touched all spheres of society. It has already had an impact on 

economics, security, science, governance, health care and much more. Because of this 

expansive reach, Big Data also has many still-unfolding consequences. The power of various 

stakeholders gaining benefits from it is very much unknown, same goes for how social and 

political goods related to it are distributed.39 It also creates a new kind of strain on the familiar

conceptual resources of science and technology ethics. Problems related to for example data 

collection, storage, management, use and sharing are commonplace for researchers, 

companies, public actors and individuals alike. Some sciences, like for example computer 

science, physics and applied mathematics, have tried to go round this problem by stating that 

their work is about systems, not people. This view can be challenged by pointing out, that the 

use of big data inexorably draws the disciplines closer to sensitive human phenomena.40 Also, 

the lack of ethics curricula in these fields adds quite a bit of potential problem space. Some 

scholars and ethicists have recently pointed out that it is not justified to consider datasets as 

static archives anymore. According to them, Big Data is capable to generate new insight, and 

consequences for the human subjects indefinitely.41 Therefore, it would be very justified and 

sensible to shift the focus of ethical evaluation to the potential uses of the data, rather than 

focusing on its status as either public or private. Assessed in the light of digital repression, 

this shift seems highly desirable. Digital control and its ethically dark derivative, digital 

discrimination, would not be possible to the same extent as it is currently used for example in 

China, without the collection and use of Big Data for ethically unsustainable purposes.

It is also very important to understand, that Big Data problems are not only visible in 

authoritarian states like China. Big Data, and especially its analytical use, raises many ethical 

issues also in the West where modern social media platforms use and profit from it. For 

example, big social media companies, like Facebook, have shared or sold the data they 

collected from their users to third parties.42 There is a raising concern that modern artificial 

intelligence-based social media in general, because of its addiction loops, social ranking 

scales and behavior modification, could end up destroying many things that are most valuable

to us.43 Many have warned of the degenerative effect social media can have on moral 

39 Metcalf et. al. 2016.
40 Metcalf et. al. 2016.
41 See for example Metcalf et. al. 2016.
42 Gearie, 2020. 
43 Vahvanen 2019; Lanier 2018. 



autonomy – and as a direct derivative – on democratic decision making. Moral autonomy is a 

fundamental value for democracy. It is the ability to recognize and evaluate different values 

systems and act based on them. If the requirements for moral autonomy disintegrate and 

perish, so does the foundation for our democratic societies.44 Social media algorithms are 

already known to be constantly tracking, guiding and manipulating our behaviors thru 

plethora of methods, like for example giving social rewards for liking social media posts and 

punishing us for not-liking or sharing them. Were are also constantly under targeted online 

advertising.45 This kind of manipulation of emotions and digital behavior modification seems 

like an obvious thread to autonomy. When using these services, we are under continuous 

collection of data. These data points of the different reactions, connections and interactions 

we make, can then be aggregated into models. By using these models, it is possible to make 

quite accurate predictions of our emotional states, desires and actions. This makes us highly 

vulnerable for not just manipulation of different advertisers, but also prey for ideological and 

political propaganda. One clear example of this kind of manipulation, is the Facebook-

Cambridge Analytica data scandal, where the British private intelligence company Cambridge

Analytica had to shut down its operations in 2019, after it was shown to have manipulated 

hundreds of elections globally by using data mining and data analysis.46

2.2.3 Dataveillance systems
Ronald M. Baecker writes about the many ways of which increasingly sophisticated modern  

digital technologies are capable of monitor us. It is quite obvious that we live in a world that 

is currently drowning in data. We wear and use countless devices that constantly track 

location and movement. Websites track the clicks of their every user, and smartphones can 

give out your location.47 People also use all sorts of wearable’s, like smart watches or rings, 

capable of recording their heart rates, movement habits, diet and sleeping patterns. Modern 

cars collect data from the drivers driving habits and smart homes know the exact electricity 

consumption of their residents.48 According to Baecker, the most mature technology is that of 

RFID tags which can be small as grains of rive and can be put into basically any item from 

books and clothing to passports or cash.49 They are also used to track animals in the wild. 

44 See for example Harari 2015; Frischmann&Selinger 2018; Visala 2020.
45 Plane et. al. 2017.
46 Confessore 2018. 
47 Noubir 2018.
48 Fowler 2019.
49 Baecker 2019, 261–265.



Another implementation for location tracking makes use of the Global Positioning System 

(GPS) of satellites. According to Baecker, because GPS allows mobile devices to know where

they are located, it can also be used for location tracking on those devices.

A very powerful digital surveillance technology that utilizes artificial intelligence is 

video surveillance. Baecker points out that artificial intelligence firms in China focus 

particularly on developing and implementing this technology. According to Baecker, also the 

police, traffic control and military are increasing their use of video surveillance technology, 

especially in mass demonstrations.50 He writes that: 

As we move towards more and more implantable smart devices, there may be no way for many of 
us to avoid being monitored and recorded. All of this is part of the progress towards having 
devices everywhere – on people, in objects, in walls.

This is a somewhat scary prediction of the future but given the actions of countries like 

China, not a mere invented dystopy. 

Surveillance using data can be termed as dataveillance. Dataveillance is: ‘the systematic

use of personal data systems in the investigation or monitoring of the actions or 

communications of one or more persons’51. Although this thesis looks specifically at the 

widespread surveillance of its citizens by the communist digital dictatorship, it is again 

important to note that state surveillance is also commonplace in many Western democracies. 

In June 2013, former US. National Security Agency contractor Edward Snowden revealed 

documents that showed details of the vastness of his government’s surveillance operations. In 

Western democracies, this led to fueled intense controversy among people and caused 

legislative actions against governmental surveillance. Government officials pleaded to take 

into consideration the bloody terrorist attacks in the 21st century, particularly against innocent 

civilians, as justification for these intensified actions. Although terrorism justifies some level 

of control, it can also easily be used as an excuse for large scale discrimination and 

deprivation of liberty. In his article To Repress or To Co-opt? Authoritarian Control in the 

Age of Digital Surveillance (2020), Xu Xu, a post-doctoral Research Fellow from Stanford 

University, examines the consequences of digital surveillance in dictatorships. He writes that: 

As digital surveillance technologies advance, we should observe a rise in targeted repression and a 
decline in universal redistribution. 

Xu states the fact that, while in the West we debate about our rights concerning privacy,

in dictatorships like China the level of digital surveillance keeps constantly rising. According 

50 Baecker 2019, 262.
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to Xu, many authoritarian countries have recently purchased, developed or enhanced 

surveillance tools. These tools are then used for discrimination, classification and repression 

of citizens and dissidents. Like I previously mentioned, according to some sources, China has 

even extended its inner control and surveillance to outside its own borders, like to the 

continent of Africa and to some European countries.52 

2.3 Ethical dimensions in the age of digital dictatorships

2.3.1 The alignment problem
Alignment problem occurs, when there is a contradiction between the original designing goals

of technology and the end result. The problem situates under a branch of ethics known as the 

ethics of artificial intelligence, that shares the fundamental basic questions of a wider field of 

philosophy and ethics of technology: what kind of technology would best serve a good human

life, and what kind of social solutions would make this line of development a reality?53 It is 

through these questions, that the alignment problem also strongly relates to the research 

questions of this thesis. In its general form the problem is very old, and occurs already for 

example in the remarks of the great mid-twentieth-century mathematician, philosopher and 

cybernetics Norbert Wiener (1894-1964), who was fearful of the possible ethical problems 

that intelligent systems could produce in the future. Wiener for example wrote that: 

We had better be quite sure that the purpose put into the machine is the purpose which we really 
desire […]. In the past, a partial and inadequate view of human purpose has been relatively 
innocuous only because it has been accompanied by technical limitations. […]. This is only one of 
the many places where human impotence has shielded us from the full destructive impact of 
human folly.54 

It is quite clear, that Wiener does not see the raise of human technological competence

and “know-how” as something to be cherished, if we do not at the same time stay critical of 

what it is that we really aim to achieve. Wiener seems to think,  that progress in itself – be it 

in science or technology – is not a fundamental value.

The alignment problem manifests easily in the modern world, where means, goals and 

values form complex chains and networks, technological tools have diverse instrumentality, 

and the manufacturing and use of technologies can have unpredictable and severe ethical side-

and combined effects. We have many known examples of how modern artificial intelligence 

technology can be skewed at every stage of the developmental process and end up 

52 For more information, see for example Freedom House reports 2015–2019. 
53 Niiniluoto 2020, 303–315.
54 Christian 2021, 439-440.



discriminating people. However, when talking about the alignment problem, it is again 

extremely important to distinguish between direct and indirect discrimination. Already the 

developers may have discriminatory prejudices, intentions and goals. This would be an 

example of direct discrimination. Indirect discrimination happens, when the original design 

purpose is good, but the system ends up discriminating for example simply because of how its

build. Indirect discrimination is not at the heart of my research, but it is important to 

understand it in order to be able to distinguish it from direct discrimination. For example, 

machine- and reinforcement-learning models that try to mimic our cognitive abilities, are also 

vulnerable to our cognitive biases. These biases are present everywhere in the historical data 

we use to teach these models. I also mentioned the problem of adversarial explanations where 

different algorithms might give completely different classifications. This is problematic in 

many ways. There is also the big problem of algorithm opacity. When deep learning artificial 

intelligence systems are being utilized as part of many classification and decision-making 

tasks, it has been found that they are ‘black boxes’ which even their developers do not always 

understand. 

 The alignment problem underlines the fact that design intentions have a lot of weight. 

It points us to ask from an ethical standpoint – can, and more importantly, should we, even 

though we know that the world of goals and values is complex, evaluate technologies more 

according to their purpose? What is even more difficult, should we simply refrain from using 

certain technologies at all in some situations, even if they would benefit things like “safety”, 

“efficiency” or “economic growth”? With regard to digital control and to technologies like 

face detection, I think it is extremely important to consider these. Being constantly under the 

monitoring and evaluation of machines and algorithms might not necessarily do good for ones

sense of human dignity – not to mention digital repression. Just waiting for outcomes of some

technological implementation, in order to be able to evaluate it, can also be fatal in many 

imaginable cases, and therefore morally and ethically unsustainable. Negative side-effects of 

manufacturing and use of technologies – exploitation of natural resources, pollution, global 

climate change, security risks, eradication of jobs, and digital repression and human rights 

violations – are all examples of outcomes, where value evaluations need to be though of 

before instrumentality or functionality.



French philosopher, sociologist and theologian, Jacques Ellul (1912–1994) wrote 

extensively on technology – both its societal and philosophical aspects.55 Ellul saw 

technological progress as part of a bigger and more general myth building related to 

progress.56 The myth of progress, according to Ellul, contains much more than just faith on the

everlasting advancement and know-how of humanity. For Ellul, the myth is implicitly false 

because, according to it, progress is always seen as primarily and fundamentally good. 

According to the myth, humanity is, step by step and era by era, moving towards a self-

created technological bliss. Some what analogous to Christian eschatology, Ellul sees this as 

an Utopian project, were we try to create “new heavens and new earth”, and by doing so, end 

up abandoning things we once held sacred. Ellul argues, that through its invasive process, 

technology is becoming the new environment and the new sacred. Such thinking has also 

been referred to by the philosopher Martin Heidegger (1889–1976), among others. Heidegger 

asks what technology is, and is our relationship to it free? According to Heidegger, freedom 

can be achieved by considering the nature of technology in relation to our own existence. In 

Heidegger’s thinking, technology permeates the whole of Western life, and being happens 

through technology. This process, in turn, produces more technological thinking while 

reducing the world to mere manageable and useful resources.57 According to Ellul, such myth 

building is dangerous and should be identified as nothing else than simple faith in progress, 

which in reality is just disguised in the cloak of rationality, and acceptance of a new dogma, 

which assures that the future is always warranted by the past – no matter the cost. Instead of 

this illusion, Ellul wants to do a strict analytical separation between technological progress 

and the progress made in ethics, virtues and institutions. Ellul argues, that it is a grave 

mistake, that we modern believers of the myth of progress held ourselves and the epoch we 

currently occupy as the climax in intelligence, rationality, autonomy and ethics. 

I think that the separation that Ellul draws, can be beneficial also when we examine 

digital repression. Are we recklessly implementing new technology, regardless of the ethical 

consequences? What is worse, do we accept the suffering this may imply by appealing to 

unstoppable development – or to some game theoretical economic competition? If so, then I 
55 See for example The technological society (1964), The new demons (1975) or The technological system 
(1980).
56 Similar views can also be found for example from the writings of historian Oswald Pengler (1880–1936), 
philosopher and sociologist Jürgen Habermas (1929–) and the famous Finnish philosopher and logician Georg 
Henrik von Wright (1916–2003). Von Wright describes in his 1993 essay “The Tree of Knowledge” the three 
big myths that have greatly influenced humanity; the myth of Prometheus, the myth of Faust and the Old 
Testament myth of the Tree of the Knowledge of Good and Evil. 
57 See for example Heidegger 1992; 2002.



argue that we are defending technological progress with somewhat similar ways that an 

almighty god has been defended in the face of the problem of suffering – by invoking some 

form of Theodicy.58 This kind of “techno-dike” would see any suffering only as an 

intermediate step towards some vague and abstract future bliss. I think Wiener and Ellul are 

both right to warn us of the dangers of blind beliefs to technological advances, especially 

given the current global climate change crisis, which is currently causing irreversible damage 

to biodiversity and driving species extinction, or when we face digital dictatorships such as 

China, which uses technology for digital repression and –  indirectly or directly – even 

genocide. I also argue from a philosophical perspective that we should not give technology 

autonomy and being that it does not deserve. Imposing a kind of self-sustained autonomy to 

technology, seems to lead to a some kind of technological determinism, where technology has

completely escaped from the control and dominion of humans and is progressing in its own 

reality. It is a quite grim view. If this would truly be the case, we could not stop technology 

from achieving its own goals and intentions. Not surprisingly, this has been exactly what for 

example some transhumanists59 philosophers have recently seen as their duty to warn us about

– the rise of an conscious super-intelligent AI, that either slaves or redeems humanity on the 

eve of what is known as the technological singularity.60 Despite these apocalyptic and 

eschatological predictions of the future, I suggest, in parallel with thinkers like Brian 

Christian, that we should focus more on the ways in which we can construct technologies to 

better fit and align our ethical views. Although humans have created the treacherous gas 

chambers of Auschwitz and the camps in the Gulag, we have also learned to cure deadly 

deceases, abolished slave trade and work ourselves towards equality. The latter do not in any 

means compensate or make up the suffering of the former, but I think they never the less are 

genuine examples of ethical progress and show our ethical problem solving capacities. They 

also point into the direction of hope as concrete examples of what can be achieved if we share

common aims and actively take a stance when facing ethical problems or misbehavior.

58 The term Theodicy is a Creek composite word from theos (God) and diké (Justice). It can be translated as 
“Gods justice” or “Gods justification” that refers to to the problem between a just God and the suffering which is
a clear part of our world.  
59 Transhumanism is a philosophical view, in which humans are with scientific and technological progress seen 
to be able to transcend what we now think to be human nature. There are currently many versions of 
transhumanism. These include for example posthumanism, anarcotranshumanism and Christian transhumanism. 
According to many transhumanists, humans will in the future be better versions of themselves in every way – 
physiologically, mentally, sociologically and spiritually. For more information concerning transhumanism, see 
Laakasuo et al. 2021, Part 2.
60 See for example Bostrom 2014.



 

2.3.2 Privacy
If one had to pick one ethical dimension that the technological development of the 21st century

has touched on the most, it would probably have to be privacy. Dystopian literature – such as 

George Orwell’s (1903-1950) famous 1984 – describe societies where all privacy has been 

lost. In the modern world, where the computational revolution has exploded, the cost of 

storing data has dropped to near zero, governments and corporations can keep records about 

every aspect of our lives, and digital dictatorships like China exist, the Orwellian world is 

turning from fiction to reality. Digital records of our lives are growing by the day, with new 

added data points.

Modern technology is intrusive at its core from the privacy point of view. Of this 

intrusiveness, Ronald M. Baecker also uses the terms ubiquitous computing and pervasive 

computing.61  A great example of this is the modern smartphone. Even if one deletes every 

application from the phone and even turns location services off, the phone is still receiving 

and sending signals to the nearest cell phone tower. These connections pass on the IMEI 

number of your phone and also your sim-card information, which the operator can the relate 

to your billing information. Someone who wants your location, only needs to get access to the

operators information, or intercept the signal.

According to Baecker, the right to privacy has in history been related to the right of 

being left alone. A new need for this right arose with the advent of tabloid magazines and 

their hungry journalists searching for the next blockbuster news, trying to find targets for their

cameras. Baecker references the classic 1980 paper by Samuel D. Warren and Louis D. 

Brandeis that has been regarded as the basis of the modern notion of privacy, which protects: 

1) unreasonable intrusion upon the seclusion of another 2) appropriation of the other’s name 

or likeness 3) unreasonable publicity given to the other’s private life, and 4) publicity that 

unreasonably places the other in a false light before the public.62  Owning other’s name or 

likeness seems particularly interesting when viewed from a modern perspective. A modern 

phenomenon is digital identity theft, where someone might pretend to be you using your 

hacked information. One could argue, however, that the concept of owning goes further and 

deeper in the light of modern data collection than any attributes of Warren and Brandeis. Big 

Data models used by for example big social media companies, do not only own your name, 
61 Baecker 2019, 264.
62 Baecker 2019, 245–247. 



address or profile picture, instead they own all you have wrote, photographed, liked, tagged or

preferred along the timeline from years to decades. All this data can even be combined with 

similar databases taken from different services. These actors can the model and own your 

behavioral and emotional patterns, and not just own – but control. And many times we give 

all this away willingly and for free. So that we can just use these services and be online. One 

may also ask whether being online is no longer entirely voluntary? We rapidly move towards 

societies, where everything becomes digital and where all tasks are intermediated by digital 

devices. For these kinds of societies to function properly, everyone is expected to be online. 

While new technologies enable a whole new way of communicating, sharing information and 

managing ones finances, they also allow for all kinds of surveillance, influence, and 

manipulation in a way unparalleled in history. And not just surveillance by companies, but 

also by various state actors, some of which are authoritarian states and dictatorships like 

Russia or China. 

In  May 2018, the European Parliament and the Council of the European Union 

implemented the General Data Protection Regulation, that is a regulation in EU law on data 

protection and privacy in the European Union and the European Economic Area,  

addressesing also the transfer of personal data outside them. The regulation describes 

provisions and requirements related to the processing of personal data of individuals that can 

be formally called data subjects. It for example states, that business processes that handle 

personal data must be designed in a manner that safeguards the data. Businesses were also 

given demands to report immediately in case of possible data breaches, and state out how long

the gathered data is being retained, or if its shared with any third parties. They are also 

instructed  to use pseudonymization or anonymization when ever it is possible. Data subjects 

were also given the right to request a copy of the data that was collected of them.63  

2.3.3 Free Speech
The global internet has extended the reach of transmissions instantly around the world. 

Writing or speech travels in just seconds to all around the world, and possible audiences can 

constitute from billions of subscribers. This makes all kinds of expressions possible: good and

bad. Hate speech, that can be defined as speech that attacks a person or group on the basis of 

attributes such as gender, ethnic origin, religion, race, disability, or sexual orientation, has 

spread to all kinds of social media channels and message boards. Hate speech is dangerous 

63 European Union 2016. 



because it not only inflicts verbal attacks against persons or groups, but can also promote 

discrimination and even violent physical attacks.64 Philosopher Jeremy Waldron has for 

example pointed out, that hate speech goes beyond danger of physical violence in its ability to

undermine the essential common good that all people will be protected by the law, and gives a

direct signal that society does not regard them as citizens with equal dignity.65 The European 

Commission has  also recently expressed their concerns on hate speech and its constant spread

in the internet, and especially on different social media platforms. This led Facebook, Twitter,

Microsoft and Google to agree to review and in some cases remove texts that The European 

Commission regards as illegal hate speech.66 The internet can also work as a propaganda-tool 

or for propagating fake news. Most societies value the right of citizens to free speech, but 

there are also many differences in the interpretations related to it. For example, The United 

Nations Universal Declaration of Human Rights states:

Everyone has the right to freedom of opinion and expression; this right includes freedom to hold 
opinions without interference and to seek, receive and impart information and ideas through any 
media and regardless of frontiers.67

Similarly in the US, free speech is enshrined in the First Amendment to the Constitution

by stating that:

Congress shall make no law respecting and establishment of religion; or prohibiting the free 
exercise thereof; or abridging the freedom of speech, or of the press; or the right of the people 
peaceably to assemble, and to petition the Government for a redress of grievances.68

According to Ronald Baecker, while modern-day catastrophes, such as 9/11, have tested

the limits of the Bill of Rights, nowhere else is free speech restricted to the same extent as in 

authoritarian states and dictatorships like China. China has pressured social media companies 

to cooperate with the government by either filtering out unwanted content, shutting down 

suspicious accounts or demanding the companies to give out user data. This has already led to

big technological companies like Google to withdraw from China.69 Steven Feldstein also 

recognizes this same development and describes how in recent years the Chinese Communist 

Party has instituted a digital repression agenda incorporating massive filtering, surveillance 

and monitoring of the global Internet and social media.70 He also analyses how China is using 

64 Baecker 2019, 129.
65 Waldron 2012.
66 See Dellinger 2016.
67 UN 1948.
68 US 1789.
69 Baecker 2019, 132-134.
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a tactic, where it demonstrates  top-level control but at the same allows a wide range  of 

conversations about the country’s “problems” relating to social media and websites. 

According to Feldstein, this counter-propaganda tactic constructs a picture of the state as the 

“protector” of its citizens by giving them an outlet to express grievances. An interesting 

analytical point Feldstein makes, is also raising into discussion the differences in how 

information security is understood in the Chinese culture and communist ideology. According

to Feldstein, in the Chinese understanding, the state should not only protect its citizens against

unauthorized intrusions, but also guard them against the unrestrained spread of information 

and “dangerous ideas”. It is an logical outcome in a system like this, that speech could never 

be free.

2.3.4 Thoughts concerning human dignity and liberty
Steven Feldstein writes how, since 2005, when the Chinese government launched a national 

security network called frighteningly “Skynet”71, the process of filling roads, districts, 

schools, universities and airports with cameras begun, turning into 170 million cameras by 

2017 and rising to 400 million devices By 2020.72 The scope of this monitoring machinery is 

almost incomprehensible. One can only imagine the amount of images moving inside the 

system from a day to day basis. Chinese citizens are accustomed to seeing their faces rise on 

the big screens of train stations, as the artificial intelligence systems publicly calculates and 

classifies whether their faces belong to a potentially sought-after criminal or dissident.

Writer William Ham Bevan has brilliantly described, how digital technologies have 

the ability to control, fade out and fragment some of the most fundamental processes of 

judgments in relation to our freedom, agency or place in society. He writes in one of his 

columns, that:

 the advent of digital technologies greatly impact on our human rights – both positive rights such 
as freedom of speech and association, and negative rights such as freedom for harassment, 
intrusion of privacy and even violence.73 

Some academics have also pointed out, that modern phenomena like Big Data or 

artificial intelligence, are not purely technical phenomenon. It is argued, that they are also 

71 Skynet is also the name of the fictional artificial general superintelligence system in the blockbuster movie 
saga Terminator, that tries to destroy humanity.
72 Feldstein 2021, 212.
73 Ham Bevan 2019.



“mythological artifacts” which ‘constitute worldviews and alter the ethically fraught matters 

of knowledge and governance’.74 

Many cultures and societies tie strong connections between a persons image and his 

soul. When photography began to become more common, some believed that it was 

dangerous to let someone take your picture. The intuitive explanation was, that photography 

could steal your soul.75 While it is not justified today to maintain beliefs about these quite 

magical abilities of camera technology, there is something quite symbolic and figurative in 

the link and description between ones soul and image for our times as well. Digitalization has 

raised the importance of images to a new level. The world has been filled with smart-phones 

equipped with professional level camera abilities. Social media is drowning with continuous 

flow of images and other media formats. Selfies have become valuable social currency. They 

convey the values and appreciations of the modern world. While they can help someone 

succeed without education or a traditional job, they can also make you drift into a constant 

cycle of comparison and dissatisfaction. They construct reality, perpetuate and transmit 

stereotypes, and enable a new type of culture of bullying and nullification – a cancel culture.76

This can have a devastating effect on human dignity. The idea of an image stealing the human

soul through the lens of a camera is strong when considering the scope of modern camera 

surveillance. China’s digital repression system would not work efficiently without its huge 

databases of images and other classification items. 

Is technology “stealing our soul” by trying to constantly gain from and control our 

images? Is it taking away something fundamental to us, like our dignity and liberty? Today, 

camera surveillance has moved from airports and corporate yards to public spaces as well. 

Facial recognition systems can track their targets in real-time and restrict not only privacy but 

also liberty. An ethical challenge in its own class are the killer drones used in war conditions. 

But even when we take the “lethality” away from the picture, many questions remain. What 

does it do to the human psyche and dignity to know that someone or something is constantly 

monitoring and watching? Even if one would reply in line with the classical dogma of 

privacy, that they have nothing to hide, everyone should be entitled to keep some secrets. I 

think there is something really appealing about the religious concepts and understanding of 

privacy and the sacred when we think about the current state of technology and also negative 

74 See for example Crawford et al. 2014.
75 Klang&Murray, 2005, chapter 14. 
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phenomena such as digital repression. All religions have their own sacred and holy things.  In 

religions, holy is many times understood as something that is also encrypted, private and 

veiled. I think such a sacred thing is also the dignity and worth of every human being. While 

man is always born a member of the community and on some levels is disintegrated without a

social dimension and interaction with others, he is also a “member of aloneness” – a unique 

individual. He is born free. He has been thrown into the world, to live his life at the same time

embracing the world, but also protecting the often fragile boundaries of his body, mind and 

soul. These boundaries should not be crossed by force, manipulation, control or digital 

repression.



3. Uyghurs – Indigenous people under digital control and 
repression, religious persecution and genocide

3.1 History of the Uyghurs
Uyghurs, also spelled as Uighurs, are the oldest Turkic-speaking peoples who live for the 

most part in the Uyghur Autonomous Region of Xinjiang in northwestern China. The main 

Uyghur cities are Ürümqi and Kashgar. Ürümqi is the capital of Xinjiang, and Kashgar is an 

ancient center of trade on the historic Silk Roan that runs near the border between Russian 

and China. Some Uyghurs live in the Central Asian republics like Uzbekistan, Kazakhstan 

and Kyrgyzstan.77 In the early 21st century there are approximately 10,000,000-15,000,000 

Uyghurs in China. About ten thousand Uyghurs have also reported settling in Turkey, and 

around one thousand resides in Australia, Canada, Germany, Saudi Arabia, Russia and the 

US.

The Uyghurs are mainly sedentary village-dwelling people who live in the Tian Shan, 

which is a large system of mountains located north of the Tarim Basin in the border region of 

Kazakhstan, Kyrgyzstan and Xinjiang. Tian Shan can be translated as “Mountains of Heaven”

or “Heavenly Mountain” and it is held to be sacred by the ancient animistic and shamanistic 

religion Tengrism, that was the prevailing religion of for example the Turks and Mongols.  

The main industrial crop grown in the area is cotton and besides work related to it, the 

Uyghurs have known to been employed in petroleum extraction, mining and manufacturing in

more urban locations. Their main religion is the Hanafi School of Sunni Islam, but local 

practices are known to be very diverse and synchretic. These influences come for example 

from the long mystic tradition of the Sufi’s, Buddhism and from indigenous religious 

practices. Manichaeism78 has also been an influence during Uyghur history. Some Uyghurs 

are not religious. The geographical location of their homeland in relation to the Islamic 

centers of the Middle East has left them on the margins of global Islamic movements, but 

despite this, Islam has played an important part in the development of the Uyghur identity and

various Muslim practices are part of their strongest cultural traditions. While many modern 

Uyghurs see their lineage coming form the ancient Uyghur empire that was in rule of their 

77 A estimated and combined total between 300,00 to 500,000.
78 Mani was a painter and a prophet, born in AD 216, who taught a doctrine of good and evil as opposite forces. 
Mani’s teachings were regarded heretical by Christians, but they were still highly influential to many. For 
example the church father Augustine of Hippo (354-430) was drawn to Manichaeism before his conversion to 
Christianity.  



homeland in the eighth and ninth centuries, they are in reality more an mixture of different 

peoples inhabiting the region at different times in history. Uyghurs have developed in parallel 

with different Turkic peoples that came to the region already in the sixth century, and from 

various Indo-European peoples. As a result, their appearance associates with number of 

different peoples throughout Eurasia. According to the web dictionary Britannica, Uyghurs 

are already mentioned in the Chinese history records from the third century, but they first rose

to a prominent role during the eighth century, when they established a kingdom along the 

Orhon river in the now north-central Mongolia. Historically, culturally and linguistically the 

Uyghurs have also much in common with the peoples of former Soviet Central Asia. Their 

language is close to that of the Uzbeks, who also share a common history of settled 

agriculture, urbanism and trade.79This diverse genetic history makes it very hard for the 

Uyghurs to pass as Han Chinese and to fully assimilate into the Han population. Uyghurs are 

the biggest ethnic group in China, after the Han Chinese, which creates tension and creates a 

racial dimension between these two.80 

3.2 Roots of the conflict between China and the Uyghurs
The history of the Uyghur people is an issue of authority and contention between China and 

Uyghur nationalists. At the heart of the conflict between the Uyghurs and China lays two 

critical questions: to whom the region in the northwest of China belongs to, and to whom 

should be given authority of its naming, governance and development? For the Uyghurs it is 

their homeland, but China states that the correct and official name for the region is Xinjiang, 

which is the name given to the region by the Qing Empire that conquered it in 1750. One of 

the most important historical roots for the conflict seems to be this period under Qing rule. 

Some historians have given estimates that over one million people were killed and the land 

was destroyed by the Qing conquerors.81 The Uyghurs expelled the Qing Dynasty in the 

violent revolt of 1864 and founded an independent kingdom called Yettishar. This was never 

the less only a brief moment of autonomy and the Qing conquered the area back in 1884 and 

named it Xinjiang. In 1934 also the Soviet Union invaded Xinjiang in a military campaign 

and held its influence there until 1941. This period was followed by the revolutionary 

formation of East Turkestan Republic in the mid-1940s. During this time, there were  bloody 

79 Bacon 1980.
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retaliation massacres of Han Chinese committed by the Uyghurs.82 In 1946, China signed a 

treaty with the Soviet Union that ended the support for East Turkestan Republic. The treaty 

also promised freedom of religion, publication, assembly and speech. One year later the area 

was under Chinese control and the Xinjiang Provincial Coalition Government was established

in Ürümqi. Modern Uyghurs retain from using the name Xinjiang, because of all the colonial 

aspects related to it. Some Uyghurs instead use the name Shärqi Turkistan or Uyghur Diyari. 

Shärqi Turkistan points to the indigenous nature of the areas Turkic population and its history 

of two short independent states under the same name. Uyghur Diyari is more used by the 

Uyghurs living inland as just a means of avoiding calling it Xinjiang.

When Mao Zedong (1893-1976) founded the People’s Republic of China, replaced 

Qing dynasty and took charge in 1935, the Uyghurs were promised social emancipation and 

political autonomy within one China. This promise was never fulfilled. It was instead 

replaced with racial prejudices and the political pragmatism of communism. The communist 

party was almost entirely composed of Han Chinese and many kinds of discrimination started 

to appear. Mosque lands and assets were confiscated and imams were appointed by the state 

as “patriotic religious activists”, sent to ideology courses and ordered to hang pictures of 

Chairman Mao in their mosques.83 The Uyghur ethnicity, culture and history was slowly being

evaporated. The Han were given a prominent role as the rightful heirs of the area.   

Uyghur historians claim that the original inhabitants of Xinjiang have a long history in

the area. According to them, this history reaches well beyond the time of Qing conquerors. 

Uyghur politician and historian Muhammad Amin Bughra (1901–1965) has for example 

written in his book A history of Ears Turkestan (1940), that the Turks have a 9000-year 

history related to the area. They were hunters and fisherman as well as nomads. Some 

historians have also given a mythical biblical interpretation for the lineage of the Turks, 

tracing it back to Noah and to the story of the Flood described in Genesis. In these views, the 

Turks are seen as direct descendants from Noah’s son Japhet who, after the Ark came to rest 

on Mount Ararat, was sent east. This is probably one reason, why the Turks also saw 

themselves as God’s chosen people, similar to the Jews.84 Chinese historians on the other hand

trace the origin of the Uyghurs to the Tiele or Dingling people, and some of them to the 

ancient Chinese texts like the Guifang. Following these lines, the official Chinese view is that 

82 Tyler 2004, 119-121.
83 Tyler 2004, 132-134.
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the Uyghurs are of Tiele85 origin and became a social and political force only as late as in the 

ninth century when they migrated from Mongolia to Xinjiang. According to Chinese officials,

it was the Uyghurs who replaced the Han Chinese who had been there since the Han 

dynasty.86 The discovery of the so called Peking Man in 1933 led some even to claim that the 

Chinese were the most ancient original inhabitants of the entire world. These claims have later

been accounted as myths, produced by Chinese Han and Tang dynastic history writing. They 

have been falsified for example by mummy findings that show little racial similarity with the 

Han Chinese.87  While most modern western scholars do not consider the Uyghurs as direct 

descendants of the old Uyghur Khaganate of Mongolia (744–840), they still hold the view 

that they represent one of the several Indo-European people that have lived in the area.88 Their

Tocharian speaking ancestors, that were mostly horsemen and herders, migrated from the 

Caucasus and Anatolia to Tarim basin during the Bronze Age (2000-900 BC).89        

In his book: The War on the Uyghurs: China’s Internal Campaign against a Muslim 

Minority (2020), Sean Roberts chooses to use the terms “Uyghur region” or “Uyghur 

homeland” when speaking of Xinjiang stating that:

 While acknowledging this area as the ‘Uyghur homeland’ may appear to be a political stance in 
the eyes of the Chinese government, I believe this is an objective description of the historical 
relationship between Uyghurs and this territory. 90  

While maintaining his position, Roberts also acknowledges the overall historical 

complexity of the question and understands scholars with some what different views. As an 

example of one such scholar, Roberts introduces historian David Brophy, who has challenged 

the characterization made by some Uyghur nationalists. Brophy argues, that the founding of 

the first Eastern Turkistan Republic, that was established in southern Xinjiang in 1933, lays 

more on the common identity of Muslim Turks than in the Soviet-born Uyghur nationalist 

ideology.91 Roberts’s counter argument to Brophy is, that while this might have some truth in 

it, it would be erroneous to characterize the state only as religious by nature. Roberts argues 

that the political movement forming this para-state was a combination of thinking and 

ideologies from a variety of indigenous intellectuals who took influence from popular 

85 Altaic pastoralists called Tiele, who lived in the valleys south of Lake Baikal and around Yenisei River. Tiele 
first appear in Chinese history in 357. 
86 See for example Nabijan 2008.
87 Tyler 2004, 26-27.
88 Henders 2006, 135; Tyler 2004, 27-28.
89 Tyler 2004, 28-29.
90 Roberts 2020, 9–10.
91 Roberts 2020, 36.



movements and ideologies of the time. These included for example the Jadid movement92, 

Leninist anti-imperialist liberationists and Islamic traditionalists.  

Although the concept of a unified Uyghur nation was first introduced in the twentieth 

century during the gradual Islamization and Turkification of their homeland, when the Qing 

Empire conquered the region in the eighteenth century the foundations for the modern unified 

Uyghur identity were already laid locally. This means that the Uyghurs already shared a 

strong sense of space, customs, language, religion and oral transmission of texts.93  China 

rejects these obvious historical facts and keeps insisting that the Uyghurs are not indigenous 

to their homeland, but instead that this area has always been part of China, conquered by the 

Qing Empire. This Chinese policy is fueling tension between Uyghurs and the Chinese 

government. For example, in the summer of 2009, there were riots in Xinjiang that also show 

how the Chinese government is using the Internet for complete control over domestic threats. 

In July 2009, tensions in Urumqi erupted from a conflict between the Uyghur minority and 

the Han Chinese. It all started when some Uyghur workers were accused of scaring a Han 

Chinese woman who had started screaming. During a police investigation in China, Uyghurs 

who were regularly discriminated against were wrongly accused of assaulting the woman. 

News of the event started to spread on the Internet. Chinese Uyghurs further away in Xinjiang

felt that this was yet another example of discrimination against Uyghurs by the Chinese 

authorities, usually ethnically Han Chinese. So the Uyghurs began to demonstrate in front of 

the administration building. What happened next is debatable. Chinese authorities claim that 

the Uyghurs started blatant violence during their protests.The Uyghurs claim that the Chinese 

authorities began shooting them. Chinese authorities later admitted to shooting some Uyghur 

protesters but claimed that the actions targeted only the most violent and provocative 

individuals. According to official figures, 200 were killed and 1,700 wounded. Official media 

claimed that the Han Chinese were victims of violence. A few days later, enraged Han 

Chinese took to the streets to take revenge. More destruction, violence, and looting took place

until authorities were able to restore order.

According to Sean Roberts, what is happening to Uyghurs inside China today is, that 

the Chinese Communist Party is essentially waging a war against a part of its own population,

labeling and dehumanizing them not just as enemies but as a threat to the society at large. 

Although China has a long history of colonial relations with Uyghurs and their homeland, 

92 The Jadids were Muslim modernist reformers within the Russian Empire in the late 19th and early 20th century.
93 Beller-Hann 2007.



currently this colonization is happening with policies that seem to aim at replacing the 

Uyghurs with the Han in the Xinjiang area. In 1949, Uyghurs made up seventy-five percent of

Xinjiang’s population leaving the Han only to account for seven percent. Currently there has 

been a dramatic shift in the numbers. The Han reached to thirty-six percent with 8.6 million 

people from the total of 23.6 million, while the amount of Uyghurs suddenly dropped to forty-

eight percent. According to Human Rights Watch, China has constantly accelerated the 

integration by encouraging Han migration to Xinjiang. This has left the Uyghurs feeling 

increasingly marginalized, which has also fueled violent protest against the policies of 

Chinese government. All protests have been brutally suppressed and the Uyghurs labeled as 

terrorists or extremists. In the mid-1990s, Chinese authorities acknowledged that anti-state 

violence was carried out by “a handful of separatists” but after the September 11, 2001 attacks

in the United States, China started to portray its actions of repression as part of the “global 

war on terror”.94  Sean Roberts argues that the policies People Republic China is taking 

against an imagined threat in its fight against this “global war on terror”, are actually turning 

into what can be called as self-fulfilling prophecies95. According to Roberts, the terrorist 

attacks carried out by Uyghurs in 2013-2014 are perfect examples of these. During these years

there were bouts of violence, including knife attacks, bombings and plane hijackings. Uyghur 

militants for example killed thirty-one persons at the Kunming train station with knifes. This 

led president Xi Jinping not only to take action, but also China has started to characterize all 

signs of Uyghur dissent and aspirations for self-determination as terrorism. On top of this, the 

Uyghurs are constantly subjected to structural racism that labels them as inferior, backward 

and volatile. These actions effectively strip Uyghurs of any legitimate grievances and 

gradually dehumanizes them as existential threats to state and society. As the state 

increasingly profiles the Uyghurs as threat and keeps them under surveillance and 

marginalizes them in their own homeland, the inevitable outcome is a response of violent 

rage.96

94 Roberts 2020, 63-96; 161-198. 
95 The concepts is originated by the American sociologist Robert Merton (1910-2003) and it is a central element 
in modern sociological, political and economic theory. Self-fulfilling prophecies are processes in which a belief 
or expectation affects the outcome of a situation or the way a person or a group will behave.
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3.3 Chinese machinery for digital control and repression

3.3.1 Skynet and Sharp Eyes – control without restrictions
Steven Feldstein described the definition of digital repression, which emphasizes the role of 

the state actor as well as the political side of his efforts to combat freedom of speech and 

thought. He used a five category division (surveillance, censorship, social manipulation and 

disinformation, Internet shutdowns and targeted persecution of online users). Like I wrote 

earlier, back in 2005, the Chinese government launched a new national security network 

called “Skynet”. It was intended to implement continuous public surveillance of roads, 

districts, schools, universities, airports, restaurants and shopping centers across the country.97 

According to Feldstein, Skynet represents only the tip of the iceberg when it comes to the 

vastness of China’s surveillance strategies. He writes:

The Chinese Communist Party also established a safe cities program, fund with over $139.9 billion
in government investment. The program’s goal is to collect new forms of citizen data trough 
cutting edge information technologies –  Internet of Things (IoT) devices, cloud computing, high-
speed mobile networks, Big Data systems –  thereby enhancing social control. The initiative began
in 2003 – Beijing, Suzhou, Hangzhou, and Jinan served as its initial pilots. By 2005, the program 
had expanded to include twenty-two provinces; it now incorporates most urban centers in the 
country.98

Besides Skynet, Chinese officials have also launched what is known as “Sharp Eyes” – a 

high-definition camera surveillance project that builds upon Skynet. The name is said to have 

come from a quote from Mao Zedong in which he has written that “people should have sharp 

eyes” to spy on neighbors who do not adhere to communist values. The system combines 

public security video surveillance networks to private networks, giving governmental officials

access behind the guard of homes, private businesses and other related structures. This wide 

scale surveillance system, by using facial recognition and artificial intelligence, is able to 

analyze massive amounts of video data and then track suspects and spot suspicious behaviors. 

It incorporates high-definition cameras, vehicle and license plate recognition devices and 

facial recognition technology. According to Feldstein, in 2018 alone, the Chinese government

funded Sharp Eyes related surveillance projects with a staggering amount of $5 billion. China 

is also augmenting these efforts by trying to deploy a genomics surveillance project that uses 

DNA database as input. This database, according to Feldstein, is gathered from samples 

97 Feldstein 2021, 212.
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drawn from minority profiles as well as ordinary citizens without proper informed consent. 

One such minority are the Uyghurs.

3.3.2 The Golden Shield 
In Feldstein’s category division, online censorship is also a tool widely used by repressive 

governments, and he also notes that no other country has taken it to the same extremes than 

China.99 I already described earlier how online censorship involves laws, regulations and 

actions to restrict Internet content and access to information. This also includes blocking 

social media sites and forcing the removal of content. China's capability for Internet 

monitoring is often considered as one of the most advanced censorship systems in the world. 

A lot of resources and money have been invested in building it. Most of the discussion on the 

Internet in China is focused the impact of the Internet on domestic stability. To make its 

surveillance system to go beyond the private sector, China has utilized what is known as the 

“Golden Shield”. From a highly technical perspective, Golden Shield involves a series of 

technical methods that target controversial keywords through a series of network wide 

methods such as IP blocking, DNS filtering, URL filtering and packet filtering. To put it in 

more lay terms, it is an extensive and intrusive online surveillance system that can suspend 

internet or social media accounts if their users “misbehave”. This can mean everything from 

for example sending messages with “not-allowed content”, such as terms like “Tibetan 

independence” or “Tiananmen Square incident”, to just downloading Western social media 

applications like Whats App on your phone.100

According to Feldstein, from the standpoint of Western thinking and culture it is an 

obvious fact, that policies of Chinese surveillance do not belong to democracies. In most 

democracies, state censorship is permissible only in situations of imminent harm. China, on 

the other hand, in the face of opposition from Western companies such as Google, which have

been reluctant to introduce mass censorship, has quickly replaced them with a Chinese option,

such as Baidu, Weibo, WeChat or Alibaba, that comply with Chinese rules. This has not been 

a problem for the general public. Chinese citizens have adapted to state control, surveillance 

and profiling for decades, keenly accepting for example national ID cards with biometric 

chips, birth permits and social credit rankings. Already in the Mao-era a persons most 

intimate details of life where collected and recorded by the Communist Party officials and 

employees. Citizens had no rights to know the vastness or content of these lists, let alone 
99 Feldstein 2021, 30–37. 
100 Zuboff  2019, 392–394. See also Jones 2016. 



contest them.101 Even the Chinese word for privacy, yinsi, appeared in Chinese dictionaries as 

late as in the mid-1990s.102

Some time after the 2009 Urumqi riots, the Chinese officials demanded that all of the 

residents in Xinjiang have to install a cyber security application called “Cleannet bodyguard”.

This application collected information of website searches, read content, and social media 

usage. It was seen by the authorities as a means of combating "three evils": terrorism, ethical 

separatism and religious extremism.103  This technology fits well into Feldstein’s 

categorization. It is an exemplar of a targeted persecution tool for online users – which in this 

case are mostly the Uyghurs.

3.3.3 Social credit system 
China has in recent years also built a massive state operated social credit system. In her book 

The age of surveillance capitalism (2019), American author, Harvard professor, social 

psychologist and scholar Shoshana Zuboff describes it as: “the apotheosis104 of instrumental 

power fed by public and private data sources, controlled by an authoritarian state”.105 The 

system tracks “good” and “bad” behavior across a variety of financial and social activities and

then scores enterprises and individuals by for example where they have visited, what they 

have bought or who they know. These scores are then integrated within a comprehensive 

database where government information (like for example biometric data) and data collected 

by private businesses is linked together. According to Zuboff, empirical finding show, that 

this surveillance actually destroys social trust and has strong negative consequences for the 

well-being of individuals. Zuboff chooses to use the concept of atomization from political 

theorist Hannah Arendt (1906-1975) in analyzing this degeneration and destruction of bonds 

of trust. Zuboff writes that: 

The Chinese Communist Party dismantled traditional domains of affiliation, identity and social 
meaning – family, religion, civil society, intellectual discourse and political freedom [...]. 

The control that is sought after through this kind of atomization process is absolute. 

Absolute is also its destructive force to human co-operation, thrust, liberty and dignity. 

Because of this destructive power that penetrates through the fabric of Chinese society, the 

101 Zuboff  2019, 392.
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social credit system can also be seen as a social manipulation tool from the Feldstein 

categorization. A direct technological manifestation of the social credit system is the Chinese 

company Alibaba’s “personal credit scoring” operation and application named as “Sesame 

Credit”. It is based on an algorithm that evaluates and ranks what you buy and links this with 

for example education degrees and the quantity and “quality” of friendships. According to the 

company’s CEO, the overall aim is to: “ensure that the bad people in society don’t have a 

place to go, while good people can move freely and without obstruction”.106 It is not hard to 

imagine how easily this kind of technology and its usage can lead to severe racist labeling and

creation of social rankings and hierarchies that end up making the marginalized feel even 

more despised and lowly. When the dehumanized and marginalized have “no where to go”, 

they can also end up, as a last resort, committing desperate acts.   

3.3.4 Integrated Joint Operation Platform
While Skynet, Sharp Eyes, Golden Shield, and the social credit system can be used to 

monitor, classify, label, and control the Uyghurs, China has also created a technology it calls 

an integrated joint operation platform. This technology is especially targeted for the digital 

repression of Uyghurs. It is yet another program based tool for aggregating data about people 

that also utilizes machine learning algorithms and Big Data. Integrated joint operation 

platform can label and generate lists of people that the Chinese government considers 

threatening or “not normal”. Police can then apprehend, interrogate and detain these people. 

Integrated joint operation platform basically labels Muslim Uyghurs as “extremists” or 

“terrorists” based on their facial hair and clothing, the food they eat, books they read or by the

prayers they held. 

In early 2018, The Human Rights Watch got a hold of a copy of a integrated joint 

operation platform app which they then reverse engineered with the help of a Berlin-based 

security company Cure53 to be able to find out how it works. By examining the source code, 

The Human Rights Watch could see that the first version of the app was released in December

2016 and that it was developed by the company Hebei Far East Communication System 

Engineering Company. Another officially released app was also found from a Chinese 

government website which had a matching digital signature. The app has three main core 

functions: it collects data, reports suspicious activities, and prompts officials to take action. 

The data can be anything from a persons height and blood type, to usage of electricity and 
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delivered packages. Integrated joint operation platform gathers data from everywhere – gas 

stations, checkpoints, streets, restaurants, airports and schools. It then integrates it together for

monitoring of unusual activity or behavior. Finally it can trigger the authorities. In some cases

the app can also alert an alarm for the official to conduct a phone search for software or 

networking tools. As “suspicious software” has been labeled for example Whats App or the 

use of an Virtual Private Network. The Human Rights Watch also reported that the app can 

give alarms specified as “religious atmosphere”.  Related to religion, the app also goes 

through thirty-six person types that are deemed suspicious. One reference is to the “followers 

of Six Lines” which a key informative of The Human Rights Watch from Xinjiang has said to

refer to religious scholars. Another term found from the app labels suspicious those 

individuals that have taken part in the Muslim pilgrimage to Mecca (“Hajj”) without 

authorization from the government. Digital forensics experts have stated that while the 

general intrusiveness of the mass surveillance system is unsurprising, the amount of data is 

very surprising. The Chinese made integrated joint operation platform provides proof, hard-

coded in the app, of digital repression, human rights violations, discrimination and religious 

persecution of Uyghurs, that is difficult to refute.

3.4 The plight of the Uyghurs

3.4.1 Digital surveillance, imprisonment and torture
In a 2018 report “Eradicating Ideological Viruses”: China’s Campaign of Repression 

Against Xinjiang’s Muslims, Human Rights Watch revealed some of the tactics on how China 

operates. The report shows plenty of new evidence of how the Chinese government 

systematically afflicts mass arbitrary detentions, torture and mistreatment especially against 

the Turkic Muslims in Xinjiang. According to Human Rights Watch, these abuses are 

violations for fundamental rights to freedom of expression, religion, privacy and protections 

from torture and unfair trails. The report is primarily based on interviews with fifty-eight 

former residents from all fourteen prefectures in Xinjiang. Detainees have described that 

during police interrogations, they have been for example tied into a metal chair known as the 

“tiger chair” and also subjected to sleep deprivation. 

The Human Rights Watch 2018 report states, that the amount and measure of how the 

Chinese government is using high-tech mass surveillance systems for repression is vast and 

alarming. According to the report, Xinjiang authorities conduct compulsory mass collection 



of biometric data, such as voice and DNA samples, and use artificial intelligence and big data 

to identify, profile and track everyone in Xinjiang –  but especially the Uyghurs. These 

systems are designed to filter out and label people with certain behavior or characteristics that 

the authorities believe indicate a threat to the Communist Party. China has also added tens of 

thousand of new security personnel and numerous checkpoints across the region – equipped 

with facial recognition-enable cameras. According to the report, these are placed everywhere; 

from bus and train stations to towns, villages, hotels, restaurants and markets. Spyware is also

forcibly installed on the smart phones to be able to track Uyghurs through GPS location. 

The authorities in Xinjiang also encourage people to spy and report on each other. 

This kind of activity creates fear and suspicion among Uyghur communities. People become 

aware that they are constantly under surveillance and being watched; even by their co-workers

and neighbors. Chinese authorities have also reported installing QR codes in the doors of 

homes, making it easy for police officers to scan them for more information of who might be 

living in the apartment and to be able to get the residents “track record”. People are also 

constantly being pulled aside and their phones being suspected by using different kinds of 

cables and digital forensics tools. All this creates more fear and paranoia among the people 

living in the area. Also, Uyghurs living outside of China are constantly being harassed. They 

are for example asked to return to China or to give information while at the same time given 

the understanding that harm could happen to their family and relatives living in China if they 

refused to co-operate. The The Human Rights Watch 2018 report for example describes a man

who’s daughters were threatened to be raped by the police if he does not return to China.  

3.4.2 Political re-education camps
According to Human Rights Watch, the human rights violations in Xinjiang today are of a 

scope and scale not seen in China since the violent Cultural Revolution (1966-1976). China’s 

“Strike Hard Campaign against Violent Terrorism” that was launched in 2012, has for 

example led to increasing numbers of Uyghurs and other minorities arrested. The campaign 

targeted anyone who ‘challenges state security, ethnic unity and social stability’. According to

Human Rights Watch, the Chinese government has long misused these broad labels in order 

to punish peaceful activism and expression of thought. After igniting the campaign, the 

government has held and tortured people in pretrial detention centers, prisons and political 

education camps. Information concerning these is very hard  to get because China doesn’t 

provide public records of detainees in these camps. According to Human Rights Watch, 



credible estimates of the number of people held in these camps is around one million 

captivities. 

The Human Rights Watch 2018 report shows how Uyghur captives transported into 

secretive facilities, prisons and camps are forced to undergo political indoctrination lasting 

from days to over a year. There have also been reports of suicide attempts and deaths in the 

camps, which according to Human Rights Watch are most likely the result of the physical and

psychological abuse, as well as stress from poor conditions, overcrowding and indefinite 

confinement. People are held in the camps despite illnesses or high age. The report states that 

there are also children in their teens, pregnant and breastfeeding women, and people with 

disabilities. They are not allowed to meet any of their family or relatives. Former prisoners 

have described that in the camps, guards have for example told them that Uyghurs and 

Kazakhs are enemies of China and that they could kill the prisoners or make them suffer 

without anyone ever knowing about it. There are also reports of severe beatings of prisoners 

in order to get them to testify that they are “terrorists”. A man was for example reported being

hung from the ceiling for long periods of time in order to get some kind of confession out 

from him. According to the Human Rights Watch report, after being hung for a night, the man

said he would agree to anything. Detainees are also required to understand the “crimes” they 

accusingly did, though the actions were not criminal offenses under the Chinese criminal law 

in the first place. Prisoners are forced to participate in flag-raising ceremonies every morning 

and they have to learn to sing propaganda songs that praise President Xi and the Chinese 

Communist Party. They also have to learn to speak Mandarin Chinese and are required to read

and write with over a thousand of abstract Chinese characters. They are not allowed to speak 

their own language or say for example Islamic greetings. Camps have official “teachers” who 

constantly test the detainees in their progress. If someone fails a random test of memorization 

of rules, the end result might be to have to stand under the scorching sun for hours or to take 

beatings. Chinese officials have denied all abuses and characterize these camps as “vocational

education and employment training centers” of “criminals involved in minor offenses”. No 

independent monitoring of these facilities from UN, human rights organizations or the media 

is allowed, which makes it very difficult to believe the assurances of Chinese officials.



3.4.3 Religious persecution and eradication of culture
According to Sean Roberts, in 2017 China’s counter-terrorism efforts created a unified and 

systematic campaign to destroy Uyghurs identity.107 Islam seems to be the chief obstacle to 

the assimilation of Uyghurs –  despite of the freedom of religion promised in China’s own 

constitution. Chinese officials seem to held Islam incompatible with civil rights and Chinese 

authorities are openly hostile to all expressions of Uyghur identity, including their religion, 

culture, language and for example architecture like mosks. Classic Uyghur literature is being 

taken over, manipulated or censored by Han scholars and Chinese officials. There is no 

modern literature written in their own language. Instead, any Uyghur who writes about his 

own people’s past can be accused of endangering the unity of China. Islamic books, including

the central religious text of Islam, Quran, are not allowed to be published in Uyghur 

language.108  There are only empty bookshelf's in the Uyghurs language section of the 

bookstores.109 China is also not caring for digital inclusion of the Uyghurs. All online material

is under heavy censorship. This cultural exclusion process makes it impossible for the 

Uyghurs to gain access to any relevant materials that might strengthen their cultural identity. 

The eradication process of culture goes further than mere material or digital objects. China 

also uses birth-control and what looks like strategic elimination of Uyghur relationships that 

could lead to formation of new Uyghur families and children.110 There are for example claims,

in which from a community of ten thousand Uyghurs, all males aged between thirteen to sixty

are being arrested and but to captivity. 111 According to the Human Rights Watch 2018 report, 

Uyghurs from Hotan and Kashgar have reported that half or more of their immediate family 

members are in a mix of political education camps, pre-trial detention and prison. One 

interviewee stated that her husband, four brothers and twelve nephews – all the men in the 

family – were taken to political education camps. This strategy is also evident when taking 

into account leaked information from the camps. Almost all Uyghurs deployed to them are 

males, while Uyghur women are instead placed to centers of forced labor.112

107 Roberts 2020,  158–161.
108 Tyler 2004, 155-156.
109 For more information see for example Byler 2018.
110 Roberts 2020, 164–165.
111 Tyler 2004, 165.
112 Roberts 2020, 190-197.



The Human Rights Watch 2018 report also describes how Uyghur children between 

five and fifteen years of age have been forcibly taken away from their parents and placed into 

orphanages, although The Convention on the  Rights of the Child, ratified by the Chinese 

government, states this as an act of violation of the Rights of Children.113 According to 

Human Rights Watch, this is in reality a strategy that tries to eliminate the ethnocultural 

identity of the Uyghurs. Even if the Chinese Communist Party claims to do counter-terrorism 

and fight the so called “Global War on Terror”, in reality they are committing to the genocide 

of their own indigenous people.

3.4.4 Genocide
Sean Robert argues, that although the term genocide is controversial and under academic 

debate, the term is very much validated when taken into account all the acts China is 

committing against the Uyghurs; their identity, culture and homeland. Some scholars 

distinguish between the concepts of cultural genocide and genocide. Cultural genocide is a 

concept first distinguished by a Polish lawyer Raphael Lemkin (1900-1959) in 1944. For 

Lemkin, cultural genocide is a component of genocide.114  Genocide can be defined in many 

ways, but it is usually described as an destructive intent to destroy a racial, religious, ethnic or

113 United Nations 1989, res. 44/25.
114 Lemkin 1947. 

Figure 1: Uyghur inmates of the Kaifaqu internment camp in China's Xinjiang Uyghur Autonomous Region in 
April 2017. The photo was posted to the We Chat account of the Xinjiang Judicial Administration. 
https://www.rfa.org/english/news/uyghur/camp-photo-04262019171258.html.  

https://www.rfa.org/english/news/uyghur/camp-photo-04262019171258.html


national group.115 Deriving from this, cultural genocide can be formulated to mean the 

eradication and destruction of cultural artifacts, such as books, artwork or architecture.116 The 

Rome Statute of the International Criminal Court, adopted at a diplomatic conference in 

Rome, Italy on 17 July 1998, established four international crimes: (I) Genocide, (II) Crimes 

against humanity, (III) War crimes, and (IV) Crime of aggression. In Article 6 of the Statute, 

genocide is defined as:  

[…] any of the following acts committed with the intent to destroy, in whole or in part, a national, 
ethnic, racial or religious group: killing members of the group; causing serious bodily or mental 
harm to members of the group; deliberately inflicting on the group conditions of life calculated to 
bring about its physical destruction in whole or in part; imposing measures intended to prevent 
births within the group; or forcibly transferring children of the group to another group.117

This definition is also used by the non-governmental human rights organization Amnesty 

International.118Also, in the 2007 United Nations Declaration on the Rights of Indigenous 

Peoples, the mention of cultural genocide is replaced with genocide.  It can also be 

understood as destroying group identity by for example separating children from their parents.

The Human Rights Watch 2018 report shows that Xinjiang's camps violate numerous 

fundamental human rights. They also violate China’s own constitution which states for 

example that all arrests must be approved by either the procuratorate, state prosecution or the 

courts. Yet none of these are involved in detentions to the political education camps. China’s 

Constitution also states that, ‘all ethnic groups in the People’s Republic of China are equal’. 

Although it prohibits the use of religion to disturb social order it also guarantees people’s 

rights to expression, including the right to publish, gather, associate and protest freely. This 

does not seem to be the case with the Uyghurs.119 Witnesses have reported, that inside the “re-

education” camps Uyghurs are under imprisonment and heavy brainwashing. Their autonomy 

is completely eliminated, by controlling every aspect of their daily lives. This can mean for 

example controlling where they are allowed to sit to or when they are allowed to speak. 

Deviations from discipline can lead to severe punishment. The captivities are also not allowed

to use their own language, to practice their religion or to manifest signs of their cultural 

identity in any way. They are totally cut out from the outside world and are only allowed to be

released if they prove that they have absorbed the official Han Chinese identity and customs. 

115 United Nations High Commission for Human Rights 1951.
116 Facing History 2021.
117 International Criminal Court 1998.
118 Amnesty International 2021.
119 Constitution of the People’s Republic of China, art. 4; art. 35; art.36. See also Human Rights Watch 2018, 94-
96.



Besides the camps, there are also reports testifying that the Uyghurs are tortured, forced under

sterilization and even that their organs have been harvested and sold. The traditional Uyghur 

burial sites and other sites of cultural heritage are also under constant eradication. By 

continuing these violent acts against the Uyghurs, by systematically persecuting and attacking

civilian population, China is clearly on its way committing to the crime of genocide.  China 

has avoided international action against it, because it is not part of any international human 

rights treaty that would enable other states to make it accountable for the violation of human 

rights, humanitarian law and these crimes against humanity. Still, The United Nations and 

countries under the Magnitsky legislation, like for example UK, have condemned the 

persecution and issued sanctions on some Chinese officials. On 12th of January 2021, The US 

Secretary of State, Mike Pompeo, also gave a declaration where he named the acts China is 

committing against the Uyghurs and other Muslim minorities as genocide. In the statement, 

Pompeo said that: 

These crimes are ongoing and include: the arbitrary imprisonment or other severe deprivation of 
physical liberty of more than one million civilians, forced sterilization, torture of a large number of
those arbitrarily detained, forced labor and the imposition of draconian restrictions on freedom of 
religion or belief, freedom of expression and freedom of movement. 

The declaration also noted that the Nazis were accused and held accountable for similar 

crimes against humanity at the Nuremberg trials after the second world war.120 China has 

made it extremely hard to get any information on the current status of the Uyghur cultural 

genocide by expelling the best international journalist covering the case.121 The global 

COVID-19 pandemic has also diverted the attention of the world away from the sufferings of 

the Uyghurs. It is even unsure, how much havoc the virus has done in the Uyghur region of 

China. What is known from video- and social media re-posts is only that China used the 

Uyghurs as labor work in factories during the pandemic. Although the official explanation of 

China is that this kind of work is voluntary, it can be questioned in the context of the years of 

mass internment and incarceration of Uyghurs.

120 Borger 2021.
121 Roberts 2021, preface.



4. Conclusions
In this Master’s thesis, I have defined what digital repression constitutes of. I have shown 

how digital repression relates to control theory of digital systems, and how the concept is also 

useful in the context of modern state-driven digital repression systems, that basically are 

distributed digital control systems – multiple computers utilizing some form of artificial 

intelligence that is fed by Big Data. I have gone through the differences between direct and 

indirect forms of discrimination and described the concept of digital inclusion, both of which 

relate to digital repression. In explaining digital repression, I have introduced Steven 

Feldstein’s definition, which emphasizes the role of the state actor and the political effort to 

fight freedom of speech and thought. I have also described Feldstein’s five category division 

(surveillance, censorship, social manipulation and disinformation, Internet shutdowns and 

targeted persecution of online users), which I have later applied to examples of Chinese 

surveillance technologies that are also used to digitally discriminate against the Uyghurs. 

When examining the technological foundations of digital repression, I have emphasized the 

relevance of modern artificial intelligence, big data and dataveillance systems. I have shown 

that through the development of artificial intelligence systems and methods for collecting 

large amounts of data, data surveillance systems have been empowered to operate as 

frighteningly effectively as they currently do. In line with Feldstein, no other country is taking

advantage of this development as effectively as China - regardless of human rights. My 

analysis has also continued on some issues related to the ethical dimension of digital 

repression, such as issues of privacy, freedom of expression, moral autonomy, human dignity 

and liberty. I have also evaluated  the ethical problem related to design, known as the 

alignment problem, where the outcomes of technology are not what originally intended. When

I examined the alignment problem, I thought about the questions of should we evaluate 

technologies more according to their purpose, and should we refrain from using certain 

technologies in certain contexts? I think the answer to both is a resolute yes. The ways in 

which China uses modern technology for digital repression are against human dignity. 

Abstract concepts like “safety” should always be defined very carefully to avoid 

generalizations that can lead to demonizing some group or minority as mere enemies or 

terrorists. These kinds of concepts should never alone dictate the potential use of new 

technology. Instead, already the design process should start with a careful evaluation of the 

potential implementation of ethical problems, like for example dangers and harms.



Of the definitions, I have continued to the case study of digital repression – how China

is using modern technology to build its massive digital control and surveillance system and 

then using this to discriminate against the Uyghurs. I have described the history of the 

Uyghurs and the conflict between them and China, and also its current state. The obvious fact,

based on the many reports and eyewitness testimonies, is that China uses modern artificial 

intelligence in surveillance, ethnic classification, and unjustified imprisonment of the 

Uyghurs. This is blatant digital repression. I have shown that to succeed, China utilizes 

systems like the Skynet, Sharp Eyes, Golden Shield, and the Integrated Joint Operation 

Platform. 

The design of general artificial intelligence and machine ethics has proven to be very 

challenging. This might be largely due to the relativistic nature of ethics. Good and evil often 

mean different things to different individuals, communities, and societies. In the case of 

machines and artificial intelligence, however, the focus of the discourse, I think, is often 

skewed, almost unilaterally, as to whether we can regard the machine as a moral agent or 

entity. However, most artificial intelligent researchers focus on the concrete problems of 

existing systems and models, for example ethnic, gender, religious or regional discrimination 

based on their use. Of the totalitarian countries, of which China is the most egregious 

example, there are constantly quite worrying examples of such activity. China seems to use 

modern artificial intelligence systems mainly as a tool for profiling related to the 

identification, categorization, and repression of people and various ethnic or religious groups. 

Based on the reports and materials from human rights organizations, China is currently 

committing genocide of its own indigenous people – the Uyghurs. In my opinion, ethical 

relativism or good economic relations should not be seen as an excuse to justify or tacitly 

accept such actions. Here the discussion becomes also linked to the belief in infinite progress 

that I have touched upon in the thesis. In the public debate, one hears quite often about the 

artificial intelligence competition, which already has the concept of a nasty echo in the Cold 

War world. Like the nuclear arms race, artificial intelligence has become a favorite child of 

the armed forces and industry. There is a danger that this economic and technological 

competition will take precedence over human rights and responsibilities, at which point 

morality and ethics will begin to resemble optimization. Underlying this competition is 

obviously influenced by the belief in progress. Such technological thinking should not be 

allowed to reduce the world to mere manageable and useful resources. If power and 



competition become a key motivator for the development of technology, at the expense of 

alleviating the suffering of living beings, ethics and morality, or the carrying capacity of 

nature, we have inevitably developed some kind of techno-dike, to which I also referred.

I want to end with some of my own thoughts of universal human rights, and why I 

think they should be granted to everyone; regardless of ethnic origin, religion or political 

point of view. According to our best and recent cosmological models of the universe, our blue

planet is orbiting its sun on the outskirts of the Milky Way galaxy that is itself only one of the 

two trillion possible galaxies in the known universe. As far as we know, our planet and 

evolution by natural selection have produced the only known sentient life forms in this 

incomprehensible emptiness and extent of space. This awareness alone gives tremendous 

value to human life. Life is extremely rare and fragile. If we can no longer believe in the gods 

or God as the ultimate guarantors of human dignity and rights, the above in itself should 

suffice as a guarantor. Every life is precious and should not be subjected to the mercies of 

oppressive political ideologies, religious fervor, or repressive technologies.
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