
UNIVERSITY OF HELSINKI 

FACULTY OF LAW 

MASTER’S THESIS 

 

THE DATA PROTECTION ISSUES AROUND THE BUSINESS MODEL OF 

PROVIDING FREE ONLINE SERVICES IN EXCHANGE FOR THE PROCESSING OF 

PERSONAL DATA FOR ADVERTISING PURPOSES 

 

 

 

Programme: International Business Law 

Student: Saltanat Zhakhina 

Supervisor: Ville Pönkä 

November, 2021 

  



2 

 

1.1 Abstract 

Faculty: Faculty of Law 

Degree programme: Master’s Programme in International Business Law 

Study track: International Business Law 

Author: Saltanat Zhakhina 

Title: THE DATA PROTECTION ISSUES AROUND THE BUSINESS MODEL OF PROVIDING 
FREE ONLINE SERVICES IN EXCHANGE FOR THE PROCESSING OF PERSONAL DATA FOR 
ADVERTISING PURPOSES 
Level: Master’s thesis 

Month and year: November, 2021 

Number of pages:68 + 26 

Keywords: Online Behavioural Advertising, Facebook, targeting, GDPR, free online services, data 

protection 

Supervisor or supervisors: Ville Pönkä 
Where deposited: Library of the University of Helsinki  

Additional information: - 

Abstract:       The purpose of the thesis is to assess the compatibility of the business model of 

providing free online services in exchange for processing of the personal data for advertising 

purposes, in particular for the Online Behavioural Advertising purpose, with the GDPR.  

Online Behavioural Advertising is a main way through which the free online services 

are funded. At the same time large-scale personal data collection and intrusive profiling, the 

controllers engage into pose significant risks for the rights of the data subjects. Empirical findings 

show that the companies using such business model oftentimes collect large amount of personal 

data in violation of GDPR. In addition, the researchers highlight the power asymmetries between the 

large online platform and the data subjects. Therefore, whether such a business model is compatible 

with the GDPR from legal perspective is of a particular importance. 

The first part of the thesis focuses on the lawfulness of the existing data collection 

practices in the context of the business model in question. The second part of the thesis discusses 

the profiling and data sharing in the context of such model and the third part focuses on the principles 

of the data protection by design and by default. The mentioned legal provisions are analysed with 

the focus on their compatibility with the business model in question. 

The research found that the business model seems to be compatible with the GDPR 

in a sense that it is in principle possible to comply with its requirements for the controllers. Such a 

compliance however would likely lead to a decrease in revenue for the controllers who relied on 

unsuitable legal basis or who manipulated users into giving away more PD. At the same time such a 

compliance still would not give the effective protection to the data subjects’ rights due to the lack of 

more explicit, precise and specific rules in GDPR. 
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5 DEFINITIONS 

Data mining - in computer science, the process of discovering interesting and useful patterns 

and relationships in large volumes of data. 1 

Machine learning - in artificial intelligence (a subject within computer 

science), discipline concerned with the implementation of computer software that can learn 

autonomously.2 

Metadata - contextual information on collected data.3 

Plug-in- computer software that adds new functions to a host program without altering the 

host program itself. 4 

Recommender system – a system a goal of which is to generate meaningful 

recommendations to a collection of users for items or products that might interest them.5 

Trace - a clue in a form of data recorded by the server hosting the visited website such as IP 

address, the environment variable (information about the operating system running on the 

computer, usually useful to adapt the display of a website) or a trace related to past searches 

of a user (on a web search engine).6 

User profile - a set of PD associated with a specific user or a customised desktop 

environment; the digital representation of a person's identity.7 

 
1 Encyclopaedia Britannica. https://www.britannica.com/technology/data-mining accessed 

10.11.2021 
2 Encyclopaedia Britannica. https://www.britannica.com/technology/machine-learning 

accessed 10.11.2021 
3 Spiecker, I. et al. (2016), p. 537 
4 Encyclopaedia Britannica https://www.britannica.com/technology/plug-in accessed 

10.11.2021 
5 Melville P., Sindhwani V. (2011) Recommender Systems 
6 Spiecker, I. et al. (2016), p.537 
7Ibid, p. 537 

https://www.britannica.com/technology/data-mining
https://www.britannica.com/technology/machine-learning
https://www.britannica.com/technology/plug-in
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6 INTRODUCTION 

6.1 Background: The business model of providing free online services in exchange 

for the processing of personal data for advertising purposes (hereinafter 

referred to as the “Model”) 

The business model of many companies operating online is based on financing their services 

through advertising.8 Throughout this thesis I refer to the companies that operate on such a 

Model as the Entities. Fielt defines business model as “a representation of the value logic of 

an organization in terms of how it creates and captures customer value”; the term originates 

from e-business literature during late 90s. 9. 10  Presently many social media companies, 

search engine operators, news and other websites operate based on such a model. 

Some of the Entities produce large revenue from advertising. For example, in 2020 revenue 

from advertising produced by Facebook amounted to around 85 billion $ and the revenue by 

Google was equivalent to147 billion $. 11 , 12  For example, van de Waerdt names such 

companies the Data Driven Companies (“DDCs”) and calls for special regulation of the 

activities of the DDCs 13 According to him, “DDCs are different due to the ubiquitous data 

collection, the complexity of data processing combined with the use of advanced analysis 

algorithms, the incentive for ever more data collection and more detailed analysis and deeply 

entangled interconnections.” 14  

Different issues around the Model are studied by researcher from various fields of law such 

as competition law, IP law, consumer law, contract law etc.15Moreover, such areas as 

consumer, competition law and data protection overlap in their attempt to regulate the 

 
8 Anderson, S. P. (2012), 356 
9 Fielt, E., (2014), p. 85  
10 Nielsen, C. and Lund, M. (2014), p.2 
11 https://investor.fb.com/investor-news/press-release-details/2021/Facebook-Reports-

Fourth-Quarter-and-Full-Year-2020-Results/default.aspx accessed 19.05.2021 
12 https://www.statista.com/statistics/266206/googles-annual-global-revenue/ accessed 

19.05.2021 
13 P. J. van de Waerdt (2020), p. 13 
14 P. J. van de Waerdt (2020), p. 13 
15 See for example, Doft, D. (2016) p. 959; Koenig, C (2020), p.294; Podszun, R, (2019), 

pp. 49; Drechsler, L. (2018).  

https://investor.fb.com/investor-news/press-release-details/2021/Facebook-Reports-Fourth-Quarter-and-Full-Year-2020-Results/default.aspx
https://investor.fb.com/investor-news/press-release-details/2021/Facebook-Reports-Fourth-Quarter-and-Full-Year-2020-Results/default.aspx
https://www.statista.com/statistics/266206/googles-annual-global-revenue/


27 

 

activities of the Entities. It could lead to situations where one issue falls under the several 

legal regimes at once. 16 The same issue that could be tackled either through competition, 

consumer or data protection law could create regulatory problem for the enforcement 

authorities. 17On the other hand, when the same behaviour is subject to regulation through 

several areas of law at once it could be beneficial for a weaker party, a user/consumer. For 

example, some authors believe that data protection and consumer law “complement each 

other and offer a sufficiently diverse toolbox of rights and remedies to provide a high level 

of protection of consumers in digital markets”.18 While the interaction of data protection 

and other areas of law is of interest for scholars, regulators and practitioners this work is 

focused on examining the Model solely from the data protection perspective. 

Since processing of PD is at heart of the Model and of the OBA, analysis of the model from 

data protection perspective is of importance. For example, recently the phenomenon of 

receiving ads after talking about something on/around a smartphone has been gaining more 

attention. 19 Despite a denial of allegations of listening to conversations e.g., by Facebook 

people still suspect their smartphones of listening to them.20 

From data protection perspective many authors highlight the drawbacks of the Model, the 

risks such Model poses for the right to the protection of PD of the users and suspect its 

incompatibility with the GDPR. For example, Patil and Shyamasundar note that “in the 

current information age, data is touted as Gold and there is enough evidence (proof) that 

many of the online services that we use today are found to be coercing users to generate and 

share data in lieu of monetary fees for those services.”21 In addition, according to Kretschmer 

et al. “multiple authors point out fundamental discrepancies between the current business 

model of online services and the amount of control over personal data required by the GDPR. 

While as noted by Esteve a mere fact of profiting from processing PD does not constitute a 

 
16 Botta, M., & Wiedemann, K. (2019), p. 434 
17 Botta, M., & Wiedemann, K. (2019),p. 444 
18 Helberger, N. et al. (2017), p.1429 
19 Is your phone listening in? Your stories (2017) https://www.bbc.com/news/technology-

41802282 accessed 25.09.2021. 
20 Ibid. 
21 Patil, V. T., & Shyamasundar, R. K. (2018), p. 364 
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violation of law, it is of interest to examine whether such a Model is compatible with the 

GDPR.22  

The GDPR is an EU Regulation that lays down the rules relating to the protection of natural 

persons with regard to the processing of PD.23 The authors however note that with GDPR 

coming into force “few changes have been made to …business model of exchanging free 

services for personal data.”24  

In addition, with the development of technology the advertising techniques also developed. 

Nowadays an OBA has become a prevalent method of advertising employed online since it 

allows the companies to advertise more effectively and at a lower cost.25 OBA could be 

defined as a process of displaying digital advertisements to consumers based on their 

previous individual-level online behaviour.26 Hordern explains the process as follows: a 

company employing OBA technique “deliberately tracks a user's behaviour as they move 

from website to website, and, in doing so, it builds up a picture of that user's interests. As a 

result of collecting this information, the advertiser can place the user within an audience 

segment that then enables the advertiser to serve up relevant adverts.”27 OBA is referred to 

as lifeblood of internet economy.28 Considering that OBA has turned into the predominant 

advertising technique online the work specifically focuses on this type of advertising. 

The researchers also highlight the power asymmetry between the Entities and their users and 

that neither EU or U.S. legislation takes account of it.29 Considering attention the topic 

receives from the public, scholars and regulators and the risks the activity of Entities poses 

for the individuals it is of interest to investigate whether the Model is compatible with the 

GDPR. 

 
22Esteve, (2017), p. 36 
23 GDPR, art. 1 (1), (2). 
24 Houser, K. A.; Voss, W. (2018), p. 2 
25Varnali, K (2021) , p. 94 
26 Ibid. 
27 Hordern, V. (2009). On good behaviour: An overview of the rules and proposals around 

behavioural advertising, p. 147 
28 Yannella P.N., (2017), p.21  
29 Jørgensen R.F.& Desai T(2017), p.126 



29 

 

6.2 Purpose of the Research  

The purpose of the research is to assess the compatibility of the Model with the GDPR 

through careful analysis of the relevant legislation and case law; familiarisation and critical 

evaluation of the existing research papers on the topic including the empirical research 

results from other disciplines such as computer science. The research question examined in 

this thesis is as follows: 

“Is the business model of providing free online services in exchange for processing of 

personal data for advertising purposes compatible with GDPR?” 

To reach the purpose of the study the research question will be answered. 

6.3 Scope, Limitations and the Outline of the Thesis 

The master’s thesis focuses on the question of compatibility of the Model with the GDPR. 

To answer the research question the thesis focuses on the following issues: 

1. The compatibility of the data collection practices in the context of the Model with 

the GDPR’s lawfulness principle and in particular with its provisions on legal bases 

set in art. 6; 

2.  The compatibility of the profiling and the data sharing carried out in order to ensure 

the functioning of the Model with the relevant provisions of the GDPR; 

3. The compatibility of the Model with the requirements to implement the DPbD and 

DPbDf principles under art. 25 GDPR. 

The issues mentioned are discussed in Chapter 1, Chapter 2 and Chapter 3 respectively. 

The abovementioned questions were assessed with the focus on the controller rather than on 

the data subject since the controller is the actor the GDPR provisions are mainly directed at 

and who is responsible for the compliance with the provisions of the mentioned legal 

instrument. 
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The thesis focuses on the entities which offer their services in exchange for the processing 

of PD for OBA purposes and whose entire business model is built on monetisation of the 

PD. The thesis focuses on the entities which are neither EU institutions nor law enforcement 

bodies and process PD for commercial purposes. Therefore, the analysis is limited to the 

GDPR and does not focus on other sector-specific legal instruments such as the Law 

Enforcement Directive.30 

6.4 Methodology and the Methods  

To answer the research question legal doctrinal methodology was applied. The choice of this 

legal research methodology is justified by the fact that it allows conducting in-depth analysis 

of the law and to identify the “ loopholes’, ‘gaps’, ‘ambiguities’ or ‘inconsistencies’ in the 

substantive law inquired into as well as in some of principles or doctrines embodied therein.” 

31That in turn allows the researcher to propose the ideas for improvements of the law.32 

The essential features of doctrinal scholarship involve 'a critical conceptual analysis of all 

relevant legislation and case law to reveal a statement of the law relevant to the matter under 

investigation'.33 Legal doctrinal research is the “research which provides a systematic 

exposition of the rules governing a particular legal category, analyses the relationship 

between rules, explains areas of difficulty and, perhaps, predicts future developments”.34 

As the doctrinal methodology has been chosen, the traditional logical methods of the analysis 

and synthesis, induction and deduction, comparison and generalization, typology and 

analogy were applied.35 

In addition, to support the analysis non-doctrinal empirical research findings such as the 

findings in computer science were relied on. 

 
30 Directive (EU) 2016/680 
31 Vibhute, K., & Aynalem, F. (2009)., p.90 
32 Vibhute, K., & Aynalem, F. (2009)., p.81,82 
33 Hutchinson, T. (2015)., p.3 
34 Hutchinson, T. (2015). p.3 
35 Mikryukov, V. A. (2020). Creative Function of the Analogy method in Civil law 

Practice, 273 
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6.5 Previous research on the topic 

Research on the topic seems to be fragmented, including in the data protection field. The 

authors focusing on the processing of PD for OBA purposes refer to it by using different 

terms e.g., the commoditisation of PD,36 the monetisation of PD37, provision of free online 

services in exchange for advertising38, data-driven business model39, targeted advertising40 

etc. In addition, within the data protection field the researchers focus on the vast number of 

different data protection issues around the Model such as e.g., the role and (in)adequacy of 

consent for protection of privacy of users in online environments41, issues around cookies 

collection practices, 42 the implementation of the PbD principle43, the negative consequences 

of the GDPR for current internet model44, profiling etc.45 

The question of the compatibility of the Model with the GDPR has also been studied by the 

legal scholars earlier. Such research however tends to focus on the data protection issues 

around the Model through comparison of the EU and the U.S approaches to its regulation. 

46For example, Houser and Voss discussed whether the business model used by Facebook 

and Google will survive the changes to the data protection legislation brought by the GDPR; 

the question was discussed in light of the differences of the regulatory approaches of the 

U.S. and the EU. 47 Jørgensen & Desai approach the topic from the similar perspective and 

conclude that the business model used is incompatible with the GDPR; and that neither the 

U.S. nor the EU data protection framework has an answer to such an incompatibility.48 

The unique contribution of the thesis is that it deals with the issue which, as was noted by 

Borgesius, received little attention in literature; the issue of identifying suitable legal basis 

for the OBA.49 Despite that observation being made by Zuiderveen Borgesius in 2015, it 

 
36 de Hingh, A. (2018) 
37 Datoo, A. (2018) 
38 Cabañas, J. G. (2021) 
39 P. J. van de Waerdt (2020) 
40 Clifford, D. (2014) 
41 Giannopoulou, A. (2020) 
42 For example, Fassl, M. et al. (2021); Bergemann, B. (2018) 
43 For example, Jasmontaite, L. et al. (2018); Schartum, D. (2016) 
44 Heiman, M. R. (2019).  
45 For example, González, E. G., & De Hert, P. (2019).  
46 Esteve A (2017) 
47 Houser, K. A., & Voss, W. (2018).  
48 Jørgensen R.F. & Desai T.(2017), p.126 
49 Zuiderveen Borgesius, F. J. (2015),p.163 
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seems to hold true presently, 6 years later. In addition, the thesis discusses the topic of the 

data sharing in the context of the Model that also seems to receive little attention in the 

literature and from the EDPB. Overall, recent legal research and recent EDPB guidelines; 

the empirical research findings from the computer science on the topic were analysed and 

critically evaluated in addition to the legal analysis of the GDPR provisions; some 

recommendations for improvement of the existing problems were offered. 
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7 DATA COLLECTION STAGE: THE LAWFULNESS REQUIREMENT 

Lawfulness is one of the core principles of the EU data protection legislation. The principle 

is set in the art. 5 (1) (a) GDPR. In order for the data processing to be lawful the controller 

has to rely on one of the legal grounds under the art. 6 (1) (a)-(f) GDPR before processing 

starts. 50  The EDPB stresses that “when initiating activities that involve processing of 

personal data, a controller must always take time to consider what would be the appropriate 

lawful ground for the envisaged processing”.51 

According to the EDPB “there are two legal bases which could theoretically justify the 

processing that supports the targeting of social media users: data subject’s consent (Article 

6(1)(a) GDPR) or legitimate interests (Article 6(1)(f) GDPR).”52 In my view, the statement 

holds true for the other entities using the OBA and not limited to the companies targeting 

social media users. In addition, the EDPB recognized the importance of the legal basis under 

the art. 6(1)(b) GDPR to be relied on only where appropriate in the context of the provision 

of online services.53 While the rest of the legal bases under the art. 6 (1) GDPR are of 

importance as well, the companies cannot rely on them to pursue their commercial interests, 

which makes the examination of such legal bases outside of the scope of this thesis. 

As has been mentioned earlier, the Entities collect a large amount of PD to pursue their 

commercial interests. If Facebook is taken as an example, upon examination of its Terms of 

Service (the “Terms”) it becomes clear that to provide its services Facebook collects huge 

amount of data pertaining to the user. According to the Terms Facebook goes as far as 

collecting data about “what you share and do on and off our Products” in order to personalize 

user experience. 54 The legal bases for processing of PD by Facebook are set out in its Data 

Policy. Based on the information provided in the Data Policy55, it can be concluded that the 

legal bases Facebook relies on for the processing of the PD of its users correspond to all the 

legal bases set out in Article 6 (1) (a)-(f) of the GDPR. 

 
50 Guidelines 05/2020, p. 25 
51 Guidelines 05/2020, p. 5 
52 Guidelines 8/2020, p. 14-15 
53 Guidelines 2/2019  
54 Facebook Terms of Service 
55 https://www.facebook.com/about/privacy/legal_bases 
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In order to assess the compatibility of the Model with the lawfulness principle of the GDPR 

whether the consent, legitimate interest or contract legal basis could serve as a suitable legal 

basis for the processing for OBA purposes would be examined in this Chapter. Further, 

whether the reliance on such a suitable legal basis offers an adequate protection for the right 

to the PD protection will be assessed. 

7.1 Processing necessary for the performance of a contract 

The so-called contract legal basis is set by the art. 6 (1) (b) GDPR which stipulates that 

processing is deemed to be lawful if “that processing is necessary for the performance of a 

contract to which the data subject is party or in order to take steps at the request of the data 

subject prior to entering into a contract”. 

According to the EDPB “assessing what is ‘necessary’ involves a combined, fact-based 

assessment of the processing “for the objective pursued and of whether it is less intrusive 

compared to other options for achieving the same goal” If there are realistic, less intrusive 

alternatives, the processing is not ‘necessary’”.56 

For example, the Facebook’s Data Policy lists the “necessity for the performance of the 

Terms” as one of the legal bases for the PD carried out by Facebook.57 That means that for 

the provision of the services listed in its Terms Facebook relies on the necessity for the 

performance of the contract legal basis.  

The problem is that the activities that benefit Facebook itself to a larger extent compared to 

the user are disguised as the services provided to the latter. For example, a personalization 

of the content showed to the user is described as a service in the Terms. According to the 

Terms, in order to personalize the content (including ads) Facebook uses data “on and off 

…Products”. 58  As can be observed, the personalisation involves processing of a large 

amount of PD. Personalisation of ads means that the ads are tailored to the interests and 

preferences of the user. It is likely that to identify such interests and preferences Facebook 

engages in the tracking of the user’s online behaviour. 

 
56Guidelines 2/2019, p. 8 
57 https://www.facebook.com/about/privacy/legal_bases 
58 Facebook Terms of Service 
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What is concerning is that the Data Policy lists the processing of the PD for the purpose of 

personalisation as necessary for the performance of the contract.59 To my understanding, 

Facebook justifies relying on that legal ground for the personalisation purpose through the 

following logic: 1) personalisation is the service provided to the user based on the contract 

(the Terms); 2) the personalisation of content requires collecting the user’s PD; 3) 

considering that the personalisation of content is the service to be provided to the user under 

the contract (the Terms) it is necessary for Facebook to process user’s PD in order to ensure 

that the service has been (is being) provided. 

However, I view such a practice, i.e., making the users to agree to the personalisation of their 

PD through agreeing to the Terms (which they cannot negotiate and they cannot disagree to 

if they want to use the service) in order to use the contract legal basis for such a purpose, as 

the attempt to circumvent the law and to substitute the consent required by the art. 6 (1) (a) 

GDPR with her consent to be bound by the contract. While nothing prevents Facebook from 

provision of such a service as the personalisation of content, whether to personalise the 

content (e.g., such as News feed and ads) should be subject to a user’s choice. The consent 

to be bound by the Terms does not constitute the consent as is required by the GDPR. 

When creating a Facebook account for the purpose of social networking which in itself 

requires the processing a large amount of PD, users should not be forced to agree to the 

additional data processing operations; they should be able to exercise their choice freely. 

Research suggests that “Facebook created a need” and that “there is a real fear of missing 

out” that consumers have and that “the cost of not using Facebook is too high” as almost 

everybody uses it.60 Thus, if the present circumstances are such that the consumers feel the 

need to use Facebook for socialization purpose, they should not be forced to agree to the 

additional PD processing operations related to the personalization of the service if they want 

to use it for the former purpose. Rather, they should be able to express their choice freely, 

i.e., processing for personalisation purposes should be based on consent as set in the art. 

6(1)(a) GDPR. 

 
59 https://www.facebook.com/about/privacy/legal_bases 
60Brideron P., Hussler F., Umeå University, Master's Thesis,2018, p. 44, 45 
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The EDPB however does not completely rule out the possibility of using the contract legal 

basis for the personalisation purposes. The EDPB interprets the article 6(1)(b) GDPR as 

allowing the possibility of processing for a purpose of personalisation of content to be based 

on the contract legal basis in case such personalisation constitutes “intrinsic and expected 

element” of the service provided.61 The EDPB goes further by introducing the criteria for 

establishing whether personalisation is an intrinsic part of the service provided. The criteria 

include 1) the nature of the service provided; 2) the expectations of the average data subject 

in light not only of a) the terms of service but also b) the way the service is promoted to 

users, and 3) whether the service can be provided without personalisation. 62  If 

personalization of content is not found to be an integral part of the service, then the EDPB 

suggests the data controllers to “consider an alternative lawful basis where applicable”.63  

While further interpretation of those criteria is not given, I argue that the personalisation of 

the service in Facebook’s case and when it comes to social media platforms in general is not 

an “intrinsic and expected element” of the provided services. According to the Merriam-

Webster dictionary the “nature” means “the inherent character or basic constitution of a 

person or thing, essence” or “a kind or class usually distinguished by fundamental or 

essential characteristics”.64 Based on those definitions the words “nature of the service” 

mean essence of the service or a type of the service distinguished by fundamental or essential 

characteristics. Facebook is a social media platform. In its Terms Facebook states that “Our 

mission is to give people the power to build community and bring the world closer 

together.”65 For example, Russo, Watkins, Kelly, and Chan define social media as “those 

[media] that facilitate online communication, networking, and/or collaboration”. 66 

Therefore, the nature of the services provided by Facebook to the users is in giving the users 

the opportunity to communicate, network and collaborate online. When it comes to the 

expectations of the users, while Facebook does mention the personalisation in its Terms it 

does not appear that the users expect the personalisation to be an intrinsic feature of the 

services provided and that users could not imagine using Facebook without such a 

 
61 Guidelines 2/2019, p.15 
62 Guidelines 2/2019, p.15 
63 Guidelines 2/2019, p.15 
64 https://www.merriam-webster.com/dictionary/nature accessed 04.11.2021. 
65 Facebook Terms of Sevice 
66 Carr, C. T., & Hayes, R. A. (2015). Social media: Defining, developing, and divining, p. 
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personalisation. Moreover, the service in question could be provided without the 

personalisation. 

Zuiderveen Borgesius seems to be of the same opinion as he states that “it seems implausible 

that companies can base processing for behavioural targeting on the necessity for 

performance of a contract legal basis”67 

In addition, the EDPB stresses that: “there is a clear connection here between the assessment 

of necessity and compliance with the purpose limitation principle. It is important to 

determine the exact rationale of the contract, i.e., its substance and fundamental objective, 

as it is against this that it will be tested whether the data processing is necessary for its 

performance”68 As has been mentioned the substance and fundamental objective of the 

social media platform functioning is to facilitate online communication, networking, and/or 

collaboration. Therefore, neither personalisation nor OBA does not seem to be necessary to 

reach that goal.  

Overall, a reliance on the art. 6 (1) (b) for the purpose of personalisation of content including 

personalisation of the ads; or for the use of OBA is unlikely to be compatible with the GDPR. 

7.2 Legitimate interests lawful basis 

One of the legal bases controller could rely on is the so-called legitimate interests legal basis. 

The controller however must keep in mind that the legitimate interest legal basis “should not 

be automatically chosen, or its use unduly extended on the basis of a perception that it is less 

constraining than the other grounds” as noted by the Art29WP.69  

The art. 6 (1) (f) GDPR is applicable where a “processing is necessary for the purposes of 

the legitimate interests pursued by the controller or by a third party, except where such 

interests are overridden by the interests or fundamental rights and freedoms of the data 

subject which require protection of personal data, in particular where the data subject is a 

child.”. The provision is almost identical to the provision on legitimate interests legal basis 

 
67 Zuiderveen Borgesius, F. J. (2015), p.167 
68 Guidelines 2/2019, p.9 
69 Opinion 06/2014 
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under the DPD except for the words “or parties to whom the data are disclosed”, the 

reference to the art. 1(1) were omitted in the GDPR and the emphasis on the protection of 

the rights of children was added. According to Hoofnagle et al “compared to the Directive 

[the DPD], the GDPR sets forth more guidance than the Directive on the legitimate interests 

provision, and imposes new requirements. For instance, legitimate interests must be 

explicitly disclosed, and there is more emphasis placed on the rights of children.”70 

In order to rely on such a legal basis, the controller has to perform an analysis to find out 

whether the legitimate interest basis is a suitable ground before the processing based on the 

art. 6 (1) (f) GDPR starts.71  

Art.29WP issued its opinion on the notion of legitimate interests of the data controller in 

2014 where it describes the steps of the test to be performed to determine whether it’s 

possible to rely on that legal basis.72 The opinion has not been endorsed by the EDPB, 

however in my view most of the interpretation of the DPD’s provisions on the legitimate 

interests legal basis by the Art.29WP is applicable to the similar provision of the GDPR 

unless such an interpretation is incompliant with the latter.73 

In Rigas74 and Fashion ID75 cases the CJEU stated that in order for a processing to rely on 

the legitimate interest, three cumulative conditions should be met, namely (i) the pursuit of 

a legitimate interest by the data controller or by the third party or parties to whom the data 

are disclosed, (ii) the need to process personal data for the purposes of the legitimate interests 

pursued, and (iii) the condition that the fundamental rights and freedoms of the data subject 

whose data require protection do not take precedence.”76 (it is necessary to note that the 

words “the parties to whom the data are disclosed” were omitted in the GDPR’s version of 

the provision on the legitimate interests legal basis). 

 
70 Hoofnagle, C. J. et al. (2019), p. 81 
71 Opinion 06/2014, p. 43 
72 Opinion 06/2014. 
73 EDPB Endorsement 1/2018 
74 CJEU, Case C‑13/16 
75CJEU, Case C-40/17. 
76 Guidelines 8/2020, p.15 
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The Art.29WP describes the test to be performed in more detail. The steps to be followed 

are summarised below. 

Firstly, it is necessary to qualify an interest pursued by controller or a third party as 

'legitimate' or ‘illegitimate’. For interest to be legitimate it needs to “a) be lawful (i.e. in 

accordance with EU and national law); b) be sufficiently clearly articulated to allow the 

balancing test to be carried out against the interests and fundamental rights of the data subject 

(i.e. sufficiently concrete); c) represent a real and present interest (i.e. not be speculative).”77 

According to the Art.29WP, “the fact that the controller has such a legitimate interest in the 

processing of certain data does not mean that it can necessarily rely on Article 7(f) as a legal 

ground for the processing. The legitimacy of the data controller’s interest is just a starting 

point.”78 

Further, the processing needs to be necessary to achieve the interest pursued, i.e.,” whether 

there are other less invasive means to reach the identified purpose of the processing and 

serve the legitimate interest of the data controller” needs to be considered.79 

Then, it is necessary to establish a provisional balance between the legitimate interests of the 

controller or a third party and the interests or rights and freedoms of the data subject. To this 

end the following factors need to be considered to assess the impact of the processing on the 

data subject: “the nature of the interests of the controller (e.g. fundamental right, other type 

of interest, public interest); the possible prejudice suffered by the controller, by third parties 

or the broader community if the data processing does not take place; the nature of the data; 

the status of the data subject (minor, employee, etc.) and of the controller (e.g. whether a 

business organisation is in a dominant market position); the way data are processed (large 

scale, data mining, profiling, disclosure to a large number of people or publication); the 

fundamental rights and/or interests of the data subject that could be impacted; data subjects’ 

reasonable expectations; impacts on the data subject and the benefit expected from the 

 
77 Opinion 06/2014, p. 55 
78 Opinion 06/2014, 25 
79 Opinion 06/2014, p. 55 
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processing by the data controller.” 80 Among those factors described by the Art.29WP the 

GDPR seems to mention explicitly “the reasonable expectations of data subjects” only.81 

One of the final steps of the test is the establishing of a final balance through taking into 

account the additional safeguards offered by the controller, e.g., the unconditional right to 

opt out of the processing not required by law but voluntarily provided by the controller that 

might help to tip the balance in favour of the controller.82 

In case the balancing exercise points out that data subject’s interests or fundamental rights 

and freedoms override the legitimate interest of the controller, the use of Article 6(1)(f) is 

not possible.83 

When discussing the targeting in the social media context the EDPB highlighted that “the 

social media provider could consider that its legitimate interest consists of making the social 

media service profitable by selling advertising space. Even if the targeter and the social 

media provider consider their economic interests to be legitimate, it does not necessarily 

mean that they will be able to actually rely on Article 6(1)(f) GDPR.”84 

According to Zuiderveen Borgesius the ad network could invoke its freedom to conduct a 

business in accordance with Union law and national laws and practices, as protected by the 

Charter of Fundamental Rights of the European Union; such freedom however is not 

absolute and needs to be balanced against other rights such as the right to the protection of 

PD.85 

According to the EDPB, “the WP29 has previously considered that it would be difficult for 

controllers to justify using legitimate interests as a legal basis for intrusive profiling and 

tracking practices for marketing or advertising purposes, for example those that involve 

 
80 Opinion 06/2014, p. 55-56 
81 Recital 47, GDPR. 
82 Opinion 06/2014, p. 36, p. 42 
83 Guidelines 8/2020, 15 
84 Guidelines 8/2020, 15 
85 Zuiderveen Borgesius, F. J. (2015), p. 167 



41 

 

tracking individuals across multiple websites, locations, devices, services or data-

brokering.”86  

Moreover, the Art.29WP stressed that “in the context where customers signing up for 'free' 

online services actually ‘pay for’ these services by allowing the use of their personal data, it 

would also contribute towards a favourable assessment of the balance - or towards the 

finding that the consumer had a genuine freedom of choice, and therefore valid consent was 

provided under Article 7(a) - if the controller also offered an alternative version of its 

services, in which 'personal data' were not used for marketing purposes.”87 It appears that 

the Art.29WP views such a measure as a safeguard for the protection of the right to the 

protection of PD of the users. Therefore, in case the provisional balance shows that the rights 

and freedoms of the data subjects prevail over the legitimate interests of the controller such 

a measure would help to tip the balance in favour of the controller. However, if the Entities 

would have to offer such an alternative version of their services where the users’ PD are not 

used for the marketing purposes, it is likely that more data subjects will choose such an 

alternative version. That in turn would lead to a decrease of revenue or even a collapse of 

the Model.  

In my opinion, gaining profit from advertising is not prohibited and is allowed under the 

freedom to conduct business as Zuiderveen Borgesius suggests.88 Zuiderveen Borgesius also 

suggests that reliance on such a basis might be justified in limited circumstances.89For 

example, he provides as an example the case where the bookstore tracks people’s behaviour 

within its website to provide recommendations to the visitors of the website.90 In that case 

the bookstore processes the PD that is limited to the data it collects within its website and 

does not get involved in tracking of its visitors’ behaviour all over the Internet which is in 

line with the purpose limitation and the data minimisation principles. In addition, if the 

bookstore offers the right to opt out as an additional safeguard for the protection of the rights 

of its visitors, it could help to tip the balance in favour of the bookstore. However, when it 

comes to the Entities, considering the scale and intrusiveness of data processing for OBA 

 
86 Guidelines 2/2019, p.15 
87 Opinion 06/2014, 47 
88 Zuiderveen Borgesius, F. J. (2015).p. 167 
89 Ibid. 
90 Ibid. 
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purposes carried out by them it is unlikely that such entities could rely on the legitimate 

interests legal basis unless they change their data collection practices. 

Overall, it can be concluded that the EDPB does not entirely rule out the possibility to rely 

on the legitimate interest legal basis for OBA purpose, however whether such legal basis is 

suitable would depend on the result of the balancing test in each particular case. The consent 

legal basis seems to be more appropriate for OBA and the EDPB seem to hold the same 

view.91 

7.3 Consent legal basis 

7.3.1 Background: Consent as an expression of the autonomy in the data protection 

legislation 

The idea of autonomy is an important part of the EU data protection legislation. Autonomy 

is deemed to be “a guiding normative principle of liberal democratic societies.”92According 

to some authors the reason is that “we think individuals can and should govern themselves 

and that we value our capacity to collectively and democratically self-govern.”93 

The importance of autonomy in data protection legislation was highlighted through 

enshrinement of the concept of consent. According to Kosta, “the notion of autonomy 

appears as the cornerstone of the conceptual foundation of consent.”94  

Kosta studied the emergence and development of consent starting from such international 

instruments as Resolutions of CoE adopted in 1973 and 1974, CoE Convention 108, OECD 

Guidelines adopted in 1980; national instruments such as first pieces of data protection 

legislation adopted in Sweden (1973) and Germany (1977) and finally to DPD.95 The latter 

EU level instrument gives prominent role to the consent.96 The findings of Kosta’s study 

show that consent “has not been a fundamental concept in relation to the processing of 

 
91 Guidelines 8/2020, p. 16 
92 Susser, D. et al (2019), p. 8 
93 Susser, D. et al (2019), p. 8 
94 E. Kosta. (2013), 130 
95 E. Kosta. (2013), 130 
96 E. Kosta. (2013), p.22,25,31,34, 108 
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personal data” from the start and was added “to enhance the role of the data subject in the 

data protection arena and to strengthen his control over the collection and processing of his 

personal information”.97 Therefore, the consent as a legal basis is not a concept that was 

present in data protection legislation from its emergence but appeared due to the 

development of the legislation in that area. 

The papers discussing consent often mention such terms as “self-determination” or 

“informational self-determination.” It appears that “autonomy” and “self-determination” 

have the same meaning. By German constitutional ruling (1983) Germany became “the first 

country to establish the principle of informational self-determination”.98 In the context of 

this ruling autonomy is seen as “self-determination or as [the] autonomous construction of 

one’s personality”.99 

While legislation gives a high importance to the value of autonomy it is difficult to ignore 

the fact that it is constantly threatened by development of modern technologies. Brett 

Frischmann and Evan Selinger introduced the term “techno-social engineering”—i.e., 

“processes where technologies and social forces align and impact how we think, perceive, 

and act”. 100 Susser, Roessler, Nissenbaum, argue that “when information about us is used 

to influence our decision-making…it threatens our autonomy.”101Therefore, in the next 

pages I will examine if the current data collection practices in the context of the Model are 

compatible with the legal requirements on consent, the expression of autonomy in the data 

protection legislation. 

7.3.2 GDPR requirements for consent 

According to the art. 4 (11) GDPR “consent of the data subject means any freely given, 

specific, informed and unambiguous indication of the data subject's wishes by which he or 

she, by a statement or by a clear affirmative action, signifies agreement to the processing of 

personal data relating to him or her.” All the elements of consent and how they should be 

 
97 E. Kosta. (2013), 397 
98 Fischer-Hübner, S. et al. (2011), p.5 
99 E. Kosta. (2013), 135 
100 Susser, D. Roessler, B; Nissenbaum, H. (2019),p.2  
101 Susser, D. Roessler, B; Nissenbaum, H. (2019), p.3 
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met are described in detail in EDPB’s guidelines on consent and those will not be 

recapitulated in this work. However, I will discuss the requirement on “unambiguous” 

(according to the Merriam-Webster dictionary, unambiguous means not ambiguous, clear, 

precise102) consent and the forms in which such an unambiguous consent could be given 

since it is a novelty brought by the GDPR.  

It is necessary to mention that compared to the definition of consent in the DPD’s art. 2 (h) 

the definition of consent in art. 4 (11) GDPR got specified, namely, the words 

“unambiguous” and the requirement for a “statement” or “affirmative action” have been 

added.103 Such an alteration of the definition of consent reflects the wish of the legislator 

e.g., to prohibit the use of pre-ticked boxes by the controllers or implying that the consent 

was given by the data subjects when entering the contract and instead requiring controllers 

to ensure that the data subject clearly indicates her wish for her PD to be processed.104  

Recital 32 GDPR explains the forms in which consent could be given. According to this 

recital, consent could be given in the form of written or oral statement, ticking a box or 

“choosing technical settings for information society services”. 105  EDPB interprets the 

provision in a way that physical motions could qualify as a clear affirmative action 

considering that other requirements of GDPR are met.106 EDPB however notes that “silence 

or inactivity on the part of the data subject, as well as merely proceeding with a service 

cannot be regarded as an active indication of choice.”107  

According to the EDPB the consent is a suitable legal basis for processing the PD for OBA 

purposes considering other GDPR requirements are met.108 At the same time as Utz et al. 

conclude, based on a study, that GDPR-conform notices would result in user acceptance 

rates [of such notices] of less than 0.1%.”109 Based on that finding it appears that compliance 

 
102 Merriam-Webster dictionary website, https://www.merriam-

webster.com/dictionary/unambiguous accessed 03.11.2021  
103 De Hert, P., & Papakonstantinou, V. (2016), p. 187 
104 De Hert, P., & Papakonstantinou, V. (2016), p. 187 
105 GDPR, recital 32 
106 Guidelines 05/2020, p. 18 
107 Guidelines 05/2020, p. 18 
108 Guidelines 8/2020, p. 16 
109 Kretschmer, M., Pennekamp, J., & Wehrle, K. (2021). 
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with the GDPR requirements on consent would lead to a significant decrease in revenue for 

the Entities or a disruption of the Model. 

7.3.3 GDPR requirements on consent are ineffective for the protection of the data 

subjects’ rights 

Overall, based on the empirical research findings, the controllers are far from being 

compliant with the GDPR requirements for consent. Since the revenue of the Entities 

depends on the effectiveness of advertising and such effectiveness in turn depends on the 

amount of PD collected, the Entities have a huge incentive to collect as much data as 

possible. At the same time, such dependence of the revenue on the effectiveness of 

advertising should not be seen as an excuse for the violation of the data protection 

requirements. It appears that such state of affairs results partly from the vagueness of 

GDPR’s provisions. 

The art. 5 (1) (a) GDPR sets forth the principles of fairness and transparency which are 

closely linked to the principle of lawfulness. While the importance of those principle is 

acknowledged by the legislator (including through the recitals to the GDPR), by the EDPB 

(through its recommendations and guidance) and by the DPAs, the legal provisions on how 

exactly those principles must be complied with seem to be vague and seem to give the 

opportunity to the controller to comply with the principles only on paper. For example, the 

use of the phrase “shall take the appropriate measures” in the art. 12 (1) GDPR seem to give 

the opportunity to the controller to decide on the appropriateness of such measures. In 

addition, while containing explicit rules related to the transparency principle, the GDPR does 

not define “fairness” and does not contain more specific rules on how the controller must 

comply with that principle, which gives the companies the opportunity to trick their users 

into giving away their PD. Therefore, more precise, specific and clear requirements are 

necessary for making such provisions more effective.  

Indeed, the data controllers encourage the users to share more PD. For example, as Hitze 

noticed Instagram encourages users to choose to “synchronize all their contacts with the app 

when picking a username” but in contrast uses unnoticed lettering for more protective option 
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thus encouraging users to giving away more PD. 110  Apart from using so called “dark 

patterns”, some authors argue that the controllers use so called “design obscurity” to make 

users less willing to read the privacy policies (according to Kirsten “designed obscurity” 

refers to situations where controllers create an illusion of complexity and intricacy” for their 

privacy notices.”) 111  Such practices seem to go against the fairness and transparency 

principles which are closely linked to the principle of lawfulness set by the GDPR in the art. 

5 (1) (a). At the same time, the regulators seem to be unable to prescribe how exactly the 

privacy policies should be written since it is to a large extent up to a controller how to comply 

with the principle of transparency. 

It is necessary to mention that the concept of consent itself is heavily criticised by the 

scholars. Many authors are of an opinion that the individuals effectively lost control over 

their data online. 112113 Brownsword argues that the fixation on consent can lead to fallacies 

one of which is the fallacy of sufficiency where it is believed that when there’s consent 

there’s no wrong.114 

In particular, the requirement to give/receive “informed” consent is heavily criticised. The 

authors believe that “the informed consent paradigm of data protection law in the EU has 

failed to foster privacy- protective behaviour online, due to findings from behavioural 

science such as bounded rationality and asymmetric information.”115 Critics of consent argue 

that giving consent turned into a “mere ritual” and doesn’t serve its purpose.116 Many name 

information asymmetries and high deliberation costs as reasons behind such an inefficiency. 

Grafanaki discusses the “information asymmetries, externalities, and uncertainties” and 

reasoning shortcuts humans take “because of high deliberation costs and their inability to 

process and compute the expected utility of every alternative action” which may lead to poor 

decision-making.117 Jarovsky highlighted similar shortcomings of consent.118  
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While many scholars share dissatisfaction with consent, the solutions for such an issue differ. 

Current solutions are mostly aimed at remedying the existing situation and include 

technological solutions (e.g. “highly behaviourally-informed legal innovation” solutions 

such as using icons, 3D touch or hover-over notices to help decision making process), design 

solutions (e.g. implementing privacy by design), legal reforms, bottom up governance 

approaches (e.g. creation of data trusts). 119  For example, it appears that Giannopoulou 

suggests using solutions on all those levels would be effective.120 The authors argue that the 

cost of abandoning consent completely is too high and that preserving autonomy is 

important.121For example, Jarovski presented a non-exhaustive list of Autonomy-Preserving 

Protective Measures (APPMs) such as education, icons and consumer-friendly language, 

standardized privacy notices etc that foster individual’s autonomy.122 Such solutions don’t 

aim at radically changing the existing system but aim at improving it. 

On the other hand, some authors go as far as suggesting that the data protection is dead and 

the control of data subject over their PD is a delusion.123For example, Koops seem not to 

believe in the effectiveness of the measures aimed at simply improving the existing consent 

model. 124Koops views consent to be “not a suitable approach to legitimate data processing 

in online contexts” and calls giving “informed and voluntary consent a Sisyphean task.” 125 

In addition, Koops is of an opinion that the business model of generating revenue from “user-

data-based profiling and advertising” has practically no alternatives as users prefer free 

services over the paid ones.126 

In my view in order to increase the level of protection for the rights of data subjects in context 

of OBA tightening the enforcement measures is a key; altering the GDPR’s provisions on 

transparency and fairness in a way that makes it difficult for the controllers to put only 

minimum efforts into respecting the data subjects’ rights and introducing additional 

obligations for the Entities are necessary. While completely removing consent requirement 
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from data protection legislation might constitute a radical and unjustified measure, some 

paternalistic interventions might be necessary, even though “there is still a negative 

connotation attached to the notion of paternalism”.127 According to Dworkin “there are no 

methods that are necessarily paternalistic or vice-versa, 'what we must ascertain in each case 

is whether the act in question constitutes an attempt to substitute one person's judgement for 

another's to promote the latter's benefit.'”128 

For example, Vranaki believes that giving consent by computer mouse click, the actions also 

used for other purposes such as web browsing, opening applications etc. does not allow 

individual to differentiate between giving consent and other mundane actions which raises 

concerns about its validity.129 The author gives an example of an act significantly different 

from other action - the signing of lengthy document to provide informed consent in 

healthcare 130 I agree with that reasoning, indeed, it appears that signature is usually used for 

actions having legal or other significant consequences. Therefore, requiring giving consent 

through a more complex procedure, e.g. the one that includes several steps instead of just a 

mouse click (e.g. giving consent by electronic signature) might give data subject more time 

to think about the consequences of such an action.  

Shahizam also believes that some interventions are justified as “indications of a willingness 

to isolate certain forms of data and processing as carrying a particular risk are already evident 

in the GDPR’s regimes relating to special data and rules relating to impact assessment.”131 

Moreover, it appears that Shahizam is of an opinion that imposing “additional substantive 

restrictions on top of consent” for such entities like social media companies, search engine 

operators which “process large amounts of data in largely opaque and potentially 

objectionable ways” and where there is a “clear imbalance between controller and data 

subject” might be necessary. 132  

I agree with such an approach for more strengthened regulation for the Entities and with the 

arguments provided by Shahizam and van de Waerdt ( van de Waerdt’s ideas on additional 
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obligations for the DDCs were described in the Introduction section of this thesis) because 

the Entities process large amounts of PD with the use of modern technologies and because 

the widespread use of the services provided by such entities poses higher risks for the rights 

of individuals. In addition, creating special and more strict rules for the Entities would not 

create an additional burden for the other companies which do not process PD on a large scale 

and at the same time would create additional safeguards for the users of the services provided 

by the Entities. 

To sum up, the GDPR seems to fail to address the power imbalance between the Entities and 

the data subjects.133 Even when controllers rightfully rely on the consent legal basis for the 

OBA purposes the vagueness of GDPR’s provisions on transparency and failure to set forth 

more specific obligations with regard to the fairness principle allow the controllers to keep 

the user from being aware of the extent and scale of their PD processing. Such a situation 

gives controllers the opportunity to put minimum effort into explaining how the data 

subjects’ PD is used for and allows the controllers to manipulate the users into giving away 

their PD. 

7.3.4 Cookies and the similar tracing technologies: illegal practices persist 

In this part of the thesis, I assess the compatibility of the data collection via cookies carried 

out by the Entities with the GDPR.  

7.3.4.1 The legal requirements for the PD collection via cookies and similar 

technologies 

GDPR together with the ePrivacy Directive constitute the bulk of EU data protection 

framework today.134 The scope of ePrivacy Directive defined in its art. 3 and it is generally 

applicable to the providers of electronic communication services, however articles 5(3) and 

13 of ePrivacy Directive have an extended scope and apply to the website operators (e.g. in 
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case of collection of cookies).135 Those provisions apply irrespectively of whether the data 

processed is PD or not as was also confirmed by C-6 7 3/17 Planet49.136137  

According to the art. 1 (2) of ePrivacy Directive “the provisions of this Directive 

particularise and complement Directive 95/46/EC”, the latter was replaced by GDPR as set 

in the art. 94 GDPR. ePrivacy Directive contains specific obligations for data use in 

electronic communications sector as set by the art. 95 GDPR.138139  

The relationship between the GDPR and ePrivacy Directive is lex generalis-lex specialis 

relationship.140 In accordance with the principle lex specialis derogate legi generali, special 

provisions prevail over the general rules. 141  Therefore, where ePrivacy Directive 

particularises the rules of GDPR the specific provisions of ePrivacy Directive take 

precedence over the general provisions of GDPR.142 That concerns the relationship between 

the art. 5(3) of ePrivacy Directive and art. 6 GDPR in case the information stored in the end-

user’s device contains PD.143 Where the provisions of ePrivacy Directive require consent for 

the specific actions they describe, the controller cannot rely on the full range of possible 

lawful grounds provided by article 6 of the GDPR.144 Thus the controller has to rely on the 

consent as is prescribed by the ePrivacy Directive. 

Collection of the cookies that contain PD falls under the scope of both GDPR and ePrivacy 

Directive.145 According to the GDPR online identifiers provided by devices, applications 

and protocols as well as location data can be used to identify a person.146  

For example, the social media providers such as Facebook might track their users’ behaviour 

over multiple websites through social plug-ins and pixels. 147 In such situations joint 
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controllership exists between the social media platform that developed and offered social 

plug-in or pixel and the website which embedded it.148 Joint controllership exists with regard 

to the collection, transmission of PD via such tools as well as other PD processing for the 

targeting purpose as both controllers jointly determine such purpose and the means of such 

processing.149 

According to the EDPB, the entity will be considered as a joint controller with the other(s) 

only in respect of those operations for which it determines, jointly with others, the means 

and the purposes of the data processing; if one of these entities decides alone the purposes 

and means of operations that precede or are subsequent in the chain of processing, this entity 

must be considered as the sole controller of this preceding or subsequent operation.150 Each 

joint controller has the duty to ensure that they have a legal basis for the processing.151  

In addition, the art. 26(1) GDPR stipulates that the “joint controllers shall in a transparent 

manner determine and agree on their respective responsibilities for compliance with the 

obligations” under the GDPR. While each of the controllers must ensure that they have legal 

basis for processing, according to the art. 26 (1) GDPR the controllers “shall determine and 

agree on their respective responsibilities for compliance with the obligations” under the 

GDPR. Such obligations inter alia include the obligation to comply with the lawfulness 

principle under the art. 6 GDPR.152 Therefore if the joint controllers rely on the consent legal 

basis they shall determine and agree on their respective responsibilities for compliance with 

the obligation to obtain a valid consent. 

Indeed, the EDPB states that “any (joint) controller seeking to rely on consent as a legal 

basis is responsible for ensuring valid consent is obtained”.153 The EDPB uses the word 

“any” and not “each” which implies that the responsibilities regarding obtaining the consent 

might be divided in a way that one of the joint controllers obtains such a consent but it should 

indicate that several entities are involved in processing. As has been decided in Fashion ID 

case, the where joint controllers rely on the consent legal basis for the processing for which 
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they jointly determine purposes and means such consent and information about such a 

processing should be given by the controller who involves with data subject first.154 The 

EDPB notes that in a case where the consent sought is to be relied upon by multiple (joint) 

controllers these organisations should all be named and in case not all of the joint controllers 

are known at the time of obtaining consent it should be complemented by further information 

and by consent collected by such a joint controller that was not indicated in the first 

consent.155  

In addition, each of the controllers is responsible for obtaining consent for any further 

processing of the PD collected where they act as sole controllers (e.g., in case the social 

media provider engages in subsequent profiling for targeting purposes and acts as a sole 

controller for such PD processing, it should seek to receive the consent for such a purpose)156 

The most appropriate basis for the processing for the OBA which “relies on the monitoring 

of individuals’ behaviour across websites and locations using tracking technologies” would 

be a consent legal basis as noted by the EDPB.157 

7.3.4.2 Cookie banners often do not comply with the GDPR 

 

According to Nouwens et al.  interface designs that try to guide end-users into desired 

behaviour through malicious interaction flows are referred to as the “dark patterns”.158 There 

are many studies on this topic examining the issue from legal and computer science 

perspectives.159  

One of the issues related to the cookies lies in the way the cookie notices are served to the 

users.  
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Cookie notices often cover parts of the website’s main content.160 When encountering the 

cookie wall users face take-it-or-leave-it choice. Some authors argue that so called cookie 

walls should be explicitly either partially or fully banned.161 

According to the EDPB, in order for consent to be freely given, access to services and 

functionalities must not be made conditional on the consent of a user to the storing of 

information, or gaining of access to information already stored, in the terminal equipment of 

a user (so called cookie walls).162 

If we focus on the relevant parts of the GDPR recitals, recital 42 says that “consent should 

not be regarded as freely given if the data subject has no genuine or free choice or is unable 

to refuse or withdraw consent without detriment”; recital 32 says that “the request must be 

(...) not unnecessarily disruptive to the use of the service for which it is provided.”163  

The recital 43 GDPR says that a service cannot be made dependent on the data subject's 

consent to process her PD where such consent is not necessary for provision of such a 

service. It can be read as a presumption that tracking walls cannot be used to obtain valid 

consent.164  

Borgesius et al. conclude that GDPR “does not “categorically” prohibit cookie walls.165 It 

appears that the EDPB agrees with such an interpretation by stating that: “as the wording of 

Article 7(4) [GDPR ] is not construed in an absolute manner, there might be very limited 

space for cases where this conditionality would not render the consent invalid. However, the 

word “presumed” in Recital 43 clearly indicates that such cases will be highly 

exceptional.”166 While the art. 7(4) is indeed not construed in an absolute manner in my view 

the use of tracking walls is in violation of this article. It is difficult to think of the examples 

that would fall under the exceptions where conditionality would not render the consent 

invalid, however in my view such exceptions do not include the tracking walls. 
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In my view, the situation where the cookie banner covers only a part of the website 

interfering with the user’s ability to engage with the website’s content freely is in violation 

of GDPR as well. For example, EDPB highlights that art. 7 (4) GDPR “has been drafted in 

a non-exhaustive fashion by the words “inter alia”” and that there may be other situations 

that may render the consent not freely given.167 Moreover, EDPB suggests that “in general 

terms, any element of inappropriate pressure or influence upon the data subject (which may 

be manifested in many different ways) which prevents a data subject from exercising their 

free will, shall render the consent invalid”.168 In my view, when the cookie banner covers a 

significant part of the website the users might feel compelled to click the “consent” button 

to get rid of the banner rather than adjusting the cookie choices. Research however proves 

otherwise. For example, Nouwens et al. studied the dark patterns applied by websites after 

GDPR entered into force. For the purposes of the study “barrier” referred to “a barrier in the 

middle of the screen which prevents the user from interacting with the website until a 

response is recorded” and a “banner” referred to a banner stretching the width of the screen 

that does not block access to the information”.169 The research showed that “while there was 

no difference in acceptance rate when participants actually answered the pop-up, the banner 

notification was ignored 3.6 times more often than the barrier”.170 It means that while the 

form of cookies pop-up didn’t make users to consent to the data processing more often, it is 

still more difficult to ignore the cookie barrier compared to cookie banner. The results 

demonstrating the similar acceptance rates for the barriers and banners are quite unexpected. 

Considering the limitation of the study (the study was conducted with the help of 40 

participants only) more research might be necessary as it appears that such barrier would 

likely encourage the user to give her consent.171 

Research showed that “the vast majority of CMPs make rejecting all tracking substantially 

more difficult than accepting it”.172 Moreover, “reject all” buttons are usually hidden one 

layer deep compared to “accept all” buttons.173 For example, research findings show that 
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“removing the ‘reject all’ button from the first page increased the probability of consent by 

22−23 percentage points”.174  

The researchers see the solution for the dark patterns and click fatigue problems in allowing 

the users to set their cookie preferences in browser settings.175 For example, it is argued that 

“the key is that such browser settings would be legally binding, rather than weak and self-

regulatory in nature. 176 It is also argued that adtech firms are trying to prevent browser 

settings having legally binding effect, which once again shows that the economic interests 

of the controllers and the users’ right to data protection collide and conflict. 

In addition, despite the cookies being widely used, studies show that users can be tracked 

with the technologies other than cookies, e.g. first party ID leaking, ID synchronization, and 

browser fingerprinting.177  Studies show that such technologies are used in violation of 

GDPR.178 When the users exercise their choice regarding the cookies they perceive that 

tracking is not happening, while the tracking happens otherwise i.e. via the other 

technologies similar to cookies. 179  For example, research shows that user’s choices 

regarding cookies processing plays a little role: more than 75% of tracking activities 

happened before users exercised their choice regarding processing of cookies by a website, 

or when users chose to reject all cookies the tracking only intensified.180  

Overall, as the empirical research shows that despite the fact that GDPR entered into force, 

illegal practices of users’ PD collection still persist. It appears that more explicit and specific 

requirements on fairness and transparency are necessary to provide more effective protection 

of the data subjects’ rights. 
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7.4 Special categories of PD 

7.4.1 Explicit consent for the processing of the special categories of PD 

 

The GDPR provides specific protection for the PD that are particularly sensitive in relation 

to individuals’ fundamental rights and freedoms such as data about an individual’s health, 

racial or ethnic origin, biometry, religious or philosophical belief, political opinion, trade 

union membership, sex life or sexual orientation.181 The PD in question are referred to as the 

special categories of data and the conditions for its processing are set in the art. 9 GDPR. 

The PD in question can be either collected directly from the data subject or inferred.182 

According to the EDPB “in addition to the conditions in Article 9, processing of special 

categories of data must rely on a legal basis laid down in Article 6”.183  

According to the EDPB “the GDPR prescribes that a “statement or clear affirmative action” 

is a prerequisite for ‘regular’ consent. As the ‘regular’ consent requirement in the GDPR is 

already raised to a higher standard compared to the consent requirement in Directive 

95/46/EC, it needs to be clarified what extra efforts a controller should undertake in order to 

obtain the explicit consent of a data subject in line with the GDPR.”184 

At a first glance, it appears that the line between explicit and unambiguous consent is quite 

blurred. However, according to the EDPB, “the term explicit refers to the way consent is 

expressed by the data subject. It means that the data subject must give an express statement 

of consent.”.185 Therefore, the explicit consent refers to an express statement only and does 

not include affirmative actions that would suffice otherwise for giving a regular consent. As 

examples the EDPB names written and signed statement, electronic form, an email, uploaded 

scanned document carrying the signature of the data subject, consent signed by electronic 

signature, two stage verification of consent and “telephone conversation, provided that the 

information about the choice is fair, intelligible and clear, and it asks for a specific 

 
181 Guidelines 8/2020, p. 29 
182 Guidelines 8/2020, p. 29 
183 Guidelines 8/2020 , p. 29 
184 Guidelines 05/2020, p. 20 
185 Guidelines 05/2020, p. 20 



57 

 

confirmation from the data subject (e.g. pressing a button or providing oral 

confirmation)”.186 

7.4.2 A particular importance of the PD manifestly made public exemption for the 

processing of the special category PD  

In the social media context for example, the special categories of PD could become public, 

e.g., in case a data subject adjusts privacy settings in a way that her sexual orientation is 

displayed on her public social media page. However, whether the PD were made manifestly 

public would depend on the circumstances of each particular case. 

It is necessary to reiterate that despite PD are being publicly available they still fall under 

the GDPR. The material scope of GDPR covers the PD processed “wholly or partly by 

automated means”.187 Therefore if the PD processing meets the requirements for material 

and territorial scopes of GDPR it falls into the scope of GDPR despite the PD being public. 

That’s why the use of publicly available PD from social media such as data scarping is not 

exempt from the GDPR provisions. For example, in 2019 DPA of Poland fined a Swedish 

company Bisnode for a failure to comply with the obligations under the art. 14 (1) – (3) of 

GDPR when collecting PD from publicly available sources for commercial purposes. 188  

When it comes to the special categories of PD and the PD made public, the art. 9 (2) (e) of 

GDPR is of relevance. According to the art. 9 (2) (e) the PD that is manifestly made public 

is exempt from the requirements set for the special categories of PD.  

According to the EDPB, “the word “manifestly” implies that there must be a high threshold 

for relying on this exemption.” 189  According to the Macmillan Dictionary the word 

“manifestly” means “clearly and without any doubt”.190 
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The DPAs, the EDPB and the EDPS adopted restrictive interpretation of this provision, e.g., 

the EDPS while interpreting this provision in the context of scientific research argues that it 

should be interpreted narrowly and it should be clear that the data subject has given up the 

special protection of sensitive data voluntarily by making the PD publicly available and that 

“the publishing PD in a biography or an article in the press is not the same as posting a 

message on a social media page”.191  

The courts on the other hand seem to adopt less strict interpretation, e.g., the CJEU’s Court 

of First Instance (now the General Court) while dealing with the same issue but under the 

Regulation 45/2001 (now replaced by Regulation 2018/1725) argued that the PD was made 

“manifestly public” even when it was made public not within the general public but within 

the confined place, namely, organization.192  

Some researchers propose legal test to determine if the exemption is applicable. For example, 

The exemption applies if: 1) the processing relates to PD; 2) PD are manifestly made public; 

and 3) PD are manifestly made public by the data subject.193  

The first arm is met when controller wishes to process any special category of PD concerning 

the individual.194 

The second arm of the test focuses on the intent of the data subject and requires evidence of 

an intentional, voluntary, positive act made by them to manifestly make their special 

category of data public.195 The authors reject a standard of implied intention, or what might 

be called the ‘reasonable data subject’ standard, i.e. that it is acceptable for the controller to 

establish that, in the circumstances of the particular case, a reasonable person in the data 

subject’s position would be likely to consider their personal data as having been manifestly 

made public.196 What is required is objective evidence (eg a record of signature) of the 
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explicit subjective intention. 197 The authors interpret the word public as “available to 

anyone”.198 

The third arm is satisfied when the data subject makes their personal data manifestly public, 

or at least initiates the action to make their data public through an intermediary (e.g., 

Twitter).199 

Some guidance on the exemption in question is given by the EDPB in the context of its 

Guidelines on targeting of social media users.200 While the test to assess whether the PD 

have been made manifestly public is not offered by the EDPB, the test developed by 

researchers seem to be in line with the EDPB’s reasoning. Based on the EDPB’s 

interpretation of the exemption it is however unclear what standard EDPB uses to establish 

the intentions of the data subject, i.e., whether the EDPB suggests using or rejecting a 

reasonable person standard. However, based on the EDPB’s analysis of the practical 

examples it seems that it requires the specific intention of the data subject for an exemption 

to apply and not the intent that a reasonable person would have had, meaning that it does not 

use the reasonable person standard.201 

7.5 Interim conclusion 

Upon legal analysis it can be concluded that the consent legal basis is the most suitable legal 

basis to be relied on for the OBA purpose. The EDPB highlights that the legitimate interest 

basis would not constitute an appropriate legal basis for a large-scale tracking across multiple 

websites, which is precisely the activity many Entities carry out to advertise more 

effectively. 

As empirical research findings show, many controllers violate the GDPR provisions while 

collecting PD due to their interest in collecting as much PD as possible. The controllers use 

dark patterns and design obscurity to manipulate users into giving away their PD. For 
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example, as the analysis of the Facebook’s Terms and Data Policy has showed, Facebook 

relies on the contract legitimate basis for the personalisation of the ads which in my view is 

in violation to the lawfulness principle since personalisation of the service in that case does 

not constitute an intrinsic feature of the service provided. 

The GDPR seems to fail to address the power imbalance between the Entities and the data 

subjects as has been noted by Zuiderveen Borgesius. Even when controllers rightfully rely 

on the consent legal basis for the OBA purpose the vagueness of the GDPR’s provisions on 

transparency and failure to set forth more specific obligations with regard to the fairness 

principle allow the controllers to keep the user from being aware of the extent and scale of 

their PD processing and to manipulate the users into giving away their data. Such a situation 

gives controllers the opportunity to put minimum effort into explaining how the data 

subjects’ PD is used for and allows the controllers to manipulate the users into giving away 

their PD. 

In my view in order to increase the level of protection for the rights of data subjects in context 

of OBA tightening the enforcement measures is a key; altering the GDPR’s provisions on 

transparency and fairness in a way that makes it difficult for the controllers to put only 

minimum efforts into respecting the data subjects’ rights. While completely removing 

consent requirement from data protection legislation might constitute a radical and 

unjustified measure, some paternalistic interventions might be necessary, such as stricter 

requirements for the Entities. 
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8 PROFILING AND DATA SHARING IN THE OBA CONTEXT 

In this chapter I focus on two types of data processing: profiling as defined in GDPR and 

data sharing. I analyse the relevant provisions of GDPR and assess the compatibility of the 

ways the Model operates in with those provisions.  

8.1 Profiling under the GDPR 

The Entities employ OBA to target their advertisements. The terms “OBA”, “online 

profiling” and “behavioural targeting” are used interchangeably.202 Profiling constitutes a 

crucial part of the data processing for advertising purposes. Profiling creates the added value 

for the Entities, leads to creation of new PD and helps the Entities to learn more about their 

users and thus leads to more effective advertising. However, it also creates risks not only for 

the right to protection of PD but also to other fundamental rights of the individuals.  

Profiling creates power imbalance between the profilers and the profiled.203 The companies 

use that technique in order to learn more about their customers. Such interest contrasts with 

the interests of the customers who are concerned about their privacy.204 Since the data 

analytics technologies could help the companies learn more about their users, the data 

subjects are figuratively being “studied under a microscope” as the companies could learn 

information about the data subjects that is not obvious at first sight. Therefore, it is important 

to examine the level of protection provided by the GDPR in the context of profiling. 

The GDPR was adopted to make “Europe fit for the digital age”, considering the pace 

technology is developing with.205 Data analytics tools constantly develop starting from 1970 

and becoming more widespread since more and more companies see the opportunity in using 

such technologies to increase their revenue. 206 While the GDPR regulates the collection of 

PD, establishes the data subject’s rights, it contains only limited provisions on the PD 
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analysis e.g. on profiling. Some authors agree that GDPR does not provide for strict 

guidelines on profiling.207 

Profiling creates risks for individuals, namely, it interferes with their fundamental rights, 

e.g., with the right to protection of PD, right to non-discrimination, right to equality between 

men and women.208 One of the risks is that profiling and the decisions made based on it 

might lead to discrimination. For example, Google’s online advertising system showed an 

ad for high-income jobs to men much more often than it showed the ad to 

women.209Considering the risks, it is important to ensure that there are necessary safeguards 

for protection of the rights of natural persons incorporated into the legal provisions on 

profiling. 

As has been mentioned, profiling is a crucial part of the data processing by the Entities and 

many large online corporations profit off profiling their users. For example, it appears that 

Facebook uses profiling in order to help advertisers to reach their target audiences more 

effectively. Although the information about how Facebook processes gathered data is not 

fully available, it could be implied from its Data Policy that profiling is used including for 

the advertising purposes. For example, according to Facebook’s Data Policy Facebook uses 

connections, preferences, interests and activities based on the data it collects and learns from 

the user and others (including special categories of PD the user chooses to provide) and other 

information in order to personalise inter alia ads and create personalized products that are 

unique and relevant to the user.210 Based on that it can be concluded that Facebook processes 

its users’ PD in order to analyse or predict aspects concerning their personal preferences and 

interests for the purpose of advertising more effectively, i.e. profiling is being used in 

accordance with definition in art. 4 (4) GDPR.  
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8.1.1 How does profiling work? 

Some authors distinguish 2 phases of profiling, namely Data Acquisition, Data 

Analysis/Mining.211 In the first phase data is captured through e.g. existing User Profiles, 

Cookies, Traces, Metadata. 212  Then data is analysed, i.e. cleaned and transformed “to 

automatically discover useful information and to support decision making” using Data 

Mining, Machine Learning techniques or Recommender Systems.213 Usually, anonymous 

data is used for building profiles and PD is used at the last stage of profiling where group 

profile is applied to an individual person.214 The created user profiles are essential to service 

personalization.215 It has to be noted that there’s no one way of doing user profiling, various 

techniques, methods and algorithms can be used for it.216  

8.1.2 Risks of profiling to the right to the protection of PD  

Scholars talk about risks of profiling a lot.217 Since profiling is based on processing PD it is 

natural that it might create risks for the right to protection of PD. The key risks to a right to 

protection of PD are as follows: 

Misuse of PD. One of the risks is the potential misuse of user data held by advertising 

platforms such as data leakage, unauthorized collection and sharing with third parties.218For 

example, “a profile could … be made public leading to reputational damage for the data 

subject (e.g., the data subject is exposed as a dodgy debtor), or the (personal) data contained 

in the profile could be used for fraudulent purposes.”219 

Deanonymisation, record linkage and inference of special categories of PD. To protect 

user privacy various techniques could be used such as anonymisation. Anonymisation is the 

process where each user’s unique identifier (e.g., username) is replaced with a random string 
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(an array of characters220).221 However, despite such efforts, the system still might remain 

vulnerable to active and passive analyses, meaning that the user’s identity might get 

revealed.222 In particular. there is a risk of user’s identity reveal due to record linkage.223 

Record linkage or data linkage “is the process of identifying, matching and merging records 

that correspond to the same person from several datasets or even within one dataset.”224 

Record linkage could happen unintentionally, especially when data from multiple sources is 

combined.225 Due to data analysis including profiling, special categories of data might get 

revealed. For example, Muslim taxi drivers might get identified based on moments of 

inactivity during prayer times, or the homosexual people might get identified based on their 

activity on social networks.226 

Lack of transparency. Transparency is an important principle of data protection. However, 

the users are rarely aware of what is happening to their PD behind the closed doors. Yannella 

notes that there is “lack of empirical knowledge of our algorithmically personalized digital 

environment” and that “the process by which profiling decisions are made and how they are 

experienced by users is something akin to a black box”.227 Lack of transparency could also 

be caused by copyright, trade secrets protection. 228  According to Citron, the lack of 

transparency leads to negative consequences for the data subjects, one consequence of non-

transparent profiling is the lack of a possibility to contest the outcomes of the decision-

making, because 'citizens cannot see or debate the rules.'229 
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8.1.3 The GDPR’s provisions on the profiling 

The GDPR contains only limited regulation on profiling. and refers to profiling 23 times. 230 

231 GDPR’s provisions concerning profiling include data subject's information and access 

rights (art.13-15), art. 21(1) creating a right to object to data processing including profiling 

where this processing is based on art. 6(1)(e) or (f) GDPR. Further, in case profiling creates 

“legal or similarly significant effects concerning the natural person” art. 22 GDPR on the 

automated individual decision-making, including profiling, art. 35 GDPR on Data protection 

impact assessment are applicable. 232  It goes without saying that profiling must be in 

accordance with all other GDPR provisions, e.g., the GDPR principles and rules on the legal 

basis for data processing. 

The definition of profiling is given in Article 4 (4) of GDPR. As defined in the GDPR 

profiling means “any form of automated processing of personal data consisting of the use of 

personal data to evaluate certain personal aspects relating to a natural person, in particular 

to analyse or predict aspects concerning that natural person's performance at work, economic 

situation, health, personal preferences, interests, reliability, behaviour, location or 

movements.”233  Profiling, as defined by the GDPR refers to both the creation and the use 

of profiles.234 

Based on the wording of art. 22 (1) GDPR it can be concluded that it is not applicable to 

profiling in the absence of solely automated decision-making producing legal or similarly 

significant effects.235 Profiling alone however still gives rise to safeguards under Articles 13 

to 15 GDPR (namely, information and access to PD).236 

Kaltheuner, and Bietti rightly point out that the wording of some of GDPR’s provisions on 

profiling is unclear. They note that the «Article 22(1) suggests that profiling is distinct from 

decision-making and is a form of automated processing while the wording in Articles 
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13(2)(f), 14(2)(g) and 15(1)(h), e.g., the words “automated decision-making, including 

profiling” suggests that profiling is a form of decision-making. » 237  That means that 

according to wording of some GDPR provisions automated processing is a term that includes 

both profiling and automated decision-making and according to the others that profiling is 

just a form of the latter. However, such differing classification does not seem to have any 

legal consequences since the mentioned articles cover both terms (automated decision-

making and profiling). 

8.1.3.1 Solely automated decision-making in the OBA context: applicable in limited 

circumstances only 

According to the art. 22 (1) GDPR “The data subject shall have the right not to be subject to 

a decision based solely on automated processing, including profiling, which produces legal 

effects concerning him or her or similarly significantly affects him or her.” 

The language of the article is indeed confusing as Veale and Edwards note.238So far there’s 

no CJEU judgment on the art. 22 GDPR.239.Different consequences arise depending on its 

interpretation. If interpreted as prohibition, then such a processing is prohibited unless the 

exceptions apply. If interpreted as a right then such processing is allowed unless the data 

subject invokes her right; in case the exceptions apply, the data subject loses such a right. 

The Art.29WP interprets the provision as a prohibition which according to Veale and 

Edwards equals to an “unauthorised law-making”.240 In my view, the CJEU would support 

Art.29WP’s interpretation since CJEU applies integrative cumulative approach to 

interpretation, i.e. it "considers the wording of the provision, in the legal context and general 

scheme in which it occurs ... in the light of its purposes and objectives, including the system 

and objectives of the EU Treaties”; the text is relevant but not preeminent for the CJEU. 241 

It appears that the Art.29WP interprets the art. 22 GDPR using subjective and textual 

contextual interpretative approaches, i.e. it takes into account intention of the drafters and 
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interprets the article in context with the rest of the text of the GDPR, i.e. the Art.29WP just 

like CJEU does not interpret the legal provision in question in isolation.242  

As has been shown above the art. 22 GDPR is applicable to solely automated decision-

making including profiling producing legal or similarly significant effects concerning the 

data subject. Therefore, whether the decision is solely automated and whether it has legal or 

similarly significant effect is important in order to establish if the art. 22 GDPR is applicable.  

The decisions to show ads seem to belong to solely automated decision category. Many ads 

are shown to people online daily, e.g. most Americans are exposed to around 4,000 to 10,000 

ads each day.243Therefore, it appears to be impossible that there’s human intervention in 

every decision to show an ad on e.g., Facebook and it is more likely the automated systems 

are making those decisions e.g. as it happens in Google.244  

Examples of the decisions producing legal effect include cancellation of a contract; 

entitlement to or denial of a particular social benefit granted by law, such as child or housing 

benefit; refused admission to a country or denial of citizenship.245 It is clear that those 

decisions in their effect significantly differ from a decision to show a particular 

advertisement to a data subject, the decision usually taken in the OBA context. The 

Art.29WP Guidelines say that “only “serious impactful effects” are covered by the article. 

If the decision in question does not produce legal effect, it is therefore necessary to establish 

whether such a decision produces similarly significant effect as mentioned in the art. 22 

GDPR. However, whether targeted advertising produces similarly significant effect is 

subject to a debate.246 The Art.29WP notes that in many cases the decision to show an ad 

based on profiling will not have a similarly significant effect on individuals 247 . The 

Art.29WP gives some guidance on whether a decision to show an online advertisement has 

similarly significant effect or not by listing the factors to take into consideration when 
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making an assessment such as intrusiveness of the profiling, the expectations and wishes of 

the individual concerned etc.248However, if the decision has such effect would depend on 

each particular case. 249250  As an example, the Art.29WP illustrates the situation where 

“someone known or likely to be in financial difficulties who is regularly targeted with 

adverts for high interest loans may sign up for these offers and potentially incur further 

debt”.251Therefore in such a situation it might be argued that the decision to show the 

advertisement had a significant effect on the individual. 

Some authors believe that the art. 22 GDPR does not provide adequate protection for the 

data subject rights online. Brownlie highlights the incompatibility of the art. 22 GDPR and 

“heavily personalized online environments” such as Facebook.252 since the art. 22 GDPR 

does not take account of gradual and continuous effect of advertising in such 

environments.253Brownlie believes that such environment produces “insidious and gradual” 

effects on individuals which makes it difficult to see which decision exactly created the 

similarly significant effect since “the effect is developed gradually through continuous 

exposure to the ads”.254 While the art. 22 GDPR indeed refers to “a decision” in singular, 

the Art.29WP in one of the examples suggests that regular targeting with ads might trigger 

the article and suggests taking into account “the intrusiveness of the profiling process, 

including the tracking of individuals across different websites, devices and services” when 

assessing whether the decision to show an ad has similarly significant effect.255 Therefore 

considering that the intrusiveness of profiling is a factor that needs to be taken into account 

during such an assessment, it might be the case that the “insidious and gradual” effects are 

covered by the art. 22 GDPR as is the case e.g. when a financially vulnerable person is 

regularly targeted with the high loan ads. 
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8.1.3.2 Special categories of PD and the profiling 

8.1.3.2.1 Processing of the proxy data that might reveal the special categories of PD 

As has already been discussed, under the art. 9 GDPR the processing of the special categories 

of PD is prohibited unless the exemptions set out in the article apply.  

However, there are situations where some PD in and of itself might not be considered to be 

a special category of PD, however it can reveal information about sensitive attributes through 

linkage and inference.256 Such data is called proxy data. 

In the context of profiling, the question of whether the controller processing such proxy data 

would have to comply with the requirements for sensitive data is of particular interest. In 

addition, should the controller be responsible for the violation of the GDPR if it processes 

the special category of PD accidentally? 

The EDPB suggests that proxy data might turn into the sensitive data proxy data “are 

combined with the other data or because of the context in which the data are processed or 

the purposes for which they are being used.”257 Therefore, either a) the combination of the 

proxy data with other data; or b) context in which PD are processed; or c) purposes of the 

processing might lead to such data being turned into the special category of data. 

Some authors are of an opinion that proxy data can be classified as sensitive data depending 

on 2 conditions: (1) the intention to infer the sensitive attributes, and (2) the reliability of 

data.258 Whether one, both or perhaps neither condition must be met to re-classify non-

sensitive source data as sensitive data capable of revealing sensitive information is a point 

of disagreement and a subject of a debate.259  

If 2 conditions need to be met for that purpose, then whether data is sensitive would depend 

on whether the controller has an intention to infer special category of data and if the data 
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“provides a reliable or statistically significant basis to infer sensitive information”. 260 

General Court seems to affirm the reliability requirement in the Egan v Parliament case.261 

(along with the Court of Justice, the General Court is one of the EU’s courts constitute the 

CJEU.262) 

The EDPB Guidelines on targeting of social media users discussing inter alia the use of 

special categories of data in such targeting do not mention neither intentionality nor 

reliability requirements for PD to be classified as sensitive data.263 However, it seems that 

the EDPB uses the intentionality requirement, although it does not mention it explicitly.  

At a first glance, upon the analysis of the EDPB’s reasoning, it might appear that mere fact 

that the combination of data led to the special category of PD being revealed triggers the art. 

9 GDPR. However, in one of the examples, the EDPB denies such an assumption.264 

Specifically, the EDPB states the following: “the mere fact that a social media provider 

processes large amount of data which potentially could be used to infer special categories of 

data does not automatically mean that the processing falls under Article 9 GDPR. Article 9 

will not be triggered if the social media provider’s processing does not result in inference of 

special categories of data and the social media provider has taken measures to prevent that 

such data can be inferred or used for targeting.”.265 Thus, it appears that unless the controller 

has an intention to infer special categories of PD (e.g., the controller targets the users based 

on such data) the art. 9 GDPR will not be triggered. It means that the EDPB seems to apply 

intentionality requirement in order to establish whether the special category of PD is being 

processed. 

On the other hand, e.g., Wachter is of an opinion that the use of intentionality and reliability 

as thresholds should be avoided overall.266 According to Wachter the application of the 

intentionality test allows sensitive attributes to influence targeted advertising even when 

controller does not have an intention to infer such sensitive data but uses proxy to such 
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sensitive data instead.267268 And even if the inference is drawn from unreliable source it still 

could affect the data subject adversely therefore those requirements seem to be the artificial 

obstacles to higher protection to sensitive data according to Wachter.269  

While I agree with the arguments for avoiding the reliability criterion, in my view, 

abandoning the intentionality requirement would lead to undesirable situations where the 

controller could become liable for the violation of the art. 9 GDPR even when it was not 

aware of the fact that it processes the sensitive PD, e.g., in case a machine learning program 

by itself inferred the sensitive data from the proxy data. In that regard, the EDPB’s approach 

seems to be more balanced. The EDPB seem to use the intentionality criterion and to require 

the controller to demonstrate that it took necessary measures to prevent the inference of the 

sensitive categories of PD, i.e. uses objective criterion to establish intent. 

8.1.3.2.2 The affinity profiling 

Wachter discusses the idea of so-called affinity profiling used by the Entities to target the 

users based on the special categories of PD to avoid triggering the special regime for 

sensitive data. 

According to Wachter, affinity profiling is a profiling which does not directly infer a user's 

sensitive data, but rather uses other data to measure the user's "affinity" for groups.270 

According to example given by Watcher, Facebook used the users’ interest in culture of 

certain group e.g. the culture of African-American minority to target ads.271 Such interest 

serves as proxy to sensitive data such as ethnicity of a user. However, Facebook denied 

allegations of ethnic profiling and according to Guardian stated that its tools “don’t allow 

advertisers to segregate by race”. 272 While Facebook denied that it had an intention to use 

ethnic profiling as a result of profiling based on user “interest in a particular culture” people 
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of different ethnicities received different ads, i.e., the situation the additional protection of 

art. 9 GDPR was designed to prevent has been materialised.  

However, the affinity profiling is in violation with the GDPR. According to the EDPB 

“assumptions or inferences regarding the special category of data would also constitute a 

special category of PD”.273 For example, “use of the targeting category “interested in left 

wing liberal politics” amounts to the processing of special categories of data, as this category 

could easily be used as a proxy to target individuals who have left wing liberal political 

beliefs.”274 The EDPB further states that “as long as the categorisation enables targeting 

based on special category data, it does not matter how the category is labelled.”275Therefore 

it means that targeting based on the special categories of data such as affinity profiling has 

to comply with the special regime requirements for special categories of PD. 

8.2 Data sharing to the third parties 

The objective of the GDPR is “to ensure an equivalent level of protection of natural persons 

and the free flow of personal data throughout the Union”.276Flow of PD is achieved through 

data sharing and such sharing should respect the rights of data subjects. Done well data 

sharing could be beneficial for organisations, individuals and society.277  

8.2.1 Risks of the data sharing for commercial purposes 

Some data sharing seem to pose higher risks for the data subjects, e.g., the data sharing for 

commercial purposes poses higher risks compared to the data sharing for compliance with 

the legal obligation due to inherent conflict between the interests of the Entities and the data 

subjects. 

The companies that generate revenue through the Model often stress that user privacy is 

important for them. For example, Facebook states that it “takes data protection and people's 
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privacy very seriously and [it is] committed to continuing to comply with data protection 

laws”.278Facebook states that it does not sell user’s PD to advertisers and does not share 

information that directly identifies user (such as user’s name, email address or other contact 

information) with advertisers unless she gives Facebook specific permission.279 Selling of 

PD and sharing the PD in exchange for other than monetary benefits are different concepts 

but have similar consequences for the data subjects.  

While Facebook does not sell the PD, NYT investigation published in 2018 revealed that 

Facebook “had special arrangements with more than 150 companies to share its members' 

personal data.”.280 According to the mentioned report, the third parties were able to gain 

access to “users' private messages and to see the names, contact details and activities of their 

friends”.281 Facebook however denied such allegations by stating that “never gave others 

access to personal data without people's permission and had seen no evidence that the data 

had been misused”.282  

Facebook shares the PD with so-called third-party apps. One of the risks is that the data 

might fall into wrong hands, since anyone could create an app on Facebook.283 While such 

sharing is often done with the consent of the users, what happens to the PD next is subject 

to separate privacy policies of those apps284. As has been shown earlier privacy policies are 

rarely read by the users, therefore consenting to such processing might lead to unexpected 

and negative consequences for the data subjects.285 

While some data sharing might comply with the law, i.e., the PD is shared with consent of 

the user it still might lead to undesirable consequences for the users. For example, the Wall 

Street Journal (WSJ) study reported that many third-party apps on Facebook were extracting 

identifiable user information from the platform and shared this bounty with advertising 
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companies.286 Another example is an infamous case of Cambridge Analytica (CA), where 

the app called “thisisyourdigitallife” collected data from about 87 million people and shared 

it with CA. 287The latter in turn used the received PD to help conservative campaigns target 

online advertisements and messaging.288 It is obvious that such massive data sharing is not 

desirable for the data subjects even if it is done with the users’ consent. Such situation is 

caused due to the interest of the Entities to share and thus profit off the PD collected. 

In addition to seemingly legal data sharing, Facebook was caught in several scandals for 

illegitimate PD sharing. For example, it shared PD with around 60 device makers such as 

Samsung, Apple etc. without users’ consent and even after declaring that such sharing will 

no longer take place.289  

Considering the abovementioned and taking into account the effects of PD sharing on the 

rights and interests of the users such PD sharing requires more attention from regulators.  

8.2.2 The relevant GDPR provisions on the data sharing and the third parties 

While the PD processing covers data sharing with the third parties, the GDPR does not 

contain specific provisions on data sharing, apart from the regulation of international data 

transfers.290 There are also no EDPB guidelines or opinions on that topic. 

According to the art. 4 (2) GDPR “disclosure by transmission, dissemination or otherwise 

making available” as well as storage and use falls under the PD processing. Therefore, both 

disclosing and receiving party (the latter is the party that stores and makes use of received 

PD) have to comply with the GDPR if the exceptions from the material (art. 2 GDPR) and 

territorial scopes (art. 3 GDPR) don’t apply.  
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The Entities often include clauses about data (including PD) sharing with so called “third 

party partners”.291 In principle, the data sharing goes in both directions: from controllers to 

the third parties and from the third parties to controllers. For example, Facebook collects 

some data through “Facebook Connect”, a tool that allows integrating Facebook and a third-

party app. 292 The use of Spotify through signing into the Spotify app with one's Facebook 

credentials could be taken as an example where the user allows sharing some data with 

Facebook. 

Art 4 (10) GDPR gives a definition to a third party. According to art 4 (10) GDPR third party 

means “a natural or legal person, public authority, agency or body other than the data subject, 

controller, processor and persons who, under the direct authority of the controller or 

processor, are authorised to process personal data”. The processors are not considered to be 

third parties within the meaning of GDPR contrary to the definition of third parties used in 

business language.293 

In addition to third party, there’s also another actor who is different from controller, 

processor and a third party. The actor is a recipient; the concept is defined in art. 4 (9) GDPR. 

The term recipient covers anyone who receives PD, whether they are a third party or not. 294 

For example, when a controller sends PD to another entity, either a processor or a third party, 

this entity is a recipient. A recipient shall be considered a controller for any processing that 

it carries out for its own purpose(s) after it receives the data.295 According to the EDPB the 

third party and the recipient are “relative concepts in the sense that they describe a relation 

to a controller or processor from a specific perspective”.296The difference between the 

recipient and the third party lies “mainly in their relationship to the controller and, 

consequently, in their authorisation to access personal data held by the controller.”297  
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Recipient is a broader category than a third party and could include a third party; recipient 

does not always have to have a legal basis for processing, e.g. if a recipient is an employee 

of a controller (processor) authorised to processing of such data by the controller 

(processor).298 While an employee of a controller or a processor does not have to have a 

separate legal basis in case they are authorised for such a processing by a controller for 

processing, a third party has such an obligation.299   

Since there are no EDPB guidelines on data sharing with the third parties, the ICO’s Data 

sharing Code of Practice published for public consultation might be of interest. 300The 

document gives clarifications and recommendations on compliance with the Data protection 

act implementing GDPR in the UK. It regulates the data sharing between controllers.301The 

document in question offers classifications of data sharing types that includes ad-hoc data 

sharing, routine data sharing and data pooling, where data pooling refers to “form of data 

sharing where organisations decide together to pool information they hold and make it 

available to each other, or to different organisations.”302  

ICO recommends to have data sharing agreement in place to demonstrate controller’s 

accountability under GDPR.303 ICO notes however on its website page concerning data 

sharing agreements that it is not mandatory to have such an agreement in place. 304 

While ICO acknowledges that “organisations that you share data with take on their own legal 

responsibilities for the data, including its security”, it states that controller should take 

reasonable steps to ensure that PD transmitted is protected with adequate security e.g., the 
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sharing controller should ensure that the recipient understands the nature and sensitivity of 

data and that there is a set of security standards incorporated into data sharing agreement. 305  

It appears that the recommendation to take reasonable steps to make sure that the transmitted 

PD is protected with adequate security stems from interpretation of art. 32 and 35 GDPR by 

ICO. It is not explicitly mentioned in the text of art. 32 GDPR that the controller is obliged 

to take reasonable steps to ensure the security of transmitted PD.  For example, the art. 32 

(1) GDPR requires the controller and processor processing PD (including disclosure of PD 

by transmission306) to implement “appropriate technical and organisational measures to 

ensure a level of security appropriate to the risk” for the rights and freedoms of natural 

persons. Moreover, art. 32 (2) GDPR says that “in assessing the appropriate level of security 

account shall be taken in particular of the risks that are presented by processing, in particular 

from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or 

access to personal data transmitted, stored or otherwise processed.”. In my opinion, it is 

difficult to say that the art. 32 GDPR is read as meaning that the transmitting controller is 

responsible for taking reasonable steps to ensure that the receiving party has an appropriate 

level of security as well, considering that the receiving controller is a separate entity. 

However, according to art. 35 GDPR in case the processing is likely to result high risk for 

rights and freedoms of natural persons the controller must conduct DPIA. According to art. 

35 (7) (d) GDPR such assessment must contain “the measures envisaged to address the risks, 

including safeguards, security measures and mechanisms to ensure the protection of personal 

data and to demonstrate compliance with this Regulation taking into account the rights and 

legitimate interests of data subjects and other persons concerned.” Therefore, it appears that 

in case the controller suspects that the data sharing might create a high risk for the rights and 

freedoms of natural persons the controller must take the measures to address such risk taking 

into account inter alia “legitimate interests of …other persons concerned”. 307In my view 

such other persons might include the receiving controllers as well. In my opinion, such 

measures might include incorporation of security standards into data sharing agreement as 

suggested by ICO and taking other reasonable steps to ensure security of data transmitted 

 
305 ICO Draft data sharing code of practice Version 1.0 for public consultation (2019), p. 
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considering the interests of the receiving controller, e.g., its interest in regulating its own 

internal affairs including deciding what security measures should be taken concerning the 

processing of PD.308  

In my opinion, explicitly requiring controller to take reasonable steps to ensure the security 

of the PD shared in all PD sharing operations and not only the ones that might create high 

risk for the rights and freedoms of natural persons would be more effective for protection of 

the rights of the individuals. 

8.3 Transparency in context of profiling and data sharing 

8.3.1 Transparency under the GDPR 

The principle of transparency is set in the art. 5 (1) (a) GDPR, however the term is not 

defined in the GDPR.309  EDPB endorsed the guidelines on transparency issued by the 

Art.29WP which provide “practical guidance and interpretative assistance” on the 

transparency obligations.310  

The EDPB guidelines on transparency discuss the elements of transparency (such as e.g., 

“concise, transparent, intelligible and easily accessible”) in detail.311 Recital 39 of GDPR 

gives a glimpse into meaning of the concept of transparency by stating that the fact of their 

PD is being processed and extent to which it is/will be processed should be transparent to 

natural persons and that any information regarding PD processing should be “easily 

accessible and easy to understand.”312  

Transparency is closely linked to the other data protection principles. However, the 

relationship between transparency and lawfulness and fairness seems to be complex, e.g., it 
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appears that the Art.29WP views transparency as a separate principle but at the same time 

as a fundamental aspect of the lawfulness and fairness principles.313  

According to the EDPB, “the key articles in relation to transparency in the GDPR, as they 

apply to the rights of the data subject, are found in Chapter III (Rights of the Data Subject). 

Article 12 sets out the general rules which apply to: the provision of information to data 

subjects (under Articles 13 - 14); communications with data subjects concerning the exercise 

of their rights (under Articles 15 - 22); and communications in relation to data breaches 

(Article 34)”314  

The recital 39 GDPR says that the principle of transparency concerns the right of data 

subjects to obtain confirmation and communication of PD concerning them which are being 

processed, so called the right to access.315 To exercise the right to access the data subjects 

can request copy of PD according to art. 15 (3) GDPR. The right in question “shall not 

adversely affect the rights and freedoms of others”, meaning that the right is not absolute 

and it should be balanced against the rights and freedoms of others.316For example, there 

might be situations where the provision of the copy of PD may conflict with copyright 

protection of the data controller who is usually the right holder/author of the copy.317 

8.3.2 Ineffectiveness of the GDPR’s provisions on transparency 

Transparency is necessary to keep the companies accountable.318 The main tool through 

which the transparency principle is implemented is provision of information. However, such 

an approach does not seem to fulfil its purpose. Since humankind entered into information 

society people have started consuming more information.319  For example, “the average 

American consumes about 34 gigabytes of data and information each day, an increase of 

about 350 percent over nearly three decades”.320 Some authors state that the Information Age 
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we entered is characterised by “surfeit of information relative to the ability (or desire) to 

process it”.321 

Moreover, research suggests that attention span of new generation, so called generation Z is 

shorter than that of the previous generation and that they to tend to “reject the “information 

dump” type lectures, preferring sensorial, immersive learning experiences that are 

interactive, pragmatic, gamified”. 322  Therefore, considering the changes happening in 

society, flood of information and shortening of attention span it does not seem to be effective 

to rely on individual’s ability and desire to read through lengthy privacy policies and take 

appropriate actions regarding their PD. 

Scholars point out the lack of transparency in current data processing practices. Van de 

Waerdt identified several problems that lead to lack of transparency in the PD processing by 

Data Driven Companies – DDCs (companies that “operate primarily on the collection, 

analysis, processing, and monetization of PD”) 323  , namely, information asymmetries 

between consumers and DDCs and placement of burden of controlling how their PD is 

processed on the formers.324  Van de Waerdt is of an opinion that “the GDPR is equipped 

for making data controllers provide blanket information but it does not lead to de-facto 

transparency for the consumer. ” 325  According to him “even if the GDPR were to be 

followed to the letter it is not justified to assume that the average consumer can oversee this 

entire process, understand it, and effectively invoke his rights.” Van de Waerdt goes as far 

as stating that “current online reality has already outpaced the reality which the GDPR 

appears to have been written for”.326  

In addition, Van de Waerdt makes an important distinction between the DDCs (the 

companies whose “business model revolves entirely around monetization of PD”) and 

conventional companies and suggests to update the GDPR “to account for unique 

characteristics of DDCs. 327 Such an approach seems to be reasonable since DDCs create a 
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situation where their commercial interests clash with the right to protection of PD of 

individuals and where significant power imbalance between the mentioned parties exist 

which in turn means that in such situation the data subjects’ rights and especially the right 

to the protection of their PD require higher level of protection. 

8.3.3 Transparency in the OBA and in the data sharing contexts 

Some authors argue that there is an additional right, the so called right to explanation (RtE) 

that gives data subject an opportunity to understand the logic involved in automated 

decision-making systems and thus makes it more transparent.328 Existence of a right to 

explanation in GDPR is disputed, however such a debate is outside of scope of this thesis. 

The proponents of the idea that the RtE exists argue that its core is contained in art. 13, 14, 

15, 22 GDPR.329 The scholars note that RtE is constrained by the IP rights. 330 331 In addition, 

it is necessary to mention that even if the right existed it would be applicable in limited cases, 

i.e., in case of solely automated decision-making that has legal or other similar significant 

effect.332 As it is rare that advertising has legal or similarly significant effect, the RtE it 

would apply in limited circumstances only in OBA context. 

When it comes to transparency, in particular, the art. 14 GDPR is of relevance when the PD 

was received from third parties, data brokers, public sources, other data subjects.333 

In the context of data sharing, according to the art. 13 (1) (e) and art. 14 (1) (e) GDPR the 

controller should provide data subjects with the information on the recipients (or categories 

of recipients) to whom PD is disclosed.334 According to the EDPB providing the name of the 

recipients is preferable and I agree with that approach. 335  In my view the words “or 

categories of recipients” should be omitted in order for data subjects to be aware of the actual 

number of parties their PD is being shared to. 
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8.4 Interim conclusion 

While the controllers could formally comply with the GDPR rules on the profiling and data 

sharing, the protection provided by GDPR does not appear to be adequate. For example, 

when it comes to profiling for the purposes of OBA the data subjects in most cases cannot 

demand the controller to disclose the information on the logic involved when showing the 

ad on the basis of profiling and the higher protection offered for solely automated decision-

making creating legal or similarly significant in most cases does not apply to the decisions 

to show ads. When it comes to the data sharing, the existing rules also do not provide an 

effective protection to the data subjects’ rights. In this regard, obliging the sharing controllers 

to take reasonable steps for ensuring security of the shared PD would improve the level of 

protection of data subjects’ rights. In addition, stricter obligations for the Entities would 

allow taking account of the existing power imbalance between them and their users.  
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9 THE COMPATIBILITY OF THE MODEL WITH THE DPBD AND DPBDF 

PRINCIPLES 

The PbD is seen as a solution to existing privacy issues in online context by some authors. 

The concept gained more attention from academia and practice since it has been enshrined 

into the art. 25 GDPR. 336  In this chapter I will examine whether the Model and the 

provisions of the art. 25 GDPR are compatible, i.e., whether it is possible to comply with 

such obligations for Entities and whether the provisions provide effective protection for the 

rights of individuals in the context of functioning of the Model.  

In this chapter I argue that the Model is incompatible with the mentioned provisions in a 

sense that while the Entities might formally comply with the requirements of the art. 25 

GDPR, such formal compliance does not lead to the effective protection of the rights of 

individuals. 

PbD is an almost 20-year-old goal and slogan337 The author and PbD pioneer Cavoukian 

introduced 7 principles of PbD in the 90s.338According to Cavoukian, “privacy by design is 

the philosophy and methodology of embedding privacy into the design specifications of 

information technologies, business practices, and networked infrastructures as a core 

functionality”. 339  According to Levin “PbD is an approach to privacy which urges 

organizations to design privacy into new initiatives rather than deal with privacy as an after-

the-fact "problem"”. 340  Back then when the idea was introduced “PbD represented 

significant shift from traditional approaches to protecting privacy” that was described by 

Alexander Dix (former Berlin Commissioner for Data Protection and Freedom of 

Information) as "locking the stable door after the horse has bolted"”.341 
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The concept has become a buzzword ever since it was introduced.342 The regulators see a 

potential in implementation of the principle of PbD.343 The art. 25 of the GDPR could be 

seen as an attempt to incorporate PbD principle into the data protection legislation. The 

concept of PbD has gained a considerable attention from scholars from various fields. 

However, from legal perspective the way the principle was implemented into legislation 

through the art. 25 GDPR receives a lot of criticism and the article’s effectiveness is doubted. 

There is also debate concerning whether the article should be read as requiring hardcoding 

the data protection rules into the software and whether such hardcoding could help reaching 

the goals of PbD more effectively. Those issues will be discussed further in this chapter. 

9.1 The analysis of the art. 25 GDPR provisions 

The DPbD and DPbDf are introduced in art. 25 GDPR and is a novelty brought by the GDPR 

compared to DPD. Article 25 has no exact equivalent in the DPD, the latter does contain 

similar provisions in the art. 17 and recital 46 but those provisions make emphasis on the 

security of data processing.344 Recital 46 of the DPD that is not legally binding says that 

appropriate technical and organisational measures need to be taken inter alia “at the time of 

the design of the processing systems” in order to “ maintain security and thereby to prevent 

any unauthorised processing”.345 As could be seen from the text of the recital, the goal of the 

mentioned measures to be taken is to “maintain security”. On the other hand, the provisions 

of the art. 25 GDPR are aimed at incorporation of the PbD doctrine into the data protection 

legislation.346 The underlying objective of art. 25 GDPR is “to integrate privacy throughout 

the lifecycle of various technologies and applications that process personal data”. 347 

Therefore, the GDPR goes further than DPD and introduces new obligations on controllers 

that are separate from obligations to maintain security set in the art. 32 GDPR. 

The relationship between the PbD and PD security is also of interest. GDPR contains 

separate provisions on the DPbD and DPbDf aiming to incorporate PbD principle into the 

law on the one hand and on the PD security (art. 25 and art. 32 of GDPR respectively) on 
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the other hand. The art. 25 and art. 32 GDPR structured similarly, moreover the art. 25 (1) 

and the art. 32 (1) GDPR have similar wording and e.g., name pseudonymisation as an 

example of measures to be taken. The difference between the provisions is in the goal to be 

achieved through and that the art. 32 GDPR puts obligations on the controller and processor 

while the art. 25 GDPR puts obligations on controller only. The goal to be achieved under 

the art. 32 (1) is “to ensure a level of security appropriate to the risk” which is different from 

the goal of the art. 25 GDPR. According to Schaar “PbD goes beyond maintaining security. 

PbD in addition includes the idea that systems should be designed and constructed in a way 

to avoid or minimize the amount of personal data processed”.348 PbD includes data security 

as could be seen from 7 foundational principles of PbD which include “end-to-end security 

– full lifecycle protection’ as one of the principles.349 

The art. 25 (2) GDPR sets the requirement for implementation of the DPbDf principle. 

According to the EDPB “appropriate “technical and organisational measures” in the context 

of data protection by default…applied specifically to implementing the principle of data 

minimisation”.350  Therefore, the data minimisation principle plays an important role in 

implementation of the DPbDf. 

The EDPB claims that DPbD and DPbDf should be used as “means to achieve competitive 

advantage” and that implementation of those principles will provide positive benefits for 

controllers. 351 It appears to be true that the users more and more start preferring privacy 

preserving services. For example, Telegram, which says that “it prioritises users’ privacy 

and security…added more than 25 million users following concerns over a new WhatsApp 

privacy policy and confusion about whether the policy would mandate data sharing with 

Facebook. Telegram then announced that it topped 1bn downloads and had 500 million 

monthly active users” according to Guardian.352 
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Bygrave argues however that widespread adoption and use of PETs are “likely to be stymied 

by pervasive methods of business and government that are fundamentally at odds with strong 

forms of privacy hardwiring.”. 353 As an example he uses the case of blocking the use of ad-

blocking products by Google.354 Thus it appears that despite the attempts to protect user 

privacy through the art. 25 GDPR the interests of the Entities prevail in reality. 

9.2 Responsible parties under the art. 25 GDPR: the producers are not included 

Article 25 GDPR puts obligations on the controllers. It does not contain express obligations 

for the processors and the producers. “Producers” are only mentioned once, in the recital 78 

which says that “when developing, designing, selecting and using applications, services and 

products…producers of the products, services and applications should be encouraged to take 

into account the right to data protection… and, with due regard to the state of the art, to make 

sure that controllers and processors are able to fulfil their data protection obligations”. The 

EDPB in its guidelines on DPbD and DPbDf gives recommendations for processors and 

producers stating that “producers and processors should seek to facilitate DPbD 

implementation in order to support the controller’s ability to comply with Article 25 

obligations” and that “design of products and services should facilitate controllers’ 

needs”355. Thus, there is no legal obligation for the producers to comply with the art. 25 

GDPR, the article merely attempts to encourage the producers indirectly to take into account 

data protection when developing their products and services. The controllers remain 

responsible for meeting the obligations set in art. 25 GDPR. 

9.3 Obligation of means or obligation of goal? 

The Art.29WP Guidelines call the obligations under the art. 25GDPR the obligations of 

means, rather than obligation of goal. 356 At the same time, some authors are of the opinion 

the obligation set by art. 25 (1) GDPR is an obligation of result (goal) since the article obliges 

to achieve a particular result, i.e. “to meet the requirements of this Regulation and protect 
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the rights of data subjects.”.357 In my view, the distinction is important to assess whether the 

controller complied with its obligations under the art. 25 (1) and art. 25 (2) GDPR. 

In my opinion, the obligation under art. 25 (1) GDPR is an obligation of means and the 

obligation under the art. 25 (2) GDPR is an obligation of result. Obligation of means is also 

called obligation of conduct. “In a civil law tradition, an obligation of conduct is an 

obligation to endeavour or strive to realize a certain result.”358 “In contrast, in the case of 

obligation of result… there is a burden on a person… to attain a precise result.”359  The 

distinction between the obligations of result and obligation of means is also made e.g. by 

authors in the area of international law.360  In the case of Plattform “Ärzte für das Leben” v. 

Austria ECtHR held that the Contracting States cannot absolutely guarantee the lawful 

demonstration to proceed peacefully and therefore the obligations under the art. 11 of ECHR 

are deemed to be obligations of means.361 According to the European Court of Human 

Rights, the obligation of result is an obligation to achieve a specific result whereas an 

obligation of means is an obligation as to specific measures to be taken.362  Under the 

obligation of means, there’s “a wide discretion in the choice of the means to be used”.363 

If assumed that such concepts as “obligation of means” (obligation of conduct) and 

obligation of result” (obligation of goal) are applicable not only in human rights law and 

national civil law legal systems but in e.g., European data protection law as the concepts 

applicable to legal obligations in general, then the obligations under the art. 25 GDPR could 

also be classified in the same way. Thus, in the context of art. 25(1) GDPR the controllers 

cannot absolutely guarantee that data subjects’ rights are protected, but are required to 

manage the risks posed to data subjects’ rights by their data processing activity, therefore 

the obligations under the mentioned article are obligations of means. 
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On the other hand, provisions of art. 25 (2) GDPR seem to be the obligations of result since 

the specific result is achievable, i.e., controller could ensure that “by default, only personal 

data which are necessary for each specific purpose of the processing are processed” and also 

could achieve that “the amount of personal data collected, the extent of their processing, the 

period of their storage and their accessibility” are in line with this obligation.364
 Bygrave 

seems to hold the same view.365 

Thus, when assessing compliance with the art. 25 (1) GDPR the controller is expected to do 

its best to ensure that the rights of data subjects are protected. As to the art. 25 (2) GDPR to 

comply with its obligations the controller should achieve a particular result. EDPB however, 

considers both obligations to be obligations of means.366  

9.4 Criticism of the art. 25 GDPR 

The GDPR provisions on DPbD and DPbDf are heavily criticized. Authors call it 

“hopelessly vague” and argue that it is “broad, vague, almost meaningless, catch-all 

provision that does not reflect the privacy by design literature.” and that it “suffers from 

multiple weaknesses”. 367  368  Indeed, it appears that the provisions of the article are 

“toothless” and they just reinstate that the principles of the GDPR must be respected during 

the data processing activities. Waldman is of the same opinion saying that “Article 25 is 

repetitive of other sections of the GDPR and has no identity of its own.”369 

The EDPB puts an emphasis on the effectiveness of the measures to be taken pursuant to the 

article 25 GDPR. For example, it offers the controllers to use KPIs to demonstrate the 

effectiveness of the taken measures. 370  At the same time, the EDPB also states that 

effectiveness could also be demonstrated through “providing the rationale behind 

…assessment of the effectiveness of the chosen measures and safeguards”, meaning that the 
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controllers are not obliged to implement such an enhanced performance measurement 

technique as KPI.371 According to the EDPB “whether or not measures are effective will … 

depend on the context of the processing in question and an assessment of certain elements” 

that are set out in the art. 25 (1) GDPR, namely “the state of the art, the cost of 

implementation and the nature, scope, context and purposes of processing as well as the risks 

of varying likelihood and severity for rights and freedoms of natural persons posed by the 

processing”.372  The assessment required by the art. 25 (1) seems to be similar to DPIA in 

art. 35 GDPR, the difference being that the latter is required to be conducted where 

processing ‘is likely to result in a high risk’.373In my opinion, the position the DPAs take on 

the enforcement of the art. 25 GDPR could influence the degree of seriousness to which the 

obligations it sets down are treated with by the Entities. 

Upon analysis of the article, it appears that many decisions regarding implementation of such 

provisions are left to a discretion of the controller. According to the art. 25 GDPR controller 

shall implement “appropriate technical and organizational measures” in “an effective 

manner”. No concrete measures are required to be taken under the article which makes it 

vague. Waldman argues that “vague mandates leave extraordinary interpretive latitude to 

regulated entities on the ground, many of whom would seek to minimize their obligations 

rather than take on pro-consumer responsibilities”374 

In addition, the art. 25 (3) GDPR states that a certification mechanism may be used to 

demonstrate compliance, however it is not an obligation. In my view, the article would have 

carried more weight if the certification was required. Perhaps legislator intended such a 

certification to become a common way of demonstrating compliance or signalling to data 

subjects that the service is privacy preserving. Indeed, in some fields certification is not a 

legal requirement but something that became a custom in some markets, e.g. data protection 

professional certification in a job market for data protection specialists.  
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In my view the art. 25 GDPR is only a first step towards incorporation of privacy by design 

doctrine into legislation. It well may be that the provision will get more specified in the 

future.  

Presently however, also from the software engineering perspective it is argued that the “legal 

frameworks and standards alone are insufficient to preserve the privacy of data subjects” and 

that “they need to be accompanied with methodologies, guidelines and tools to aid software 

engineers in addressing the complexity and variability of privacy issues in the early stages 

of the design process.”375 It means that the problems around the art. 25 GDPR include not 

only the vagueness of its provisions rendering them ineffective, but also the difficulties the 

software engineers face in implementation of such principles in practice. 

The EDPB acknowledges that due to the many online service providers asking for consent 

the users could experience “click fatigue” and reminds that “the GDPR places upon 

controllers the obligation to develop ways to tackle this issue”.376 And while there are indeed 

obligations for controllers to implement the DPbD and DPbDf principles into their data 

processing cycle under the art. 25 GDPR, the provisions of the article in question however 

do not give the controllers the necessary incentive to implement such a measure.  

Indeed, the mentioned issue of the “click fatigue” could be solved through obtaining consent 

of Internet users via their browser settings as the EDPB suggests.377 For example, European 

privacy group “noyb” in cooperation with Sustainable Computing Lab published a technical 

proposal for ADPC mechanism.378 The authors of that mechanism promise that it “would 

allow users to set their privacy preferences in their browser, plugin or operating system and 

communicate them in a simple way”.379 It means that from technical perspective it is possible 

to create a mechanism that would solve the “click fatigue” issue. However, presently the 

controllers do little to tackle this issue, not because it is impossible from the technical 

perspective, but because the vague provisions on DPbD and DPbDf allow not to do so.  
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9.5 Does the art. 25 GDPR require “hardcoding privacy”? 

Scholars have long disagreed about what PbD actually means”380 For example, in some 

literature there’s a suggestion that art. 25 GDPR requires embedding data protection rules 

into software.381 Thus, the question to be answered is whether the art. 25 GDPR should be 

interpreted as requiring implementation of the PbD into software which consequently would 

mean that the controllers (and indirectly producers) have to comply with that requirement.  

In my opinion, it is clear that the article does not require any specific measures such as 

embedding data protection legal rules into software but leaves choice of the appropriate 

measures to the controllers. Such an interpretation is also supported by EDPB.382In addition, 

Koops and Leenes argue that interpreting art. 25 GDPR as requiring “embedding data 

protection requirements in system software” is flawed and would make it difficult to comply 

with it and instead “fostering the right mindset of those responsible for developing and 

running data processing systems may prove to be more productive.”383  

While the embedding of data protection rules into software is not required by law, the 

scholars from various fields still debate whether such a measure would be effective or not. 

For example, Koops and Leenes identify the key challenges for implementing legal data 

protection rules into design of software and hardware, one of the challenges is e.g. a 

difficulty in attempting «to bridge the abstract idea of privacy protection with the very 

concrete formulation of techno-rules»384 Instead of hardcoding privacy into software the 

authors suggest interpreting the article as meaning to require controllers “to consistently 

keep privacy at the front of their minds when defining system requirements”.385 On the other 

hand, Schartum believes that it’s preferrable to implement the PbD into software. Schartum 

proposes “a methodological approach to the development of privacy-designed information 

systems”386 According to him “law that has to be applied manually in computerized and 

rapidly evolving environments, probably runs a higher risk of non-compliance than laws 
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supported by computers and ultimately transformed into software and automatically 

executed.”387 Overall, it appears the consensus on such a matter has not been reached yet. 

To summarise, despite the considerable attention from scholars, hardcoding of privacy into 

software is not required by GDPR and thus the controllers/producers are not obliged to 

embed the legal rules into software unless they decide so. 

9.6 Interim conclusion 

Overall, while the formal compliance with the art. 25 GDPR is possible, it does not seem to 

offer the effective protection of the data subjects’ rights. The provisions of the article in 

question are vague and as Waldman noted give “extraordinary interpretive latitude” to the 

controllers. Moreover, due to the conflict between the interests of the Entities and those of 

data subjects the former are reluctant to effectively implement the measures set in art. 25 

GDPR, since the provisions in question require going beyond simply implementing security 

measures and emphasises the need to meet the data minimisation requirements as well. As 

has been discussed in the first chapter, the Entities are interested in collecting large amounts 

of PD which goes in conflict with data minimisation requirement.  

 
387 Schartum, D. (2016). p. 175 
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10 IMPLICATIONS FOR THE FURTHER RESEARCH 

Since the thesis discussed the issue from the controller perspective, focusing on the user and 

her rights established by the GDPR could also be an interesting way to approach the problem. 

The field of OBA seems to be fragmented as researchers focus on specific issues and there’s 

no solid theoretical basis, therefore research aimed at building of such theoretical basis 

would be useful.388 

In addition, data sharing in OBA context seem to receive little attention in legal literature 

and is not addressed adequately through the legislation. Legal papers seem to focus more on 

the data sharing in research context and international data sharing. 389This thesis discussed 

the commercial data sharing in the context of the Model in general, however interdisciplinary 

research involving the scholars from computer science and the legal scholars would be useful 

to produce additional knowledge. Such research could identify the existing data sharing 

practices e.g., in the social media context and could for example assess the compatibility of 

such practices with the data protection legislation. The studies conducted by the computer 

scientists are available390, however the issues do not seem to be adequately covered by legal 

analysis.  

In addition, it would be interesting to research the issue using the law and economics 

methodology and e.g., to see how full compliance with GDPR would affect the revenue of 

the Entities and whether such compliance would lead to collapse of the Model as some legal 

scholars suggest.391 
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11 CONCLUSION 

Presently the rights of the data subjects do not seem to be protected adequately when they 

make use of the free services available to them in exchange for the processing of their PD 

for OBA purposes. Such a state of affairs seems to result from both incompliance with the 

GDPR requirements and the nature of the GDPR provisions that gives the controllers the 

opportunity to put less efforts into protection of the data subjects’ rights. 

The empirical research findings show that many companies still do not comply with the 

GDPR requirements. The controllers often violate the lawfulness, fairness, transparency 

principles in order to maximise the data collection. The compliance with the requirements is 

achievable, however it would likely lead to decrease of the revenue for the controllers who 

relied on the illegal practices to collect users’ data. 

While it is clear that the right to the data protection is not an absolute right and needs to be 

balanced against other rights and freedoms, it seems that the GDPR could have provided 

more effective protection to the data subjects, considering the power imbalance between the 

data subjects and the Entities. In particular, the important provisions on transparency, the 

DPbD and DPbDf principles seem to be vague and give the controllers the opportunity to 

put less effort into protection of the rights of the data subjects. The additional explicit 

obligations on how the fairness principle must be met would also be useful. The obligations 

could be made more explicit either through the case law or through the changes to legislation. 

Moreover, more strict requirements for the Entities could be introduced to remedy the power 

imbalance. On the other hand, implementation of such recommendations would likely lead 

to a decrease in revenue for the controllers or even the disruption of the Model since 

nowadays controllers use the vague provisions of transparency, fairness and the DPbD and 

DPbDf principles to maximise the data collection. 

Overall, the Model seems to be compatible with the GDPR in a sense that it is possible to 

comply with its requirements. Such a compliance however would likely lead to a decrease 

in revenue for the controllers who relied on unsuitable legal basis or who manipulated users 

into giving away more PD. At the same time such a compliance still would not give the 

effective protection to the data subjects’ rights due to the lack of more explicit, precise and 

specific rules in GDPR. 


