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Sammandrag: 
När verk som åtnjuter upphovsrättsligt skydd delas på fildelningsnätverk utan rättsinnehavarens 
samtycke måste rättsinnehavaren verkställa rättigheten för att ha möjlighet att kräva kompensation 
av den som nyttjat verket. Rätten kan verkställas genom att begära åtkomst till nätverksanvändarnas 
personuppgifter. Entiteten som verkställer upphovsrätt är i de flesta fall inte den verkliga 
rättsinnehavaren utan så kallade upphovsrättstroll som har förvärvat rätten genom andra medel. 
Behandlingen av de förmodade gärningsmännens personuppgifter måste ha en laglig grund (artikel 
6 i den allmänna dataskyddsförordningen), av vilka en möjlig grund är att behandlingen är nödvändig 
för ändamål som rör den personuppgiftsansvariges eller en tredje parts berättigade intressen. 

Syftet med avhandlingen är att undersöka hur verkställandet av upphovsrätt bemöts när ett 
upphovsrättstroll är den verkställande entiteten samt att undersöka lagenligheten av behandlandet 
av användarnas personuppgifter i den nämnda kontexten, med fokus på den 
personuppgiftsansvariges berättigade intressen. Avhandlingen diskuterar även balansgången 
mellan upphovsrätt och dataskydd i konfliktsituationer samt hur proportionalitetsprincipen påverkar 
verkställandet av rättigheterna. 

Som forskningsmetod tillämpas den rättsdogmatiska metoden med inriktning på rationell 
argumentation, vilken möjliggör framförandet av argument och slutsatser genom rationell dialog. En 
central källa är Mircom v Telenet-avgörandet som tillför värdefulla insikter till diskussionen kring 
avhandlingens tema. Rättspraxis från bland annat Förenta staterna och Kanada presenteras även 
för att tillföra kontrast. Den centrala lagstiftningen i koppling till temat är EU direktivet om 
säkerställande av skyddet för immateriella rättigheter (2004/48/EG) och den allmänna 
dataskyddsförordningen (EU 2016/679). I tillägg till det presenteras synpunkter angående 
verkställighet av upphovsrätt, upphovsrättstroll, dataskydd och balansgången mellan rättigheterna 
som diskuterats i olika publikationer och i litteratur. 

Trots att upphovsrättstrollens verksamhet i allmänhet bemöts negativt både i domstolar och av 
publiken stöder sig domstolarna ofta på verkligt bevis av missbruk av rätten till verkställighet som 
trollen besitter, vilket i många fall inte är lätt att påvisa. En möjlig lösning kunde vara att fastställa 
tydligare bestämmelser angående rättighetsmissbruk i upphovsrättssektorn, som skulle förbjuda 
missbruk utan att avlägsna rättsinnehavarens möjlighet att överflytta verkställningsansvaret till en 
annan entitet. Angående lagenligheten av behandlingen av personuppgifter kan det konstateras att 
behandlingen kan godkännas på basis av berättigat intresse, men att behandlingen förutsätter 
utförandet av en balansgång mellan rättigheterna utgående från bland annat fallets specifika 
omständigheter och parternas verkliga intressen, i enlighet med proportionalitetsprincipen. 
Balansgången påverkas ytterligare av att rättigheterna i denna kontext föranleds av 
rättighetsmissbruk, vilket leder till tolkningssvårigheter angående vilken rättighet som kan anses mer 
vägande.  
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1. INTRODUCTION 

1.1. Background and introduction to the topic 

As rights that are part of the fundamental statutes of our judicial system, copyright and the 

right to protection of personal data aim to protect two very different but important values in 

society; the right to property and the right to the protection of privacy. When conflicting 

rights are placed against each other, their roles are to be balanced against one another in 

order for the conflict to be resolved by establishing which right has more weight in a specific 

scenario.1 This is not an easy task since both of the mentioned rights as a starting point are 

interpreted as rights of equal stature, and one of the rights will be limited for the enforcement 

of the other to be possible.2 When striving to find a balance between the two clashing 

fundamental rights, many circumstantial aspects can steer the outcome of the balancing.3 

Balancing of rights is an important part of resolving conflicts not only in the field of law but 

also in other parts of society, since it enables coming to fair conclusions.4  

 

Various file sharing networks, of which one of the most common ones are peer-to-peer (P2P) 

networks, and the technologies used in them has made it effortlessly easy to share and 

distribute copyrighted content on the Internet. This has consequently resulted in challenges 

for copyright owners, causing loss for the right owners due to illegal sharing of works 

without remuneration.5 In order for a copyright owner to get compensation for illegal use of 

their work, they have to enforce their right by for example filing a lawsuit against the 

infringer. In the context of illegal file sharing, which in many cases takes place on P2P 

networks, the right to protection of a work and the right to the protection of the personal data 

of an individual can clash when copyright owners seek to attain personal data related to 

alleged infringers for the purpose of copyright enforcement.6 Today it is not uncommon that 

the entity enforcing copyright is not the actual right owner, but a so-called Copyright troll, 

who has acquired the right by other means than being the creator of the work.7 

 

 
1 Giovanella 2017, p. 6. 
2 Mezei - Harkai 2017, p. 16. 
3 Giovanella 2017, p. 14. 
4 ibid, p. 6. 
5 Su, Zhang, Bhuiyan - Du - Zhang 2018, p. 1. 
6 Vincents 2007, p. 270. 
7 Greenberg 2014, p. 59. 
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Copyright trolls are entities whose main intent is to gain profit by seeking settlements from 

alleged copyright infringers, although they are not in fact the actual owners of copyright. 

Copyright trolls tend to mostly concentrate on the business-aspect of gaining remuneration 

through copyright enforcement than on protecting the right that allegedly has been 

infringed.8 A Copyright troll generally operates within the field of infringements taking 

place on P2P networks, often claiming to have proof gained from an Internet Service 

Provider (ISP) regarding the illegal sharing of a copyrighted work.9 The controversial 

approach and often dubious character of the troll can consequently have an impact on how 

the request of getting access to the personal data of alleged infringers is perceived by those 

affected by it or by a court. The activities of Copyright trolls are not illegal in principle, since 

for example the Enforcement Directive allows other entities than the right owner to 

implement copyright enforcement.10 But when the request of gaining access to the personal 

data for the purpose of copyright enforcement comes from an entity with the characteristics 

of a Copyright troll, the admissibility of the request might be doubted.11 

 
The right to copyright protection is ensured in binding EU legislation and a right which exists 

through the emergence of a work without the obligation of separate formal requirements.12 

The basis of copyright protection can be found in the European Union  Charter of 

Fundamental Rights (the Charter) and its Article 17, according to which everyone has the 

right to protection of property, including the protection of intellectual property.13 One of the 

main goals of copyright is to give the creators of works compensation for their creative 

endeavours. By enforcing copyright when an infringement occurs, the right owner can not 

only protect itself, but it can also help to ensure fairness on the economic sphere as well as 

to correct distortions on the market.14 

 

The amount of personal data being processed and the exchange of personal data has 

increased immensely due to technological developments during the recent decades.15 The 

right to protection of personal data is a fundamental right which is enshrined in the Charter, 

 
8 Sag 2015, p. 1108. 
9 Sag - Haskell 2018, p. 581. 
10 Corrigendum to Directive 2004/48/EC, Enforcement Directive, Art. 4. 
11 Wilson 2021, p. 264. 
12 Bäcker – Feindor - Schmidt 2021, pp. 42-44. 
13 Charter of Fundamental Rights of the European Union, OJ C 326, 26.10.2012, p. 391–407. 
14 Bäcker - Feindor-Schmidt 2021, pp. 42-44. 
15 Stepenko – Dreval - Chernov - Shestak 2021, p. 2. 
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with it including the right to privacy (Article 7) and the right to protection of personal data 

(Article 8).16 The General Data Protection Regulation (GDPR) provides protection for the 

personal data of natural persons within the EU scope and plays a decisive role in ensuring 

the protection of the fundamental right in question.17 

 

According to the provisions of the GDPR, personal data is only to be processed if the 

processing can be executed lawfully, fairly and in a transparent manner. In order for the 

processing of personal data of possible infringers of copyright, who allegedly have 

distributed copyright protected content without the permission of the right owner, to be 

viewed as lawful, the processing has to have a legal ground. The six grounds of lawful 

processing of personal data are stipulated in Article 6 of the GDPR, and one of the grounds 

is that the processing is necessary for the purposes of the legitimate interest of the controller 

or a third party, except where the interests are overridden by the fundamental rights and 

freedoms of the data subject (Article 6(1)(f).18 In the context of two clashing rights, if the 

processing of personal data in order to seek damages because of copyright infringements is 

deemed admissible due to legitimate interest, it is also to be examined if the user’s right to 

protection of personal data possibly prevails over the legitimate interest of the controller or 

third party.19 

 

The principle of proportionality is of central significance in the field of copyright as well as 

in the area of data protection. The principle of proportionality, which has its origins in Article 

5(4) of the Treaty on European Union, holds the meaning of that limitations to rights are 

only to be made when they are a necessity in order to meet the objectives of a general interest, 

which is recognised by EU law, or in order to protect the freedoms and rights of others.20 

The principle of proportionality is essential when weighing copyright against other rights 

with equal stature, and also when establishing the meaning of for example legitimate interest 

within the meaning given to it in the GDPR. 

 
With reference to the above mentioned, there is an apparent conflict between the copyright 

owner’s right to copyright enforcement by attaining the personal data of an infringer, and 

 
16 Charter of Fundamental Rights of the European Union, OJ C 326, 26.10.2012, p. 391–407. 
17 Stepenko - Dreval - Chernov - Shestak 2021, p. 5. 
18 Regulation (EU) 2016/679, General Data Protection Regulation. 
19 Vincents 2007, p. 283. 
20 Fischman Afori 2014, p. 896. 
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the infringer’s protection of personal data. The Enforcement Directive protects the copyright 

owner by allowing the disclosure of personal data related to the origin and distribution 

channels of acts in violation of intellectual property rights.21 The user is on the other hand 

protected by data protection legislation regarding protecting its personal data, a right that 

has high stature due to its status as a fundamental right (the right to protection of privacy 

and the protection of personal data).22 It is a common occurrence that the entity acquiring 

the personal data of alleged copyright infringers is not the copyright owner but a Copyright 

troll, and the characteristics of the way in which it conducts its business might have an impact 

on how the enforcement of copyright is construed. The actions of Copyright trolls are also 

thought to have a broader impact, influencing and undermining the overall purpose of 

copyright which is to support creativity.23 There has not yet been an end to be seen to the 

described multi-faceted dilemma, which is a particularly troublesome one since it extends 

its effect on multiple foundational rights. 

 

1.2. Purpose of the thesis and research questions 

The purpose of the thesis is to discuss how the enforcement of copyright is affected when 

the entity enforcing copyright is a Copyright troll, more specifically how it effects the 

collecting and receiving of the personal data of alleged infringers of copyright in the context 

of illegal file-sharing on P2P networks. Overall, the discussions regarding Copyright trolls 

during the last decades have been most vivid in the United States, and both the literature and 

case law surrounding the different aspects of Copyright trolls have been mostly placed in the 

United States. The activities of Copyright trolls are however a controversial and often 

emerging issue in the EU as well.24 For that reason, it is important to pay attention to the 

effect the characteristics and business model of Copyright trolls might have on both the 

jurisdiction surrounding copyright enforcement, and to examine the real-life impact of the 

trolls. 

 

Hand in hand with copyright enforcement goes the processing of personal data of alleged 

copyright infringers and on what grounds the personal data can be processed. The processing 

of personal data for the sake of copyright enforcement can become an especially problematic 

 
21 Corrigendum to Directive 2004/48/EC, Enforcement Directive, Article 8. 
22 Clifford - Ausloos 2018, p. 131-132. 
23 Balganesh 2012, p. 764. 
24 Case C-597/19, Mircom v Telenet, para 5. 
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issue when the Copyright troll is added to the equation. The thesis will therefore also discuss 

if collecting the personal data of the alleged copyright infringers can be viewed as lawful 

processing of personal data, more specifically as the legitimate interest within the meaning 

of Article 6(1)(f) of the GDPR, and how the lawfulness of processing is impacted by the fact 

that the entity enforcing copyright is a Copyright troll. Even though the lawful processing of 

personal data as a subject is straight-forward and something that has been reviewed in 

literature and case law, the lawfulness of collecting the personal data of alleged infringers of 

copyright from a GDPR perspective in the context of P2P networks has been discussed more 

scarcely. Especially how the interpretation of legitimate interest is impacted by the enforcing 

party being a Copyright troll is not discussed enough within the legal framework. Since the 

copyright enforcement legislation in the EU allows other entities to act in the right owner’s 

stead, how legitimate interest possibly can be used as a way to enable copyright enforcement 

is a subject that needs further exploring. 

 

The issue that arises when the personal data of an alleged copyright infringer is requested 

for the purpose of copyright enforcement is connected to the problem of finding the right 

balance between the rights, and to which right prevails over the other in a specific 

circumstance. Another central aim is for that reason to discuss factors that impact the 

precedence of copyright or data protection as clashing rights in the context of illegal file-

sharing on P2P networks. 

 

The research questions of the thesis are therefore: 

 

1. Is the enforcing of copyright by requesting to gain access to and processing the 

personal data of alleged copyright infringers perceived differently when the request 

is made by a Copyright troll, especially within the context of copyright infringements 

taking place on P2P networks? 

2. Can the processing of the personal data of alleged copyright infringers be viewed as 

lawful processing of personal data, more specifically as the legitimate interest of the 

controller or a third party within the meaning of Article 6(1)(f) of the GDPR, and 

how is the lawfulness of processing affected when a Copyright troll is the entity 

enforcing copyright in the right owners stead? 



 

 6 

3. How are the roles of copyright and the right to protection of personal data as to two 

clashing rights perceived when placed against each other and how does the principle 

of proportionality affect the enforcement of the rights? 

 

1.3. Research method and sources 

The research method of this thesis is the doctrinal legal research method, which has the 

current state of the law as its main research target. One of the main functions of doctrinal 

legal research is to interpret and systematize the law. Besides researching the current state 

of the law, it also analyses the importance of other sources of law, such as the case law of 

EU courts and legislative drafting documents.25 Doctrinal legal research is a hermeneutic 

discipline, where the main aim is to interpret various documents and texts. The research 

method can also be viewed as argumentative, since argumentation is used as support to legal 

interpretations. It can also be conceived as explanatory and logical. It aims to explain why 

different legal rules are legitimate in specific societies, and it utilizes logic when 

systematising legal data. It also has normative characteristics since it makes choices between 

different legal interests and values.26 

 
A main question of the doctrinal legal research method is “What is the law?”. In addition to 

merely defining the law it also examines the coherency of the law and the values within it. 

It also ponders on and makes suggestions regarding consequences of what has been found. 

In comparison to empirical legal studies, which examine the origins of legal systems and 

social factors that develop into laws, doctrinal legal research establishes what law actually 

is.27 Doctrinal legal research can thus be a prerequisite for further research, but can also stand 

on its own as a research method. 

 

According to Claes Sandgren, doctrinal legal research is based on free argumentation. 

Implementing the research method requires contemplating the effects of a specific solution 

to a question. It also requires critical examination of the current state of the law. When 

implementing free argumentation different solutions are weighed against each other. Some 

 
25 Hirvonen 2011, pp. 21-23. 
26 Van Hoecke 2011, pp. 4-10. 
27 Davies 2020. 
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of the arguments can be more closely linked to the sources of law being analysed, while 

others can be more focused on free interpretation.28 

 

According to Aki Hirvonen, the dimension of doctrinal legal research that is based on 

argumentation is a part of the so called post-analytical doctrinal legal research methods, and 

is based on a rational dialogue, which entails presenting arguments both in favour of and 

against certain propositions. This means that when implementing the method, one is to strive 

to get a rational acceptance to one’s arguments, so that it can be approved by other members 

of the legal community when approaching the argument from a rational point of view.29 

Doctrinal legal research based on free argumentation is therefore to meet the requirements 

of the generally accepted form of legal dogmatics, which for example is to fulfil the 

requirement of rational argumentation. 

 

Regarding the practical implementation of the doctrinal legal research, Aulis Aarnio states 

that the doctrinal legal research functions as a ‘bystander’. In the context of the judiciary 

system, the judge carries out its task from within the system, and legal dogmatics works 

from the outside handling legal norms. The norms and the facts of a decision are strongly 

connected and together form the framework of the case, since it is not possible to locate the 

facts in a case unless the legal norms are considered.30 

 

In the light of the characteristics of doctrinal legal research, the importance of legislative 

provisions and legal practice as well as legal doctrine is unquestionable. In research 

conducted by applying the method of doctrinal legal research, the focus is on current law 

and the significance of legislation and other sources of law, including judgments of EU 

courts and preparatory legislative work.31 The thesis is therefore built upon EU legislation 

related to data protection and copyright enforcement, case law of the EU courts and 

occasionally case law of other legislations, and literature related to the subject matter. 

Doctrinal legal research based on rational argumentation is an especially useful tool when 

discussing the balance between two contrasting rights, since it enables circumstantial aspects 

to be taken into consideration due to it allowing argumentation within the realms of 

 
28 Sandgren 2005. 
29 Hirvonen 2011, pp. 48-49. 
30 Aarnio 2011, pp. 19-24. 
31 Hirvonen 2011, p. 23. 
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rationality. Based on the previously mentioned sources that the discussion in this thesis is 

built on, arguments and conclusions will be made on the basis of rational arguments and 

discussion that is derived from the sources.  

 

As a binding EU regulation, the GDPR establishes the provisions related protection and 

processing of personal data and has direct effect in the Member States of the EU.32 It is 

therefore of central importance when assessing various aspects of data protection from an 

EU perspective. The foundational role of copyright is established in the Charter33, and the 

provisions related to copyright enforcement that are most relevant for this thesis can be found 

in the Enforcement Directive34. 

 

The focus of this thesis regarding legal practice is on the case law of the Court of Justice of 

the European Union (CJEU), with for example national cases from Finland and cases from 

United States case law occasionally providing contrast. Of the case law referred to in the 

thesis, the Mircom v Telenet35 Judgement of the CJEU and the Opinion36 that preceded it 

function as central sources, since they discuss the role of the Copyright troll as the entity 

enforcing copyright, the lawfulness of processing personal data in the context of 

infringements in P2P networks and the contradictory elements of copyright and data 

protection. During the 2000s there has been an enthusiastic and insightful conversation in 

various legal literature regarding the issues related to copyright enforcement in a P2P context 

which provides a solid foundation for the discussion. Since the role of personal data has 

become especially relevant during recent years, the issues related to protection of personal 

data in the Internet sector have been discussed in various publications and give important 

insights to the role the right has today. Publications concerning the principle of 

proportionality in relation to the balancing of copyright and data protection and the 

interpretation of the principle by EU courts is also referred to throughout the thesis. 

 

 
32 Van der Sloot, Bart, Legal Fundamentalism: Is Data Protection Really a Fundamental Right?, p. 10 in 
Leenes - van Brakel - Gutwirth - De Hert (eds.) 2017. 
33 Charter of Fundamental Rights of the European Union, OJ C 326, 26.10.2012, p. 391–407. 
34 Corrigendum to Directive 2004/48/EC, Enforcement Directive. 
35 Case C-597/19, Judgement of the Court (Fifth Chamber) 17 June 2021, Mircom International Content 
Management & Consulting (M.I.C.M.) Limited v Telenet BVBA, ECLI identifier: ECLI:EU:C:2021:492, Mircom v 
Telenet. 
36 Opinion of Advocate General Szpunar delivered on 17 December 2020, Mircom International Content 
Management & Consulting (M.I.C.M.) Limited v Telenet BVBA, ECLI:EU:C:2020:1063. 
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1.4. Structure of the thesis 

The thesis is divided into five chapters. After the introductory chapter, the roles of copyright 

and the right to data protection as well as the clashing of the rights in the context of illegal 

file sharing on P2P networks will be presented in the second chapter. The importance of the 

principle of proportionality in relation to the balancing of copyright and data protection, and 

in interpreting lawfulness of processing, will also be discussed in the chapter. The third 

chapter will discuss the lawfulness of processing personal data and its role in relation to the 

processing of personal data of alleged copyright infringers. As well as discussing lawfulness 

of processing as a whole, focus will also be put on legitimate interest as a ground for lawful 

processing. Discussion surrounding IP-addresses as personal data will also be presented, 

since it has a central role in the context of personal data being processed for the purpose of 

copyright enforcement. 

 

The fourth chapter, in which the main research question will be discussed, will examine the 

role and characteristics of Copyright trolls. How the character of the entity affects the 

processing of personal data for the purpose of copyright enforcement due to infringements 

taking place on P2P networks will be examined in the chapter. Dialogue related to the impact 

of Patent trolls on the development and emergence of Copyright trolls is presented, and the 

distinction between a right owner and a troll is also discussed. The fifth and final chapter 

will provide central conclusions based on the previous chapters along with discussion 

regarding possible future developments of the subject matter. 
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2. THE CLASHING OF COPYRIGHT AND DATA 

PROTECTION AND THE ROLE OF THE PRINCIPLE OF 

PROPORTIONALITY 

 

The role copyright has today originates from the 1830s, when copyright was not merely seen 

as a protection of authors of books but also extended to fine arts, photography and drama. 

During this time the concept of originality was established, and from there it developed to 

become a prominent source of controlling intellectual property.37 Copyright has continued 

to develop during the last centuries and the role it has today, has been strongly influenced 

by the development of technology. The advances in the technical area have for example 

made illegal sharing of and access to protected works possible.38 The sharing files on P2P 

networks is a large part of overall world-wide Internet traffic, and even though the 

technology can be used for legitimate purposes, illegal file-sharing poses an immense threat 

to copyright.39 

 

Due to the drastic developments made in the field of computer technology and the Internet, 

and due to possibilities of efficiently distributing different forms of media on for example 

P2P networks, the users of the networks face challenges related to staying anonymous. Since 

it is possible to collect information about users and possible infringers of copyright, the 

user’s rights to protect their personal data has become an increasing area of concern.40 

Applying mechanisms of copyright protection, which include collecting the personal data of 

possible infringers, may consequently infringe on the right to the protection of personal data. 

For that reason, there is an apparent conflict between the right to protection of copyrighted 

works and the right to data protection.41 

 

When processing personal data, the principle of proportionality must also be respected. 

Applying the principle of proportionality on the processing of personal data means weighing 

the interest of the opposing parties against each other and ensuring that there are no less 

 
37 Dreyfuss - Pila 2018, pp. 244-246. 
38 Lucas-Schloetter, Agnés, Is there a Concept of European Copyright Law? History, Evolution, Policies and 
Politics and the Acquis Communautaire, p. 16 in Stamatoudi - Torremans (eds.), 2014. 
39 Blake - Kyper 2013, p. 410. 
40 Moreira da Silva - Dias - Ricardo 2017, p. 87. 
41 Qureshi - Megias - Rifà-Pous 2015, p. 1392. 
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intrusive or more appropriate ways to fulfil the aim of the processing of the data. In 

connection to the processing of personal data the interest of an individual and the controller 

and the benefits it can get due to the processing are to be weighed against each other and are 

not to be excessive.42 The principle of proportionality is also present when balancing 

copyright with other rights, since for example the right to enforce copyright is to be weighed 

against fundamental rights that the right to copyright protection may clash with.43 

 

The right to protection of personal data and the right to copyright protection are the main 

rights that clash when files are being shared without the permission of the right owner on 

P2P networks, and when right owners (or other entities in their stead) enforce their right to 

copyright protection. This chapter will give an overlook of copyright and data protection, 

presenting the foundational aspects of the rights and discussing them from the perspective 

of how the rights play out in an Internet context. The influence of the principle of 

proportionality in connection to processing personal data will be discussed, and the P2P 

technology and its usage today will also be briefly presented. 

 

2.1. The right to copyright protection for the illegal sharing of works 

Copyright is a form intellectual property right that protects written and artistic works. 

Examples of works that enjoy copyright protection are musical, cinematographic and 

dramatic works. Other kinds of works such as computer programs are also afforded 

copyright protection. As well as providing economic protection, which entails the right to 

decide over any use that has economic significance, copyright also protects the right owner’s 

moral rights. This includes the right to be mentioned as the owner of the work and the 

prohibition of presenting the work in a manner that offends the right owner. In addition to 

this the right owner also has the exclusive right to decide over when, where and to whom 

the work is published.44 

 

Although copyright is a right of exclusive nature, it does not however prevent the use of a 

copyrighted work by an independent actor. Copyright does not prevent the use of ideas and 

facts presented in the work, only reproducing the expression of the work. The basic period 

 
42 De Terwangne, Célie, Article 5 Principles relating to processing of personal data, p. 313-314 in Kuner – 
Bygrave - Docksey - Drechsler (eds.), 2020. 
43 Case C-275/06, Productores de Música de España (Promusicae) v Telefónica de España SAU, para 70.  
44 Harenko - Niiranen - Tarkela 2016, pp. 1-2. 
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of protection of a work within the EU is 70 years after the author’s death.45 The essential 

requirement for gaining copyright protection for a work is originality. According to the 

originality requirement the expression of a work cannot be comparable to other, pre-existing 

works.46 

 

Even though the originality of a work, which is one of the requirements for copyright 

protection, provides an automatic protection of the work, there are still procedures to follow 

to be able to enforce copyright effectively in the case of infringements.47 The legal 

framework for copyright enforcement in the EU is set out in the Enforcement Directive 

(2004/48/EC), in which the implementation of proportionate and effective measures of 

enforcement are provided.48  

 

The aim of the Enforcement Directive49 was to provide harmonisation of enforcement 

standards in IPR and to help ensure a high level of protection of intellectual property in the 

internal market of the EU. Some of the more specific aspirations with the Directive was to 

diminish piracy on a large scale and to help reduce infringements of IPRs. The national 

adoptions of the Directive were mostly based on existing provisions of enforcement that 

were a part of the TRIPS Agreement and of national legislation.50 

 

Among other things, the Directive establishes that courts of Member States can order 

evidence to be delivered and disclosed by the opposing party (Article 6, Evidence). The 

Directive also aims to ensure the preserving of evidence before the proceedings in a case are 

commenced (Article 7, Measures for preserving evidence), and that information regarding 

the infringement of intellectual property is to be obtained by the defendant in a case (Article 

8, Right of Information). In the Directive it is also stated that damages appropriate to the 

actual damage that the right owner has suffered is to be payed by the infringer, and that for 

example the economic consequences from the infringement and profits the infringer has 

made from the act is to be taken into account when setting the damages (Article 13, 

 
45 Seville 2016, p. 7. 
46 Stamatoudi, Irini. A, Originality under EU copyright law, p. 57 in Torremans (eds.), 2017. 
47 DuBoff - King 2011, 13. 
48 Petillion, Flip – Heirwegh, Alexander - Genesis, Adoption and Application of European Directive 
2004/48/EC, p. 4 in Petillion (eds.) 2018. 
49 Corrigendum to Directive 2004/48/EC, Enforcement Directive. 
50 Petillion, Flip – Heirwegh, Alexander - Genesis, Adoption and Application of European Directive 
2004/48/EC, p. 4-5 in Petillion (eds.) 2018. 
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Damages). Most importantly for the context of this thesis, Article 4 of the Enforcement 

Directive determines who is entitled to pursue the enforcement of copyright.51 

 

As has been established, the sharing of content protected by copyright has increased due to 

constantly evolving technology. If the right owner has not consented to the work being 

distributed in a specific channel where the work is being distributed, it is highly probable 

that the content is being shared illegally, consequently infringing on the right owner’s 

copyright.52  Due to the growing role of technology, the exclusive right of communicating a 

work to the public has become exceedingly relevant. Since copyright essentially is a 

territorial right, the sharing of works on the Internet also creates challenges regarding how 

to coordinate the jurisdictions in various EU member states, since Internet content is usually 

not restricted to a specific area.53 As a result of P2P networks and other file sharing 

platforms, one singular act of sharing a copyright protected work on the Internet without the 

right owner’s consent can lead to a number of infringements of copyright in different 

countries.54 

 

Regarding how to tackle situations where works have been shared illegally, it can be 

established that one method is to seek remedies from the users that have illegally uploaded 

or downloaded the copyright protected content. This has however in many cases proven to 

be an economically inefficient method as well as an unjust one. Another reaction has been 

to direct the countermeasures towards Internet Service Providers (ISPs).55 Although the 

natural response might be to seek remedies directly from the infringer, the focus regarding 

liability has in many cases been turned towards the ISP despite them merely being providers 

of content since their participation usually is limited to making the content available to 

users.56 57 

 
51 Corrigendum to Directive 2004/48/EC, Enforcement Directive. 
52 O’Doherty 2016, p. 79. 
53 Koo, Justin, Enforcing the EU right to communication to the public in cases of ubiquitous infringement, p. 
178 in Research Handbook on Copyright Law, Torremans (eds.) 2017. 
54 Frohlich 2009, p. 852. 
55 Yan 2012, p. 122. 
56 Vijay 2019, p. 451. 
57 ISPs can be described as being the gatekeepers between users and the Internet, and according to some, 
they can have a substantial effect on user’s right to various fundamental rights. Systems maintained by ISPs 
which monitor the activities of Internet users by automatically filtering the activity have been criticized and 
are especially relevant due to the recently accepted DSM Directive ((EU) 2019/790) and its Article 17 and it 
possibly increasing the monitoring of content on the Internet. Monitoring content can also impact one’s right 
to protection of personal data, since a monitoring and filtering system can process data related to a user 
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In order to create a balance between copyright and other rights, both the right owner’s rights 

and boundaries in relation to copyright need to be established. Although ensuring copyright 

protection is necessary in order to prevent unlawful use of works, limitations and exceptions 

to copyright need to be accessible for the enablement of rights such as cultural rights and 

freedom of expression.58 Copyright as a part of the area of fundamental rights and the 

exclusive nature of copyright will be discussed in the following subchapters. 

 

2.2. Copyright as a part of the fundamental rights sphere 

The role of copyright as a part of the fundamental right’s sphere has been widely discussed. 

Although the position of it as a fundamental right has not been established separately in EU 

provisions, copyright is included in Article 17(2) of the Charter of Fundamental Rights in 

which it is stated that the right to property also includes intellectual property.59 Fundamental 

rights within the EU are mainly established in the European Convention on Human Rights 

and in the Charter, where the rights are codified. The importance of fundamental rights is 

further verified in the Lisbon Treaty, and due to that, the Charter of Fundamental Rights has 

gained an enhanced position.60  

 

The EU Charter of Fundamental Rights61 contains a wide range of social, political and civil 

rights and is the first constitutional provision to be formed particularly for the EU. The 

Charter consists of both positive and negative rights. The former means rights that require 

action, such as providing social security, and the latter rights that require restraining from 

certain acts, such as refraining from restricting freedom of expression.62 The Charter was 

ratified in December 2000 to provide solutions for the role of fundamental rights in the EU, 

which is a status that previously had been unclear.63 

 
(Geiger, Christophe – Frosio, Giancarlo – Izymenko, Elena, Intermediary Liability and Fundamental Rights, pp. 
146-148 in Frosio 2020) Regarding this one can reflect if the new stance taken in Art. 17 regarding filtering 
and monitoring possibly could diminish the occurrence of abusive copyright litigation (by for example 
Copyright trolls), since the purpose of it is to detect unlawful use of copyrighted content? Since the future of 
copyright law is evolving it remains to be seen if abusive litigation will continue to exist or if it will take on 
new forms due to copyright protected content disappearing from some mediums and emerging in new ones. 
58 Akester 2010, p. 373. 
59 Charter of Fundamental Rights of the European Union, OJ C 326, 26.10.2012, pp. 391–407. 
60 Griffiths 2013, pp. 66-67. 
61 Charter of Fundamental Rights of the European Union, OJ C 326, 26.10.2012, p. 391–407. 
62 Zetterquist, Ola, p. 3 in Di Federico (eds.) 2011. 
63 ibid. p. 7. 
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The right to property is established in Article 17(1) of the Charter, according to which 

‘Everyone has the right to own, use, dispose of and bequeath his or her lawfully acquired 

possessions’. The inclusion of intellectual property in the right to protection of property is 

determined 17(2) of Article 17, according to which ‘Intellectual property shall be 

protected’.64 In the Explanations of the Charter, it is established that the protection of 

intellectual property consists of literary and artistic works and also patents and trademark 

rights as well as associated rights, among other things.65 Although copyright has not always 

been viewed as a natural part of the fundamental rights sphere, especially the moral right 

that copyright includes strengthens the status of copyright as a part of the fundamental right 

to property.66 

 

Since copyright can clash with other fundamental rights such as the right to conduct a 

business or the right to data protection, the clashing rights have to be balanced against one 

another.67 Situations with conflicting rights are resolved by applying a fair balance test, 

which encompasses the principle of proportionality.68 The relationship between copyright 

and personal data, the role of both rights as separate rights of high stature, and the concept 

of fair balance was dealt with in the Promusicae case.69 The case in question dealt with 

Promusicae seeking to get a hold of the identities of possible infringers that used the P2P 

network KaZaA in a manner which potentially infringed on the IPRs of the right owners that 

Promusicae represented.70 According to the  defendant Telefónica, the communication of 

the personal data would only be possible in connection to a criminal investigation or for the 

safeguarding of national defence and public security.71 In the case the Court also referred to 

implementing a fair balance between fundamental rights (in this case the right to property 

and personal data). While it according to the Court it was not required to communicate 

personal data in order to be able to ensure copyright protection in the case in question, the 

Court still emphasised the importance of ensuring a fair balance between the fundamental 

 
64 Charter of Fundamental Rights of the European Union, OJ C 326, 26.10.2012, p. 391–407. 
65 Explanations relating to the Charter of Fundamental Rights, OJ C 303, 14.12.2007, p. 17–35. 
66 Torremans, Paul, Article 17(2), p. 494 in Peers – Hervey - Kenner - Ward (eds.) 2014. 
67 Teunissen 2018, p. 581. 
68 ibid. p. 579. 
69 Case C-275/06, Productores de Música de España (Promusicae) v Telefónica de España SAU. 
70 ibid. paras 30-31. 
71 ibid. para 33. 
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rights protected within the Community of the EU when interpreting and implementing 

national law.72 

 

The case in question gave great clarity regarding how to balance the rights and in what extent 

personal data can be communicated in order to enforce civil rights (in that case copyright). 

The Court also ascertained the fact that neither copyright nor the protection of personal data 

shall gain precedence over each other, but that the Member States must implement a fair 

balance according to the principle of proportionality. The mentioned principle requires the 

assessing of the means used for the safeguarding of a right against the intention of the 

action.73 The different aspects of the principle of proportionality will be further discussed in 

chapter 2.5. 

 

Although not being perceived as a separate fundamental right in itself, the position of 

intellectual property within binding international provision was strengthened due to the 

approval of Article 17 of the EU Charter of Fundamental Rights. With the enactment of the 

Article in question, intellectual property was presented as a part of property rights. The right 

to property is therefore to be interpreted in the same sense as for example the freedom to 

conduct business (Art. 16), the protection of personal data (Art. 8) and the freedom of 

expression (Art. 11).74 The role of intellectual property within the realm of fundamental 

rights is also established in Article 1 of Protocol No. 1 in the European Convention on 

Human Rights, according to which each person is to be entitled to a peaceful enjoyment of 

the person’s property.75 The mentioned foundational provisions express the importance and 

the weight that the right has in today’s society. The absolute and individual protection which 

the right provides for the creators of works is further specified with the provisions related to 

its exclusivity, which will be presented in the following sub-chapter. 

 

2.3. Copyright as an exclusive right 

Copyright is generally viewed as an exclusive right, and the right to control the reproduction 

of a copyrighted work is one of its main and most important features. Even though it might 

 
72 ibid. paras 68-70. 
73 Kuner 2008, pp. 201-202. 
74 Strowel, Alain, Copyright strengthened by the Court of Justice interpretation 
of Article 17(2) of the EU Charter of Fundamental Rights, p. 28 in Pollicino - Riccio - Bassini (eds.), 2020. 
75 European Convention on Human Rights, as amended by Protocols Nos. 11, 
14 and 15, supplemented by Protocols Nos. 1, 4, 6, 7, 12, 13 and 16. 
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not be the most ideal rule to abide by considering its suitability in a today’s environment of 

constant change, it remains one of the most central principles of copyright.76 The concept of 

the exclusive right to reproduction is established in for example the InfoSoc Directive in its 

Article 2, where it is stated that ‘Member States shall provide for the exclusive right to 

authorise or prohibit direct or indirect, temporary or permanent reproduction by any means 

and in any form, in whole or in part’ for e.g. authors of their works and for performers of 

their performances.77 The reproduction right can also be found in Article 9(1) of the Berne 

Convention, where it is stated that authors are to be afforded the exclusive right to allow the 

reproduction of their works.78 

 

An important part of the exclusivity that copyright offers is also the right of communication 

to the public, which is a substantial economic right.79 The right of communication to the 

public is established in the InfoSoc Directive in its Article 3(1), which provides right owners 

with the exclusive right to decide over the communication of their works and to whom their 

work is made available.80 The concept of the public has been clarified in CJEU case law, 

where it has been established that the copyrighted work has to be expressed to a new public 

in order for it to be communicated to the public.81 This was ascertained in e.g. Svensson82, 

where it was stated that communication with the meaning of Article 3(1) of the InfoSoc 

Directive must be directed towards a new public for the communication criterion to be 

applicable.83 In the case in question the Court also made the controversial conclusion that 

hyperlinking84 does not constitute the works being communicated to a new public.85 

 

Despite of the exclusive nature of copyright protection, there are however exceptions and 

limitations that enable the use of copyrighted works without the permission of the right 

 
76 Pihlajarinne 2017, p. 954. 
77 Directive 2001/29/EC, InfoSoc Directive. 
78 Berne Convention for the Protection of Literary and Artistic Works, Paris Act of July 24, 1971, as amended 
on September 28, 1979. 
79 Hugenholtz - van Velze 2016, p. 797. 
80 Directive 2001/29/EC, InfoSoc Directive. 
81 Rosati 2020, p. 806. 
82 Case C-466/12, Nils Svensson and Others v Retriever Sverige AB, JUDGMENT OF THE COURT (Fourth 
Chamber) 13 February 2014, ECLI:EU:C:2014:76. 
83 ibid. para 24. 
84 Hyperlinks, or links simply put, which enable the gathering of information on the web with just clicking 
the web link. Is a highly discussed subject related to the making available right in the context of copyright. 
(Arezzo 2014). 
85 Case C-466/12, Nils Svensson and Others v Retriever Sverige AB. 
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owner. According to Article 5(2) of the InfoSoc Directive a Member State can administer 

exceptions or limitations to the right of reproduction for example for natural persons in the 

case of private use (non-commercial), or for public libraries or educational establishments, 

among others.86 When implementing the exceptions and limitations a three-step-test87 is to 

be applied, which establishes to what extent the exceptions and limitations can be applied.88 

 

In for example the Stichting Brein v Ziggo BV case it was established that the management 

and making available of a platform in the frame of a P2P network on the Internet, in which 

the users of the network can locate copyright protected works, counts as communication to 

the public.89 It thus violates the right to reproduction and is also not covered by the 

exceptions and limitations to copyright.90 It can therefore be established that sharing 

copyright protected works on the Internet can be viewed as communicating the works to the 

public which can result in copyright infringement. A requirement of infringement is that the 

act constitutes communication to the public, which according to the CJEU is the case when 

it comes to P2P networks.91 

 

Since communication can be executed so effortlessly in the society of today, the sharing of 

works can also be done more easily than ever. The technology that enables the functioning 

 
86 Directive 2001/29/EC, InfoSoc Directive, Article 5. 
87 The test is divided into three parts, according to which exceptions to copyright can be executed (a) in 
special cases, (b) in cases that do not conflict with a normal exploitation of the work and (c) if the legitimate 
interest of the right owner is not damaged unreasonably.  The three-step test is also integrated in Article 5 
(5) of the InfoSoc Directive (Griffiths 2009, p. 429). 
88 Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS Agreement), Annex 1C of the 
Marrakesh Agreement Establishing the World Trade Organization, signed in Marrakesh, Morocco on 15 
April 1994, Article 13. 
89 Case C-610/15, Stichting Brein v Ziggo BV and XS4All Internet BV, para 48. 
90 Directive 2001/29/EC, InfoSoc Directive Article 5(2).  
91 According to Alain Strowel, the CJEU generally pursues to follow the idea of ‘economic rationale’ when 
determining the application of communication to the public. The economic rationale involves ensuring that 
the copyright holder gets proper compensation when the work is utilized by a user. (Strowel, Alain, 
Reconstructing the Reproduction and Communication to the Public Rights: How to Align Copyright with Its 
Fundamentals, pp. 210-211 in Hugenholtz (eds.), 2018). Strowel also states that one of the elementary 
purposes of copyright is to support the communication of an original work to the public. (ibid. p. 214). When 
a user of a P2P network communicates a work without the right owner’s consent, it consequently results in 
the right owner not getting compensated. When a Copyright trolls seeks compensation for the infringement, 
although the right owner might get compensated if damages are payed due to copyright enforcement, the 
troll gets “additional” payment which would not come to exist without the infringement and the troll-
activities. Brad Greenberg draws attention to the fact that Copyright trolls encourage others to engage in 
litigious activity even when litigation is unnecessary, and that they reimburse right owners based on their 
work value in litigation and not based on commercial prices (Greenberg 2014, pp. 73-74). Based on this, 
actions of trolls are not aligned with ensuring proper, market-value compensation for the right owner, while 
also not contributing to actually communicating the work in a way which serves the owner. 
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of P2P networks supports the effortless communication of the work, which can lead to more 

illegal sharing of works. The next sub-section will give a brief presentation of the P2P 

technology and its impact on illegal file-sharing. 

 

2.3.1. The illegal sharing of works and the P2P technology  

Today it is no longer required to have access to media such as music or videos in a physical 

form in order to be able to distribute it. Instead of circulating CD:s or videotapes you can 

now do it from your own home with just a few clicks on a computer. This consequently can 

result in piracy and infringements of the rights of those that are the owners or hold the right 

to the media being illegally distributed.92 The development of technologies related to P2P 

networks makes it possible to share content that is protected by copyright, possibly leading 

to financial or other loss for the right owner. Although sharing content on P2P networks can 

also be done legally and with benefits for the right owner, a majority of the content shared 

on the networks is distributed without the right owner’s consent.93 

 

Due to the fast transmissions and the level of anonymity, P2P networks make Internet piracy 

uncomplicated to execute but difficult to track. Since the emergence of the mentioned 

networks in the Internet world, copyright infringements taking place there have had a grave 

impact on entities in the film and music industry.94 Due to the fast development of the 

technology related to media streaming, the watching of movies through streaming websites 

has become increasingly popular. The streaming of content without the right owner’s 

authorization poses a profound threat impacting both the methods of selling music and 

movies as well as bringing about infringement of copyright.95  

 

During the last 10-15 years, P2P networks have become immensely popular due to the 

benefits of the technology of sharing files over the Internet in a way which scatters  the 

responsibility to a number of users.96 The works being shared on the networks can be formed 

by a random combination of a number of files from different sources, which makes it 

difficult to establish which user possibly is contributing to the infringement. This 

 
92 Chan 2017, p. 107. 
93 Su – Zhang – Bhuiyan - Du - Zhang 2018, p. 1. 
94 Prutzman 2013, p. 186. 
95 Liang 2020, p. 799. 
96 Ndajah 2019, p. 48. 
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consequently makes it more difficult for a right owner to enforce its right to the work.97 As 

of 2011, 25 % of the Internet traffic was related to P2P networks, most of which stems from 

one of the most popular technologies for sharing files online; BitTorrent.98 

 

The software which is viewed as the first tool for P2P file-sharing was Napster, which was 

established in 1999. During the following decade, a number of other file sharing methods 

were developed, among them Gnutella, eDonkey and BitTorrent, which was one of the most 

prominently used hosts for file sharing.99 The P2P file-sharing technology is based on a 

system which makes file sharing through direct exchange between computers and users 

possible. The user utilizes the technology by installing software to its computer that serves 

as a server for the files, which enables the computer in question to operate as a server for 

other users of the network to download files from.100 The user’s computers communicate 

with each other directly instead of with the help of central servers.101 

 

A reason why the P2P technology has gained popularity is because of its user-friendliness, 

which makes it possible for users to exchange information online in a cost-efficient and 

convenient way.102 Even though file sharing by utilizing BitTorrent technology is efficient 

due to the fact that it is a group endeavour which makes the users more anonymous, a user 

who want to make use of the benefits of the network also has to contribute with own 

downloads.103 This might add pressure to the user to contribute to the functioning of the 

system by making content available to other users, and therefore to participate in an illegal 

activity. 

 
Although the use of P2P networks for downloading media is most frequently associated with 

the beginning of the 2000s due to the widely known Napster P2P network, which was forced 

to be halted because of it gravely contributing to illegal file-sharing104, and the Pirate Bay105, 

P2P file-sharing still continues to be a prominent issue. While illegal file sharing used to 

 
97 Weckström Lindroos, Katja, Liability and access to contact information: striking the balance when service 
is used to distribute copyrighted digital content, p. 108 in Pihlajarinne - Vesala - Honkkila (eds.) 2019. 
98 Meng 2018, p. 28. 
99 Smith - Taylor 2010, pp. 176-177. 
100 Bonadio 2011, p. 621. 
101 Davies - Pryor - Keane 2006, p. 25. 
102 Bonadio 2011, p. 621. 
103 Karunaratne 2012, p. 290. 
104 Hughes - Lang - Vragov 2007, p. 111. 
105 Public Prosecutor v Neij Unreported April 17, 2009 (TR (Swe)). 
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serve as an alternative to DVDs, the P2P platforms nowadays also functions as an alternative 

for television- and music subscriptions.106 

 

According to a report on online copyright infringement in the EU by the EUIPO, although 

online piracy has declined somewhat during recent years, it still poses a significant problem. 

During 2018, the average user of the Internet within the EU gained access to content within 

the realms of piracy 9.7 times per month. The times of access per month varied immensely 

in different EU countries, in Lithuania and Latvia pirated was accessed 26 per month while 

in Finland 4 times per month. In the findings of the report it is stated that various socio-

economic factors such as income per capita, the size of the market and overall socio-

economic inequality has an impact on the usage of pirated content. The approval of pirated 

content was also found to correlate with higher consumption of such content.107 

 

One of the most influential cases in connection to copyright infringement through illegal 

file-sharing is The Pirate Bay108. The Pirate Bay, one of the most popular file sharing 

communities at the time with approximately 20 million users, functioned through the use of 

the BitTorrent protocol. In 2009 the four key figures who upheld the site were given a one-

year prison sentence and assigned fines of a significant amount for infringing on copyright 

due to the illegal sharing of works on the Pirate Bay.109 The case gained attention for example 

due to the fact that it was suspected that it impacted the upswing of the success of Sweden’s 

political Pirate Party which has a welcoming approach for non-stringent copyright laws, and 

that the verdict helped to assure the Party seats in the EU parliament.110 

 

Although the case in question does not deal with the clashing of copyright and personal data, 

it is a case of importance within the domain of illegal file-sharing. The case implemented 

liability due to secondary copyright infringement for the first time in Sweden, after which 

the Swedish copyright legislation as a separate reformation also was renewed, which 

consequently is believed to have an impact on the overall pursuit of reformation within the 

copyright sphere. The case also resulted in agitation among supporters of piracy because of 

 
106 Sardanelli - Vollero - Siano - Bottoni 2019, p. 550. 
107 Online Copyright Infringement in the European Union: Music, Films and TV (2017-2018), Trends and 
Drivers. EUIPO 2019, p. 7. 
108 Public Prosecutor v Neij Unreported April 17, 2009 (TR (Swe)). 
109 Larsson 2013, p. 359. 
110 McDonald 2011, p. 574. 
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the fact that the judgement implemented much stricter copyright enforcement and liability 

for the infringers than expected.111 The reactions the case in question brought on and the 

impact it has had is also a sign of the impact the illegal sharing of copyrighted content can 

have on a larger scale, and that it can extend to areas outside of its own scope.  

 

2.4. Data protection – a user´s right 

The amount of personal data circulating in our society has increased and continues to do so. 

The Internet and information technology have resulted in personal data being easily 

accessible through various mobile computing technologies and cloud computing, among 

others. Personal data is not merely information flowing around, since it today also has value 

in itself and is used as an asset by companies and authorities. That along with the fast 

developments resulting in an even quicker flow of data makes it even more challenging to 

control and protect personal data.112 

 

The protection of personal data is a part of the area of fundamental rights and is entrenched 

in both the Charter of Fundamental Rights of the European Union and in the TFEU. The 

respect for private and family life is set forth in Article 7 of the Charter, according to which 

everyone has the right to respect for his or her private and family life, home and 

communications. Article 8(1) of the Charter and Article 16 of TFEU113 assures everyone’s 

right to the protection of personal data concerning him or her. In Article 8(2) of the Charter 

it is established that personal data is to be processed fairly for specified purposes and on the 

basis of the consent of the person concerned or based on another legitimate basis laid down 

by law. It is also stipulated that everyone has the right of access to data that has been 

collected concerning him or her, as well as the right to have the data rectified.114 

 

Data protection within the EU has been afforded the highest protection possible and is 

viewed as a fundamental right. The right has gained its position as a fundamental right due 

to the before mentioned provisions, and its details are determined in the GDPR. Due to the 

division of the right to privacy and the right to protection of personal data, the latter is now 

 
111 ibid. p. 592. 
112 Lynskey 2015, pp. 2-3. 
113 Consolidated version of the Treaty on the Functioning of the European Union, OJ C 326, 26.10.2012, p. 
47–390. 
114 Charter of Fundamental Rights of the European Union, OJ C 326, 26.10.2012, p. 391–407. 
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seen as a separate, independent fundamental right. Data protection is in many ways different 

from other fundamental human rights, since the protection of one’s personal data is not 

determined by some personal interest, but by the fact that something or someone can be 

recognized as being within the scope of personal data. The scope of the protection is thus 

broad, as seemingly insignificant details can be interpreted as personal data.115 

 

In the meaning of Article 4(1) of the GDPR, personal data holds the meaning of ‘any 

information relating to an identified or identifiable natural person’.116 As ‘information’ 

may entail both objective information and a subjective analysis of such information and an 

‘identified or identifiable’ person is one who it is possible to distinguish from other 

persons, the interpretation of personal data in regards to the meaning it holds in the GDPR 

is to be given a wide interpretation.117 

 

The processing of personal data (Art. 4(2)) means ‘any operation or set of operations which 

is performed on personal data or on sets of personal data’.118 Whether or not the operations 

are performed by automated or non-automated means does not affect the processing being 

considered as processing of personal data. In the meaning of the GDPR, any treating of 

personal data is interpreted as processing, and the data can be processed either completely 

or only partially by automated means, which includes situations when some steps are carried 

out by non-automated means while the rest are automated.119 

 

According to Art. 4(7) of the GDPR, the controller holds the meaning of the natural or legal 

person which either alone or with others determines the purposes and the means of the 

processing of personal data.120 Responsibilities of the controller are for example to consider 

the risks related to processing of personal data and to ensure that the processing is carried 

out in line with the regulations set out in the GDPR, to implement policies related to the 

processing and to ensure organisational and technical measures that prove compliance with 

 
115 Van Der Sloot, Bart, Legal Fundamentalism: Is Data Protection Really a Fundamental Right?, p. 3-30 in 
Leenes - Van Brakel - Gutwirth - De Hert (eds.), 2017. 
116 Regulation (EU) 2016/679, General Data Protection Regulation. 
117 Finck - Pallas 2020, pp. 12-13. 
118 Regulation (EU) 2016/679, General Data Protection Regulation, Art. 4(2). 
119 Voigt - von dem Bussche 2017, pp. 9-10. 
120 Regulation (EU) 2016/679, General Data Protection Regulation, Art. 4(7). 
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data protection rules.121 The controller is therefore the entity for whose sake the personal 

data is processed and who makes the decisions related to the processing.122 

 

The right to protection of personal data is a fundamental right which stands on its own in the 

sphere of fundamental rights due to it being recognised in the constitutional provisions of 

the EU. The right to data protection is ensured as a separate right in Article 8 of the Charter, 

which is a mark of its autonomy. When limitations are being placed on any rights assured in 

the Charter, these limitations are to be evaluated through the lens of Article 52(1) of the 

Charter, according to which any exercising of limitations must meet the requirements of the 

principle of proportionality.123 The principle of proportionality is essential when assessing 

the role of the right to protection of personal data and also when executing the enforcement 

of copyright, and the discussion surrounding the principle will be further discussed in 

subchapter 2.5. 

 

2.4.1. IP addresses as personal data 

Since IP addresses as personal data is a significant focus of this thesis regarding the type of 

personal data being processed in the context of copyright infringements on the Internet, it is 

important to give an overview of IP addresses as personal data. For clarity it is worth 

mentioning that IP (Internet Protocol) addresses are numeric identifiers of computers and 

other devices, which is required for every device to have to be able to be connected to the 

Internet.124 In order for computers to be able to communicate with one another it is required 

for them to have IP addresses.125 

 

Despite the fact that the definition of personal data is to be given a broad interpretation, the 

classification of IP addresses as personal date has still been widely discussed from different 

angles. In Lindqvist, an earlier case from 2003, personal data was interpreted from a wide 

angle by the CJEU, according to which the definition of personal data in Article 3(1) of the 

now repealed Directive 95/46 also includes a person’s name in association with the 

coordinates of a person’s telephone or information related to the person’s hobbies or working 

 
121 Feiler - Forgó - Weigl 2018, pp. 141-143. 
122 Korpisaari - Pitkänen - Warma-Lehtinen 2018, p. 28. 
123 Guinchard 2018, pp. 438-439. 
124 Edelman - Schwarz 2015, p. 1. 
125 Hildén 2017, p. 159. 



 

 25 

conditions.126 The notion of IP addresses as personal data has later been further specified in 

other case law and can be affected by for example if the IP addresses are handled by 

individuals or ISPs. 

 

The inclusion of IP addresses in the realm of personal data has proven to vary in different 

contexts. European data protection authorities also tend to have a broad interpretation of 

personal data and consequently include IP addresses in it, while some advertising and online 

marketing companies have held that IP addresses are in fact not personal data unless the 

addresses are in the hands of ISPs that keep registers of users.127 In Scarlet Extended, the 

CJEU found IP addresses to be protected as personal data due to the fact that they make it 

possible for users to be identified precisely.128 Contrary to this, in 2008 the national Court 

in Munich established that IP addresses which are stored on a company’s server cannot be 

viewed as personal data under German data protection legislation. The reason for the ruling 

was that identifying an individual would only be possible if the ISP gave information 

regarding the identity and IP addresses of the subscribers to the service the ISP provided, 

which was not lawful in Germany.129 

 

In the Breyer130 case the CJEU established that dynamic IP addresses can be viewed as 

personal data when registered by an online media service provider. This is the case when 

someone can get access to a website made available by the provider, when the provider has 

legal means on hand with which it can identify the data subject as well as additional data 

about the person that the provider has.131 Dynamic IP addresses are to be separated from 

static ones, as the former are temporary addresses that are replaced with new ones as a result 

of changed connections, while the latter allows uninterrupted identification of a computer or 

other device since it is of continuous nature.132 The CJEU thus found that in order for 

dynamic IP addresses to be regarded as personal data, additional information that makes it 

possible for the provider to identify the person using the device is required in the specific 

context. 

 
126 Case C-101/01 Lindqvist [2003] ECLI:EU:C:2003:596, para. 24. 
127 Hildén 2017, p. 159. 
128 Case C-70/10, Scarlet Extended SA v  Société belge des auteurs, compositeurs et éditeurs SCRL (SABAM), 
para 51. 
129 Hildén 2017, 163. 
130 Case C-582/14, Patrick Breyer v Bundesrepublik Deutschland ECLI:EU:C:2016:779. 
131 ibid. para 49. 
132 ibid. para 36. 
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The CJEU took the same approach in Mircom v Telenet, where it stated that dynamic IP 

addresses that are registered by a provider of online media services are to be considered as 

personal data when someone accesses the website that is made available to the public by the 

provider. The Court referred to the previously mentioned Breyer case and stated that the 

provider is to have the legal means with which makes it possible for it to identify the data 

subject with the help of additional information that is has regarding the person in question.133 

 

Based on the later judgements of the CJEU it can be ascertained that it tends to review 

questions regarding the admissibility of IP addresses as personal data from an objective 

perspective. It also prefers a broad interpretation of personal data, an interpretation which is 

aligned by the definition of it in the GDPR.134 

 

2.5. The principle of proportionality 

The basis for the principle of proportionality is set out in Article 5(4) of the Treaty on 

European Union (TEU), according to which the content and the form of Union action is not 

to exceed what is necessary in order to achieve the objectives of the Treaties.135 The term 

‘necessary’ can be seen as an overall term that describes how appropriate Union action is. 

The principle on proportionality rather refers to how Union action is viewed as proportionate 

rather than if, and it is viewed as comprising all measures taken within the EU.136 The 

principle of proportionality also exists in the Charter and its Article 52(1), according to 

which any limitations on the exercise of rights and freedoms recognised in the Charter may 

only be made if they are necessary and genuinely meet objectives of general interest that are 

recognised by the Union or the need to protect the freedoms and rights of others.137 

 

Ensuring proportionality is a central principle of the GDPR. In recital 4 of the Regulation it 

is stated that the right to protection of personal data is to be considered in relation to the 

function it holds in society. It must also be balanced against other fundamental rights in 

 
133 Case C-597/19, Mircom v Telenet, para 102. 
134 Borgesius 2017, p. 137. 
135 Consolidated version of the Treaty on European Union, OJ C 326, 26.10.2012, p. 13–390. 
136 Weber, Albrecht, Article 5. [Principles on the Distribution and Limits of Competences], p. 266 in Blanke - 
Mangiameli (eds.) 2013. 
137 Charter of Fundamental Rights of the European Union, OJ C 326, 26.10.2012, p. 391–407. 
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conformity with the principle of proportionality.138 In the Recommendations on the 

European Guarantees for surveillance measures given by the European Data Protection 

Board on 10 November 2020, the Board states that necessity and proportionality regarding 

the legitimate objectives that are pursued need to be demonstrated. This was recognised as 

one of the four European Essential Guarantees for applicable legal requirements to make 

limitations to data protection and privacy rights that are recognised by the Charter 

justifiable.139 

 

In the Recommendations, the Board referred to Schrems II140 where the Court stated that in 

regards to the principle of proportionality, when assessing if limitations to the rights to data 

protection and privacy can be viewed as justified, one must measure the seriousness of the 

interference and verify the importance of the objective of the public interest that is pursued. 

In the case in question it was also established that a legal basis which allows the interference 

with a fundamental right has to define the extent of the limitation on the right itself in order 

to fulfil the proportionality requirement.141 

 

All other grounds of lawful processing set out in Article 6(1) of the GDPR, except for the 

consent of the data subject (Article 6(1)(a)), entail a necessity requirement in order for them 

to meet the requirement of lawful processing. To be able to determine the necessity of the 

processing, one has to assess if the controller possibly can achieve the same purpose by not 

processing the personal data or by means that are less intrusive. By doing this, the controller 

can assure proportionality between the purpose of the processing and the actual processing 

of personal data.142 

 

Linked to the principle of proportionality is also the requirement of fairness. The fairness 

requirement is set out in Article 8(2) of the Charter, where it is stated that personal data must 

be processed fairly and on the basis of consent or another legitimate ground.143  According 

to Article 5(1)(a) of the GDPR, personal data shall be processed lawfully, fairly and in a 

 
138 Regulation (EU) 2016/679, General Data Protection Regulation, recital 4. 
139 Recommendations 02/2020 on the European Essential Guarantees for surveillance measures, Adopted 
on 10 November 2020, p. 8. 
140 C-311/18, Data Protection Commissioner v Facebook Ireland Ltd, Maximillian Schrems. 
141 Recommendations 02/2020 on the European Essential Guarantees for surveillance measures, Adopted 
on 10 November 2020, pp. 10-11. 
142 González - de Hert 2019, p. 600. 
143 Charter of Fundamental Rights of the European Union, OJ C 326, 26.10.2012, p. 391–407. 
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transparent manner.144 The requirement of fairness in processing personal data entails both 

a fair balancing of rights and a procedural fairness, which entails for example transparency, 

timeliness and the burden of care of the controller.145 Proportionality and fairness are 

especially linked in the concept of fair balancing, which embodies a processing of personal 

data that is necessary and proportionate.146 

 

2.5.1. The proportionality discussion in EU case law 

The principle of proportionality is also central within copyright protection, especially due to 

the proportionality test, which has made its way into EU legislation and case law. When 

utilizing the proportionality test, copyright is weighed against other fundamental rights and 

the balance between the benefit that the right owner gains is weighed against the possible 

harm that is caused by the actions of the right owner.147 In Promusicae148, the CJEU 

established that when the obligations of EU directives are applied in Member States, it needs 

to be ensured that the interpretation of the directive is not in conflict with other general 

principles that are applied in EU legislation, for example with the principle of 

proportionality.149150 

 

The principle of proportionality has also been referred to in the context of illegal file sharing 

on P2P networks. In Scarlet Extended151, SABAM (a Belgian association of e.g. authors and 

composers) asserted that users of P2P networks using the services of Scarlet, an ISP, had 

downloaded works protected by copyright without the permission of the right owners which 

SABAM represented.152 The main questions referred to in the case related to ordering an 

 
144 Regulation (EU) 2016/679, General Data Protection Regulation, Art. 5(1)(a). 
145 Clifford - Ausloos 2018, p. 163. 
146 ibid. p. 181. 
147 Sganga - Scalzini 2017, p. 429. 
148 Case C-275/06, Productores de Música de España (Promusicae) v Telefónica de España SAU. 
149 Fischman Afori 2014, pp. 901-902. 
150 Although the Promusicae judgement provided important insights regarding the balancing of rights and the 
ISPs responsibilities of disclosing personal data, the judgement has been criticized by some due for example 
to the fact that the Court did not provide clear guidelines regarding how to execute the balancing of rights, 
and leaving the customising of copyright enforcement methods to the Member States. (Helmer - Davies 2009, 
pp. 51-52) Although the discussion regarding the role of the ISPs in a larger sense could have been discussed 
more, the establishing of clear boundaries and guidelines by the Court would not necessarily be reasonable 
due to the relationship between data protection and copyright often being circumstantial. Both fairness and 
necessity, which are significant parts of the proportionality principle, are dependent on what is considered 
to be fair and necessary in a specific situation. Providing too stringent guidelines relating to the interpretation 
of proportionality might therefore obstruct its purpose. 
151 Case C-70/10, Scarlet Extended SA v Société belge des auteurs, compositeurs et éditeurs SCRL (SABAM). 
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ISP to implement a system for filtering all electronic communications passing through its 

services and applying the principle of proportionality when deciding how effective and 

dissuasive the effect of the measure was.153 

 

In the Opinion154 of Advocate General Cruz Villalón, although the AG did not favour the 

idea of implementing a filtering system for the electronic communication involved in the use 

of P2P networks and thus thought that the issue of proportionality was not relevant155, the 

AG still found that that there was a lack of proportionality between the infringement of the 

IPR and the requested measure.156 In the Judgement, the Court held that the national courts 

have to strike a fair balance between rights that conflict each other, and that by requiring the 

implementation of a filtering system, the national court would fail to respect the requirement 

of a fair balance between IPR and for example the right to protection of personal data.157 In 

this interpretation, the Court appears to be implementing the principle of proportionality on 

balancing the right to enforcement of copyright with other fundamental rights.158 

 

In Mircom v Telenet, the national court asked for the opinion of the CJEU regarding if the 

specific circumstances of the case are relevant when determining the correct balance 

between the enforcement of IPRs and the respect for the protection of personal data, in the 

specific context of proportionality.159 Regarding the processing of personal data for the 

purposes of the legitimate interest of the controller or a third person the Court concluded that 

the limitations to data protection shall only apply if they are strictly necessary.160 The Court 

also highlighted that when it comes to balancing opposite interests and rights, much is 

dependent on the unique circumstances of the case.161 

 

Article 23(1) of the GDPR allows Union or Member State law to restrict the obligation of 

upholding confidentiality of personal data within electronic communications when the 

 
153 ibid. para 28. 
154 Opinion of Mr Advocate General Cruz Villalón delivered on 14 April 2011, Scarlet Extended SA v Société 
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restrictions respect the fundamental rights and freedoms and are a proportionate and 

necessary measure  in order to safeguard for example the enforcement of civil law claims 

(j).162  The mentioned provision corresponds to Article 15 of the ePrivacy Directive, which 

stipulates that it is allowed for Member States to restrict for example the confidentiality of 

communications set out in Article 5 of the Directive, if the restriction is deemed necessary, 

appropriate and proportionate in order to safeguard e.g. the unauthorised use of systems of 

electronic communication.163  In Mircom v Telenet the Court stated that for processing of 

the IP addresses of persons who have been uploading files containing copyright protected 

works on P2P networks, with the intent of filing a request of the disclosing of the personal 

data of the holder of the IP addresses, can  be viewed as lawful in the context of the GDPR, 

but that the processing also must satisfy the requirements of the ePrivacy Directive which 

entails the rights of users of electronic communications the respect of personal data.164 

 

The Court took no further stand regarding the balancing of opposing rights due to processing 

of the IP addresses of the alleged infringers. The ePrivacy Directive also expresses a neutral 

standpoint regarding the balancing of rights, since it is stated in the recitals of the Directive 

that it has no effect on the possibility to lawfully intercept electronic communications or to 

take other measures, but that the measures are to be strictly proportionate in view of the 

purpose with the measure, appropriate and necessary.165 

 

Regarding identifying the IP addresses and communicating the personal data of the users to 

Mircom, the Court viewed the disclosure of the names and addresses of the users that were 

involved in activities that infringed copyright as being consistent with striking fair balance 

between the holders of IPR and the right to data protection.166 In order for the systematic 

recording of IP addresses and communicating the personal data of alleged infringers of 

copyright to a third party to enable seeking damages for the infringement to fall within the 

scope of legitimate interest, the requests of the right owner or a third party acting on its 

behalf has to be proportionate, justified and non-abusive.167  If the circumstances of the case 

would have been perceived as disproportionate as regards seeking compensation from the 
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users of the P2P network, the request of disclosure of the personal data of the users would 

most likely not have been viewed as justified.168  

 

In Scarlet Extended there were two rights, namely the right to protection of personal data 

and the right to conduct business that were to be balanced against the right to protection of 

copyright. In the mentioned case the conclusions of the CJEU can be interpreted as stirring 

away from the manner of emphasising the support of copyright enforcement, which the 

CJEU previously has shown.169 In the context of enforcing copyright in the context of 

breaches of the right due to illegal file sharing on P2P networks, the current viewpoint within 

the EU framework, with reference to the Mircom v Telenet case, appears to be that if the 

disclosure of personal data is deemed proportionate and reasonable by a national court, the 

enforcing of copyright weighs more when the rights are balanced against each other. This 

would consequently mean that there would be no end in sight for the practice of suing users 

of P2P networks for alleged infringements.170171 

 

2.5.2. Assessing proportionality in practice 

With reference to the above described, it can be ascertained that conflicts between clashing 

rights are often determined based on the principle of proportionality. In rare cases is the 

essence of a particular right the decisive aspect. In the case of copyright, where the opposing 

parties are usually private individuals or companies, the parties mainly pursue rights that are 

in their favour. For that reason, the proportionality principle set out in Article 52(1) of the 

Charter is of great importance when deciding on how rights are limited and harmonized.172   

 

 
168 Elkington 2021, p. 99. 
169 O’Sullivan 2019, p. 542. 
170 Wilson 2021, p. 265. 
171 With for example the Mircom judgement, the CJEU seems to take another direction than in Promusicae. 
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the cases, or due to circumstantial aspects. Proportionality is a decisive component in both cases, but since 
the outcome of the cases are different, it raises the question regarding if the Court has taken an attitude 
towards the protection of copyright that is too permissive to abuse? Since abusive copyright litigation is a 
problem which the CJEU cannot have failed to notice, it is surprising that they did not take a clearer stand to 
its problems in Mircom v Telenet. Although the CJEU stated that protection of personal data prevails if the 
request of data is abusive and unproportionate, the Court still could have enabled loopholes for entities 
enforcing copyright, since the abusiveness of the request can be interpreted in many ways. 
172 Mylly, Tuomas, Regulating with rights proportionality? Copyright, fundamental rights and internet in the 
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It seems evident that both the EU courts and the legislature is uncompromising when it 

comes to striving to assure balance between contrasting rights. Based on the mentioned case 

law and legislature there does however seem to be a lack of practical guidance when it comes 

to the weighing of rights. This might be associated with the root of the principle of 

proportionality, which, as was mentioned in the beginning of the sub-chapter, is built upon 

a necessity requirement and the need to protect a general interest or the freedoms and rights 

of others. What is necessary in a specific circumstance is not something that can be set in 

stone, and the level of protection required is also highly circumstantial. It is important for 

courts and legislature to have a neutral standpoint in order for interpretations based on 

specific circumstances to be able to be made. This being said, clearer guidance might enable 

the making of quicker adjustments in the legislative field that would allow legal development 

to better correlate with changes in society. 

 

Since the weighing of rights is heavily impacted by the specific details of a case, the court 

is to make an assessment regarding if the strain put on the interests of others is 

disproportionate in relation to the intent of the legislative measure being taken. The 

assessment can consequently be affected by other rules in legislation that protect the interest 

of right owners and also ones protecting users.173 In the context of illegal file-sharing, you 

can not fail to notice that the balancing of rights is high on the list of priorities in the legal 

field of the EU, since it is so highly emphasized. The balancing is especially important in 

that context, since a possibly abusive conduct when enforcing copyright is something that 

additionally needs to be taken into consideration. The illegal file-sharing as a problem for 

copyright owners is on the other hand also a prominent issue. It is for that reason worth 

contemplating if it is possible to turn a blind eye to one of the problems for the fixing of the 

other, depending on which is viewed as a more pressing issue.  

 

Regarding the principle of proportionality and the provision concerning legitimate interest 

in Article 6(1)(f) of the GDPR, it can be established that the concept of legitimate interest is 

limited to what can be considered as necessary in pursuit of the interest. The processing of 

personal data can only be viewed as necessary in cases where there are not less intrusive 

alternatives at hand.174 The principle of proportionality is a central principle when 
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interpreting the lawfulness of processing, and one must assess if the processing is justified 

both in view of the purposes of the processing and with regards to is the processing is 

proportionate.175 In the following chapter the discussion will continue with presenting the 

concept of lawfulness of processing and the legitimate interest as a ground for processing 

personal data in the context of copyright infringements taking place on P2P networks. 
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3. LAWFULNESS OF PROCESSING PERSONAL DATA FOR 

THE ENFORCEMENT OF COPYRIGHT ON PEER-TO-PEER 

NETWORKS 

 

One of the main issues related to copyright infringements on the Internet is the anonymity 

of the infringers. In situations when it is possible to identify the possible infringer, resolving 

the issue is often costly to the right owner. The illegal sharing of copyrighted works on the 

Internet does not only have implications on the individual right owner. It results in 

considerable loss for the economy due to the loss of revenue from the works.176 In addition 

to the economic loss, illegal sharing of copyrighted content also contravenes the general idea 

of copyright, which for example is to boost innovation, education and culture.177 

 

In order for it to be possible to process personal data, and to thus be able to use the personal 

data related to possible infringers of copyright, the processing of the personal data must 

comply with the requirements of the lawfulness of processing (Article 6(1) of the GDPR). 

The reason for the processing of the personal data of a possible copyright infringer must thus 

be deemed necessary in order for it to be perceived as lawful, which can be based on a 

number of various grounds. One of the grounds based on which the processing of personal 

data can be lawful is based on that the processing is perceived as necessary for the legitimate 

interests of the controller or a third party (Article 6(1)(f)). 

 

In this chapter the influence of the regulations of the GDPR regarding lawfulness of 

processing of personal data including the legitimate interest of the controller or third party 

will be discussed in the context of enforcing copyright due to possible infringements of the 

right taking place on P2P networks. The discussion of the chapter will revolve around the 

question if the processing of the personal data of alleged copyright infringers for the purpose 

of copyright enforcement is viewed as lawful processing. The subject will also more 

specifically be examined from the viewpoint of legitimate interest, and how lawfulness is 

perceived when the entity enforcing copyright is a Copyright troll. 

 
176 Gemmell 2016, pp. 113-114. 
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3.1. Lawfulness of processing personal data 

The grounds for the lawful processing of personal data can be found in Article 6 of the 

GDPR. According to the Directive, there are six grounds based on which the processing of 

personal data can be lawful. These are (a) the consent of the data subject, (b) when the 

processing of personal data is necessary for the performance of a contract, (c) when 

processing is necessary for complying with a legal obligation, (d) in order to protect the vital 

interests of the data subject or another natural person, (e) when processing of personal data 

is necessary for performing a task for public interest or due to the controller’s role as official 

authority, or (f) when processing is necessary due to the legitimate interest of the controller 

or a third party.178 

 

The requirements that have to be fulfilled for the processing of personal data to be considered 

lawful are often considered to be the heart of the GDPR. Without one of the mentioned 

requirements being fulfilled, a company, organisation or other entity processing personal 

data is not able to undertake the processing, which consequently results in them most likely 

not being able to pursue their activity. The most commonly exploited requirements in 

companies are the processing of personal data on the basis of performing a contract, for 

pursuing a legal obligation or when it is based on legitimate interest. The processing of 

personal data within the scope of employment is usually covered by one of these grounds.179 

 

For the processing of data to be considered lawful there thus has to be a legal basis for the 

processing that is taking place. In addition to the principle of lawfulness of processing, the 

processing of personal data is also to fulfil the other requirements set out in Article 5(1) of 

the GDPR. These other principles that are to be applied are for example processing in a 

manner that is fair and transparent, the minimisation of data, the accuracy of processing 

and the limited storage times, among others.180 The list of legal grounds for lawful 

processing are considered to be exhaustive, and controllers are to be able to establish and 

indicate one or more grounds based on which the processing is deemed lawful. There is no 

internal hierarchy regarding which ground has priority over another. This being said, the 
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consent of the data subject (Article 6(1)(a)) has in the private sector often been found to be 

an important option when no other grounds can be applied.181 

 

3.1.1. The necessity requirement 

All legal grounds set out in Article 6(1), except for the ground based on the consent of the 

data subject (Art. 6(1)(a)), include a provision that the processing is necessary. The necessity 

requirement implies that there is an assessment to be made regarding if it is possible for the 

aim of the processing to be achieved by means that are less intrusive or without processing 

the data altogether. The requirement of necessity stems from the EU Charter of Fundamental 

Rights and from the European Convention on Human Rights, according to which limitations 

to or interference with one’s right to privacy and protection of personal data is to be 

necessary.182 

 

Even though for example the previously mentioned ground based on the consent of the data 

subject does not include the requirement of necessity, the processing of data based on 

consent is still to include the provision of necessity, since this is also included in Article 

5(1)(c), according to which personal data should be ‘adequate, relevant and limited to what 

is necessary in relation to the purposes for which they are processed’.183 The requirement 

of necessity is therefore an important aspect of what is considered to be lawful processing 

of personal data. It can also be noted that the necessity requirement is crucial since its scope 

extends further than merely being a requirement of for example the processing being 

perceived as reasonable.184 

 

3.1.2. Transparency and fairness 

Transparency and fairness are alongside lawfulness of processing also essential principles 

related to the processing of personal data. Fairness is a multifaceted principle that includes 

both fair balancing and a procedural fairness. Elements of procedural fairness are that 

fairness is to be implemented in administrative measures and when the rights of data subjects 

are enforced, among other things.185 Fair balance includes for example taking account to the 
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expectations and interests of the data subject when processing its data. Another important 

aspect of the fairness requirement is that the processing of data is not to infringe on the data 

subject’s fundamental rights and freedoms and most importantly in this context, the right to 

protection of personal data.186 

 

As was mentioned earlier, the lawfulness of processing was incorporated in the GDPR, 

which was implemented in 2018. The principles of the lawful processing of personal data 

was developed by the Council of Europe Convention in 1981 and they were consequently 

adopted in the Data Protection Directive (DPD, Directive 95/46/EC) and its Article 6. Before 

the GDPR, there had not however been developed a list of lawful grounds for data 

processing.187 In Article 6 (1)(a) of the DPD it was stated that Member States of the EU were 

to provide that personal data was to be ‘processed fairly and lawfully’. In 1(b) of the Article 

it is mentioned that personal data is to be collected for purposes that are legitimate, specified 

and explicit and that personal data is not to be further processed in ways that do not meet the 

requirements of the mentioned purposes.188 

 

3.2. Lawful processing and copyright infringements on the Internet 

The lawfulness of processing personal data in the context of copyright infringements taking 

place on the Internet has been discussed in various cases in EU case law. Since the 

enforcement of copyright by seeking remuneration for infringement of the right requires the 

processing of the personal data of the possible infringers, the copyright owner has to be able 

to refer to a legal ground according to which the processing is lawful. The lawfulness of 

processing is therefore required to be fulfilled in order to be able to seek compensation for 

damages due to illegal sharing of works protected by copyright. 

 

As has been stated earlier, the infringement of copyright on the Internet requires the possible 

infringers to be connected to the Internet through which they share the content. In order for 

a user to be able to get access to the Internet, it is required for the device which is being used 

to have an IP address. In order to get Internet access, the user usually has to have an Internet 
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subscription. In connection to the Internet subscription, the ISP collects and keeps the 

personal data of the users. Examples of possible personal data being stored is the names and 

addresses of the users.189 

 

In order for the processing of personal data to be possible under the GDPR, one of the 

grounds of lawfulness of processing set out in Article 6(1) of the Regulation has to be 

fulfilled. There are also EU rules that regulate the disclosing and processing of personal by 

for example ISP’s. According to Article 8(1)(c) of the Enforcement Directive, the competent 

judicial authorities can allow for the information regarding the origin and distribution 

networks of a service that has infringed an intellectual property right to be provided by 

someone who has provided services on a commercial scale that has been used in the 

infringement. The information in question can comprise of the names and addresses of the 

infringers (Art. 8(2)(a)).190 

 

In Article 5(1) the ePrivacy Directive it is established that Member States are to ensure that 

confidentiality is upheld in communications and traffic data related to it.191 As has been 

previously established, Member States may however allow for exceptions to be made to the 

restriction presented in Article 5.192 Article 6 of the Directive sets a requirement to erase or 

anonymize the traffic data when it is no longer needed for the purpose of transmitting the 

data. It can therefore be determined that the processing of personal data for the enforcement 

of copyright also is to comply with other regulations related to the processing of the personal 

data of infringers. In order for the discussion to remain limited to the research questions of 

the thesis, the other mentioned regulations will not be further examined in the text. 

 

Giancarlo Frosio, calling the monitoring of the possible infringers of copyright by illegal 

file-sharing on P2P networks ‘urban guerrilla warfare’193, discusses the lawfulness of 

collecting and processing the personal data of alleged infringers of copyright on the networks 

from the viewpoint of case law related to the subject. Frosio addresses the standpoint of the 

French data protection authority CNIL regarding the authorization of the surveillance of the 

 
189 Mezei - Harkai 2017, p. 14. 
190 Corrigendum to Directive 2004/48/EC, Enforcement Directive. 
191 Directive 2002/58/EC, ePrivacy Directive. 
192 Ibid. Article 15(1): for the safeguarding of e.g. prosecution of criminal offences etc., if the restriction is 
necessary, proportionate and appropriate. 
193 Frosio 2011, p. 5. 
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users of P2P networks by sending out messages for the purpose of preventing illegal file-

sharing and therefore collecting the personal data (IP addresses) of the users of the network. 

Although allowing the mentioned activity in 2005, CNIL did not grant SACEM (a French 

collecting society) the same right. The reason for denying the authorization was that CNIL 

did not consider the automatic gathering of the IP addresses of users to be a proportionate 

measure to fight the infringement of copyright and for that reason unlawful. CNIL was 

especially concerned that allowing the mentioned activity would result in the collecting of 

an extensive amount of personal data, and that the activity might lead to permanent and 

overly wide monitoring of the networks. The decision was however overruled by the 

Supreme Administrative Court of France since it did not find the mentioned measures 

disproportionate due for example to the smaller volume of works that were being 

monitored.194 195 

 

The question of the lawfulness of processing personal data related to copyright infringements 

on P2P networks was one of the main themes of the Mircom v Telenet case, where the CJEU 

was asked to take a stand regarding the lawfulness of the manner in how the IP addresses 

collected by Mircom (the party enforcing copyright).196 In the Opinion197 given by AG 

Spunzar the AG came to the conclusion that recording the IP addresses of users who have 

used their Internet connections for sharing files on P2P networks is to be regarded as lawful 

processing of personal data in the light of Article 6(1)(f) of the GDPR.198 The AG also states 

that the recording of IP addresses of the mentioned users constitutes lawful processing of 

personal data when it is done due to the legitimate interest of the controller or of a third 

party.199 The processing of personal data for the purpose of the legitimate interest of the data 

controller will be further discussed in the following subchapter. 

 
194 Frosio 2011, pp. 40-41. 
195 The case in question stems from the pre-GDPR time period but is nevertheless important in view of e.g. 
the requirement of proportionality that is enshrined in the notion of lawfulness of processing. Since the 
discussion regarding monitoring and the surveillance of networks already has been active for 20 years, it 
seems evident that the issue does not have an easy solution. With reference to the ruling of the Supreme 
Administrative Court of France, the Court focused merely on the implications of the surveillance on copyright 
owners and not on possible consequences for individual users. This indicates the progression which has taken 
place in the field of data protection, since this reasoning does not seem reasonable from today’s perspective. 
196 Case C-597/19 Mircom v Telenet, para 36. 
197 Opinion of Advocate General Szpunar delivered on 17 December 2020, Mircom International Content 
Management & Consulting (M.I.C.M.) Limited v Telenet BVBA, ECLI:EU:C:2020:1063. 
198 Elkington 2021, pp. 98-99. 
199 Opinion of Advocate General Szpunar delivered on 17 December 2020, Mircom International Content 
Management & Consulting (M.I.C.M.) Limited v Telenet BVBA, ECLI:EU:C:2020:1063, para 132. 
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3.3. The legitimate interest of the controller or a third party 

As has been previously established, one of the grounds for lawful processing of personal 

data is when processing of personal data is necessary for the purposes of the legitimate 

interest that is pursued by the controller or by a third party. The exception for the processing 

of personal data being approved due to legitimate interest is when the interests are overridden 

by the interests or the fundamental rights and freedoms of the data subject. The emphasis of 

the exception is especially emphasized if the data subject is a child.200 The provision in 

question is not applied when the processing is carried out by a public authority when 

performing a task (Article 6(1)). 

 

The concept of the legitimate interest of the controller is not new, since it could also be found 

in the previous Data Protection Directive in its Article 7.201 The concept of legitimate interest 

has however often been conceived as confusing and unclear. When assessing the 

applicability of Article 6(1)(f), one has to make an assessment consisting of three steps. 

Firstly, an interest of the controller or a third party must exist. Secondly, there has to be a 

test of necessity made. Lastly, the legitimate interest of the controller or third party must be 

weighed against the rights and interests of the data subjects (balancing test).202 

 

When assessing the interest of the controller or third party, the meaning of the term cannot 

be too broad but has to be real and existing. When determining necessity, one must determine 

if another action could result in the same objective but, when comparing to the planned 

measure, require disproportionate effort. Regarding the balancing test, one must take account 

to for example the specific vulnerable nature of the data subject, the nature of the controller’s 

or third party’s interest and what kind of an effect the processing has on the data subject.203 

 

In Mircom v Telenet204, one of the questions of the referring court to the CJEU was whether 

the processing of personal data by Media Protector on behalf of Mircom, which consisted of 

 
200 Regulation (EU) 2016/679, General Data Protection Regulation, Art. 6(1)(f). 
201 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection 
of individuals with regard to the processing of personal data and on the free movement of such data, OJ L 
281, 23.11.1995, p. 31–50, Art. 7(f). 
202 González - de Hert 2019, pp. 604-607. 
203 ibid. 
204 Case C-597/19 Mircom v Telenet. 
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recording the IP addresses of users of P2P networks whose Internet connections allegedly 

had been used when uploading works protected by copyright (the processing had already 

commenced), could be considered as justified in light of the requirement of legitimate 

interest set out in Article 6(1)(f).205 

 

According to Article 13 of the Enforcement Directive206, Member States are to ensure that 

the competent judicial authorities, by request of the injured party, order the alleged infringer 

who consciously engaged in an infringing activity, or with reasonable grounds to be aware 

of the infringement resulting from its actions, to pay the damages to the right owner which 

are appropriate considering the actual prejudice suffered by the right owner as a result of the 

infringing activity. 

 

Regarding if a controller or third party seeking to obtain personal data of an alleged infringer 

in order to seek damages for the infringement of copyright can be considered as legitimate 

interest, the CJEU confidently declared that that in fact is the case. According to the Court, 

that conclusion is supported by Article 9(2)(e) and (f) of the GDPR, in which it is declared 

that the prohibition of processing certain types of personal data (e.g. the sexual orientation 

of a person) is not to apply if for example the processing is necessary in order to establish, 

exercise or defend legal claims.207 208 The Court then emphasises that rules regarding 

derogations and limitations to the protection of personal data are to apply only when strictly 

necessary. According to the Court, the necessity requirement could very well be fulfilled in 

 
205 ibid, para 37 (4). 
206 Corrigendum to Directive 2004/48/EC, Enforcement Directive. 
207 Case C-597/19 Mircom v Telenet, para 108. 
208 The Court referred to Rīgas satiksme (C-13/16) where the Court established that obtaining the personal 
data of a person who has caused damage to another person’s property, for the intention of the person who 
has suffered damages to sue the person who brought on the damage, can be considered as legitimate interest 
(paragraph 29. of the case). The notion of “damage to property” can surely be connected to damage caused 
to intellectual property, which is the case in Mircom v Telenet. The circumstances in Rīgas satiksme were 
however more straight-forward, since the damaged property was a trolleybus. That brings up the question if 
it is suitable to draw a line between the two cases, since the damage to a trolleybus is surely not equivalent 
to infringing copyright. It would also be worth taking into consideration that there is a difference in the impact 
that allowing processing based on legitimate interest would have on a singular person (the passenger causing 
damage in Rīgas satiksme) and the impact processing can have on a large number of people, as is the case in 
Mircom v Telenet. Even though the parallel being brought between the cases is understandable in a 
theoretical sense, the impact of the processing could however have been justified more clearly in Mircom v 
Telenet. 
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the present case, since identifying the person connected to the IP address being used in the 

infringing activity can often only be done based on the IP address.209 210 

 

The conclusion of the Court was therefore that Article 6(1)(f) of the GDPR does not preclude 

(in principle) the systematic recording of IP addresses of alleged infringers (users of P2P 

networks) by the right owner or a third party on its behalf. Neither does communicating the 

names and postal addresses of these users to the right owner or a third party acting on its 

behalf in order for them to be able to seek damages for the alleged infringement. The Court 

did however emphasize that the requests and initiatives of acquiring the data are to be 

justified, proportionate and cannot be abusive. There also has to be a legal base for it in 

national legislation, and by referring to it, one can limit the rules regarding protection of 

privacy established in the ePrivacy Directive (Articles 15 (1), 5 and 6).211 Even though the 

Court found the processing to be strictly necessary for the specific purpose described in the 

case, and therefore held that the processing was in the notion of legitimate interest, the 

balancing that is to be made between necessity and the various disadvantages to the data 

subject, is dependent on the specific circumstances of a case.212 

 

In the case in question, the Court left it up to the referring court to make the decision 

regarding the balancing of conflicting rights and the interests of both parts.213 In the Opinion 

of the case given my AG Szpunar, the AG commented that the conditions that are associated 

with the legitimate interest of the data controller or a third party are closely related to and 

dependent of the specific details of the case. The same could according to the AG be said 

about the disclosure of information regarding who the IP addresses belong to. This would 

consequently mean that if the referring court would consider the request of information to 

 
209 Case C-597/19 Mircom v Telenet, para 110. 
210 The Court also ascertains that in order for the processing of the personal data in the case in question to 
be regarded as lawful, it also has to fulfil the conditions of the ePrivacy Directive, which entail the notion of 
respect for private life and protection of personal data (para 118). Another important comment by the 
Court is that the data in itself that is referred to in the case, which relate to the civil identity of the users of 
the networks, usually do not enable one to make a connection between the user and for example the time 
and duration of the communications made. They do not therefore make it possible to get information on 
the private lives of the users. According to the Court, this results in the interference of an action that relates 
to the data in question not being able to be viewed as serious (para 121). 
211 Case C-597/19 Mircom v Telenet, para 132. 
212 Wilson 2021, pp. 264-265. 
213 Case C-597/19, Mircom v Telenet, para 111. 
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be unlawful or unjustified, the recording of the IP addresses (done by Media Protector) could 

not be viewed as have been done in the pursuit of legitimate interest.214 

 

The Opinion of the AG highlights the importance of one’s right to the protection of personal 

data, while the Decision gives the referring court the responsibility to weigh the opposing 

rights against one another. In the Opinion, the AG also emphasises the impact of the actions 

of the party enforcing copyright, when the actions in question can be viewed as morally 

debatable.215 Based on the Opinion given of the case, the dishonest and disproportionate 

pursuit of the company can surely increase the probability of the disclosure of information 

not being viewed as justifiable.216  

 

Overall, the case law within the EU after the commencement of the GDPR regarding the 

legitimate interest of the controller or a third party as the basis for processing personal data 

for seeking damages for copyright infringements taking place on P2P networks is quite 

scarce. For that reason, the above detailed case is of great importance. In Promusicae217, the 

question of the referring court was if Community law, specifically the regulations of the 

Infosoc Directive, the Directive on electronic commerce, the Enforcement Directive and the 

Charter, permits Member States to limit the duty of ISPs to provide the personal data of users 

of P2P networks to only providing the information in the context of a criminal investigation 

or to safeguard public security and national defence. The question therefore entailed the 

question if civil proceedings could be counted out of the equation.218 In the Opinion of the 

case, AG Kokott referred to the Data Protection Directive and ascertained that personal data 

is only to be collected for purposes that are specified, explicit and legitimate.219 AG Kokott 

also stated that interfering with the right to the protection of personal data can only be 

justifiable in the case of a pressing social need, and the actions being taken to ensure the 

opposing right (copyright) is to be proportionate in relation to the legitimate aim being 

pursued.220 

 
214 Opinion of Advocate General Szpunar delivered on 17 December 2020, Mircom International Content 
Management & Consulting (M.I.C.M.) Limited v Telenet BVBA, ECLI:EU:C:2020:1063, para 130. 
215 ibid. para 113. 
216 Elkington 2021, p. 99. 
217 Case C-275/06, Productores de Música de España (Promusicae) v Telefónica de España SAU. 
218 ibid. para 34. 
219 Opinion of Advocate General Kokott delivered on 18 July 2007, Productores de Música de España 
(Promusicae) v Telefónica de España SAU, Case C-275/06, ECLI:EU:C:2007:454, para 53. 
220 ibid. para 54. 



 

 44 

 

3.3.1. Assessing the notion of legitimate interest – the balancing test 

As was mentioned in the previous chapter, when determining if the ground of legitimate 

interest can be applied to a specific situation, one is to assess if the interest of the controller 

or third party is sufficient for it to be considered as legitimate. One is also to test the necessity 

of the measure (if the aim of the processing can be achieved by other, less intrusive 

measures) and perform a balancing test where the balancing of the rights and interests of the 

data subject against the right of the opposing party. 

 

According to the Finnish Office of the Data Protection Ombudsman, the interests and rights 

of an individual (the data subject) are in principle to be prioritised before those of the 

controller or third party. If the rights and interests of the data subject can be interpreted as 

weighing more than the interest and rights of the controller or third party, the personal data 

cannot be processed on the basis of legitimate interest. Certain circumstances such as if the 

data subject is a child argues for the fact that the interests of the data subject have more 

weight. Regarding the balancing test it is also stated that the interest is to be stated clearly 

and that is must correspond to a need which is genuine and direct. When assessing the effects 

that the processing of personal data might have on the data subject, both current and 

potential, future implications of the processing are to be considered.221 

 

In the previous sub-chapter it was established that the CJEU in Mircom v Telenet in principle 

approves of the processing of the personal data of possible copyright infringers for the sake 

of the legitimate interest of the entity enforcing copyright, which in the case can be 

characterised as a Copyright troll. When reflecting the standpoint of the CJEU with the 

previously described balancing test, there are certain factors that are worth discussing. 

 

When determining if the processing is necessary in view of the legitimate interest of a 

controller, one is to contemplate if there are other ways of processing personal data that are 

less intrusive on the rights of the data subject. González and de Hert state that if there is an 

alternative method with which to achieve the same purpose of the processing, but if the 

alternative way means that the controller or third party is forced to take on measures that are 

 
221 Controller’s legitimate interests, Office of the Data Protection Ombudsman, 
https://tietosuoja.fi/en/controller-s-legitimate-interests. 
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not proportionate with sparing the data subject from excessive harm, the processing can be 

viewed as necessary.222 In La Quadrature du Net and Others the CJEU established that the 

IP address connected to a specific offence might be the only way to research the offence and 

to identify who the IP address was assigned to.223  With this in mind it is fair to assume that, 

if there in principle are no other ways to investigate to whom the IP address of a possible 

infringer belongs to, the processing of personal data in the described context can be 

interpreted as necessary. 

 

When assessing the applicability of legitimate interest, one is to take into consideration that 

the processing should not infringe on the fundamental rights and freedoms of the data 

subject. The interests and expectations of the data subject are also to be taken into 

consideration when processing their personal data, and the interest of the controller or third 

person is also to be clearly stated (transparency). With reference to the previously mentioned 

case law in connection to the lawfulness of processing and the legitimate interest of a 

controller or third party, it seems evident that the processing, without exception, always 

infringes on some other right of the data subject. In Mircom v Telenet, the Court stated that 

the interference on the private lives of the users could not be construed as serious, for 

example since the personal data relevant for the case does not provide essential information 

of the user’s private lives.224 In Promusicae, the Court moved the decision-making power to 

the Member States to decide on the balancing of fundamental rights, consequently giving 

Member States freedom to make the specific circumstances of a case the predominant factor 

when assessing the prevailing of one right over another225.226 

 

When determining if the processing of personal data can be considered to be done on the 

basis of legitimate interest, an overall assessment based on the interest of the controller or 

third party, the necessity of the processing and the interest of the data subject is to be made. 

 
222 González - de Hert 2019, p. 606. 
223 Joined Cases C-511/18, C-512/18 and C-520/18, La Quadrature du Net and Others v Premier ministre and 
Others, para 154. 
224 Case C-597/19 Mircom v Telenet, para 121. 
225 Case C-275/06, Productores de Música de España (Promusicae) v Telefónica de España SAU, paras 68, 
70. 
226 The balancing of two opposing rights is impacted by many different elements that can vary in different 
legal systems, and factors such as cultural or social values can influence what is perceived as just. (Giovanella 
2017, p. 43) Transferring the decision-making to the Member State may enable a more efficient balancing of 
rights, since the balancing of contrasting rights is impacted by both the circumstances of a case and the 
general expectations that exist in a legal system. 
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When processing the personal data of users who might have infringed copyright by making 

works available on P2P networks, the legitimacy of the processing can be influenced by for 

example the actual intrusion on the user’s rights (e.g. the kind of personal data being 

processed and the implications the processing might have) and by the fact that enforcement 

of copyright may not be possible by other means. The overall picture can nevertheless by 

affected by the way in which copyright is enforced, especially if the enforcement is 

interpreted as abusive. This is where the Copyright troll comes into the picture, and the 

character and activities of the troll as well as its influence on how copyright enforcement is 

perceived will be further discussed in the following chapter.  
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4. THE ROLE OF THE ENTITY ENFORCING COPYRIGHT – 

COPYRIGHT TROLL OR RIGHT OWNER 

 
The gaining of personal data of copyright infringers is not merely viewed as a way to ensure 

protection for the right owners. It can also work as a business model for certain business 

entities, so called Copyright trolls, through which they can gain profit. Due to the, often 

disingenuous, character of the business models of Copyright trolls, the trolls as the entity 

enforcing copyright can have an impact on how the basis for wanting to gain personal data 

regarding possible infringer is perceived. 

 

In this chapter, the character of the Copyright troll and distinction between the troll and the 

actual owner of copyright as well as the significance of the distinction in the context of 

seeking damages for copyright infringements will be discussed. The discussion will entail 

an examination of the tendency of Copyright trolls operating in the context of infringements 

taking place on P2P networks and what possible impacts the character of the troll has on 

dealing with the issue in case law and in the public. The influence of Patent trolls on the 

emergence of Copyright trolls will also be part of the discussion, since the Patent trolls have 

had a decisive impact on other trolls operating on the IPR field and provides important 

insights on how an entity with troll characteristics operates. 

 

4.1. The character of the Copyright troll 

Copyright trolling is a phenomenon which is familiar to most of us, and a subject that 

continues to stir controversy and strong opinions of those affected by it. Copyright trolls can 

be described as different entities such as companies, organizations, law firms or individual 

actors who, much like Patent trolls, acquire the right to a work protected by copyright (most 

commonly films), and consequently demand compensation from alleged copyright 

infringers or engage in lawsuits with the aim of gaining profit. A common perception of 

Copyright trolls is that the tactics used by the entities in question are on the cusp of being 

extortion.227 The actions of entities recognized as Copyright trolls are often viewed as being 

morally dubious, although not being illegal.228 

 
227 D’Amato 2014, p. 191. 
228 Opinion of Advocate General Szpunar delivered on 17 December 2020, Mircom International Content 
Management & Consulting (M.I.C.M.) Limited v Telenet BVBA, ECLI:EU:C:2020:1063, para 113. 
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The origins of the Copyright troll can be found in the organisation Authors, Composers and 

Artists’ Copyright Office and the founder of the organization Harry Wall, who in the 1840s 

made his livelihood on raising payments when a work protected by copyright was performed. 

Although his business idea was not particularly successful, it was however adopted in the 

copyright field in the United States by the American Society for Composers, Authors and 

Publishers (ASCAP), whose business model constitutes of assigning and licensing royalties 

for public performances of works protected by copyright. 229 

 

The troll tactics, which most prominently have been noticed in the legal sphere of the United 

States, found the shape it has now due to the Recording Industry Association of America 

(RIAA), which is a trade group representing record labels in the United States. In 2003, the 

RIAA sued users of P2P networks with the intention of stopping them from downloading 

music protected by copyright without the permission of the right owners. The RIAA 

managed to get a hold of the personal data of the users from the ISPs, but the pursuits of the 

association where however stopped by the Court of Appeals, according to whom the practice 

of using ISPs as mere pipelines for getting the information was not appropriate.230 

 

Copyright trolls typically seek damages from a large number of presumed infringers, 

sometimes called “Doe defendants”231. A common way of seeking damages is by trying to 

oblige ISPs to communicate the personal data of the claimed infringers in order to be able to 

pursue the claims in court. 232 The tactic practiced by the entities often involves sending 

threatening letters, demanding the presumed infringers to pay fees in order to avoid further 

legal action.233 Overall, Copyright trolls are often viewed as entities who exploit the legal 

system related to copyright with the sole purpose of making profit. The Copyright troll is to 

be differentiated from a copyright owner, whose purposes for enforcing copyright stem from 

genuine reasons related to utilization of copyright.234 

 

 
229 Polonsky 2012, p. 76. 
230 Sonmez 2014, p. 149. 
231 Multi-defendant lawsuits are commonly referred to as John Doe lawsuits particularly in legal literature 
from the United States. The “John Does” are the anonymous users of P2P networks being sued by entities 
enforcing copyright. (Sag 2015, p. 1108) 
232 Case C-597/19, Mircom v Telenet. 
233 Sonmez 2014, p. 141. 
234 Greenberg 2014, p. 59. 
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A common area in which Copyright trolls practice their business is within the field of adult 

films, where the entities pursue litigation or demand compensation from individuals and 

companies for the downloading or uploading of the content. The entities often claim that 

they have evidence of the downloading of a work attained from the ISP at their disposal, or 

alternatively other evidence of the individual accessing the content. The reasoning behind 

why the entities often operate in connection to adult films is surely that they lean on the 

possible embarrassment that the individuals might experience, and that potentially leading 

to easily attained settlements.235 

 

Within the legislative scope of the US, so-called performing rights organizations or PROs 

play an important role since they enable enforcement and monitoring of copyright that 

belongs to individuals. They do however actively enforce copyright through the bringing of 

lawsuits of individual copyright owners who they represent. Much like Copyright trolls, the 

PROs are not copyright owners per se, but mere license holders. The claims submitted by 

PROs are, even though they are met with suspicion by some, still allowed by many courts 

merely on the basis of their standing as a certain kind of organization.236 This brings up a 

question regarding why the activities of some entities that are characterized as Copyright 

trolls are classified as morally questionable, while the activities of PROs are generally 

accepted. Regarding the mentioned issue one can reflect on if it is the mere character of the 

entity that is the deal breaker, or if for example public performances of works compared to 

file sharing on the Internet require stronger protection.237 

 

A central question raised in connection to the activities of Copyright trolls is whether they 

can be perceived as defending and preserving the creative rights of copyright owners, or if 

they merely are transforming the online piracy scene into a business consisting of mass-

litigations based on extortion.238 Although not being illegal per se, the troll tactics can easily 

be interpreted as taking advantage of the intentions of copyright legislation and influencing 

the public’s view of IPRs. The Copyright Law of the United States encourages right owners 

to enforce and defend their IPRs by the way of litigation, which enables the activities of 

Copyright trolls.239 

 
235 Fischer 2013. 
236 Petasis 2017, pp. 1533-1534. 
237 Polonsky 2012, pp. 76-77. 
238 Curran 2013, p. 173. 
239 Herr 2022, p. 1. 
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Although the activities of Copyright trolls often are seen as going against the intention of 

Copyright, the tactics undertaken by them are not prohibited under EU legislation. For 

example, the Enforcement Directive allows holders of IPRs to seek the measures, procedures 

and remedies referred to in the Directive, as well as other entities that are authorised to use 

the rights in question, particularly licensees (Article 4(a) and (b)). The directive also gives 

bodies of intellectual property collective rights management and professional defence 

bodies, which have the right to represent holders of IPRs, the right to make use of the 

mentioned measures, procedures and remedies referred to in the Directive in order to enforce 

copyright (Article 4, (c) and (d)). The measures in question include for example the right to 

information (Article 8), the implementation of corrective measures (Article 10), the issuing 

of an injunction against the infringer (Article 11) and the ordering of payment of damages 

due to infringement of the right (Article 13).240 

 

The troll-characteristics presented above are not distinctive to only Copyright trolls but can 

also be detected in other entities enforcing IPRs. One of the most distinctive, criticized and 

eagerly discussed entities in the area of IPR enforcement is the Patent troll, from which the 

Copyright troll is believed to have taken impressions from. Since the Patent troll has a more 

far-reaching history, an oversight of what characterises a Patent troll provides necessary 

insights regarding the character of Copyright trolls and is therefore the subject of discussion 

in the following sub-chapter. 

 

4.2. The impact of Patent trolls on the emergence of Copyright trolls 

Before the emergence of the concept of Copyright trolls, the idea of the “troll” found its way 

into the world of IPRs with the forthcoming of the concept of a Patent troll. A Patent troll 

can be described as an entity who is not the actual owner of the patent but someone who 

simply pursues to use an invention although not using it on the market for its primary 

purpose.241 The Patent trolls, or also referred to as NPEs (nonpracticing entities), are entities 

whose primary purpose is using patents to collect license fees and consequently gaining 

 
240 Corrigendum to Directive 2004/48/EC, Enforcement Directive. 
241 Balganesh 2012, p. 725. 
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profit, thus not exercising and supporting the main objective of patents which is to develop 

technology and innovation.242 

 

The Patent troll benefits from possible infringements of an IPR by buying patents from 

producers of patents, and then searching for manufacturers that are utilizing the patent in 

question or that possibly may need permission for using the patent in later product 

developments. The Patent troll then tries to gain profits from entities using the patent without 

permission of the patent owner by suing the infringers with the intent of gaining settlements 

from them. The actions of Patent trolls have been highly critiqued, since they generally 

obtain patent rights without the intention of using the invention. They also cause strain in 

the industry since for example the costs of litigation related to the lawsuits the trolls bring 

forth makes the costs of producing products higher. The effectiveness of the techniques of 

the trolls is also met with doubt.243 Due for example to the custom of the Patent trolls of 

exploiting patents of questionable quality, the disproportionately high costs of the lawsuits 

they bring forth, and due to the lack of balance between the trolls and the entities they take 

advantage of, parallels can be drawn between the activities of Patent trolls and Copyright 

trolls.244 

 

Patent troll is a term which ascended from entities called patent assertion entities or PAEs. 

A PAE is described as an entity which buy patents, after which it makes an assertion towards 

manufacturers it claims are making use of a patent technology to which it has the rights, 

without the permission of the right owner. The custom of calling PAEs trolls consequently 

evolved due to the meaning the term has in folklore, which is a character that rises from its 

hiding place, demanding rewards from others that are caught off guard by them emerging. 

The troll also has the meaning of an entity surviving by payments they collect, without which 

they would barely be able to function.245 246 

 

 
242 Choi - Gerlach 2018, p. 2075. 
243 Polonsky 2012, p. 73. 
244 Sag 2015, p. 1108. 
245 Yeh, Brian T., An Overview of the “Patent Trolls” Debate, p. 6 in Coperland (eds.), 2013. 
246 This can be connected to the activities of Copyright trolls, whose business models generally rely on the 
collecting of payments without which the company would not operate. Regarding this it can also be 
contemplated if an entity can be characterized as a Copyright troll if only parts of their business revolves 
around the mentioned activity? There is also a possibility that entities may conceal the trolling by also 
engaging in other activities that are less profitable. 
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Even though the activities of PAEs are highly criticized as being morally problematic, they 

tend to defend their actions by claiming that they support innovation by finding unused 

patents and making them useful to others. By doing this PAEs claim that they establish a 

new market for the unused patents, which results in compensation for the inventors.247 This 

is not much unlike Copyright trolls, who claim that gaining rights to works protected by 

copyright and seeking justice by suing alleged infringers helps to boost creativity, although 

the actions of the trolls in reality cause the opposite.248 Both the Patent trolls and the 

Copyright trolls can therefore be viewed as using the core function of the IPRs in question 

as justification for engaging in actions which essentially can make it more difficult to 

preserve what is being protected with the rights in the first place. 

 

According to Sujitha Subramanian, US courts have been prone to favour the defendant in 

lawsuits related to infringement of patents, not granting injunctions to NPEs and dealing 

with patent owners in a different manner.249 This was a change of direction from the previous 

stance of the US courts, who before eBay v. MercExchange250  often had granted injunctions 

automatically when a patent was infringed regardless of if the enforcing entity had been an 

NPE.251 A consequence of the case was that the Supreme Court made it more difficult for 

holders of patents who are NPEs to get injunctions due to infringements of the patents. One 

possible reason for the Court’s decision could be the worry it had expressed for the business 

models that make use of patents for gaining profits instead of for using it on the market, and 

for a possible over-protection patents had.252 

 

According to Matthew Sag, the Copyright trolls have seemingly been influenced by the 

activities of Patent trolls. The Patent trolls have a more extensive history, but when analysing 

the characteristics of both trolls, it seems evident that the opportunities that patent trolling 

brings has rubbed off on the entities exploiting copyright in the same way. The main attribute 

that the Patent troll and the Copyright troll has in common is the tendency to take advantage 

of IP litigation in a systematic manner. The activities of Patent trolls are multi-layered and 

can vary from entity to entity. A main characteristic is however that the Patent trolls usually 
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build their business models on litigation strategies, which they focus on instead of on the 

technology of the invention and how you might be able to utilize it. The base upon which 

the Copyright trolls build their businesses and the way their opportunistic character surfaces 

is primarily by seeking damages.253 

 

One of the main mutual characteristics of the Copyright troll and Patent troll is thus that they 

tend to focus on the procedural aspect of IPR infringements and on pursuing monetary 

advantages, while protecting the IPRs is overlooked. The actions of Copyright trolls are 

believed to remain a profitable activity, since most of the entities that the trolls work for do 

not necessarily have the sufficient expertise that is required to handle more intricate cases 

related to copyright infringements.254 Establishing what the difference is between an entity 

that practices copyright litigation in an abusive manner and a genuine holder of copyright is 

important when assessing the acceptability of the measures taken to enforce copyright, and 

the discussion regarding this will continue in the following sub-chapter.  

 

4.3. Establishing the role of the right owner - the distinction between right owner and 

Copyright troll 

As was stated above, the main aim of an entity with the characteristics of a Copyright troll 

is gaining monetary profits by engaging in legal enforcement of copyright in a systematic 

manner, a right it has access to through a type of limited ownership. In contrast to an owner 

of copyright, the Copyright troll typically focuses entirely on obtaining damages or 

settlements from infringers of copyright, when the interest of the genuine copyright owner 

is to exploit the work in itself.255 

 

Compared to a right owner, the Copyright troll can also be described as a non-producing 

entity, who is merely functioning in the interest of itself. It can be stated that there often is a 

difference to be noticed between how the enforcing of copyright can be perceived when it is 

done by the actual right owner or by a Copyright troll. If for example the entity enforcing 

copyright does not emphasise the importance of the loss of the author’s economic rights, but 

simply engages in collecting “debt” from alleged infringers, the enforcement of the right 
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might be met with suspicion. If the right is enforced by the right owner directly, the 

enforcement may be construed as more genuine and in line with the purpose of the 

enforcement of rights.256 

 

When it comes to the enforcement of intellectual property rights, the Enforcement Directive 

firstly recognises persons with the right to seek the application of remedies referred to in the 

Directive as the holders of IPRs.257 Secondly, the all other persons which have been 

authorised to use the rights in question, particularly licensees, can enforce it if permitted by 

and if it is in accordance with the provisions of the applicable law.258 Article 42 of the TRIPS 

Agreement requires members259 of the Agreement to make civil judicial procedures 

regarding the enforcement of IPRs available. In the footnote of the Article, the provision 

includes in the term “right holder” ‘federations and associations that have the legal standing 

to assert such rights’.260 

 

In Mircom Telenet the CJEU ruled out the possibility that Mircom, who has the character of 

a Copyright troll, would be able to enforce copyright based on Article 4(c) and (d) of the 

Directive.261 According to the Court, Mircom could however be classified as an entity with 

the contractual right to enforce copyright (Article 4(b)), and that it is not required for the 

entity to use the IPRs itself.262 This consequently means that the Court allows for a Copyright 

troll, which does not exploit the right to copyright protection in a genuine fashion but merely 

intends to seek damages from alleged infringers of copyright, to make use of the enforcement 

rights of the Enforcement Directive. 

 

 In US lawsuits concerning Copyright trolls seeking damages from a large number of 

defendants, Courts have overall expressed doubt in granting the approval of mass cases 

against alleged infringers due to the tactics of the entities pursuing the enforcement of the 

 
256 Lewandowska 2020, p. 283. 
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Agreement is an essential part of the WTO and binding to every member of the WTO (Taubman - Wager - 
Watal (eds.) 2012, 8). 
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right, which possible are abusive. In for example Third Degree Films v. Doe263 the US Court 

expressed concern regarding the increasing number of cases related to copyright trolling, 

especially within the industry of adult films. The Courts approach these kinds of cases 

cautiously. They do not seem to be keen on encouraging lawsuits where the entity pursuing 

enforcement of the right does it merely to gain settlements through blackmail, instead of 

them following protocol and going through with the full process. Actual copyright holders 

seeking damages from John Does are however much more accepted by US courts.264  

 

As has been established above, Copyright trolls are mainly viewed as pursuing monetary 

profits by suing claimed infringers of copyright or by demanding compensation directly from 

an infringer, rather than actually trying to secure the role and functioning of copyright in 

society. While holders of copyright may have several different reasons to use copyright 

enforcement tactics to assure that they get reimbursed for use of their works, or for reasons 

related to moral rights, what motivates Copyright trolls is mainly getting income through 

litigation or civil demands.265 This being the main objective of Copyright trolls, how does 

the way the trolls operate impact how the seeking of damages for copyright infringements 

taking place on P2P networks is perceived by courts and the public, and how do the tactics 

used by trolls possibly impact the outcome of cases? These are the main questions that are 

examined in the following sub-chapter. 

 

4.4. The impact of the activity of the Copyright troll on seeking damages for copyright 

infringements on P2P networks 

In reference to what has been mentioned previously in this chapter, the activities of 

Copyright trolls and the way they typically operate is not deemed illegal in EU legislation. 

The Enforcement Directive enables other entities than the holder of copyright to enforce 

copyright and make use of various measures, procedures and remedies of the directive, if the 

entity in question has the authorisation required in the Directive to do so, and it is permitted 

by and executed in accordance with provisions of the law that is applicable.266 Due to the 

fact that the business models based on which the Copyright trolls operate often are viewed 
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as immoral and due to the harm their activities may cause, it can result in courts addressing 

it and it impacting the outcome of judgments. 

 

The enforcement of copyright by requesting to gain the personal data of alleged infringers, 

and the enforcement being executed by an entity which can be characterized as a Copyright 

troll, was a central topic in Mircom v Telenet. In the case, the Court came to the conclusion 

that Mircom was a contractual holder of copyright or related rights within the meaning of 

the Enforcement Directive (Article 4(b) of the Directive).267 

 

The Court brings forth the fact that the referring court firstly is in doubt of the acceptability 

of Mircom making use of the right to information (Article 8 of the Enforcement Directive) 

and secondly suspects a possible misuse of rights which possibly can classify Mircom as a 

Copyright troll. The referring court brings special attention to the fact that Mircom suggests 

settlement fees of 500 euros, although they are doubtful of Mircom’s actual purposes of 

bringing actions due to damages caused by the infringements.268 The Court stipulates that an 

entity enforcing copyright according to the provisions of the Enforcement Directive cannot 

be deprived of the possibility to propose amicable settlements, since it is often a precondition 

for being able to bring an action for damages.269 Regarding the position of copyright as a 

part of the territory of fundamental rights the Court also establishes that one of the functions 

of the right to information, which is specified in Article 8 of the Charter, is to enable the 

implementing of the right to an effective remedy (Article 47 of the Charter), which 

consequently helps ensure the right to property (Article 17). Based solely on this, the request 

for information which Mircom has presented could not possibly be prohibited.270 

 

As a prerequisite for the entity enforcing copyright to be able to make use of the measures, 

procedures and remedies of Chapter II of the Enforcement Directive (measures, procedures 

and remedies for enforcement of rights), the Court establishes that the request cannot be 

abusive as set out in Article 3(2) of the Directive. According to the Court it is however the 

responsibility of the referring court to examine the possibility of Mircom’s request being 

abusive. The examination could include for example assessing whether Mircom proceeds in 
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bringing legal proceedings if the alleged infringers do not comply with their settlement 

proposals.271 

 

With reference to what has been mentioned above, the Court thus allows entities with the 

characteristics of Copyright trolls to make use of the measures of the Enforcement Directive 

and to consequently utilize the right to information, which includes e.g. gaining the personal 

data of possible infringers of copyright. The Court does however lay the responsibility of 

taking the specific circumstances of the case into consideration and making an assessment 

of the situation on the referring court, which as a consequence can lead to the request being 

inadmissible due to it being abusive. 

 

I has been stated that since the Court in principle allows entities such as Mircom, keeping 

their business model in mind, to make use of the protection of IPRs that the Enforcement 

Directive offers, and since the Court gave permission for the request of personal data to be 

approved before the commencement of the actual lawsuit, the intention of the Court was to 

safeguard a high protection of IPRs.272 The stance taken by the Court can consequently lead 

to a growing amount of entities pursuing copyright enforcement. Encouraging abusive 

copyright litigation, although this might not have been the Court’s intention, can result in 

the opposite of supporting copyright protection, since the troll tactics can hinder the overall 

goal of copyright. Approving troll tactics could also possibly encourage actual right owners 

to engage in similar activities. 

 

The Court did not put much emphasis on their perception of the moral implications that the 

activities of Copyright trolls can have. This was addressed more directly in the Opinion of 

the case, where AG Szpunar for example stipulated that the actions of Mircom in fact directly 

correspond to those of a Copyright troll. The AG also mentions that the concept of the 

Copyright troll is not yet formally known in EU legislation.273 Another essential note is that 

the actions of Mircom can be considered to not be in line with the actual purpose of Article 

4(b) of the Enforcement Directive, which is to give licensees the right to protect regular 
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utilizing of the licences which they have the rights to, not to seek monetary profits from and 

punishment of possible infringers.274 

 

Formally acknowledging the actions of Copyright trolls in legislation and declaring their 

way of operating to be illegal is likely to be challenging. Since copyright owners should have 

the possibility to seek damages for an infringement on their right, that possibility is not to 

be inhibited. Restricting the kind of entity that is allowed to operate instead of the right 

owner to for example collective rights-management bodies might also result in copyright 

owners that are inexperienced in the field of enforcement not being able to seek help.275 An 

option could be to implement clearer regulations regarding prohibition of abuse, which could 

hinder abusive conducts without generally forbidding other entities than the right owner to 

enforce copyright. 

 

In the Opinion the AG notes that the actions of entities such as Copyright trolls can be a 

form of abuse of IPR rights, which does not live up to the general principle of not exploiting 

EU legislation in an abusive or fraudulent manner.276 Caterina Sganga and Silvia Scalzini 

acknowledge that there is a lack of solutions in the legislation of the EU to prevent and deal 

with misuse of EU copyright law. According to Sganga and Scalzini, the harmonization of 

EU copyright has given right owners more freedom when exercising their exclusive right 

and freedom to control who are contractually involved in the right. This has resulted in the 

increasing of the strength of other entities whose interests do not first and foremost lay in 

the actual copyright protection but in getting financial benefits. The ramification of this is a 

disruption of the balance of the protection afforded to different entities in the copyright 

sphere.277  

 

The remuneration that a right owner is afforded from utilization of their work is supposed to 

give adequate compensation. The exclusive right is meant to encourage the right owner to 

continue with its creative activities and consequently to help with upholding a functioning 

 
274 ibid. para 80. 
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276 Opinion of Advocate General Szpunar delivered on 17 December 2020, Mircom International Content 
Management & Consulting (M.I.C.M.) Limited v Telenet BVBA, ECLI:EU:C:2020:1063, para 80. 
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internal market which supports the creating of more works that can be afforded copyright 

protection.278 When reflecting this against the actions of Copyright trolls, it is easy to come 

to the conclusion that providing the trolls with remuneration, which is often established in a 

flat rate, cannot be regarded as adequate. Getting financial profit by forcing alleged 

infringers to give payments to the trolls, who are not the actual right owners, is likely not to 

have a positive impact on inspiring creativity. Mircom v Telenet opens the conversation 

regarding the subject of abusive copyright litigation and the balancing of two fundamental 

rights within the scope of EU legislation. In the following sub-sections, the enforcement of 

copyright and the misuse of copyright litigation tactics will be further discussed and 

presented from the angle of other legislative frameworks. 

 

4.4.1. Examples of copyright trolling from Canada and the United States 

The issue of the character of Copyright trolls and their effect on the enforcement of copyright 

due to infringements on P2P networks has been touched upon in various cases in Canada 

and the United States. In Voltage Pictures LLC v. John Doe279 of the Federal Court of 

Canada, the claimant sought to attain from an ISP the personal data of users of P2P networks 

who according to the claimant had copied and distributed works which it owned the 

copyright to. A public interest clinic dealing with internet policy (CIPPIC) was given the 

right to interfere in the motion, since the actions of Voltage according to them was to be 

characterised as copyright trolling due to the speculative nature of their invoicing tactic, 

sending out demand letters to alleged infringers and their litigation scheme.280 281 

 

The Federal Court took a careful stance regarding the disgraceful nature of the claimant’s 

actions when stating that the Federal Court did not wish to enable activities such as those of 

the claimant, but that the task of the Federal Court was not to establish if the claimant could 

be considered as a Copyright troll or not.282 Regarding the importance of ensuring copyright 
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protection the Federal Court highlighted the value of copyright as a resource which should 

not be easily overthrown by those infringing the right. The Federal Court did not find it clear 

that protecting copyright was the main reason for the claimant’s actions, but that its history 

with file-sharing lawsuits supported (but did not prove) the fact that it could be classified as 

a Copyright troll.283 

 

In its conclusions the Federal Court emphasized the significance of balancing the conflicting 

interests of a copyright holder and the Internet users and their privacy rights. The court also 

stated that if there is evidence that implies there might a questionable motive behind the 

actions of the copyright holders when enforcing their right, this is to be given thought when 

assessing the measures to be taken. According to the Federal Court, the claim cannot 

however be denied unless there is compelling evidence of false motives when a claimant 

seeks to gain the personal data of the users. The Federal Court also highlighted the fact that 

the Copyright Act284 compels to the enforcement of copyright due to the right that producing 

a work gives, and that the rights are properly balanced since there is proof of infringement 

of works that the claimant owns the copyright to.285 286 

 

In the previously mentioned case, the Federal Court leaned strongly on the support that the 

case law of other legislations provided (the United states and the United Kingdom). 

Although Voltage Pictures LLC v. John Doe helped ensure the fundamental right of 

copyright and thus ensuring the fundamental right to protection of property, the case has 

gained some criticism regarding the implications it has on Internet user’s right to privacy. 

According to Ngozi Okidegbe other options of copyright enforcement that do not require the 

involvement of civil judicial action would enable the ensuring the right of copyright 

enforcement while providing better protection for Internet users. One option is a Copyright 

Alert System that stems from the United States and which is based on cooperation between 

the ISP and copyright owner, the ISP being obliged to inform a user regarding the user’s 
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engagement in infringing activity, and the ISP having the responsibility for seeking damages 

from users after a neglecting of warnings.287 

 

Even though this might help to balance the rights of copyright owners and Internet users, the 

described system has flaws related to e.g. proper monitoring and fairness in procedure.288 

From an EU point of view the described system would most likely not be possible due for 

example to the fact that the responsibility of monitoring copyright enforcement is possessed 

by judicial authorities289, and due to the requirement of fairness related to the enforcement 

of copyright.290 When considering the effect it might have on abuse of copyright litigation 

strategies, it also raises a question if a system like this could make it even easier for 

companies and other entities to engage in troll tactics. 

 

The misuse of copyright enforcement and the interpretation of copyright trolling tactics have 

been discussed in several cases in the United States. In Ingenuity 13 LLC v. John Doe291 the 

United States District Court of California took a strict approach to copyright trolling. The 

case in question involved a law practice supposedly built solely for the purpose of filing 

lawsuits related to copyright infringement due to illegal downloading of copyrighted content 

using BitTorrent technology. According to the District Court, the claimants engaged in the 

activity of gaining copyright to adult films, monitoring the downloads, suing ISPs in order 

to gain the personal data of the users and consequently sending out cease-and-desist letters292 

to the users of the networks. This resulted in the claimants gaining significant profit due to 

the fact that many users agreed to reimburse the claimants, which according to the District 

Court was partly due to the subject matter of the works.293 

 

The District Court voiced an especially strong opinion regarding the character of the 

activities pursued by the claimants. According to the District Court the activities of the 
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claimants resulted in distortion of the purpose of copyright, which is to provide 

compensation for the creating of works, not to reimburse attorneys for taking advantage of 

electronic media by exploiting citizens.294 What the District Court also found to be especially 

blameworthy was the fact that the claimants had built their activities on so called shell 

companies, making the demands for reimbursements in the name of the company but 

transferring the monetary profits to private accounts.295 296 

 

With reference to the above stated, it seems evident that courts of Canada and the United 

States are eager to voice their opinion regarding the activities of Copyright trolls, irrespective 

of if the outcome of a case is in favour of the troll or not. In the following sub-section the 

subject will be examined from a national standpoint. 

 

4.4.2. Abusive copyright litigation from a Finnish point of view 

The phenomenon of copyright trolling is not only discussed in the legal system of the United 

States and in the EU field, but also exists in the national legal field. The subject of abusive 

copyright litigation was touched upon in Crystalis Entertainment UG and Scanbox 

Entertainment A/S (Market Court in Finland), where the defendant claimed that the 

claimants had engaged in dishonest practices which could be regarded as abuse of copyright.  

This was due to the fact that one claimant according to the defendant had made use of the 

personal data of the defendant without its consent to also enforce the copyright of the other 

claimant. Another reason for the dishonest nature of the claimant’s practices was according 

to the defendant the fact that the activity in question was not limited to an individual case.297 

 

Regarding the defendant’s claim of the abuse of right the Market Court of Finland stated that 

the claimants had a legitimate right to make the claims regarding abuse of copyright. Since 

the claimants according to the Market Court made claims based upon their own rights, the 

actions could not fulfil the level of dishonesty for it to be regarded as abusive. The Market 

Court also stated that the lawfulness of the claimant’s conduct when gaining the personal 
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data of the defendant was not to be taken into consideration when assessing the grounds for 

compensation for breach of copyright.298 Although the Market Court established that the 

claimants had the exclusive right to the works in question, one of the aspects which indicate 

a pattern similar to that of Copyright trolls is the multitude of similar cases initiated by the 

claimants.299 300 

 

The Ministry of Education and Culture in Finland has in 2018 released a publication 

regarding best practices for monitoring of copyright infringements by letters that are directed 

to private persons.301 In the publication the Ministry of Education draws attention to the 

increase of the monitoring of possible copyright infringements by right owners (especially 

holders of the rights to television, films and adult films), the requesting of the personal data 

of the alleged infringers based on section 60a of the Finnish Copyright Act302 and the strong 

reaction of the public due to the practice of the use of letters to enforce the rights.303  

 

According to the publication, the amount of application of disclosing personal data of alleged 

infringers grew immensely during the period of 2013-2016. Approximately 100.000 IP 

addresses were the subject of orders to the Market Court regarding disclosing the personal 

data of alleged infringers. The working group of the publication has estimated that several 

tens of thousands of letters were sent to owners of the Internet connections connected to the 

IP addresses during the mentioned time period.304 

 

In the publication it is stated that, based on the feedback which has been received regarding 

the phenomenon of sending out mass letters demanding damages from citizens, it can be 
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established that the criticism is directed towards the costs demanded, which overall are 

considered to be excessive. The phenomenon has also raised criticism due for example to 

the threatening formulation of the letters and due to the fact that the aim of the letters has 

appeared to be inflicting a feeling of shame in the recipient, especially in circumstances 

where the alleged infringement is connected to adult entertainment. Based on the feedback 

the most central concern has been the overall lack of information regarding how to handle 

such letters and their demands. Criticism has also been directed towards the Market Court 

for allowing the disclosing of personal data of alleged infringers with a low threshold and 

without examining the requirement of section 60a of the Copyright Act regarding the 

fulfilling of the infringer making material protected by copyright available to the public ‘to 

a significant extent in terms of the protection of the author's rights’305.306 

 

4.4.3. Conclusions regarding the perception of the Copyright troll 

Based on the observations of the publication of the Ministry of Education and Culture it can 

be noted that overall, the public appears to have a cautious and dismissive attitude towards 

entities that undertake the described activity. Since the custom of sending out cease-and-

desist letters today is a well-known practice, receivers of the letters tend to have a certain 

perception of the intention that lies behind them. This indicates that the public automatically 

perceives attempts of enforcing copyright differently when the entity pursuing the 

enforcement is a Copyright troll rather than an individual right owner. The aim of the 

legislation related to copyright enforcement is to ensure that the right owner receives proper 

compensation due to an infringement of the right.307 That right is also to be weighed against 

other opposing rights of the possible infringer (e.g. the right to protection of personal data).  

Despite of this, there still appears to be a lack of emphasis both on the fact that the copyright 

enforcement legislation is to serve the actual right owner instead of entities representing it, 

and also on ensuring sufficient protection to individuals who are facing the demands of the 

right owner (or the entity operating in its stead). 

 

 
305 Copyright Act, 404/1961, section 60a. 
306 Ministry of Education and Culture 2018, pp. 30-31. 
307 Enforcement Directive (2004/48/EC) Art. 13; the rightholder is to be compensated for the damages, Art. 
4; other persons entitled to seek application of the measures, procedures and remedies of the chapter. The 
Copyright Act section 57; the author is to receive reasonable compensation for illegal reproduction. 
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Although the phenomenon of copyright trolling today is recognized as a wide-spread 

problem, and even though the activities of Copyright trolls generally are condemned by the 

public, the courts operating within EU legislation appear not to pay much mind to the 

possibly harmful implications of the activities that Copyright trolls engage in. This might 

partly be due to the lack of clear regulations related to the acceptability of certain behaviour 

when enforcing copyright. Based on the referred literature and the mentioned case law, there 

appears to be a more colourful and condemning attitude in the legal field of the United States 

towards Copyright trolls than in for example Finland. This is possible a result of the trolling 

tactics having been more distinctively noticed in the U.S. than in other parts of the world.  

 

The similarity between the Patent troll and the Copyright troll cannot be failed to notice. It 

appears that the way Patent trolls operate is somewhat more focused on enforcement through 

litigation, when Copyright trolls often as a starting point conduct their business based on 

seeking damages directly form infringers. The eBay v. MercExchange308 case was a sign of 

the area of patent law being ahead of the copyright sphere when it comes to not allowing 

possible abuse of enforcement without further evaluation. Within the field of copyright, the 

consensus appears to be that focus often is on the actual proof of the actions of Copyright 

trolls being abusive. The copyright field might benefit from more frequent discussions 

regarding the implications of how entities with the characteristics of Copyright trolls operate. 

Focusing on actual proof of abuse does however ensure more fairness for the entities 

enforcing copyright which actually operate in good will. 

 

The right to protection of personal data relates to parts of people’s lives that are experienced 

as delicate, since personal data tells us things about people as individuals rather than being 

merely abstract information. Since the right to personal data usually has to be sacrificed in 

order for enforcement of copyright to be possible in the context of illegal file-sharing, one 

reason why Copyright trolls are met with negativity can be that they operate in areas which 

are especially close to us. The balancing between copyright enforcement and the protection 

of personal data is complex since both rights may be viewed as justified when being 

examined from different perspectives. A Copyright troll functioning as the entity enforcing 

copyright is often met with suspicion, which complicates the issue further since the way in 

which a troll operates usually is within the realm of what is considered as legally justified.  

 
308 EBay Inc. v. MercExchange L.L.C., 126 S. Ct. 1837 (2006). 
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5. CONCLUSIONS 

The relationship between the copyright owner’s right to copyright enforcement and the 

protection of the personal data of users of P2P networks has become a legal dilemma. The 

P2P technology and the phenomenon of illegal file-sharing on the Internet is an issue which 

extends its impact over various territories, and the issue has led to the clashing of the 

mentioned rights and to challenges related to assessing which right is to prevail over the 

other in specific circumstances. 

 

In the context of illegal file-sharing on P2P networks, the Copyright trolls, as enforcers of 

copyright in the right owner’s stead, bring a complicated dimension to the mentioned 

dilemma, since the actions of the trolls are generally viewed as questionable and even 

immoral. Since users of P2P networks generally are anonymous individuals who are assured 

the fundamental right to protection of personal data, and since the disclosing and processing 

of their personal data according to the GDPR is to have a lawful basis, the entity enforcing 

copyright is to fulfil one of the requirements for lawful processing of personal data set out 

in Article 6 of the GDPR (e.g. legitimate interest). The Copyright troll as an entity enforcing 

copyright, the ground based on which it may process the personal data needed for 

enforcement of the right, and the assessment of proportionality, which is to be taken into 

consideration when assessing which right is to prevail, thus forms a legal conundrum with 

the Copyright troll and the users of the networks in the middle. 

 

The primary research question of the thesis was to examine if the enforcement of copyright 

by seeking to gain access to and by processing the personal data of alleged copyright 

infringers is perceived differently when a Copyright troll is the entity enforcing copyright. 

As was established in the Mircom v Telenet case, the current standpoint within the field of 

EU copyright appears to be that entities with the characteristics of Copyright trolls are 

allowed to benefit from the measures set out in the Enforcement Directive, irrespective of 

the fact that the entity actually makes use of the IPR, unless the request made by the entity 

regarding the enforcement of the right is deemed abusive.309 This, and the fact that Copyright 

trolls are able to operate due for examples to the provisions of the Enforcement Directive, 

consequently means that Copyright trolls are allowed to operate by gaining access to the 

personal data of alleged infringers, unless the activity is halted due to the request being 

 
309 Case C-597/19 Mircom v Telenet, para 96. 
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perceived as abusive. The Court also makes a connection between the fundamental right to 

information and the right to property, since it establishes that the request for information 

cannot be automatically prohibited, since that would go against the provisions of the 

mentioned fundamental rights, which are to be abided by. 

 

Regarding the over-all perception of how Copyright trolls operate it can be ascertained that 

the characteristics of the trolls and the nature of their actions generally has an impact on how 

the enforcement of copyright, or pursuit of enforcement, is perceived. This being said, both 

in the EU and within the legislative field of for example the United States and Canada, the 

courts seem to lean strongly on actual evidence of abuse of provisions related to copyright 

enforcement. Although one in certain situations might hope for a stricter approach to not 

allowing abusive copyright litigation, requiring factual evidence of abuse does however 

seem valid, since denying the right to copyright enforcement based on loose justifications 

can result in the hindering of fundamental rights (e.g. the right to information). 

 

The discussion surrounding Copyright trolls raises the questions regarding if Copyright trolls 

in some instances actually are defending and preserving creative rights (as the entities might 

claim), or if they merely have contributed to transforming Internet piracy to a litigation 

business? It is evident that activities pursued by Copyright trolls in many instances have 

negative consequences both on individuals but also on a larger scale. The request made by a 

Copyright troll regarding the disclosing of personal data of individuals is generally not met 

with positivity, but what does that mean for right owners who have genuine interest in getting 

reimbursement for utilization of their work? The issue might be solved with implementing 

clearer provisions regarding the prohibition of abuse of rights. As Sganga and Scalzini have 

stated, establishing a clearer abuse and misuse doctrine might help to diminish abusive 

conduct and help to facilitate the balancing of rights.310 

 

It is also worth mentioning that sending out cease-and-desist letters also can have a positive 

impact, since for example illegal downloading according to the Ministry of Education and 

Culture has decreased due to the amount of letters sent out.311 This does not however 

eliminate the fact that copyright enforcement is not to be based on misuse of the right. One 

 
310 Sganga - Scalzini 2017, p. 405. 
311 Ministry of Education and Culture 2018, p. 40. 
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is also to take into consideration the actual intention of the provisions related to copyright 

enforcement, which is to make sure that the right owner gets compensated for utilizing its 

work. Giving a right owner the opportunity to extend its right to licensees does not entail the 

meaning of a utilizing of the right outside the scope of what can be considered as regular 

(e.g. not seeking excessive monetary profits). 

 

The second aim of the thesis was to determine if the processing of personal data of certain 

users of P2P networks, who allegedly have engaged in copyright infringement, can be 

viewed as lawful processing within the meaning of Article 6 of the GDPR, more specifically 

from the aspect of legitimate interest, especially when a Copyright troll is the enforcing 

entity. It can be established that the processing of personal data in the mentioned context can 

be regarded as lawful and additionally as being allowed under the provision of legitimate 

interest. The assessment does however require an evaluation based on the specific 

circumstances of a case and determining if there is a sufficient balance between the aim of 

the processing (the enforcement of copyright) and the intrusion on the individual’s right to 

protection of personal data. The evaluation requires a balancing of the two contrasting rights. 

 

The impact that the legitimate interest of a controller has on the data subject’s rights has 

been described as a ‘sliding scale’, since if the interest of the data subject is more 

insignificant than that of the controller, more weight can be put on the controller’s interest. 

The interest of the data subject is however to be considered more carefully.312 Regarding the 

rights of users of P2P networks to the protection of personal data it can be speculated if an 

intrusion on their right genuinely is justified on the basis of the copyright owner suffering 

damages from the infringement, if the enforcing entity is a Copyright troll. If the actual 

copyright owner would be the enforcing entity seeking to be compensated for illegitimate 

use of their work, the legitimate interest could have a stronger foundation. 

 

It is also worth contemplating if the mere fact that a right owner has chosen a Copyright troll 

as the entity to enforce their right can indicate that the pursuit of seeking compensation might 

not be genuine. On the other hand, one is also to consider the actual harm the processing has 

on a data subject, since the processing might not in all cases have a substantial impact on the 

 
312 Controller’s legitimate interest, Office of the Data Protection Ombudsman 
(https://tietosuoja.fi/en/controller-s-legitimate-interests). 
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individual. Overly restricting the possibility of copyright enforcement, when the 

enforcement has a genuine reason behind it, might also be detrimental to copyright owners 

and consequently induce even more infringements. 

 

The thesis has lastly also discussed the relationship between copyright and data protection 

when clashes between the rights occur, and how the principle of proportionality affects the 

enforcement of those rights. Regarding the weighing of rights, the CJEU has made it clear 

that as a starting point, neither copyright nor the protection of personal data should 

automatically gain precedence over the other. Both EU legislation and for example the CJEU 

seem to remain quite neutral when it comes to assessing proportionality, which allows more 

freedom of interpretation. In order to come to a conclusion that is in line with the principle 

of proportionality, it is the responsibility of the court handling the case to implement a fair 

balance when weighing the rights against one another (as was established in e.g. 

Promusicae). 

 

Limitations to fundamental rights are only to be made when strictly necessary, as was noted 

in Mircom v Telenet. The right to protection of personal data is recognized as a fundamental 

right, while the right to copyright protection has gained its position within the scope of 

fundamental rights indirectly through the right to protection of property. A reason for the 

occasional uncertainty regarding the position of the right to data protection might be due to 

the fact that personal data has come to have a greater importance with time. The importance 

of the role it has today is still a fairly new occurrence, which might make it more difficult to 

assess where it should be placed in the territory of fundamental rights. 

 

The subject of the thesis entails an assessment of not only two opposing rights, but two rights 

that, in the context of the thesis, both are built upon abusive conduct. Copyright enforcement 

conducted by a Copyright troll has been established to generally be built upon activities 

which are morally questionable, even though being lawful in practice. The sharing of works 

on P2P networks is a commonly occurring thing that is unlawful only when works are 

distributed without the consent of the right owner, which is something that takes place 

frequently. When two types of abusive conduct are placed against one another, can you turn 

a blind eye to one of the issues for the sake of the other, if one is seen as more pressing? 
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To the mentioned question there hardly is a clear answer, since much is dependent on 

circumstantial aspects and on which legal entity is deemed to be in need of more protection 

than the other. The role of both copyright and data protection is constantly changing, as the 

functioning of Copyright trolls and the field of file-sharing also will. Regarding the activities 

of Copyright trolls in the area of copyright enforcement it would be important to draw a line 

between lawful and abusive enforcement, since it does not seem purposeful to eliminate the 

possibility of other entities than the right owner to operate in its stead altogether. It is also 

worth considering if the illegal sharing of copyrighted works could be controlled in the field 

of file-sharing on P2P networks without it putting a strain on fundamental rights such as the 

right to protection of personal data and the right to freely share ones works to the public. 

Both copyright and the right to protection of personal data are rights that serve two very 

different purposes, and in order for them to co-exist in the technology-driven world of today, 

the legislative sphere is required to make amendments along with their development. 


