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IoT vs. Human: A Comparison of Mobility
Dianlei Xu, Huandong Wang∗, Yong Li, Senior Member, IEEE, Sasu Tarkoma, Senior Member, IEEE,

Depeng Jin, Senior Member, IEEE and Pan Hui, Fellow, IEEE,

Abstract—Internet of Thing (IoT) devices are rapidly becoming an indispensable part of our life with their increasing deployment in
many promising areas, including tele-health, smart city, intelligent agriculture. Understanding the mobility of IoT devices is essential to
improve quality of service in IoT applications, such as route planning in logistic management, infrastructure deployment, cellular
network update and congestion detection in intelligent traffic. Despite its importance, there are not many results pertaining to the
mobility of IoT devices. In this article, we aim to answer three research questions: (i) what are the mobility patterns of IoT device? (ii)
what are the differences between IoT device and smartphone mobility patterns? (iii) how the IoT device mobility patterns differ among
device types and usage scenarios? We present a comprehensive characterization of IoT device mobility patterns from the perspective
of cellular data networks, using a 36-days long signal trace, including 1.5 million IoT devices and 0.425 million smartphones, collected
from a nation-wide cellular network in China. We first investigate the basic patterns of IoT devices from two perspectives: temporal and
spatial characteristics. Our study finds that IoT device mobility exhibits significantly different patterns compared with smartphones in
multiple aspects. For instance, IoT devices move more frequently and have larger radius of gyration. Then we explore the essential
mobility of IoT devices by utilizing two models that reveal the nature of human mobility, i.e., exploration and preferential return (EPR)
model and entropy based predictability model. We find that IoT devices, with few exceptions, behave totally different from human, and
we further derive a new formulation to describe their movement. We also find the gap mobility predictability and predictability limit
between IoT and human is not as big as people expected.

Index Terms—IoT device, mobility pattern, smartphone, cellular data

F

1 INTRODUCTION

W ITH the increasing popularity of Internet of things
(IoT), our lifestyles have been changed dramatically.

IoT devices that operate without direct human intervention
are rapidly becoming an integral part of our lives. They are
widely used in many important areas, such as tele-health,
intelligent agriculture, intelligent logistics, smart city and
environmental monitoring. According to Cisco’s forecast,
there will be 500 billion IoT devices connected to the Internet
globally by 2030 [1]. Our homes, workplaces, campuses and
cities are expected to be instrumented with thousands of
various IoT devices, that can autonomously collaborate with
each other to make our live smarter, in the near future.

Understanding the mobility of IoT devices has myriad
usage in various fields, ranging from edge caching [2],
[3], edge intelligence [4], [5], to smart city [6], [7]. We
have entered the era of IoT, in which various IoT devices
provide services for us anytime and anywhere. In [2], [3],
vehicles are used as caching agent to share popular content
with base stations. The service quality of content sharing
depends on the mobility of these vehicles. Some monitoring
devices could be used to deal with intelligent tasks such
as object detection with the captured images [4], [5]. Since
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IoT devices are usually resource-constrained, learning the
mobility pattern of these devices could help to determine
the optimal task offloading scheme and further improve
the performance of these intelligent tasks. In smart city
applications, the trajectories of shared bikes could be used
to detect roadblock [6] and determine the optimal parking
locations [7]. In addition, IoT devices and smartphones
share network resources [8]. The increasing popularity of
IoT devices would result in the resource competition with
smartphones, which would degrade the quality of user
experience. The mobility patterns of IoT devices indicate
the dynamic distribution of IoT devices, which could be
used to adjust infrastructure deployment [9] or dynamically
adjust resource allocation [10], [11], and further improve the
quality of service.

Despite its importance, there is little study on under-
standing the mobility of IoT devices. Current efforts mainly
focus on understanding the traffic pattern of IoT devices
[12]–[15], communication models in LET networks [16]–
[18], and related security problems [19]–[21]. Instead, we
investigate the mobility models of IoT devices. In particular,
we aim to answer three questions: (i) what are the mobility
patterns of IoT device? (ii) what are the differences between
IoT device and smartphone1 mobility patterns? (iii) how the
IoT device mobility patterns differ among device types and
usage scenarios?

We have identified three challenges. First, no large-scale
mobility traces of IoT devices are publicly available. The
operators of IoT cloud platforms are reluctant to reveal
their data sets due to the privacy concerns. Second, the
classification of IoT devices is unclear. Although we could

1. Smartphone and human are interchangeable in this paper.
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get the hardware model of IoT devices from some public
datasets, we still cannot determine their targeted applica-
tions. Many IoT devices could be used in multiple scenarios.
For example, the phone of ShunFeng deliveryman could be
also used as portable scanner. Third, there is lack of mobility
models that capture the essential mobility patterns of IoT
devices. Existing work only explores some simple char-
acteristics, such as the spatial distribution [22] and traffic
characteristics [13], which does not reveal the essence of the
mobility of IoT devices. In fact, there is no existing mobility
model dedicated to IoT devices revealing the nature of their
mobility.

In this paper, to answer these questions, we collect a
dataset of IoT devices from the cellular network in China.
This dataset covers all provinces in China during 36 days
from 06/04/2018 to 07/09/2018. It contains signal messages
from more than 1, 500, 000 devices, including vehicles, pos
machines, industrial-terminals, etc. In addition, we have
also collected the signal dataset of 425, 000 smartphones
from the same cellular network. Based on the rough-grained
classification template provided by a cellular operator, we
identify the device model and their fined-grained categories
manually. We extract the mobility traces of IoT devices from
the sequence of signal messages. Meanwhile, we also extract
mobility traces of smartphones in the same way. We first
investigate the basic patterns of IoT device mobility from
two perspectives: spatial and temporal characteristics. Then
we explore the essential mobility of IoT devices by utilizing
two models that reveal the nature of human mobility, i.e.,
exploration and preferential return model [23] and entropy
based mobility predictability model [24]. These methods
and models help us to understand what are the common
points and different points between IoT devices and human,
in terms of mobility.

To the best of our knowledge, our work is the first to
deeply investigate the mobility model of IoT devices. Our
contributions are summarized as follows.

• Large Scale Measurement: We conduct the first large
scale measurement study of IoT mobility. We collect
a big dataset on various kinds of IoT devices. We
compare the mobility characteristics between IoT
devices and smartphones2, as well as different IoT
device categories from multiple perspectives.

• IoT Device Categorization: Through manually in-
quiry and validation, we have identified more than
3000 types of IoT devices and further classified them
into seven categories, according to their practical
application scenarios.

• Temporal Characteristics: We introduce average nor-
malized occurrence/movements sequences to char-
acterize the temporal characteristics of smartphone
and IoT devices. We find that daily diurnal patterns
exist for IoT devices, like human, and IoT devices
move more frequently than smartphone. However,
the active periods are not the same.

• Spatial Characteristics: We explore and compare
the moving range and important location properties
between smartphones and IoT devices and find some

2. The concepts of human and smartphone are interchangeable in this
paper.

insightful results. For example, IoT devices have a
weak property of important locations, and monitor-
ing devices exhibits higher mobility than vehicles in
certain use cases.

• Essential Mobility Patterns: We use two famous
human mobility models to explore the essential mo-
bility patterns of IoT devices, and find that IoT de-
vices, with few excepts, exhibit totally different EPR
patterns from human. We further derive and propose
a new formulation to describe IoT devices’ mobility.
Moreover, there is not much difference between IoT
devices and human, in terms of mobility predictabil-
ity limit.

The rest of the paper is organized as follows. We first
introduce our collected dataset in Section 2, and then we
show how we categorize IoT devices and pre-process the
data in Section 3. Section 4 presents the mobility character-
istics and methods we adopt. The analysis of the mobility
of IoT device, as well as the comparison with humans
are presented in Section 5. Then we show the implications
and possible applications based on our analysis in Section
6. Finally, we review the related works in Section 7, and
conclude our work in Section 8.

2 DATASET

IoT devices could connect to the Internet either through
a stationary network, e.g., WiFi, or the cellular network.
The IoT device in our study is equipped with a sim card,
which communicates through the cellular network. The
data used in this study is collected from a nation-wide
cellular operator in China, which provides cellular data
services through a specific interface for IoT devices. When
an IoT device communicates with the cloud platform, it
first sends a signal to create Packet Data Protocol (PDP)
context between Serving Gateway Support Nodes (SGSN)
and Gateway GPRS Support Node (GGSN), which would
establish a GTP tunnel between these two nodes. Then IP
packets are transmitted through the tunnel to the Internet.
During the establishment of the tunnel, the information of
BS is sent in the GTP-C message. It is worth recapping that
there is also a large amount of IoT devices communicating
through a stationary network, e.g., WiFi. Such IoT devices
are not involved in our dataset. IoT devices in our dataset

Our data collection apparatus that produces the trace
used in our study is deployed at all GTP tunnels between
SGSN and GGSN in core network. This apparatus is capable
of capturing signal messages at 1 second interval for all
IoT devices. Each record represents a signal message. Each
signal is originally timestamped according to the standard
coordinated universal time (UTC), which is then converted
to the local time for further analysis in our study. There
are three types of signals, i.e., establishing, maintaining
and removing signals, which are tagged in each signal
message. We also collect a dataset of smartphone in the
same way. These two datasets are collected over China with
the time span of 06/04/2018-07/09/2018. The IoT dataset
contains more than 1,500,000 unique IMEIs (International
Mobile Equipment Identity) and 340,000 BSs. The smart-
phone dataset contains more than 425,000 IMEIs and 250,000
BSs. The location of a BS is represented as a unique BS ID.
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We map the BS ID to its longitude and latitude using Baidu
Maps Geolocation API [25].
3 DATA ENHANCEMENT

In this section, we first show how we categorize IoT devices
to better understand the essence of mobility. Then we extract
the trajectories of IoT devices from noised data.

3.1 IoT Device Categorization
Our IoT dataset contains signal records of various kinds of
IoT devices. We need to separate IoT devices from each
other. The most direct way to categorize IoT devices is
to check their hardware model. We identify the hardware
model of each IoT devices by its Type Allocation Code
(TAC), which is the first eight digits of its IMEI. Specifically,
we identify the hardware model of IoT devices through
consulting TAC database, i.e., the GSM Association (GSMA)
database. However, the classification is quite rough-grained.

In fact, there is no standard definition or ways for IoT de-
vices for determining their application categories, and many
devices are not restricted to single target application. For
example, although some devices are labeled as smartphone
in GSMA database, they are used as industry handheld
devices in practice. Hence, it is not sufficient to classify IoT
devices into several certain categories only depending on
identifying their hardware models. About half devices in
our dataset are identified as Modem, which are embedded
chips used for cellular communication in IoT devices. Since
the same chip could be used on totally different types of IoT
devices for different applications, it is better not to simply
classify these devices into Modem category.

We note that IoT devices of different target applications
behave differently from each other in different practical
applications. Therefore, we divide IoT devices into differ-
ent categories based on their target applications to better
understand the mobility characteristics of different IoT de-
vice categories. Specifically, we identify the device model
and their categories manually through querying public in-
formation such as production brochures and specification
sheets. Totally, we have identified more than 3000 types of
devices and further classified them into the following seven
categories.

Locating: These IoT devices are used to remotely locate
objects like express package and other cargo containers. In
our dataset, about 13% IoT devices belong to this category.
Metering: These IoT devices are mainly used in intelligent
agriculture, intelligent repository and intelligent healthcare
for remote measurement and monitoring. In our dataset,
there are about 0.5% devices belong to this category. Mon-
itoring: These IoT devices are used for remote monitoring,
which upload real-time video streaming to cloud platform.
In our dataset, devices of this kind account for about 7%.
Portable: These IoT devices are some wearable devices like
children’s watches or handheld devices like code scanners.
There are about 2% devices are in this category. Pos: These
IoT devices are wireless points of sale machines, which
are used to process card payments at random retail loca-
tions. These devices are usually carried by deliverymen of
some online shops. In our dataset, devices of such kind
account for about 1%. Industrial terminal: These devices
are wireless terminals that show the performance or status
of industrial devices and infrastructures. There are about

2.5% devices fall in this category in our dataset. Vehicle:
These IoT devices refer to on-board equipment, like in-
telligent rear-view mirror, vehicle traveling data recorder
and Navigation devices installed on vehicles. These devices
move with vehicles and communicate with cloud platform
regularly. In our dataset, there are about 75% devices belong
to this category.

Some IoT devices may be classified into wrong categories
due to the lack of more detailed application description and
vague device registry information in product databases. To
minimize such errors, we adopt a conservative manner to
determine the category of each IoT device. For example, lots
of devices are labelled as Module or Modem. We exclude de-
vices that we cannot identify their specific applications and
only keep devices whose applications are clearly referred
to in their product manuals, and then further classify these
retained devices into different categories. Some devices are
labelled as Wlan-Routers, which forward data generated by
IoT devices. We exclude such devices, because we cannot
identify the devices served by them. We also exclude some
devices of extremely small occurrence number. For exam-
ple, there are only 0.007% devices are network-card in our
dataset, and there are quite few signal records during our
data collection period.

3.2 Trajectory Extraction and Noise Handling

3.2.1 Trajectory Extraction

We first extract mobility trace for each device in our dataset.
Each signal record is organized into a tuple of two factors.
For a device, its trace is denoted as a sequence of records.
Suppose there are D devices in our dataset. The ith of N
records for a device d could be expressed as:

rdi = (tdi , b
d
i ), i = 1, · · · , N, (1)

where tdi is the timestamp of this signal and bdi is the ID of
BS. Signal records of the same device are grouped together
and ordered according to timestamps. We define the travel
trajectory of device d as:

T di→j = rdi , r
d
i+1, · · · , rdk, · · · , rdj . (2)

A device is deemed to be static if its consecutive signal
records belong to one same BS. We define the stillness period
of device d as:

pdi = tdj − tdi ,∀i ≤ k ≤ j, bdk = bdi&b
d
j+1 6= bdj . (3)

It indicates the period that device d stay within the coverage
of BS bdi since time tdi , until d moves to the coverage of
another BS bdj+1.

There are some ‘lazy’ devices in our dataset, which are
not active in most time. We define active frequency f to
represent the ‘lazy’ degree of devices. We use the number
of signal records of device d to denote its active frequency
fd. For device d, if fd < δ it would be excluded. δ is a pre-
defined threshold of active frequency, which varies from IoT
device categories. In addition, some devices seem to be still
all the time. In other words, all their trajectories fall into the
coverage of only one BS. Since we do not know the explicit
GPS locations of devices, we cannot identify the mobility of
such devices. These ‘still’ devices are also excluded.
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3.2.2 Handling Ping-Pong Effect
The ping-pong effect happens when a device is within the
coverage of more than two BSs. Such effect is caused by
the fluctuation of signal strengths from the BSs the device is
attached. The device does not move in real-world while the
attached BS frequently changes. The ping-pong effect would
lead to the wrong determination of the device states.

We refer to the method in [26] to eliminate the noise
incurred by the ping-pong problem, which is efficient and
applicable to large-scale data. In particular, we take three
steps to solve the problem. First, select ping-pong candi-
dates. For each BS, we compute its set of neighboring BSs.
For BS m, we compute the conditional probability for any
other BS n:

P (n|m) =
Σi(P (bi+1 = n|bi = m))

D
.

BS n is considered as a ping-pong candidate of BS m, if
P (n|m) > pthreshold, in which pthreshold is a pre-defined
threshold based on the probability distribution. Second, re-
move candidates of far distance. The ping-pong effect only
happens when BSs are close to each other. For BS m, we
delete ping-pong candidate n, if dist(m,n) > distthreshold,
where dist(m,n) is the distance between BS m and n,
and distthreshold is a pre-defined threshold. According to
3GPP, the maximum radius of a BS is 35km. Hence, we use
distthreshold = 70km. Third, eliminate ping-pong effect on
each trajectory T di→j . For each BS in the trajectory, we first
check if there is any its ping-pong candidate in the trajectory.
Then we find the BS with the highest occur frequency,
and replace its other ping-pong candidate. For example, in
T di→j = {bd1, bd2, bd1, bd3, bd4}, bd2 is the ping-pong candidate
of bd1. Replace bd2 with bd1. Then the trajectory change to
T di→j = {bd1, bd1, bd1, bd3, bd4}.

In the following sections, we conduct detailed analysis
and comparison of mobility characteristics between IoT
devices and smartphones, as well as among different IoT
device categories, based on our collected two datasets.
4 METHODOLOGY

In this section, we show some metrics and models that could
be used to investigate the mobility of IoT devices.

4.1 Temporal Metrics
4.1.1 Average normalized occurrence
Occurrence refers to how many times a device uses the
network in an hour. The average normalized occurrence
qualifies how frequently a kind of devices use the network
per hour [27]. For a given device type, its average normal-
ized occurrence of the t− th hour could be written as

Σj
Odt

mΣiOdi
,

where Odi refers to the occurrence of device d in the i − th
hour, and m represents the device number of one kind.
4.1.2 Average normalized movement
The average normalized movement indicates how fre-
quently a kind of devices move in an hour. The computing
method of the average normalized movement is the same
with the average normalized occurrence. These two proper-
ties could effectively describe the temporal characteristics of
IoT devices.

4.2 Spatial Metrics

4.2.1 Radius of Gyration
Radius of gyration is an important metric to qualify the
mobility behavior of devices. It quantifies the moving range
of IoT devices. Radius of gyration could be calculated as
follows:

r =

√∑N
i=1(Li −Oi)2

N
, (4)

where Oi is the center of visited locations, and N is the
number of locations the device has reached to over the
time. Since we only have the information of BSs attached
by devices, we use the geographic coordinates of the BSs
connected by devices to represent their locations. Li repre-
sents the i− th location the device has visited.

4.2.2 Important Locations
According to the investigation in [28], people spend most
of their time in few important locations (ILs) in daily lives,
e.g., home and workplace. Previous works mainly focus on
how to extract these important locations. Isaacman et al.
[29] extract these places through census. Trestian et al. [30]
propose that the places that people spend most of their time
between 10 PM and 6 AM could be deemed as homes. For
most IoT devices, there are also similar important locations.

We consider two dimensions to identify such important
locations for IoT devices and smartphones, i.e., duration
and frequency. Duration refers to how long the device stay
in the place, while frequency means how often the device
visits the place. Compared with other places, devices would
visit these important locations with higher frequencies.
Meanwhile, devices would also spend more time at these
places. For smartphone users, there are some places that
users visit frequently but the duration is low, e.g., shops
and canteens. IoT devices may also visit such places. Since
the concepts such as home and workplace are not suitable
for IoT devices, we mainly investigate the existence of such
important locations. We would not identify what exactly
these important locations are.

4.3 Essential Mobility Models

4.3.1 Exploration and Preferential Return
It has been proved that human mobility has two general
mechanisms: exploration and preferential return [23]. The
tendency to explore new places decreases with time, while
the propensity to return to the places they visited frequently
before, such as their home or workplace, increases with
time. Specifically, the probability of returning to previously
visited places is formulated as:

Pret = 1− ρS−γ , (5)

where S is the number of distinct visited places, ρ and γ
are two parameters that could be estimated through em-
pirical data. The EPR model could well explain the scaling
properties that are not considered in previous works. We
explore the relationship between exploration and return for
IoT devices. In particular, we investigate whether IoT de-
vices’ exploration behavior is independent from the visited
locations. If they are not independent, we explore how the
visited locations affect the exploration behavior.
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TABLE 1
Summary of analysis on the mobility of smartphones and IoT devices.

Temporal Characteristics Spatial Characteristics Essential Mobility

Smartphone Less active
Less frequent

Small radius
P = 0.93S−0.19

Less predictable2 ILs(duration)
1-3 ILs(occurrence)

IoT More active
More frequent

Large radius
P = e0.75S

−0.3+0.42S−0.01

More predictable
1-3 ILs(duration)

No ILs(occurrence)

Locating Strongly periodic
Long usage duration

Mostly ≥ 8km
P = e−1.33S−0.06+1.61S−0.75

4th most predictable
2-6 ILs(duration)

16-110 ILs(occurrence)

Metering Weakly periodic
Short usage duration

Mostly ≤ 2km
P = e0.0003S

1.54−0.14S0.4

Least predictable
1-3 ILs(duration)

2-18 ILs(occurrence)

Monitoring Strongly periodic
Long usage duration

Mostly ≤ 11km
P = e−0.73S−0.01+1.44S−1.18

3rd most predictable
1-4 ILs(duration)

1-60 ILs(occurrence)

Portable Strongly periodic
Long usage duration

Mostly ≤ 10km
P = e0.003S

1.54−0.14S0.4

Most predictable
1-2 ILs(duration)

2-4 ILs(occurrence)

Pos Weakly periodic
Short usage duration

Mostly ≤ 1km
P = 0.88S−0.09

Uncertain1-2 ILs(duration)
1-3 ILs(occurrence)

Terminal Weakly periodic
Short usage duration

Mostly ≤ 2km
P = 0.76S−0.23

2nd most predictable1-2 ILs(duration)
1-2 ILs(occurrence)

Vehicle Strongly periodic
Long usage duration

Mostly ≥ 11km
P = e−1.47S−0.05+1.11S−0.42

5th most predictable
2-6 ILs(duration)

9-32 ILs(occurrence)

4.3.2 The Degree of Predictability

Previous work has shown that humans’ mobility could be
predicted to some extent [24]. Hence, we explore whether
this principle is applicable to IoT mobility. The degree
of predictability of device mobility could be described as
the entropy for time series. Entropy is a fundamental but
effective metric for measuring regularity. We adopt the same
entropy used in [24]. The first one is the entropy of place
diversity S0 = log2N

d, where N is the number of distinct
places visited by device d. This entropy describes the degree
of predictability of device’s whereabouts if each place is
visited with equal probability. The second is temporal-
uncorrelated entropy S1 = −ΣN

d

i=1p
d
i log2 p

d
i , where pdi is the

probability that device d visits place i. pdi could be calculated
through its historical visits. This entropy characterizes the
heterogeneity of visitation patterns. The third is real entropy
S2 = −ΣTd

sub⊂Tdp(T dsub) log2 p(T
d
sub), where T d refers to

the trajectory of device d, T dsub represents a subset of T d

and p(T dsub) is the probability of finding T dsub in T d. The
real entropy considers visiting frequency, visiting duration,
and visiting order for trajectories, which captures the full
spatio-temporal order present in a mobility pattern. The
real entropy characterizes the probability of an IoT device
visiting a place from a particular path.

Entropy S0 and S1 could be directly computed through
trajectory data, while the calculation of actual entropy S2

is quite complex. We adopt the method proposed in [31] to
estimate S2.

Based on the predictability of IoT mobility, we further
explore to what degree the mobility of IoT devices could
be predicted, i.e., the limit of predictability of IoT mobility.
We adopt Fano’s inequality [32] to compute the limit of

predictability of IoT mobility. Fano’s inequality is used to
compute the lower bound of error probability in information
decoding with noise. Let X denote the input in decoding
and Y is the output. e is the case of error decoding. Accord-
ing to Fano’s inequality, we have

H(X|Y ) ≤ H(e) + P (e) log2(|X| − 1),

whereH() is a binary entropy function, P (e) is the probabil-
ity of e, and |X| is the number of X . In mobility prediction,
we have S visited locations and trajectories of IoT devices.
Obviously, the predictability is subject to Fano’s inequality,
which is also proved in [24], [33]. Let Πmax denote the
maximum predictability. Πmax could be obtained through

S = H(Πmax) + (1−Πmax) log2(N − 1), (6)

where S is entropy, N is the number of visited locations.
H(Πmax) could be formulated as

H(Πmax) = −Πmax log2(Πmax)−(1−Πmax) log2(1−Πmax).
(7)

5 MOBILITY ANALYSIS

In this section, we investigate the mobility of IoT devices
and answer three questions: (i) what are the mobility pat-
terns of IoT device? (ii) what are the differences between
IoT device and smartphone mobility patterns? (iii) how the
IoT device mobility patterns differ among device types and
usage scenarios? We first investigate the basic characteristics
from temporal and spatial perspectives. Then we deeply ex-
plore the essence of the mobility of IoT devices and the dif-
ferences between IoT devices and smartphones, also among
seven kinds of IoT devices. The basic logic of our analysis in
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Fig. 1. The comparison of temporal patterns between IoT devices and smartphone.

TABLE 2
Mean of average normalized occurrence and movement (×10−4)

Smartphone IoT Locating Metering Monitoring Pos Portable Terminal Vehicle
Occurrence 133 146 106 70 96 240 273 85 154
Movement 138 140 105 64 91 202 226 79 138

each part is first to compare IoT devices with smartphones
from a macro view, in which data of all kinds of IoT
devices are mixed together, and then discuss the difference
among seven kinds of IoT devices from a micro view. It is
worth recapping that exploring the macro characteristics of
IoT devices is necessary. The IoT devices involved in our
dataset are equipped with sim cards, which share the same
infrastructure and network resource with smartphones. On
one hand, understanding the spatial characteristics of IoT
devices from the macro view could help mobile operators
schedule the deployment of infrastructures to provide a
better networking service [9]. On the other hand, exploiting
the temporal characteristics of IoT devices from a macro
view could help to dynamically allocate bandwidth resource
and modify pricing schemes [10], [11]. Table 1 summarizes
the analysis on the mobility of smartphones and IoT devices.
5.1 Temporal Characteristic Analysis
5.1.1 Aggregated Characteristics
We investigate the temporal characteristics with two met-
rics: the average normalized occurrence and movement,
which reveal how often device connects to the Internet and

moves, respectively. Fig. 1(a) and Fig. 1(b) show the macro
temporal characteristics of IoT device and smartphone. We
see that the daily diurnal pattern is obvious to both IoT de-
vices and smartphones. IoT devices move more frequently
and use the network more actively in the daytime. However,
two evident differences can be observed by comparing the
temporal series of IoT devices with smartphones. First,
the daily valley values of IoT devices’ average normalized
occurrence are usually larger than smartphones. It appears
that the frequency of utilization of smartphones is coupled
with people’s ‘wake’ and ‘sleep’ time while the operation of
IoT devices is usually not affected by people’s activity and
only coupled with device’s ‘work’ and ‘shutdown’ time. IoT
devices work more frequently but have the similar move-
ment pattern during midnight compared with smartphones.
Second, the occurrence and movement temporal patterns
of smartphone have two obvious peaks every day, which
appear at about 10:00 and 15:00, respectively. There are more
repetitive spikes in IoT devices’ temporal patterns.

It is worth noting that the macro temporal characteristics
of IoT are based on the aggregation of all kinds of IoT

Authorized licensed use limited to: Helsingin Yliopisto. Downloaded on February 27,2022 at 11:44:44 UTC from IEEE Xplore.  Restrictions apply. 



1536-1233 (c) 2020 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TMC.2020.3019988, IEEE
Transactions on Mobile Computing

IEEE TRANSACTION ON MOBILE COMPUTING 7

101 102 103 104 105 106

Radius of gyration of IoT device and smartphone (m)

0

0.2

0.4

0.6

0.8

1

C
D

F

IoT device

smartphone

(a) CDF of the radius of gyration for IoT devices and
smartphones

101 102 103 104 105 106

Radius of gyration of different kinds of IoT device(m)

0

0.2

0.4

0.6

0.8

1

C
D

F locating

metering

monitoring

portable

pos

terminal

vehicle

(b) CDF of the distance among important locations for IoT
devices of different categories

Fig. 2. The comparison of the radius of gyration between IoT devices and smartphones, and the comparison among IoT device categories.

devices. The occupation of different kinds of IoT devices
may affect the macro temporal characteristics of IoT. In
fact, the occupation of different kinds of IoT devices is
imbalanced in real world. We use a real dataset of IoT
devices collected from a Chinese cellular operator, which
reveals the real distribution of IoT devices in China. Table
2 shows the means of active degree, i.e., occurrence and
movement of smartphone and IoT device. We observe that
locating, metering, monitoring, and terminal devices are less
active than smartphone, while Pos, portable, and vehicle are
much more active than smartphone.

5.1.2 Characteristics of IoT Categories

The temporal property for each type of IoT devices is
shown in Fig. 1(c) to Fig. 1(i). We can observe that the
movement series and the occurrence series of each category
have similar changing trends. This finding suggests that the
number of connections request of devices is affected by their
mobility frequency. In addition, an interesting finding is that
the occurrence/movements series of locating, monitoring,
portable and vehicle have strong periodicity, while the pe-
riodicity is not evident to series of pos, metering, industrial
terminal categories. We can also observe repetitive spikes
in temporal series of each IoT category are usually more
than smartphone. The number of spikes temporal series of
each IoT category are basically greater than 3, while it is 2
for smartphone. The results may be caused by the different
applications and operating duration of devices. The network
activity of vehicle and locating devices is closely allied to
natural persons’ travel behavior, and the usage of moni-
toring devices is influenced by people’s daily routine. Both
of them have strong diurnal pattern. Generally, the usage
duration of these four categories is usually long. However,
the usage of the other three devices (pos, industrial-terminal
and metering) is usually driven by irregular and short-lived
demands. For example, pos devices are only used when a
financial transaction requires consumers to swipe a bank
card. The occurrence of this requirements is usually fairly
haphazard and lasts for a short duration.

Summary: We analyzed the temporal characteristics of
IoT devices and smartphones from both aggregated and
separated dimensions. We utilize two time series which
are average normalized occurrence and movement to check
the temporal mobility behavior of different types of de-
vices. From the aggregated perspective, we find that IoT
devices connect the network more frequently during the

midnight than smartphones, since their usage is not coupled
with people’s ‘wake’ and ‘sleep’ time. We also find three
categories (pos, metering, industrial-terminal) have weak
periodic temporal patterns. This may be caused by their
irregular and short-live demands.

5.2 Spatial Characteristic Analysis
5.2.1 Radius of Gyration
Radius of gyration reflects the moving range of devices.
We plot the cumulative distribution function (CDF) of the
radius of gyration for IoT devices and smartphones in
Fig. 2(a). The movement of both IoT and smartphone in one
month are confined to an area with the radius of 1000km.
Moreover, we can observe that the mobility range of IoT
devices is larger than smartphone devices, e.g., the radius of
gyration for 40% IoT devices is less than 10km while more
than 50% smartphones’ radius of gyration is less than 10km.
Such results indicate that IoT devices move more frequently
and further. This is because some IoT devices have specific
applications that require frequently movement, e.g., vehicles
and locating devices are usually used in long distance
transportation.

Since IoT devices are used in various kinds of scenarios,
the mobility patterns of different IoT categories may be sig-
nificantly different, e.g., vehicles and pos devices. Because
some pos devices are placed in a fixed place, such malls,
while some may move with deliveryman. The CDF of the
radius of gyration for different kinds of devices is shown
as Fig. 2(b). We can observe that 80% pos devices’ radius of
gyration is lower than 1km and the radius of most vehicles
is larger than 11km. These results reveal their practical ap-
plications. Fig. 2(b) shows that the CDF of locating devices’
radius of gyration is similar with vehicle, which indicates
that locating devices have strong relationship with vehicles
in their applications. They might be bound together in some
applications, e.g., logistic operations. Another observation is
that metering and industrial-terminal devices have similar
distributions. Specifically, almost 40% devices of the two
categories have the radius of gyration between 0.1km to
1km, and no more than 10% devices of these two categories’
radius is between 2km to 10km according to Fig. 2(b).

Summary: We applied radius of gyration to qualify the
aggregated and separated mobility behavior for different
categories. We find that IoT devices have larger radius of gy-
ration compared with smartphones, which indicates that IoT
devices move more frequently and further. We also observe
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Fig. 3. The comparison of important locations between IoT device and smartphone, and the comparison among IoT device categories from the view
of duration dimension.
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Fig. 4. The comparison of important locations between IoT device and smartphone from the view of duration dimension. important location is
defined with different thresholds.

significant differences among various IoT device categories.
Many pos devices moves occasionally and possess narrow
mobility range while most of the vehicles moves further.
This is caused by their specific applications. We also find
metering and industrial-terminal devices, vehicle, and locat-
ing devices have similar distributions, although their target
applications are totally different, which might be caused
by the co-movement phenomenon between different kinds
of IoT devices. For example, delivery trucks are usually
equipped with metering devices for real-time measurement
on goods and locating devices for tracking.

5.2.2 Important Locations

Since we do not have the accurate locations of IoT devices
nor smartphones, we use the location of BS that devices
are connected as the proximate location of devices [34]. In
other words, important location refers to the area covered
by BS in our study. We define important locations from two
dimensions, duration and occurrence. For the dimension of
duration, important locations refer to the area covered by
one BS where a device spends most of its time in it. Here we
use different thresholds: 70%, 80%, and 90% of the device’s

time. If a device spends more than the threshold of its time
staying in the area, this area is treated as an important
location for the device. For the dimension of occurrence,
important locations refer to the area covered by one BS that
are most frequently visited. The thresholds of the occurrence
are also set to be 70%, 80%, and 90%.

Fig. 3 shows the comparison of important locations
between IoT devices and smartphones, as well as the com-
parison among different IoT device categories, in terms of
duration dimension. First, we see the result of aggregate
data of IoT devices. We can observe in Fig. 3(a) that for
17.5% IoT devices, the top two BSs account for 80% of their
time. IoT devices that spend 80% of their time within top one
or top three BSs account for the same percent, which is 15%.
The results achieved by smartphones are quite different. For
27% of smartphones, the top one BS accounts for 80% of
their time. There are about 1-3 important locations for IoT
devices. Fig. 4 shows the comparison of important locations
of 70% and 90% thresholds between IoT device and smart-
phone. We can observe the results is similar to Fig. 3(a).
Previous work [34] finds that most mobile users spend their
time within just top two BSs through analyzing the Call
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Fig. 6. The comparison of important locations between IoT device and smartphone from the view of occurrence dimension. important location is
defined with different thresholds.

Detail Records (CDRs). Obviously, most smartphone users
have around one or two important locations in our dataset,
and a small number of smartphone users even spend their
time in more than 10 places. Although the distribution of
the number of important locations for both IoT devices and
smartphones spread out, the distribution of IoT devices is
more uniform.

Now we see the results achieved by IoT devices of
different categories, as shown in Fig. 3(b), in which the
threshold is set to be 80%. We can observe that vehicles
are the most mobile IoT devices, compared with other IoT
devices. Specifically, most vehicles spend their 80% time in
2-6 places. The mobility of locating devices is near to vehi-
cles on average. Most locating devices also spend their 80%
time in 2-6 places. The median of vehicle is 4, while it is 3
for locating devices, which means the number of important
locations for most locating devices concentrate around 3.
This is expected because most locating devices are typically
connected to vehicles for transportation of goods. Other lo-
cating devices may bound with other transportation means,
e.g., electric bikes and motorbikes, which are less mobile
than vehicle. We also note that while we may intuitively be-
lieve that monitoring devices are less mobile than other IoT

devices, our results show that the difference is substantial,
compared with other IoT devices. Most monitoring devices
spend their time in 1-4 places. In addition, we observe that
metering devices are less mobile than monitoring devices on
average. As expected, we observe that pos and industrial-
terminal devices appear across the least number of places.
Most of these two kinds of devices spend 80% of their time
in one important location.

Fig. 5 shows the comparison of important locations
between IoT devices and smartphones, as well as the com-
parison among different IoT device categories, from the
view of occurrence dimension. We first see the result of
aggregated data of all IoT devices. In Fig. 5(a), we can
observe surprisingly that the distribution of the number of
important locations is almost uniform, except for that near
5% IoT devices spend 80% of their movement in top 2 BSs.
The difference among the numbers of BSs that cover 80%
of IoT devices’ movement is insubstantial, which is totally
different from the result of smartphones. This is because
that IoT devices are moving everywhere for recording or
sensing works. The result is also quite different from the
result of duration dimension. Combining these two results
together, we can observe that although most IoT devices
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Fig. 7. The comparison of the distance distribution among important locations between IoT devices and smartphone, and the comparison among
IoT device categories.

would stay in few important locations for a long while,
they keep moving across different places frequently in the
rest time. For around 10% of smartphones, the top 2 BSs
cover 80% of their movement. There are about 7.2% and
6.2% smartphones’ movements are covered by 1 and 3 BSs,
respectively. Most smartphones’ movements are covered by
1-3 important locations, which is exactly the same with the
result of duration dimension. This is expected because for
most mobile users, they move regularly among home, work-
place/school and other places. These important locations
account for most of their time. Fig. 6 shows the comparison
of important locations of 70% and 90% thresholds between
IoT device and smartphone. We can observe the results are
similar to Fig. 5(a).

We see the performance achieved by IoT devices of
different categories in Fig. 5(b). We surprisingly observe
that locating devices are the most mobile devices among
all the IoT devices from the view of occurrence dimension.
Most locating devices move across 16-110 BSs during their
movements, which covers 80% movements. To be more
precise, most locating devices visit about 40 important loca-
tions frequently during their movements. Considering that
locating devices are usually used for tracking goods, such as
express in the city, the result is reasonable. The performance
of monitoring devices is also unexpected. They are even
more mobile than vehicles. Most monitoring devices move
across around 1-60 BSs, with the median of 17 during their
movements. Considering the vast application of unmanned
aerial vehicle to monitor wild animals or city traffic, the
phenomenon is reasonable. As expected, we observe that
80% movements of vehicles are covered by around 9-32 BSs
with the median of 15. We note that there is large amount
of abnormal values for vehicle. Considering vehicles are
highly mobile transportation tools, which could be used
in many target applications, e.g., taxi, goods delivery, this
phenomenon is explainable. No doubt, metering devices
are less mobile than vehicles. Most metering devices’ move-
ments are covered by 2-18 BSs with the median of 2, which
conforms to the application of metering. Metering devices
are mainly used for remote measurement in intelligent agri-
cultural, intelligent environmental and energy applications
in a fixed area. As expected, we observe that portable, pos
and industrial-terminal devices are the least mobile three
types of IoT devices. The movements of most portable

devices are covered by 2-4 BSs with the median of 2. They
are 1-3 with the median of 2 and 1-2 with the median of 2
for pos and industrial-terminal devices, respectively. These
results coincide with the distribution of important locations
from the duration dimension in Fig. 3(b).

We not only analyze the number of important locations
for IoT devices, but also look into how far they are apart
from each other. Through the above analysis on the impor-
tant locations, we could obtain a list of important locations
for each device. Then, we compute the distance between
any two places. Since the distribution of important locations
computed through occurrence dimension is quite scattered,
here we adopt the important locations computed through
duration dimension. Fig. 7 shows the comparison of the
distribution of distance among important locations between
IoT devices and smartphone, as well as the comparison
among IoT device of different categories. In Fig. 7(a), we
observe that for most IoT devices the distances among any
pair of important locations are no more than 15km. For
most smartphones, the distances among important locations
are no more than 11km, probably the distance between
home and workplace/school, which is 10km achieved by
CDR dataset [27]. It is interesting to note that the distance
between important locations for IoT devices is longer than
it for smartphones on average.

Now we look into the comparison of distance among
important locations for IoT devices of different categories.
In Fig. 7(b), we first observe significant diversity in the
distance among important locations among different IoT
device categories, which reflects the way of different kinds
of IoT devices operate. Our second observation is that vehi-
cles tend to have a longer distance among their important
locations than IoT devices of other categories. Specifically,
the distances among importance places for most vehicles are
no more than 44km, which is slightly higher than locating
devices. As we mentioned previously, locating devices are
usually associated with transportation tools to track goods,
e.g., vehicles, electric bikes and motorbikes. As a high mo-
bility transportation tool, it is reasonable for vehicles to have
higher distances among important locations. It is important
to note that the curve of metering is not that smooth as
other IoT devices. This is because the sample amount of
signal records of metering devices is small. It is noteworthy
that the industrial-terminal devices have obviously longer
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respectively.
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(f) The distribution of the probability of return-
ing to previously visited places for pos device.
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are SSE = 0.34 and SSE = 0.57, respectively.
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(g) The distribution of the probability of return-
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vice. The fitting goodness of solid and dashed
lines are SSE = 0.45 and SSE = 0.45, respec-
tively.
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0.52, respectively.

0 1 2 3 4 5

The number of distinct visited locations log(S)

-1.5

-1

-0.5

0

T
h

e
 p

ro
b

a
b

ili
ty

 o
f 

re
tu

rn
in

g
 l
o

g
(P

) vehicle

log(P)=-0.08log(S)-0.69

log(P)=-1.47e
-0.05log(S)

+1.11e
-0.42log(S)
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Fig. 8. The distribution of the probability of returning to previously visited places for different kinds of IoT device. Straight lines and curves are the
fitting results. The best fitting results are presented with solid lines.

distance among their important locations than pos, although
they have almost the same result of the number of important
locations. This observation suggests that industrial-terminal
devices tend to have a higher mobility than pos.

Summary: We analyzed the important locations for IoT
devices and smartphones from the dimensions of duration
and occurrence. From the dimension of duration, we ob-
serve that most IoT devices have 1-3 important locations,
while it is 1-2 for smartphone. IoT devices tend to stay
at more places than smartphones. We observe significant
diversity among different IoT device categories. We surpris-
ingly find that monitoring devices are more mobile than
vehicles in duration dimension, which is exactly opposite
to what we intuitively thought. From the dimension of
occurrence, we find that IoT devices visit places almost uni-
formly, which is totally different from smartphones. Most

smartphones frequently visit 1-3 important locations. We
unexpectedly find that locating devices are the most active
devices, which move across the most BSs than any other
IoT devices. Monitoring is also more mobile than vehicles
in this dimension. Finally, we analyzed the distribution
of distances among important locations. We find that IoT
devices move longer than smartphones among important
locations. It is worth noting that vehicles move longer than
locating devices and monitoring devices, although these two
kinds of IoT devices move across more places.

5.3 Essential Mobility Patterns

5.3.1 Exploration and Preferential Return Properties
From the above analysis, we know that IoT devices have
the property of important locations, which is similar to
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Fig. 9. The comparison of entropy between IoT devices and smartphone, and the comparison among IoT device categories.

human. We now further explore the relationship between
the behavior of exploring new places and returning to
visited places for IoT devices. Fig. 8(a) and Fig. 8(b) show the
performance of smartphones and IoT devices with the EPR
model. For convenience, we adopt log-log plot. Obviously,
the distribution of the probability of returning to visited
places for human follows linear distribution. We also try
to fit the distribution. We use the sum of squares error (SSE)
[35], a widely adopted metric to represent the goodness of
fit. The smaller SSE is, the better fitting result is. Since there
are too many points in the figure, thousands of points, we
randomly sample few points for more clear presentation.
The fitting is based on the original results before sam-
pling. The solid line in Fig. 8(a) is the fitting result with
SSE = 0.26. The straight line log(P ) = −0.19 log(S)−0.07
could well describe the distribution, which also indicates the
robustness of our smartphone dataset. In Fig. 8(b), we can
observe that IoT devices show a totally different distribution
from smartphones. We try to fit the distribution of IoT
devices. Straight line log(P ) = −0.11 log(S) − 0.44 is the
linear fitting result with SSE = 0.64. Obviously, the straight
line cannot describe its distribution, which indicates that
IoT devices do not follow the same kind of EPR model as
humans. In addition, we could observe that the behavior
of exploring new places is not independent from the visited
places. We further fit such distribution with commonly used
distribution curves, including Polynomial curves (higher
than 2 degree), Exponential curves, Fourier curves, Gaussian
curves, and Power-law curves. Fitting results show that the
two-term exponential distribution achieves the best SSE.
The solid curve in Fig. 8(b) shows the two-term exponential
fitting with SSE = 0.12. We omit the fitting results of other
distributions due to space limitations.

The distributions of the EPR model for different kinds of
IoT devices are shown in Fig. 8(c) to Fig. 8(i). We use Poly-
nomial curves, Exponential curves, Fourier curves, Gaussian

curves, and Power-law curves to fit the distribution of each
kind of IoT devices. We find that except for three types of
IoT devices, i.e., metering, portable, and terminal devices,
two-term exponential distribution always achieves the best
fitting result for most kinds of IoT devices. For example,
the curve log(P ) = −1.33e−0.06 log(S) + 1.61e−0.75 log(S)

achieves perfect fitting with SSE = 0.14 for locating de-
vices.

We note that the distributions of metering device and
portable device are disordered. This could attribute to the
small amount of data. None of these distributions can well
fit its trend. In Fig. 8(f), we see that the trend follows the
distribution of log(P ) = 0.0003e1.54 log(S) − 0.14e0.4 log(S)

well, although the sample data is sparse. It is surprising
to find that the distribution of industrial-terminal devices
follows linear distribution, which means the industrial-
terminal device follow similar EPR model as human. This
is because that the mobility of these kind of IoT devices are
often bound with human.

Based on the two-term exponential distribution, i.e.,
log(P ) = aeb log(S) + ced log(S) we could further derive and
present a model to describe the trajectory of an IoT device
(except for metering, portable, and terminal devices). Sim-
ilar to human, IoT devices have two general mechanisms:
exploration and preferential return. Each time to move, the
IoT device has two choices. (i) Exploration: the IoT device
moves to a new place with probability

Pexp = eaS
b+cSd

, (8)

where a, b, c, and d are four parameters. (ii) Return: the IoT
device returns to one of S visited places with probability

Pret = 1− eaS
b+cSd

. (9)

Summary: We tested the EPR property of both smart-
phones and IoT devices. The results show that, overall,
IoT device does not follow the power-law distribution as
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Fig. 10. The comparison of mobility predictability limit between IoT devices and smartphone, as well as the comparison among IoT device categories.

the smartphone. Meanwhile, we find that the two-term
exponential distribution could be used to make an accurate
description of the EPR property of IoT devices. The results
also show that most kinds of IoT devices, such as locating
device, monitoring devices, pos devices and vehicles, fol-
low the two-term exponential distribution. Other kinds of
IoT devices that are often bounded with humans, such as
portable device and industrial-terminal devices, follow the
power-law distribution as humans.

5.3.2 Degree of Predictability
In this section, we explore the predictability of IoT device
mobility and the limit of predictability of IoT mobility. To
this end, we apply the three metrics to explore whether
their movements follow reproducible patterns. The entropy
of location diversity, denoted as S0, the second metric is
the temporal-uncorrelated entropy, denoted as S1, and the
actual entropy of IoT devices.

Since the actual entropy S2 is based on S0 and S1, we
first analyse the results of entropy S0 and S1. Fig. 9(a) and
Fig. 9(c) show the probability density function (PDF) of S0

and S1 of IoT devices and smartphones respectively, while
Fig. 9(b) and Fig. 9(d) are the PDF of S0 and S1 of different
IoT categories. For S0, we know by its definition that the
peak in m in the S0 PDF suggests that we need m bits to
encode the randomness of the location distribution. For S1,
the peak in n in S1 PDF means 4 bits are needed to represent
its randomness of temporal distribution among specific
locations. A smaller entropy indicates a more predictable
mobility behavior for both IoT devices and human.

In Fig. 9(a), we observe that IoT device needs 4.5 bits and
smartphone needs 6.5 bits to encode the location distribu-
tion randomness. Furthermore, in Fig. 9(c), we see that 4 bits
and 4.5 bits are essential to encode the randomness temporal
distribution among specific locations for IoT devices and
smartphones respectively. We also notice that when S0 is
lower than 3.5 and S1 is below 2.5, human’s PDF values,
both S0 and S1 are higher than IoT devices.

Moreover, from Fig. 9(b) and Fig. 9(d), we can find that
pos and industrial terminal devices have similar distribu-
tions. Their peak values of S0 and S−1 are all lower than 2.
In addition, metering and portable devices also have small
S0 and S1 peak values. As expected, the peak values of S0

and S1 for vehicles and locating devices are much higher
than other categories. Locating need the highest bit number
to encode each randomness. This is because people always
turn on the locating device when they reach an unfamiliar

and occasional place. Thus, the locating devices follow a
strong random mobility pattern. Surprisingly, it is observed
that both S0 and S1 distributions of monitoring devices have
two peaks, i.e., a smaller peak value similar to pos devices
and a larger peak value closing to locating devices. This may
be due to two different applications of monitoring devices.
Some monitoring devices may be installed in a fixed place
to ensure public order or personal safety. While another
monitoring devices may be applied to some transportation
tools to record driving environment.

Based on the analytic on entropy S0 and S1, we are
surprised to see the results of the actual entropy S2 as shown
in Fig. 9(e). Although entropy S0 and S1 indicates that IoT
devices are more predictable than human, the gap between
them is not as big as we expected. Moreover, human mo-
bility is even slightly better IoT devices. From Fig. 9(f) we
observe that portable and industrial-terminal devices are
with the highest predictability than other IoT devices, which
is the same with entropy S0 and S1. Similarly, vehicles and
locating devices are with moderate predictability degree,
compared with Fig. 9(b) and Fig. 9(d). We surprisingly find
that pos devices are with the lowest predictability, which is
totally different with previous results. This might be because
that there is too little data on pos devices in our dataset.

Then we see the limit of predictability of IoT mobility.
Fig. 10(a) shows the comparison of mobility predictability
limit between IoT devices and human. We observe that the
predictability limit of IoT devices is higher than human,
although the gap between them is not obvious. Both IoT
devices and human exhibit high limits of predictability on
mobility. Fig. 10(b) shows the CDF of various kinds of IoT
devices. We observe the uneven line of pos devices, which is
caused by the insufficient data. Portable devices exhibit the
highest predictability limits among all IoT device categories,
while metering devices achieve the worst performance.
Locating. In Fig. 9(f), we learn that monitoring devices
are more predictable than vehicles and locating devices.
Similarly, monitoring devices achieve a better performance
than vehicle and locating devices on predictability limit.

Summary: Although there are many difference between
IoT devices and smartphones, both of them exhibit the prop-
erty of predictability in their mobility. Moreover, their limits
of predictability are similar, which is surprising. For differ-
ent IoT device categories, we find that pos, metering, in-
dustrial terminal and portable devices are more predictable
than other categories. Moreover, portable devices show the
highest mobility predictability limit, while metering devices

Authorized licensed use limited to: Helsingin Yliopisto. Downloaded on February 27,2022 at 11:44:44 UTC from IEEE Xplore.  Restrictions apply. 



1536-1233 (c) 2020 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TMC.2020.3019988, IEEE
Transactions on Mobile Computing

IEEE TRANSACTION ON MOBILE COMPUTING 14

achieve the worst performance.
6 IMPLICATIONS AND APPLICATIONS

Understanding the mobility characteristics and patterns of
IoT devices is utmost important. We discuss the implications
and possible applications based on our analysis of the
mobility of IoT devices in this section.

6.1 IoT device recognition
Based on the rough-grained category provided by cellu-
lar operator, we manually identified more than 3000 IoT
devices according to the production brochures and speci-
fication sheets. Then we classified them into 7 categories
according to their practical applications. However, there are
still many unrecognized IoT devices. Manually identifying
all of them would consume giant effort and time, which
makes it impossible in practice. From our analysis on mo-
bility, we observe that IoT devices present totally different
performance from smartphones. For example, in spatial
domain, the moving range of IoT devices is bigger and their
moving frequency is higher. Meanwhile, we observe signif-
icant differences among different kinds of IoT devices in
terms of moving range and important location features. For
example, vehicles have the biggest average moving range
than other IoT devices. Pos and industrial-terminal devices
have the fewest important places from the perspectives
of both duration and occurrence. In temporal domain, the
occurrence and movement patterns and mobility entropy of
different IoT devices are radically different. We could use
these distinguishable behavior characteristics as effective
features to train classifiers to identify unknown IoT devices.
In fact, even a simple random forest model could achieve
satisfactory recognition accuracy based on these features.
We omit the detailed design of this classifier due to space
limit.

6.2 Resource allocation
IoT devices share the same network resources with smart-
phones in co-located geographical regions. IoT devices
would compete for network resources with smartphones,
which also occurs among different IoT devices. Through our
analysis, we find that IoT devices and smartphones present
different daily diurnal patterns. For example, the active
frequency of IoT devices is higher, and the active duration
is longer than smartphones. IoT devices often work earlier
and stop later than smartphones. On the other hand, our
analysis on important places also characterizes the dynamic
distribution of IoT devices. Operators could provide better
management of shared network resources and guarantee the
best service quality for both IoT devices and smartphones,
based on the dynamic characteristics of both temporal and
spatial dimensions.

6.3 Infrastructure deployment
The operation of IoT system depends on fast cellular net-
work, especially in 5G network era. The deployment of
small cell with the consideration of user mobility is utmost
important to guarantee the quality of service. Previous work
[36], [37] has investigated the impact of human mobility
on small cell network. However, through our study on IoT

mobility, we find that the mobility pattern of IoT devices are
radically different from human. Based on our proposed two-
term exponential EPR model, we could further compute IoT
devices’ arrival probability, departure probability, and pause
probability easily for a specific small cell. Then the coverage
probability of a small cell could be derived for moving IoT
devices. Based on this coverage probability, we could solve
the problem of small cell BS deployment with some simple
optimization methods.

7 RELATED WORK AND DISCUSSION

7.1 Data-driven IoT Analysis
Existing works on IoT mainly focus on understanding the
traffic pattern of IoT devices [8], [12]–[14], [38], communica-
tion model in LET networks [15]–[18] and the IoT security
problems [19]–[21]. Mobility of IoT devices are rarely con-
sidered.

Shafiq et al. take the first look at the characteristics of the
traffic generated by IoT devices and compare it with the traf-
fic generated by smartphones [8]. They classify IoT devices
into 6 rough categories, and then analyze the characteristics
of IoT traffic through multi dimensions, e.g., temporal dy-
namics and network performance. They find that IoT traffic
exhibits significantly different patterns from smartphones.
However, the modem category in this work is quite rough-
grained, since many other kinds of IoT devices could use
the same modem chip. They also study the mobility of IoT
devices. However, they only use simple method to explore
two basic characteristics of IoT devices, i.e., the number of
unique cells visited by IoT devices and their geographic
distributions, which do not reveal the essence of IoT devices.

Sivanathan et al. investigate the characteristics of IoT
devices, i.e., typical behaviour mode [13]. They collect an
IoT traffic dataset of 3 weeks in a smart campus, including
the cameras, lights, appliances and healthcare devices. They
analyze the statistical characteristics on these IoT devices,
e.g., data rates, activity cycles and signalling patterns, which
are further used to distinguish IoT traffic from non-IoT
traffic and identify the type of IoT devices.

To understand the behaviour, usage patterns and the
impact of vehicles on user experience, Carlos et al. conduct
network-scale measurement on a vehicle dataset, containing
one million connected vehicles [39]. They analyze the be-
haviour of vehicles from multi aspects, including spatial and
temporal connectivity patterns, the network conditions they
face use and handovers across various radio frequencies.
The analysis shows that connected vehicles have distinct
characteristics with smartphones and other IoT devices.

Centenaro et al. propose a framework to evaluate the
impact of IoT traffic on the performance of a general cellular
network [40]. Considering that the increasing IoT traffic
would put a burden on the traditional cellular network,
Nikanin et al. propose a framework on IoT traffic modeling,
generation and load estimation to optimize the network
resource scheduling [15]. The explosive increasing number
of IoT devices also lead to the burden on the wireless access-
ing infrastructure. To solve the problem, Rigazzi et al. pro-
pose to exploit the device-to-device connectivity between
cellular users and IoT devices [41]. The data generated by
IoT devices is transmitted to a cellular user device, which
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aggregates the IoT data, supplements it with its own data
and uploads all of them to the BS.

To our best knowledge, this paper presents the first
systematic study on characterizing IoT mobility. We present
a comprehensive characterization of IoT device mobility
from three perspective of mobility patterns, temporal and
spatial characteristics and predictability. We also investigate
the difference of mobility among IoT devices of different
categories, which provide a guideline for modeling the
behavior of IoT devices.

7.2 Human Mobility Understanding and Modelling
Although little efforts have been done on the mobility mod-
eling of IoT devices, significant amount of works have been
done in human mobility analysis with multiple methods.

Considering that mobility model may not reflect the real
user movement, Kim et al. propose to estimate human’s
physical location from a large trace of mobile devices associ-
ating with access points [42]. They extract tracks of devices
with their WiFi always-on. Yoon et al. combine WiFi trace
with an actual map of the space [43]. Through a series
of data processing steps, this framework could generate a
probabilistic mobility model that produces representative
movement patterns of real movement.

In addition to WiFi data, some work use GPS data to in-
vestigate human’s mobility. Rhee et al. collect 44 volunteers’
precise GPS trace for one thousand hours in various out-
door environment [44]. They find that human walk patterns
closely follow Levy walk patterns.

Some work [24], [28], [34], [45] use the Call Detail
Records (CDRs) to deduce human’s movement trajectories
for large geographic areas. When mobile users make calls
or send messages, the location of the BS their phones are
associated will be uploaded to the cellular operators. By
collecting such records, some CDR based method could
accurately deduce many mobility characteristics of humans.
However, some deduced characteristics may not the same
with the precise GSP data. It is verified that CDR based
method would underestimate the user’s radius gyration,
compared with the precise GSP data [46].

There are other ways to study human’s mobility. Some
works use check-in service provide by Facebook or Wechat
[47]. Zhong et al. use check-in data provided by Sina to
infer users’ demographics and propose a location to profile
(L2P) framework to capture temporal, spatial and location
information simultaneously [48].

In this work, we also investigate human mobility
through extracting the location of smartphones and com-
pare it with IoT. Our analysis results show that IoT device
exhibits significantly different patterns from human in mul-
tiple aspects. These findings provide a better understanding
on IoT devices, which could be further used to provide
better IoT services for human.
8 CONCLUSION

In this paper, we explore the mobility models of IoT devices
from the perspective of cellular data network, and make a
comparison with human. We aim to answer three questions:
(i) what are the mobility patterns of IoT device? (ii) what
are the differences between IoT device and human mobility
patterns? (iii) how the IoT device mobility patterns differ
among device types and application scenarios? Based on a

signal dataset collected from the cellular network in China,
we explore the mobility models of IoT devices from surface
to essence. Our study finds that the mobility pattern of IoT
devices differs with human in both temporal and spatial
perspectives. We explore the essence of IoT mobility, and
find that IoT devices have the property of EPR, which
could be described with two-term exponential distribution.
Moreover, we find that the mobility of IoT devices could
also be predicted. We investigate the limit of predictability
of IoT mobility and find the difference between IoT device
and human is not as big as people expected.
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