Department of Computer Science
Series of Publications A
Report A-2022-7

Privacy-Preserving Protocols for Protected
Networking

Sara Ramezanian

Doctoral dissertation, to be presented for public examination with
the permission of the Faculty of Science of the University of
Helsinki in Auditorium CK112, Exactum, on the 10th of June,
2022 at 12 o’clock.

University of Helsinki
Finland

Supervisors
Valtteri Niemi, University of Helsinki, Finland
Tommi Meskanen, University of Helsinki, Finland
Pre-examiners
Isaac Agudo, University of Malaga, Spain
Tobias Pulls, Karlstad University, Sweden
Opponent
Panos Papadimitratos, KTH Royal Institute of Technology, Sweden
Custos
Valtteri Niemi, University of Helsinki, Finland

Contact information
Department of Computer Science
P.O. Box 68 (Pietari Kalmin katu 5)
FI-00014 University of Helsinki
Finland
Email address: info@cs.helsinki.fi
URL: http://cs.helsinki.fi/
Telephone: +358 2941 911

Copyright c 2022 Sara Ramezanian
ISSN 1238-8645 (print)
ISSN 2814-4031 (online)
ISBN 978-951-51-8206-7 (paperback)
ISBN 978-951-51-8207-4 (PDF)
Helsinki 2022
Unigrafia

Privacy-Preserving Protocols for Protected Networking
Sara Ramezanian
Department of Computer Science
P.O. Box 68, FI-00014 University of Helsinki, Finland
sara.ramezanian@cs.helsinki.fi
http://cs.helsinki.fi/Sara.Ramezanian/
PhD Thesis, Series of Publications A, Report A-2022-7
Helsinki, May 2022, 88 + 113 pages
ISSN 1238-8645 (print)
ISSN 2814-4031 (online)
ISBN 978-951-51-8206-7 (paperback)
ISBN 978-951-51-8207-4 (PDF)
Abstract
Digital technologies have become an essential part of our lives. In many
parts of the world, activities such as socializing, providing health care,
leisure and education are entirely or partially relying on the internet. Moreover, the COVID-19 world pandemic has also contributed significantly to
our dependency on the on-line world.
While the advancement of the internet brings many advantages, there are
also disadvantages such as potential loss of privacy and security. While
the users enjoy surfing on the web, service providers may collect a variety
of information about their users, such as the users’ location, gender, and
religion. Moreover, the attackers may try to violate the users’ security, for
example, by infecting the users’ devices with malware.
In this PhD dissertation, to provide means to protect networking we propose several privacy-preserving protocols. Our protocols empower internet
users to get a variety of services, while at the same time ensuring users’
privacy and security in the digital world. In other words, we design our
protocols such that the users only share the amount of information with
the service providers that is absolutely necessary to gain the service. Moreover, our protocols only add minimal additional time and communication
costs, while leveraging cryptographic schemes to ensure users’ privacy and
security.
iii

iv
The dissertation contains two main themes of protocols: privacy-preserving
set operations and privacy-preserving graph queries. These protocols can
be applied to a variety of application areas. We delve deeper into three
application areas: privacy-preserving technologies for malware protection,
protection of remote access, and protecting minors.
Computing Reviews (2012) Categories and Subject
Descriptors:
Privacy → Privacy enhancing technologies → Cryptography
Multi-party compitation → Private Set Operations
General Terms:
Cryptography, Privacy enhancing technologies, Secure multi-party
computations
Additional Key Words and Phrases:
Edge computing, cloud computing, 5G Networks, AI
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Chapter 1
Introduction
We live in an era in which it is hard to avoid using the internet in everyday
life. There are more and more devices that can connect to the internet,
and there is an increase in the services that are run via the internet. Video
conferencing, internet banking, virtual learning environments, and on-line
shopping are examples of services that are provided over the internet.
The advancement of the internet is a double-edged sword: it brings
many advantages but it has also introduced new challenges and risks to
our lives [4]. For instance, social media can have a negative impact on the
academic performance of its users [5] and their self-esteem [6], it can also
cause false medical self-diagnosis [7]. Among other challenges and risks,
utilizing the internet may cause threats to the users’ privacy and security
[8, 9].
Informally speaking, privacy in the digital world is a state in which a
person can perform an on-line task without exposing anything unwanted
about themself. Security in the digital world specifies the circumstances in
which a person, or an object, is protected from harm that may occur while
using the internet.
Usually people have a tendency to sacrifice privacy and security to
get better access to on-line services [10, 11]. On the other hand, service
providers may collect information about their clients, and further investigate this information. For instance, just a snapshot of applications that a
user has installed on their phone can reveal sensitive information such as
the user’s religion, ethnicity, place of residence, and sexual orientation [12].
Network security is a well-known concept in Computer Science. Roughly
speaking, a computer network is a group of computers that are communicating with each other and using shared resources [13]. Network security is
sometimes seen as a subset of computer security, and refers to techniques
and rules that are designed to protect the security of a network [14]. In this
1
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dissertation, we are not only looking to protect the network. Instead, we
are looking at the protection from a wider perspective, such that it includes
the network, its users, and other devices that try to build a network.
Protected networking refers to procedures that ensure the protection of
both information and users. For instance, protecting systems against malicious software and unwanted access, and protecting users from malicious
digital contents such as bullying.
In this dissertation we propose several privacy-preserving methods for
the purpose of protected networking. In other words, we present methods
that enable users to access a variety of on-line services, without losing their
privacy and security. At the core of each of our methods there is a protocol.
A protocol involves two or more parties. The parties exchange information based on a set of rules, in such a way that at the end of the protocol
they can achieve a common goal. In a privacy-preserving protocol, each
party only sends the amount of information that they want to share, and
nothing more. In order to design a privacy-preserving protocol, we use
cryptography.
Cryptography [15] is a field of study that is designed to protect information from being exposed to an adversary, by using several scientific
disciplines such as mathematics and computer science. The intention of
adding cryptographic protocols to a system is to make it more protected.
However, these protocols may require adding extra rounds of computations
and communications between parties.
We aim to create cryptographic protocols such that internet users can
get their requested services in a private manner, without sacrificing time
and bandwidth. In other words, utilizing our protocols implies only minor
time and communication costs.
In some of our protocols, we use distributed computing [16]. Simply
put, distributed computing refers to a model where part/all of the computation that needs to be done in a protocol is distributed over two or more
computing devices that communicate over a network.
We apply our protocols to real-life scenarios, and specifically we study
three application areas: i) malware protection, ii) protection of remote
access, and iii) protecting minors. Now, we briefly describe these three
application areas; why they are important, and why privacy matters in
their settings.
Malware Protection: A piece of malware can be described as a piece
of software that can perform harmful acts on a computer. If malware finds
its way to a computer the system would be infected. Just like humans,
an infected computer may spread malware to other computers that are
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communicating with this infected computer. Therefore, computers should
be protected against malware infections and an infected system should also
be protected against the malware that is in the system.
We now give an example to show the importance of malware protection in a private way. Let us assume that a user has a file that might be
infected by a piece of malware, and there is a security company that performs malware checking. The user wants to make sure whether the file is
clean or not, without disclosing the content of the file to the company. If
the result of malware checking shows that the file is indeed infected, the
user gives the computer to the company for clean-up. The company also
wants to know which malicious files are spreading. In this example, the
user wants to perform malware checking in a private manner. One trivial
way to perform the malware checking in a privacy-preserving way is to give
the set of all known malware samples to the user. Then the user can look
for a specific malware sample without disclosing any information to anybody else. However, this approach has several shortcomings. For instance,
it may cause the malware samples to spread, and it requires heavy usage
of bandwidth. Therefore, we want to design secure and efficient protocols
that provide malware protection in a privacy-preserving way.
Protection of Remote Access: A user has remote access privileges
if they are authorized to access a computer or a set of computers that are
not physically close to the user via internet [17]. If user A in one computer
has permission to remotely access another computer as a user B, we say
there is a trust relation from A to B. User A of computer 1 can access user
B of computer 2, if A is authorized to do so by a system administrator,
and B can authenticate that it is actually user A who wants to access B.
Typically, the authentication is implemented by using a secret key that
only user A has. We detail the process to issue the trust relation from A
to B, in Chapter 4.
When there is a trust relation from user A to B, the digital materials
and resources of user B are accessible to user A as well. Therefore, the
process to check whether or not to grant such an access is critical from
a security and privacy point of view, and consequently, managing trust
relations are important to protect computers.
If user A can access user B, and user B can access user C, then user A
can also access user C. In other words, trust relations could be in a chain.
Let us assume a scenario where user A is compromised and therefore the
secret key is revealed to an adversary. We also assume that user C learns
that user A is compromised. User C wants to know whether the adversary
(who now can act as if he/she is user A), can access C through some
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intermediary users. However, the intermediary users (e.g., user B) do not
want to reveal which users they have or do not have access to, and whether
or not they have been compromised. In this example, user C needs to learn
the intermediary user(s) that make it possible for A to indirectly access
C so that C can block access from that intermediary user(s). However, C
should not learn the other users who do not cause this indirect access, but
can access via A. Therefore, we want to design query protocols to privately
search in the trust relations. After C has checked the indirect access from
A to C, if there is an intermediary user that directs the compromised user
to C, it should be revealed.
Protecting Minors: As already mentioned, the rise of digitalization
may cause harm to its users. Minors are the most vulnerable type of internet users, therefore they should be protected against potential digital
harms. On the other hand, just like any other type of internet users, minors have the right to privacy.
One of the potential harms of on-line socializing is cyberbullying. Before
the globalization of internet, a bully only had accessed to his/her victim
while they were in the same location, e.g., during school time. Nowadays, a
bully may have access to his/her victim twenty-four hours a day, seven days
a week by using the internet. One way to protect minors from bullies is to
check the content of the digital messages that a minor receives. However,
the personal messages may be privacy sensitive. Also, most of the messages
are benign and are not intended to be harmful.
In addition to cyberbullying, there are other potential threats towards
minors, such as websites with adult contents and videos with violent scenes.
Protection against these harmful materials also require monitoring the
child’s on-line activities. However, just like every other user, the child’s
activities on the internet are privacy sensitive. Therefore, we aim to protect minors in the internet by developing privacy-preserving protocols.
This doctoral dissertation is based on eight original peer-reviewed publications (that are listed on pages ix and x). Publication I and Publication
II present protocols to enable privacy-preserving look-up for a certain item,
for example, a malware sample. Publication III, Publication IV, and Publication V propose privacy-preserving protocols that enable queries on trust
relational databases, or any database that is similar in structure to trust
relations. Publication VI and Publication VII provide multiple privacypreserving minor protection protocols. The protocols of Publication VI
and Publication VII can also be applied to other user-protection settings
than minors, for example, cyberbullying protection for celebrities. Finally,
Publication VIII presents several protocols that can be applied to a variety
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Figure 1.1: Positioning of this dissertation in the field.
of application areas, including the three areas that we described in this
chapter.
In a nutshell, this dissertation provides several novel and efficient privacypreserving protocols, and studies three application areas that these protocols can be applied to. We test the efficiency of our protocols by running
multiple experiences in realistic settings, and we show that our protocols
can be used in practice. A visualization of the main areas that the dissertation falls under and the positioning of this work in these fields is presented
in Figure 1.1.
The rest of the dissertation is structured as follows: Chapter 2 provides
the definitions of several concepts that are frequently used in this dissertation. In Chapter 3, we give the technical preliminaries that are important
for understanding the subsequent chapters. Our research questions and
methodologies are provided in Chapter 4. Moreover, we give our detailed
contributions in this chapter, as well. We propose several novel privacypreserving protocols in Chapter 5. Then, in Chapter 6 we delve into three
application areas for privacy-preserving protected networking. Finally, we
conclude this dissertation in Chapter 7.
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Chapter 2
Background
This chapter gives the necessary background on the concepts that are used
in the dissertation. We begin with a closer look at the notions of security,
privacy, and protected networking. Then, we give definitions of the data
structures that we choose to store the data in. Then, we give brief introductions to Artificial Intelligence and 5G Networks and their components
that we use to design the findings of this dissertation.

2.1

Security and Privacy

As it is defined in the Oxford dictionary, security has several meanings and
use-cases [18]. Security can refer to a person, an organization, or a valuable
item that is used as protection against potential future threats. Security
can also refer to a state of mind that is free from worry, or to describe the
assurance that something valuable is present (e.g., food security, and job
security). In this dissertation when we talk about security, we only consider
the security of computer information systems 1 .
A computer information system is an information system2 that utilizes
a computer to perform all or part of its assigned tasks [20]. The components
of a computer information system are i) hardware, ii) software, iii) data (or
databases), iv) people3 , and v) procedures that instruct how the previous
four components are interacting. The security of computer information
systems refers to practice of protecting the above five components from
1

Also called security of computer-based information systems.
An information system is designed to collect and store information, and contains
methods to further process and distribute this information [19].
3
Here, ”people” refers to 1) staff (people who are working on the information system)
and 2) users (people who are customers of the information system).
2
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harm [21]. For instance, in order to protect the security of data, we should
maintain its confidentiality, integrity, and availability [22].
In article ”Conceptualizing Privacy”, Solove [23] surveyed the definitions for privacy, and categorized the cores to conceptualize privacy to six
groups: i) the right to be let alone, ii) the ability to limit access to the self,
iii) the action of secrecy, iv) the ability to control personal information, v)
the protection of one’s person-hood, and vi) the control over one’s intimate
aspects of life. Solove then concluded that the attempts to unify the definition for privacy have not been satisfying. Other scholars also expressed
difficulties in conceptualizing the notion of privacy, such as Gutwirth [24],
Sieghart [25], and Bennett [26].
Although a general definition of privacy is out of reach, categorizing
the types of privacy can help identify the potential privacy issues that may
occur. In 2013, Finn et al. [27] presented seven types of privacy: Privacy of
i) person, ii) behavior and action, iii) communication, iv) data and image,
v) thoughts and feelings, vi) location and space, and vii) associations.
The ”right to privacy” [28] may have a different meaning for each individual [29]. Although most people have the same expectation when it
comes to security, not everyone shares the same privacy concerns.
Privacy-preserving protocols refer to protocols that enable users to utilize digital communication networks without sacrificing their privacy. In
this dissertation, we provide specific privacy goals for each protocol separately and therefore, there is no need to have a single general definition for
privacy.

2.2

Data Structure

A data structure is a concept that can be used as a tool to store, manage
and organize information [30]. In computer science, a structure is qualified
as a data structure if it consists of two components: i) a set of data with a
collection of relationships among them, and ii) a function (or a collection
of functions) which can be utilized with the data [31]. Bloom filter, Cuckoo
filter and various types of graphs are a few examples of data structures
that are widely used in theory and in practice. We now describe the data
structures used in the dissertation.

2.2.1

Bloom Filter

In 1970, Bloom [32] introduced a probabilistic data structure to perform
membership tests on big databases. The space-efficiency of the Bloom
filters make them a popular data structure in real-life applications.

2.2 Data Structure
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Since 1970, several variants of Bloom filters have been proposed in
academia [33]. However, in this work we use the original filter that was
proposed by Bloom [32]. This filter works as follows:
A Bloom filter is an array of m bits and initially all the bits are set to be
zero. In order to insert the elements of a set X into the filter, we require l
independent hash functions Hi , i = 1, ..., l, where the outputs of these hash
functions are mapped uniformly to set M = {1, 2, ..., m}. In order to insert
the set X into the filter, we feed each element x of the set X to all the hash
functions. Since each output of a hash function Hi (x) is in the set M , each
hash value can be considered as an array position. Consequently, for each
x ∈ X we obtain l pseudorandom array positions, and we set the value of
those positions in the Bloom filter to 1. Now, the Bloom filter represents
the set X.
Naturally, to query an element y from the Bloom filter one should obtain
all the outputs of l hash functions and check the values of the corresponding
positions of the filter. If the outputs are all pointing to the positions with
value 1, then y is in the filter (or in the set that the filter is representing),
and otherwise, y is not in the filter.
A query from the Bloom filter never results in a false negative, however,
it might result in a false positive. This is due to the fact that all the hash
values that are representing an element which has never been added to the
filter, might point to positions of the array that are set to 1 because of
other elements. If a Bloom filter represents a set X with n elements, then
the probability of a false positive query from this filter is (1 − e−ln/m )l .

2.2.2

Cuckoo Filter

Although the simple construction of the Bloom filter makes it a good candidate to store and manage data, a search for an even more space-efficient
data structure has been ongoing. In 2014, Fan et al. [34] proposed a data
structure that is more space-efficient than a Bloom filter. Their proposed
data structure is also probabilistic and is called a Cuckoo filter.
Each cuckoo filter is an array of buckets. Each bucket has b positions.
Let us assume that we want to insert a set X to a Cuckoo filter. To do
so, we first need to obtain the fingerprints of all elements x ∈ X. The
fingerprint of x is a short bit string of length f that is computed by using
a hash function.
Now, the fingerprint of x is inserted into the Cuckoo filter, by using
another hash function hash. This fingerprint can be stored in one of the
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two buckets h1 (x) or h2 (x) calculated as follows:
(
h1 (x) = hash(x)
h2 (x) = h1 (x) ⊕ hash(x’s fingerprint).
The choice between the two candidate buckets is done based on which one
has free space. If they both have free space, Cuckoo filter chooses one of the
buckets randomly. If the buckets are both full, Cuckoo filter chooses one of
the buckets randomly. Let us call this bucket i. Now, the Cuckoo filter tries
to relocate one of the fingerprints in bucket i to its other candidate bucket
(bucket j), which is j = i ⊕ hash(fingerprint). If bucket j is also full, the
Cuckoo filter repeats the relocating procedure for one of the fingerprints
in j. If the relocating fails for 500 consecutive times, the cuckoo filter is
considered to be full and it is not possible to store another fingerprint in
it. Each Cuckoo filter has a parameter α, the load factor, which indicates
how full the filter is.
As with Bloom filters, a query from a Cuckoo filter may result in a false
positive but never in a false negative. False positive happens when an item
that has not been added to the filter has the same fingerprint (and therefore,
same value for function hash) as an item that is already in the filter. An
upper bound for the false positive rate of a Cuckoo filter is  ≤ 1 − (1 −
1/2f )2b · In order to achieve this upper bound, the fingerprints should have
a minimum size of dlog2 (2b/)e bits, which is equal to dlog2 (1/) + log2 (2b)e
bits.

2.2.3

Graph

Graphs are data structures that are widely used in many different fields
such as telecommunications and chemistry. In this subsection, we give the
formal definition of a graph, then we define two variants of graphs that are
used in our studies: Directed Graph and Bipartite Graph.
A graph G consists of a set of finite number of vertices, V , and a set of E
which is the set of edges that connect pairs of vertices. In other words, each
edge is a pair {u, v}, and shows that there is a relation between vertices u
and v [35]. The illustration of a graph is done by drawing the vertices of
V as points, and joining them with lines, where the two ends of each line
are the pair {u, v} in the set E. If the order of vertices in the pair {u, v}
is relevant, then the graph is a directed graph (digraph). In other words,
the set of edges in a digraph is a collection of ordered pairs (u, v). In that
case, to illustrate G one should draw an arrow from u to v.
A bipartite graph is a graph that contains two disjoint independent sets
of vertices V1 and V2 . In the bipartite graph, each edge {u, v} connects
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these two sets of vertices, i.e., u ∈ V1 and v ∈ V2 , or vice versa. A bipartite
graph can be an undirected or directed graph.

2.3

Artificial Intelligence

The term Artificial Intelligence (AI) is used with various meanings by computer science experts and non-experts [36]. However, AI is commonly referred to as demonstrating problem solving and learning4 that is performed
by a machine [38]. Russell and Norvig [39] defined AI as ”the designing
and building of intelligent agents that receive percepts from the environment and take actions that affect that environment”.
Artificial intelligence is a field of computer science that has a variety of
applications. Here we only briefly give definitions to concepts and problems
that we use in our protocols.
Machine Learning is a sub-field of AI that studies methods to build
algorithms that make computers able to improve in performing a certain
task by experience, and not by being explicitly programmed to do this
task [40]. In other words, a machine can improve its performance for any
given task, by only running a machine learning algorithm and learning from
experiences.
A classifier is an algorithm that sorts the (unlabeled) data to (labelled)
categories. These categories are called classes, and the entire process is
called classification. The term classification was first used in statistics, and
in 1936 Fisher [41] delivered the first method for statistical classification.
We can use machine learning for the purpose of classification [42].
Classifiers themselves are often categorized as Binary Classifiers or
Multi-class Classifiers. A binary classifier [43] categorizes the data to two
classes, for instance in quality control of products, as ”accepted” or ”failed”.
A multi-class classifier [44] sorts the data into multiple categories, e.g., classifying fruits into several predefined classes.
Natural language processing (NLP) [45] is a sub-field of AI that develops algorithms for computers to ”understand” human languages. In other
words, the computer can recognize the context and style of a text, such as
sarcasm, humor, hate, and not just the words.
4

The ability to learn and problem solving are amongst attributes that are considered
as having ”intelligence” [37].

12

2 Background

2.4

Distributed Computing Paradigm

A distributed computing system is a combination of two or more components5 that can communicate with each other either via a local network
or internet. These components can cooperate in such a way that they can
carry out a common task [46]. Now, we define two paradigms of distributed
computing: cloud computing and edge computing.
Cloud Computing
The term cloud computing was used by Chellappa [47] in 1997 for the first
time. Cloud computing refers to utilizing several combined technologies,
such as storage, processing powers, virtualization, to deliver computing services over the internet. As each person/organization only pays for the service they obtain from the cloud, the cloud-based services are cost-efficient.
Speed in computing, high performance and agility in accessing resources
are some of the benefits of utilizing a cloud.
Edge Computing
Edge computing refers to a paradigm of a distributed computing system
that aims to perform data computations close to where the data has been
generated, i.e., at the edge of the network [48].
With the increase of telecommunication technologies, data proliferation
has become a concern. Although cloud computing helps in dealing with
data processing in a fast and cost-efficient way, some of the new technologies
(such as IoT6 ) require a real-time response that is not possible to achieve by
using a cloud. The architecture of edge computing consists of technologies
that enable data processing to be executed at the edge of a network. The
main benefits of utilizing an edge computing system are low latency, privacy,
scalability, and cost efficiency.

2.5

5G Networks

A mobile network is a telecommunication network where the connections
to and from the nodes are wireless. The mobile networks were established
in the late 1970s to cover voice calls and were utilizing analog signals to
5

Please note that in principle these components can also work alone, and independently from each other.
6
Internet of Things, e.g., smart refrigerators, smart watches, and heat sensors.
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transmit radio communication [49]. From the second generations of mobile
networks (2G) onwards, radio signals are digital.
The 5G networks are the fifth generation of the mobile networks. 5G
is evolved from its predecessor, LTE/4G. Compared to 4G, the 5G networks aim to deliver a significantly improved connectivity technology to
cover the increasing need to move and process the data via cellular networks. The advantages of 5G over its predecessor are massive connectivity,
higher capacity, low latency, reduced energy consumptions, and very high
throughput (1-20 Gbps) [50].
The system architecture of 5G networks is designed in such a way that
it is easier to add new modules to the system than in, e.g., 4G networks.
In this dissertation, we use this feature of 5G to enhance the privacy and
security of the users.
The architecture of 5G, its components and their functionalities are
explained in 3GPP7 specifications [51]. Here, we briefly describe two of
the functions that are implemented in the 5G networks. We utilize these
functions later in this dissertation.
User Plane Function
One of the main functions of 5G is User Plane Function (UPF), and it is a
component of the core network. The UPF is responsible for handling the
traffic from the User Equipment (UE) by performing several tasks such as
packet routing/forwarding and packet inspection.
Policy Control Function
The policy rules that are required to handle each subscriber are provided
by Policy Control Function (PCF). Other functions of 5G networks can
connect to PCF to obtain the correct policy for a certain user and therefore,
can provide suitable services for that user.

7

3GPP is a consortium that consists of organizations that develop standardized protocols for telecommunication networks.
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Chapter 3
Technical Preliminaries
In this chapter we present the necessary definitions on the technical preliminaries that are used later in this dissertation.

3.1

Secure Multi-party Computation

A secure multi-party computation (MPC) is a cryptographic protocol between n parties. Each party i holds a secret input xi , and has no information
about the other parties’ inputs. The parties want to jointly compute the
output of a function f over their secret inputs. The goal of a secure MPC
protocol is to compute and reveal to each party the value of f (x1 , x2 , ..., xn )
without revealing any information about the secret inputs, other than what
can be deduced from the output alone.
In 1982, Yao [52] proposed the first secure 2-party computation protocol to solve the millionaires’ problem1 . The topic of secure MPC and its
application areas have been studied extensively [53, 54, 55].

3.2

Private Set Operation

In this dissertation we consider set operation as a set intersection, set union,
set complement or a combination of these operations. We use the notation
S̄i for the complement of set Si .
It is known that the output set ST of any set operation from input sets
S1 , ..., Sn can be written in a Disjunctive Normal Form (DNF):
ST = (A1,1 ∩ ... ∩ A1,α1 ) ∪ ... ∪ (Aβ,1 ∩ ... ∩ Aβ,αβ )
1

(3.1)

The millionaires’ problem refers to a setting in which two parties want to know which
one of two is more wealthy without revealing their actual wealth to each other, or any
third party.
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where Ai,j ∈ {S1 , ..., Sn , S̄1 , ..., S̄n }, and 1 ≤ α ≤ n and β ∈ N. Please note
that for each input set, at most one of the two sets Si and S̄i appears in
every intersection of Equation 3.1.
Alternatively, for a different α and β the output set ST of any set
operation can be written in a Conjunctive Normal Form (CNF):
ST = (A1,1 ∪ ... ∪ A1,α1 ) ∩ ... ∩ (Aβ,1 ∪ ... ∪ Aβ,αβ )·

(3.2)

Please note that for each input set, at most one of the two sets Si and S̄i
appears in every union of Equation 3.2.
Please also note that set inclusion and set equality can also be considered as set operations. However, in this dissertation we do not consider
these operations, because output of set inclusion and set equality is not a
set.
A Private Set Operation (PSO) is a cryptographic protocol that involves
at least two parties. Each party has a private input set and the parties all
together want to perform a set operation on the input sets. At the end of
the protocol the parties will only learn the output set and nothing else.
PSO is a subset of secure MPC that has been studied separately. The
wide applicability of the variants of PSO encourages the researchers to
study this problem in a variety of settings.
Private Set Intersection (PSI) is a variant of PSO where the outcome of the protocol is the intersection of the input sets. See for example
[56]. PSI is extensively studied separately.
Private Membership Test (PMT) is a special variant of 2-party
PSI, for example, see [57]. In a PMT protocol, one of the parties (Alice)
has a private item x and the other party (Bob) has a private set X. Alice
wants to privately learn whether x is in Bob’s set. Bob also wants to keep
his set private.

3.3

Homomorphic Encryption

A cryptosystem is homomorphic if the system permits computations on
ciphertexts that correspond to computations with the plaintexts, without
having to decrypt the ciphertexts first [58]. There are three types of homomorphic encryption: partially homomorphic, somewhat homomorphic,
and fully homomorphic encryption schemes [59]. In this dissertation we
only discuss partially homomorphic encryption schemes. If a cryptosystem
is partially homomorphic, it either supports multiplication or addition on
the ciphertexts, but not both. For instance, if Ek (x) is an encryption func-
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tion of an additively homomorphic cryptosystem with a key k, and every
plaintext x is in a set M , then for some operation :
Ek (a)

Ek (b) = Ek (a + b)

for all

a, b ∈ M ·

(3.3)

In Equation 3.3 the operation on the left-hand side does not have to be the
addition.

3.3.1

Goldwasser-Micali Homomorphic Encryption

In 1982, Goldwasser and Micali [60] proposed the first provably-secure probabilistic encryption scheme. Their scheme is additively homomorphic. In
this cryptosystem the public key is a pair (N, y), where N is the product of
two large and distinct prime numbers p and q, y is a quadratic non-residue
modulo N and Jacobi (y, N ) = 1. The private key is the pair (p, q). The
encryption function Enc to encrypt a bit x is Enc(x), and the output of
this function is r2 y x , where r is a random number in Z∗N . Therefore, the
ciphertext c is r2 y x .
In order to decrypt c, we need to find out whether c is a quadratic
residue modulo N . An integer c is a quadratic residue modulo N if there
is an integer a such that the following equation holds:
a2 ≡ c mod N ·

(3.4)

The ciphertext c decrypts to 0 if it is a quadratic residue, and otherwise
it decrypts to 1.

3.3.2

Paillier’s Cryptosystem

One of the well-known additively homomorphic encryption schemes is the
Paillier cryptosystem that is proposed by Paillier and Pointcheval [61]. This
public-key cryptosystem is probabilistic. The public key is a pair (N, g),
where N = pq, and p and q are two distinct safe primes2 of the same size,
and g ∈ Z∗N 2 such that N divides the order3 of g.
The private keys are p, q, and λ = lcm(p − 1, q − 1). In order to encrypt
a plaintext x ∈ ZN , we need to pick a random number d that belongs to
Z∗N . The Paillier encryption function Eg (x, d) is equal to g x dN mod N 2 .
The ciphertext w is equal to g x dN mod N 2 and belongs to Z∗N 2 .
2

A prime Q is called a safe prime if a prime number P exists such that Q = 2P + 1.
The order of element g in a cyclic group G is the number of elements in G that are
generated by g. A cyclic group is a group that can be generated by one element.
3
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Let us use the notation L(u) to show a function that outputs (u − 1)/N
for u ∈ Z∗N 2 and u − 1 that is divisible by N . To decrypt w we use the
following equation:
x = Dg (w) =

3.4

L(wλ mod N 2 )
L(g λ mod N 2 )

mod N ·

(3.5)

Private Information Retrieval

In 1995, Chor et al. [62] introduced the problem of Private Information
Retrieval (PIR). This cryptographic concept is studied extensively [63, 64,
65]. There are two parties in a single-server PIR protocol; Alice who has
a database X with n items and Bob who has an index i where 1 ≤ i ≤ n.
Bob wants to privately obtain the value that is stored in the ith index of X
without revealing his index i. Alice does not require that her database is
kept private but she hopes to find a way to provide the response to Bob’s
query in a non-trivial way (i.e., not sending the whole database to Bob).
One example of a single-server PIR protocol is presented by Chang [66].
Chang’s PIR Scheme
The PIR protocol by Chang [66] consists of two parties; a server that has
a 2-dimensional database Xh×h and a client who has an index (i∗ , j ∗ ). The
client wants to retrieve the value x(i∗ , j ∗ ) which is the element of X that
is located at index (i∗ , j ∗ ). Firstly, by using the encryption function Eg
from Paillier’s cryptosystem, the client computes vectors α and β, with h
components, as follows:
αt = Eg (I(t, i∗ ), rt ) and βt = Eg (I(t, j ∗ ), st ),

(3.6)

where t ∈ {1, 2, ..., h}, random numbers rt and st , are chosen uniformly
from Z∗N and I is the identity matrix
(
1
if t = t0
I(t, t0 ) =
0
otherwise.
Please note that when the components of vectors α and β are decrypted,
all other components will decrypt to zero except αi∗ and βj ∗ , which will
decrypt to one.
Server receives vectors α and β from the client, and computes a vector
σ with h components:
σi =

h
Y
t=1

(βt )x(i,t)

mod N 2

(3.7)
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where i = 1, 2, ..., h. Note that because of the homomorphic properties of
Paillier’s cryptosystem, the decryption of each σi is equal to:
Dg (σi ) =

h
X

(βt )x(i, t)

t=1

mod N 2 ·

(3.8)

The server is required to continue similar computations as Equation
3.7 with the components of vectors β and σ. However, the components
of vector σ have the same bit-size of N 2 . Therefore, the server computes
ui , vi ∈ ZN in such a way that σi = ui N + vi . Finally the server computes
results u and v as follows:
u=

h
Y
t=1

(αt )ut

mod N 2 and v =

h
Y

(αt )vt

mod N 2

(3.9)

t=1

and sends these results to the client. The client computes:
x(i∗ , j ∗ ) = Dg (Dg (u)N + Dg (v)),

(3.10)

and therefore, retrieves the element of X in position (i∗ , j ∗ ), in a privacypreserving manner.

3.5

Oblivious Pseudorandom Function

Before presenting the definition of an Oblivious Pseudorandom Function,
we define some terminology that is needed for this definition.
An efficiently computable function is a function that operates with an
efficient amount of computational power (such as time and space), and produces the desired output. A function is said to be polynomial time computable if the function runs and produces the output with computational
resources bounded by a polynomial size of the input [67].
A Random oracle is a function that generates truly random outputs
that are distributed uniformly on the output range [68].
A Pseudorandom Function (PRF) f is a keyed function, with a key k.
The function f is efficiently computable and its output fk (·) is indistinguishable4 from the output of a random oracle [69].
An Oblivious Pseudorandom Function (OPRF) [70] is defined as a cryptographic protocol to compute the output of a PRF f . This protocol involves two parties: a sender S with a key k, and a receiver R with an
4

Informally speaking, here ”indistinguishable” means that the two outputs are similar
in every aspect and therefore, it is not possible to recognize one output from the other.
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input x. After executing the protocol R can compute fk (x) without revealing any information to S. In particular, the sender S does not learn any
information about the output fk (x) or the input x.

3.6

Cryptographic Hash Function

A hash function is an efficiently computable function and therefore, has the
property of mapping the input data of arbitrary size to a fixed-length bit
string output. These outputs are called hash values or message digests.
A cryptographic hash function [71] is a deterministic5 hash function h
such that: i) h is quick and easy to compute, ii) the output is uniformly
distributed over a finite set, iii) even a small change in the input data results
in a completely different hash value, iv) h is Collision resistant; i.e., it is
infeasible to find two different inputs that result in the same hash value, v)
h is Preimage-resistant; i.e., by having a hash value y it is computationally
infeasible to find the input data that maps to y, and vi) h is 2nd-preimage
resistant; i.e., by having a certain input data x it is not possible to find
another input x0 that maps to the same hash value, i.e., h(x) = h(x0 ).

3.7

Blind Signature

A digital signature scheme is used to preserve the message from being
altered and to show the recipient that the message is authentic and is
indeed generated by the claimed sender.
In 1983, Chaum [72] proposed the concept of blind signature to enable
signing the digital messages without knowing their content. More precisely,
a blind signature is a cryptographic protocol that has two parties; Alice who
possesses a message m and Bob who possesses a key k (the signing key).
After executing the protocol, Alice receives the signature of m without
learning any information about k, and Bob does not learn anything about
the message m.

3.8

Adversarial Model

In cryptography, an adversary is a party that is either part of the system
(an insider entity) or is outside the system, and who has a malicious intention such as learning other parties’ secret input, corrupting the system or
5

Feeding the same input data to the function always results into the same message
digest.

3.8 Adversarial Model

21

eavesdropping [73]. The traditional adversarial model is called Dolev-Yao
[74]. A Dolev-Yao intruder is assumed to be the strongest model for an
outsider attacker [75]. A Dolev-Yao intruder can access and intercept any
messages and replies that are sent between parties. This model is considered to be too restrictive [76], because in most protocols an adversarial
model that can also consider the participants of the protocol as potential
attackers, is needed. Although extremely skillfull, a Dolev-Yao intruder is
rather infeasible [77], and therefore in this dissertation we consider a more
realistic way to describe the adversarial models: semi-honest (passive) and
malicious (active) adversaries [76].

3.8.1

Semi-honest

In the semi-honest adversarial model, the parties follow the protocol as it
is prescribed. However, the parties try to collect and save the messages
that they received from other parties. Then, they try to extract more data
from these messages than the protocol is designed to give. For instance, in
a PSO protocol, a semi-honest adversary sees messages that are sent by all
parties and may try to analyse these messages to learn the size of their sets
[78].

3.8.2

Malicious

A malicious adversary is assumed to have any arbitrary computational functionalities that are polynomial-time computable. A malicious entity does
not follow the protocol as it is transcribed, and might try to perform harmful activities such as completely demolish the system, change the inputs or
outputs, or any other deviation from the protocol, to gather private information about other parties. For example, in a PSO protocol, a malicious
party should play their part either with their set A or its complement Ā,
but this malicious party always uses A. Therefore, the output set would
not be the actual result of the set operation [78].
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Chapter 4
Research Questions and
Methodologies
In this chapter we present the main research questions that this dissertation
focuses on. Then, we describe the methodologies that are used to answer
these research questions.

4.1

Research Questions

We formulate some of the existing challenges in protected networking into
the following two main research questions:
RQ 1: How do we design methods for utilizing the benefits of the digital
world without sacrificing privacy?
RQ 2: How do we protect privacy while using a distributed computing
system?
In order to research RQ 1 and RQ 2, we look into three tools; cryptography, 5G networks, and data structures, which are commonly used in many
protocols. We want to utilize the benefits of these tools while enhancing
them with privacy-protection techniques. In this regard, we aim to answer
the following research questions:
RQ 3: How do we apply cryptography to ensure privacy?
RQ 4: How do we utilize 5G networks to protect privacy?
RQ 5: How do we apply privacy-preserving methods with different
data structures?
As we mentioned before, PSO protocols have a variety of applications.
Although the design of PSO protocols is studied extensively, the existing
solutions are constructed to compute a specific set operation. Therefore,
we want to investigate the following research question:
23
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RQ 6: How do we develop protocols that enable any privacy-preserving
set operation?
In the dissertation we study the problem of privacy-preserving protected
networking specifically in three application areas: i) malware protection,
ii) protection of remote access, and iii) protecting minors.
For each application area, we first give a realistic scenario. Then, we
formulate a specific set of privacy goals and detailed research questions for
each of the application areas.
Malware Protection
Malware is built with the intention of performing malicious acts on the
infected device. Enormous efforts have been devoted to designing malwarechecking systems [79]. In this dissertation we aim to create techniques protecting against malware such that the techniques are also privacy-preserving.
Scenario (i): A server S has a database of known malware samples.
A client C is interested in installing an application x, and wants to see
whether this application is malware-free or not. The server does not want
to reveal its malware samples to the client or anybody else. The client also
does not want to reveal x to the server (unless x turned out to be malware)
or anybody else. The server also wishes to use a cloud-assisted solution to
enable queries on its database.
Goal (i): To design a privacy-preserving protocol that enables the
client to privately query for x in the malware database that is stored in a
cloud.
RQ i-1: How do we design a protocol for Goal (i) that minimizes the
time complexity of this privacy-preserving query?
RQ i-2: How do we design a protocol for Goal (i) that minimizes the
communication cost of this privacy-enhancing technique?
Protection of Remote Access
In order to control whether a remote access should be allowed, manage
the remote access, and protect it from intruders, we first need to store
the remote access rules in a suitable format. One way to store the remote
access rules is to insert each one of the rules in a quintuple (source-user,
source-host, fingerprint, target-user, target-host). In this dissertation, a
trust relation refers to a rule granting permission for a user at a host (sourceuser at source-host) to access another user at another host (target-user
at target-host) via an authentication key that has a unique fingerprint.
Therefore, the above quintuple represents a trust relation. In Chapter 6 we
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show that we can draw a graph that represents a trust relational database.
Please note that the trust relations can be in a chain, such that if user A
has remote access to B, and B can access C, then A has remote access to C.
Therefore, a user can be a source-user in one trust relation and target-user
in another trust relation.
Scenario (ii): A database owner has a database of trust relations,
which are quintuples that are of form (source-user, source-host, fingerprint,
target-user, target-host).
Goal (ii): The owner wants to enable the admins of different hosts to
perform queries on the database in a privacy-protecting way.
RQ ii-1: Is it possible to know whether there is a trust relation between
user A and B, in a privacy-preserving way?
RQ ii-2: If there is a trust between two users, is it possible to retrieve
the intermediary nodes (users) in a privacy-preserving way?
RQ ii-3: Let us assume that there are two separate trust relations
databases that are managed by two different administrators. Is it possible
to determine whether there is a trust relation between source-user A in one
database to target-user B in the other database, in a privacy-preserving
way?
Protecting Minors
Everyday, more and more digital technologies are developed. Nowadays,
life without utilizing the internet is almost impossible. There are several
challenges that the rise of digitalization can bring for its users. For instance,
challenges in digitalized healthcare systems [80], in education [81], and in
public transport [82]. In this dissertation, we specifically focus on children
(minors), who are the most vulnerable types of users in the digital world.
Scenario (iii): A minor wants to use the internet. We assume that
the parents of this minor are not monitoring their child’s on-line activity
all the time.
Goal (iii): To design techniques that make the digital world a more
secure place for minors, while at the same time these techniques preserve
the minor’s privacy.
RQ iii-1: Can a minor be automatically protected against cyberbullying in a privacy-preserving way?
RQ iii-2: Can a minor be protected from potentially harmful content
of certain web pages by automatic means in a privacy-preserving way?
RQ iii-3: Can a minor be automatically protected from potentially
harmful text messages in a privacy-preserving way?
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RQ iii-4: Can parents influence their children’s on-line activity while
the child’s privacy and the parent’s privacy are preserved against each other
and also the network?
In Chapters 5 and 6, we investigate answers to all the research questions
of this chapter. Table 4.1 presents the mapping of publications to both sets
of research questions and application areas.

4.2

Methodologies

Research methodology is a procedure that defines a phased program to
conduct research [83]. The research methodologies are discipline specific,
i.e., each field of research requires a specific set of research methods. Bailey
[84] proposed a two-step research methodology for the discipline of security
science; a pilot study followed by a case study.
Regardless of which discipline the conducted research is related to, a
literature review can be one of the research methodologies to give us the
state of the art in our field of research [85]. In addition to a literature
review, controlled experiments, ethnography and action research are other
research methodologies that can be used, e.g., in the software developing
field [86].
The nature of the research problem has direct influence on the choice
between different research methodologies [87]. In this work, we want to
enhance privacy-preserving technologies and therefore, we choose the following seven research methodologies that contributes to our nature of research. In each of the original publications of this dissertation (Publication
I - Publication VIII), we employed all these methods, but to a different
extent. The chosen methodologies are:
• Background research: Foremost, we conduct a comprehensive
survey-like research on the topic. We then recognize the state of
the art on that topic, and list the most relevant and significant works
in our publications.
• Identifying challenges: We identify challenges in the existing solutions. Specifically, we identify how privacy is violated in those solutions.
• Formation of the problem in the formal/precise model: In
each publication, we present a formal model to describe the research
problem(s).

4.3 Dissertation Contributions
Pub.
I
II
III
IV
V
VI
VII
VIII

RQ
1, 2, 3, 5
1, 2, 3, 5
1, 2, 3, 5
1, 2, 3, 5
1, 3, 5
1, 3, 4
1, 2, 3, 4
3, 6

Application Area
Malware Protection
Malware Protection
Protection of Remote Access
Protection of Remote Access
Protection of Remote Access
Protecting Minors
Protecting Minors
Several
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RQ for App Area
i-1, i-2
i-2
ii-1
ii-1, ii-2
ii-1, ii-3
iii-1
iii-2, iii-3, iii-4
Several

Table 4.1: Mapping of publications to the main research questions, application areas, and their research questions.
• Design solution for each abstract problem: We then proceed
by proposing novel solutions for each formal model. If applicable,
we also explore how the abstract problem is applied to each of the
application areas i, ii, and iii.
• Security analysis: We investigate the level of security in each of our
proposed solutions. We usually consider a situation where adversaries
are trying to corrupt our system. We then provide a sketch of security
proof for each of our protocols.
• Privacy analysis: We analyse the privacy for each party that is
involved in our protocols.
• Performance analysis: We implement the cryptographic parts and
estimate the performances of the other components of our protocols.
The parameters that we use are realistic. At this stage, we also
compare our solutions with prior ones.

4.3

Dissertation Contributions

The goal of this dissertation is to design privacy-preserving protocols for
secure networking, with respect to three important application areas. The
main contributions of Publication I - Publication VIII can be categorized
to three themes, as follows:
Theme A) Malware Protection: Publication I and Publication II
present several private membership test protocols using Bloom filters and
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Cuckoo filters. In Publication I, we focus on reducing the computation
costs, and in Publication II our focus is on the ways to achieve a low
bandwidth usage. Protocols of both publications are tested with the setting
of a cloud-based malware checking system. However, the findings of these
two publications can be applied to any situations where a PMT test is
needed and the database can be stored in a Bloom/Cuckoo filter.
Theme B) Protection of Remote Access: We present several
privacy-preserving protocols for graph queries in Publication III, Publication IV and Publication V. In these publications we explain how we can
construct several types of graphs from databases of trust relations. Therefore, in addition to other use-cases, Publications III - V can be deployed to
perform queries on remote access permissions in a private way.
Theme C) Minor Protection: Publication VI presents privacypreserving methods to prevent cyberbullying in 5G networks. The findings
of Publication VII provide privacy-preserving parental control for all children, regardless of whether or not their parents want to be involved in the
on-line activities of their children. Lastly, Publication VIII presents general
solutions to any PSO problem. We use a protocol of Publication VIII in
our parental control system of Publication VII. However, Publication VIII
can be used for any settings where a PSO protocol is needed, for example,
in the settings of Publication I, Publication II and Publication V.
The key concepts that are used in each publication are shown in Figure
4.1.

4.3 Dissertation Contributions

Private Membership Test
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Publication I

Publication II
Private Information Retrieval
Publication III

Publication IV
Private Set Operations
Publication V

Publication VI
Cloud/Edge Computing
Publication VII

5G Networks

Publication VIII

Figure 4.1: Mapping of the key concepts to the publications.
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Chapter 5
Privacy-Preserving Protocols
In this chapter, we present the privacy-preserving protocols that we proposed in the publications that are attached to this dissertation.
With the ever increasing need to access data fast and in a secure way, the
importance of privacy-enhancing technologies, such as privacy-preserving
protocols, is realized now more than ever. These technologies should be
designed in such a way that they can be feasible in practice. Among the
contributions of this dissertation are the privacy-preserving protocols that
have a wide range of applicability, with a sufficiently low execution time that
makes them useful in practice. Our proposed protocols can be categorized
into two main topics: i) privacy-preserving protocols for set operations and
ii) privacy-preserving protocols for graph searches.

5.1

Privacy-Preserving Set Operations

Privacy-preserving set operation protocols have a diverse range of applicability such as genomics applications [88], electronic voting [89], mutual
friend/contact discovery in the social media [90], detecting botnets in different internet service providers (ISPs) [91], and speech processing [92].
A special case of PSO problem is private set intersection. There have
been many proposals for PSI protocols with different approaches [56, 93,
94], and with different settings [95, 96]. Another special case of PSO problem is private set union, for example, see [97] and [98].
In Section 5.1, we first present protocols for two special PSO problems,
other than PSI. Then we present criteria to classify PSO problems.
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Private Set Operation with an External Decider

A private set operation with an external decider (or a decider D), is a
special type of PSO. It can be formalized as follows: There are n parties
each with a private input set, and a decider with no input data. The decider
wants to learn the outcome of a set operation on the input sets. The parties
and the decider interact in such a way that at the end of the protocol the
decider learns the outcome without learning anything else about the input
sets. In particular, the decider wants to learn one of the following about the
output set: 1) whether it is empty, 2) what the cardinality of this output
set is, and 3) what the elements in it are.
In order to explain the importance of the setting of a PSO with an external decider, we first present an example of a scenario where it becomes
useful. Let us assume that a statistical institute in a country wants to
investigate how well the health care system works in that country. As an
example, this statistical institute decides to compute the number of citizens
who are in the risk group for a certain disease, and who also are covered
by an insurance. Therefore, the statistical institute and hospitals together
calculate the union of all citizens who have been diagnosed with that certain disease at different hospitals (set A). Then, the statistical institute
and insurance companies calculate the union of all citizens who have valid
health insurance by different insurance companies (set B). Lastly, the statistical institute potentially together with the insurance companies and the
hospitals calculates the cardinality of the set A ∩ B. As health-related matters are considered to be privacy sensitive, the statistical institute needs to
perform these set operations with hospitals and insurance companies in a
privacy-preserving manner. The statistical institute wants to carry out the
calculations this way to minimize intrusion in individual citizens’ lives.
The above scenario is an example of a PSO problem with an external
decider (the statistical institute). For further detailed examples of a PSO
problem with a decider please see Publication VIII.
Assume that there are n parties in a PSO protocol. Each party Pi has
a private set Si . Let us denote by S̄i the complement of the set Si . As we
discussed earlier, any set operation can be written in DNF:
ST = (A1,1 ∩ ... ∩ A1,α1 ) ∪ ... ∪ (Aβ,1 ∩ ... ∩ Aβ,αβ )

(5.1)

or alternatively in CNF:
ST = (A1,1 ∪ ... ∪ A1,α1 ) ∩ ... ∩ (Aβ,1 ∪ ... ∪ Aβ,αβ )

(5.2)

where Ai,j ∈ {S1 , ..., Sn , S̄1 , ..., S̄n }, 1 ≤ α ≤ n and β ∈ N. The general
solution to any PSO problem has been studied before [99, 100], however,
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to the best of our knowledge we are the first to propose general solutions
that cover all PSO problems in the presence of an external decider1 .
In Publication VIII, we present comprehensive solutions to solve any
PSO problems with an external decider, where the universe is limited (hereafter, PSO-Lim problem). We also present a solution to obtain the cardinality of the output set, and whether it is empty, for any PSO where the
universe is not limited (hereafter, PSO-UnLim problem). We now briefly
explain these solutions.
General Solution to PSO with a Decider for a Limited Universe
We present a general solution to the problem of PSO with a decider for a
limited universe (PSO-Lim). We assume that the set operation is already
converted to CNF.
When the universe is limited to u items, the universe can be mapped
to an ordered set U = {a1 , a2 , ..., au }. The ordering of the elements in this
universe is known to all the parties.
In the off-line phase the decider creates public and private keys for a
non-deterministic additively homomorphic encryption scheme, and sends
the public key to all parties. We assume that the parties together create a
shared repository that only they have access to. The decider or anybody
else cannot access this repository. The parties together create β vectors W k
for 1 ≤ k ≤ β, each vector has u components, choose a random number
r, compute the encryption of r, and initially set all the components of the
vectors W k to enc(r).
In the on-line phase of our PSO-Lim protocol, the parties modify the
vectors W k to represent the outcome of set operation (Ak,1 ∩ ... ∩ Ak,αk ).
To perform this, each party Pi whose input Si (or S̄i ) is one of the sets
{Ak,1 , ..., Ak,αk } modifies the vector W k such that if aj ∈ Si (or aj ∈
/ S̄i )
then party Pi replaces the entry Wjk with an enc(0). Otherwise, party Pi
multiplies the entry Wjk by an enc(0). Please note that the parties can
modify the vector W k together, and the order of modification does not
have an impact on the outcome of the protocol. However, the parties can
not modify a specific entry of W k simultaneously.
After all the vectors W k are fully modified, one of the parties (e.g.,
party P1 ) computes a new vector Z with u positions, where component j
Q
of the vector is Zj = βk=1 Wjk for all 1 ≤ j ≤ u.
1

Feige et al. [101] proposed a protocol to compute AND function in the setting of a
secure multi-party computation with the presence of an external decider, however, they
did not further develop their protocol to compute any other function than AND.
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As we mentioned before, the decider should learn one of the following
cases and nothing else: i) what is the output set ST , ii) what is the cardinality of ST , or iii) whether ST is empty. Now, based on which of the
above cases needs to be calculated, party P1 might need to alter Z; if the
decider is supposed to learn the whole elements of the output set ST , party
P1 does not modify the vector Z and sends it to the decider. If the decider
requires learning the cardinality of ST , party P1 shuffles Z and sends it to
D. If the decider is supposed to learn whether ST is empty or not, party
P1 expands vector Z by adding duplicates of the components of Z to the
vector, shuffles it, and sends it to the decider.
Vector Z contains encrypted values, and therefore, the parties cannot
retrieve any information about the other parties’ input sets from this vector.
The decider decrypts Z and learns one of the above three cases as follows:
i) for every entry Zi of Z is decrypted to zero, ui is in ST , ii) the number
of components of Z that are decrypted to zero, is the cardinality of ST ,
or iii) if there are any components of Z that decrypt to zero, then ST is
non-empty, otherwise, ST is empty.
General Solution to PSO with a Decider for an Unlimited Universe
Utilizing hash values in a PSO setting is one of the naive methods in
privacy-preserving set operations protocols [102]. Computing a hash value
is significantly faster than computing any ciphertext with a secure publickey cryptosystem. Therefore, using hash values in a PSO protocol makes
the protocol more efficient when it is compared to using a public-key cryptosystem to encrypt the private sets. The advantage of using keyed-hash
function over simple hashing, lies in the fact that use of the keyed-hash
function rules out the possibility of the brute force attack.
We now assume that the set operation is presented in a DNF. In our
general solution to PSO with a decider for an unlimited universe (PSOUnLim) we use keyed-hash functions.
In the off-line phase of our PSO-UnLim protocol, the parties agree on
a keyed hash function with a key k. The key k is not revealed to the
decider. The parties compute the keyed-hash values of the items in their
private sets. The parties together create a big number of dummy hash
values2 . The parties then agree on how to distribute these dummies between
themselves such that every possible outcome of a set operation is hidden
using these dummies. Therefore, the parties know the number of dummies
2

Here, a dummy hash value is a random bit string with the size of the output of the
keyed hash function.
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that corresponds to each possible outcome of the output set. The number
of dummy hash values should be significantly bigger than the number of
actual hash values.
In the on-line phase of our protocol, based on the set operation that
is required by the decider, the involved parties send the real hash values
and dummy ones to D. The parties also give the number of dummies that
would appear in the output set.
According to the set operation that the decider wants to obtain, D
calculates the intersections and unions of the keyed-hash values of the parties, and finds the number of elements in the final set. Then, the decider
subtracts the number of dummies from the total number of elements that
appeared in the final set, and gets the cardinality of the output set ST .
As an example, assume there are only 2 parties in the protocols with
private sets A and B, and the decider wants to learn the cardinality of A∩B.
Assume that the real cardinality is 3, and also assume that A and B agreed
to create 12 different dummies that they both will add to their respective
sets. Each party also creates several more dummy values to add to its own
set. The parties send all their hash values, dummy values and number 12,
to the decider. The decider compares the hashes and observes that there
are 15 hash values that are in both sets. Then the decider computes 15 12 = 3, and gets the real cardinality of ST . Please note that without the
use of dummies, the decider learns the cardinality of sets A and B and the
hash values of the elements in the output set.

5.1.2

Private Membership Test

Another special variant of a PSO problem is the private membership test.
We formalize the problem of PMT as follows.
In a PMT protocol one party (e.g., a server) has a database and the
other party (e.g., a client) has only one item. Both the client and the server
do not want to reveal their items. After executing a PMT protocol the client
only learns whether their item is included in the server’s database. The
server does not learn the client’s item nor whether it was in the database
or not.
To motivate the problem of PMT, consider a scenario where a DNA
sample has been found in a crime scene, and the local police wants to
compare the sample with the Interpol’s database of DNA samples. Neither
party involved in this scenario wants to reveal their data to the other party.
With a PMT protocol, the local police can query the Interpol’s database
in a privacy-preserving manner.
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In Publication I, we proposed three PMT protocols with the emphasis
on lowering the computation costs. We further continued our research on
PMT protocols with the emphasis on reducing the communication complexity and our result is presented in Publication II. The work on PMT
protocols is further developed in academia, for example, in [103, 104].

Encrypted Database
In the protocols of Publication I, the server encrypts the database in two
ways: i) inserting the database in a Bloom filter and then encrypting the
filter by Goldwasser-Micali Homomorphic Encryption (or alternatively with
oblivious pseudorandom function), or ii) encrypting the database by using
the RSA blind signature and then inserting the encrypted database into
a Bloom filter. For both cases i and ii, the encrypting and building the
Bloom filter is done during the off-line phase of the protocol. Then, the
server delivers an encrypted version of the database to the client. In other
words, the client receives the encrypted Bloom filter (or alternatively the
Bloom filter that represents the encrypted database) and its hash functions.
By feeding the query item (or alternatively the encryption of the query
item) to the hash functions, the client knows which indices in the filter are
related to their query item. Therefore, in the on-line phase of the protocol
the client only needs to decrypt the values of those indices with the help
of the server. The client masks the indices, such that it is not possible for
the server to guess them3 , and sends them to the server. In this stage of
the protocol, the interaction between the client and the server results in
the decryption of the desired indices.
After decrypting the corresponding indices, in the case they all have
value one, the client learns that the item is likely in the database4 . Otherwise, the item is not in the database.
Figure 5.1 shows a summary of the PMT protocols of Publication I.
In these protocols, the most time consuming part of the computation is
the encryption phase, and it is done only once in the set-up phase of the
protocol. After that, it is possible to query the Bloom filter many times.
However, by every query the client learns more about the filter. Arbitrarily
many queries cannot be allowed because eventually the client would learn
the entire Bloom filter. The communication complexity of these protocols
is the same as the size of the Bloom filter.
3
4

The details about how to mask the indices are presented in Publication I.
As explained before, a query from a Bloom filter may result in a false positive.
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Server

Client

Has a database B
Stores B or enc(B) in
a Bloom filter BF

Has an item x

BF and its
−−−−−−−−−−−−−→
hash functions
Finds the indices
of BF that
corresponds to x
Info to decrypt
←−−−−−−−−−−−→
those indices
Decrypts and
learns whether x ∈ B
Figure 5.1: A summary of PMT protocols of Publication I.

Utilizing Homomorphic Encryption
Now, let us assume a setting in which the communication complexity of
the protocol should be minimal. To design a PMT protocol with emphasis on lowering the communication costs, we use homomorphic encryption
together with the Cuckoo/Bloom filter.
In the off-line phase, the server divides the database into 22a subsets
such that each subset holds the elements of the database that all start with
the same prefix of 2a bits. The server inserts each subset into a separate
Bloom/Cuckoo filter. Please recall that each Bloom or Cuckoo filter is an
array of several bits. Therefore, a Bloom/Cuckoo filter can be represented
with a string of bits. Each bit string can be considered as a binary integer.
Later in the protocol, we want to encrypt these integers that represent the
filters. Therefore, based on the cryptosystem that is used in this protocol,
the integers should be of a proper size so that they can be used as plaintexts.
For instance, if the Paillier cryptosystem is used in our PMT protocol, the
size of the integers should be less than the size of the Paillier private keys.
If the size of these integers (and consequently the filters) are bigger than
what is allowed by the cryptosystem, the server first divides the filters into
b parts, such that each part has the proper size of a plaintext. Note that
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the concatenations of all these b parts result in the original Bloom/Cuckoo
filter.
The server S creates b matrices of size 2a × 2a where the elements of
these matrices are the integers corresponding to the parts of the filters that
have been made in the previous step.
The client C has a value x and based on the value of the first 2a bits of
x, knows which index of the matrix (let us say index (i∗ , j ∗ )) corresponds
to this value x. In other words, the first a bits of value x is equal to i∗ and
the second a bits of x is equal to j ∗ .
In the on-line phase of the protocol, the client retrieves the values of the
matrix elements at position (i∗ , j ∗ ) in all the matrices, utilizing Chang’s
PIR protocol [66]. The client concatenates these values and obtains a
Bloom/Cuckoo filter that represents the subset of the database that has
all the elements with the same prefix of 2a bits, as x has. Now, the client
can look for x in this filter. Figure 5.2 shows an overview of this protocol.
This protocol is extended such that it works with data structures that
have N > 2 dimensions. We implemented the extended protocol and executed it for different dimensions and database sizes. We wanted to find out
which dimension gives the best performance in our protocol. We observed
that the optimal number of dimension depends on the size of the database
and whether it is the time complexity or space complexity that is more
important to minimize. The complete results of performance evaluations
are presented in Publication II.

5.1.3

Criteria to Classify Private Set Operations

As we discussed before, Private Set Operations have many use-cases. Different use-cases in which a PSO protocol is useful, lead to different variants
of PSO protocol. Now, we present some of the criteria that can be used to
classify the PSO settings:
1. Identifying which of the following information is required about the
output set: i) the whole set, ii) the cardinality of it, or iii) whether it
is empty or not.
2. The party or parties who get the final result.
3. The adversarial model in which the protocol is run.
4. The size of the universe in which the elements of the private sets
belong.
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5. The number of parties that have private sets and are participating in
the protocol.
6. The set operation that is required for each specific use-case.
7. The size of the input sets in comparison with each other.
8. The availability of a trusted third party.
9. Whether the parties who are going to participate in the protocol, or
some of the input sets (if not all) are known in advance (in the off-line
phase).
In order to give an example of the possible combinations of the above
criteria, let us take another look at the motivational example that is given in
the beginning of this section: a statistical institute of a region wants to learn
the performance of the health care system in that area. In this example,
the statistical institute learns the cardinality of output set (Criterion 1 and
Criterion 2), and we assume that the parties follow the protocol honestly
(Criterion 3). Hospitals and insurance companies have private sets, which
are a subset of the citizens of that region, therefore, the size of the input
sets are relatively similar, and the universe has a limited size (Criterion
4, Criterion 5, and Criterion 7). The required set operations are: unions
of patients with certain diseases (set A), unions of people who are covered
with an insurance (set B), and finally the intersection of sets A and B
(Criterion 6). There is no trusted third party (Criterion 8), and the input
sets are known in the off-line phase of the PSO protocol (Criterion 9).
In order to determine which PSO protocol works best for a specific application area, we first need to determine how each criterion can be applied
to that application area.

5.2

Privacy-Preserving Graph Queries

The importance of data availability and utilizing graph structures to provide proper access to information motivate researchers to develop efficient
query techniques on graph data structures. As one research theme, privacypreserving protocols on graph data structures have been studied extensively.
Some examples of settings in which a privacy-preserving graph query is
needed are: graph intersection [105, 106], query on two graphs [107], spectral graph analysis [108], on-line social networks [109, 110], and web algorithms [111].
This section presents three privacy-preserving protocols that can be
applied to any use-cases where the data can be presented using a graph.
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Server

Client

Input: X
Divides X into 22a subsets.
Stores subsets into
22a Bloom/Cuckoo filters.
Stores filters into
matrices M1 , ..., Mb
of size 2a × 2a .

Input: x
Creates public and
private keys for
Paillier cryptosystem.
Derives i∗ and j ∗ from x.
Computes encrypted
vectors α and β that
correspond to (i∗ , j ∗ ).
Public keys,
←−−−−−−−−−
α and β

Uses α and β for
every matrix Mγ
(where 1 ≤ γ ≤ b)
to perform PIR.
Computes a result Uγ
for every matrix Mγ .
Uγ
−−−−−−−−−→

Decrypts each Uγ .
Turns all the plaintexts
to a binary number.
Concatenates the binary
numbers and
retrieves the filter.

Figure 5.2: An overview of our PMT protocol on 2-dimensional data structures utilizing Paillier cryptosystem [61].
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The results of our first protocol determines whether there is a path from
node i to j. The second protocol retrieves the path from i to j, and the
third one presents a 2-party query on a bipartite graph.

5.2.1

Existence of a Path

Let us assume a setting in which the database of sensitive data can be
illustrated as a directed graph. In this setting, the database owner wants
to utilize a cloud to store the database. Moreover, the owner wants to
enable the cloud to help with the queries on the database. Lastly, let us
assume that the queries on the graph are done only to determine whether
there is a path from a node i to a node j. For this setting, we require a
privacy-preserving protocol that enables queries on a directed graph in the
presence of a cloud.
To motivate the problem of privacy-preserving path existence queries
on graphs, let us consider the following scenario: In a certain geographical
location there is a dangerous virus that is spreading via human contact. The
virus can hide itself in a human body for a certain amount of time, e.g., for
x days. Therefore, a person who carries the virus but looks healthy, can
infect other people who are coming into contact with him/her. In order to
monitor the situation, the local health organization decides that the people
who have had any physical contact with the infected people, should be
quarantined for the same amount of time that the virus hides itself in its
host’s body (x days). This data can be illustrated as a directed graph5 ,
where the nodes are all people in that area and the arcs are between two
individuals who have had face-to-face contact during the past x days. We
must consider in which order people have met each other. For instance,
if j meets a healthy person k, and then meets the infected person i, then
j has not infected k. Therefore, in this graph timestamps must be in
chronological order, and directions should be included.
After constructing the above graph, in order to determine who has had
contact with an infected person i, it is enough to find all the nodes that
there is a path from i to them, while considering the time stamps6 . As
humans’ social life is considered private, the health organization requires
a privacy-preserving protocol to query such a graph to determine whether
there is a path from infected i to another person.
5

Please note that any undirected graph is directed when the edges are double-headed.
Assume an infected person i met a healthy person f at 1 pm, the now-infected f
met a healthy person g at 3 pm and still-healthy g met a healthy person h at 2 pm. In
the graph, there is a path from i to h but the time stamps are not in ”correct” order. If
g met h again at 4 pm then there is an infecting path.
6
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In a directed graph, if there is a path from node i to j and there is a
path from node j to k then that means there is a path from node i to k.
Therefore, we have transitivity and we can create a transitive closure graph
from any (directed) graph where i and j are connected by an arc if there
is a path from i to j. Moreover, we can create a matrix from the transitive
closure graph of n nodes: We first create a matrix T of size n × n. Then,
Tij = 1 if there is a path from i to j, and otherwise, Tij = 0. The main
diagonal of matrix T is set to 1.
In the off-line phase of our protocol, the owner inserts the database into
a directed graph, then creates the transitive closure graph, and inserts this
graph into the matrix T . The owner encrypts the matrix utilizing Protocol
1 of Publication I7 . Then the owner stores the encrypted matrix into a
cloud.
In the on-line phase of the protocol, the client wants to retrieve one bit
of this matrix. The client uses Protocol 1 of Publication I, retrieves the
encrypted bit and with the help of the owner, decrypts this bit. A summary
of this protocol is shown in Figure 5.3.
This protocol is presented in Publication III. The research on privacypreserving path queries has been further studied, for example, in the context
of e-healthcare systems [112].

5.2.2

Retrieving a Path

Finding the shortest path8 in a graph [113, 114] or in an encrypted graph
[115] has been studied previously. In this subsection, we present a privacypreserving shortest path retrieval protocol in the presence of a cloud. We
motivate this problem in the context of a navigation application which finds
the shortest way between two locations. A user of this application wants
to find the shortest journey between their origin and destination, without
disclosing these two locations to anybody.
Our protocol consists of 4 phases. The first phase of the protocol is the
off-line phase and the required set-ups are done in this stage. The on-line
phase of the protocol consists of Phases 2, 3 and 4.
In Phase 1, we first construct a matrix T , as explained in Subsection
5.2.1. We also require another matrix to help the client to retrieve the
desired shortest path.
7
Although Protocol 1 of Publication I, which is a PMT protocol with Bloom filters
and Goldwasser-Micali cryptosystem, was designed originally to encrypt bits of a Bloom
filter, it can also be used to encrypt bits of any data structure, such as a matrix.
8
There can be multipe shortest pathes between two nodes in a graph, however, in this
case finding one is sufficient.
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The Floyd-Warshall algorithm [116] gives the length of the shortest
path between two nodes. We extend this algorithm such that it outputs a
matrix P , where each value Pij of P is the penultimate node in the shortest
path from node i to j. If there is no path from i to j then Pij =⊥. Note
that the main diagonal of the matrix P is 0. The extended Floyd-Warshall
algorithm is shown in Figure 5.4.
The database owner chooses a symmetric encryption method, and generates a different key kij for each pair of nodes (i, j), where i 6= j. When
i = j, the owner creates a dummy key of all zeros, denoted by 0̄. The owner
inserts all the keys in a matrix B.
The owner further creates a matrix P, where Pij = (Pij , kiPij ) when
i 6= j and Pij 6=⊥. Moreover, Pij = (0, 0̄) when i 6= j and Pij =⊥, and the
main diagonal of the matrix P is marked with .
Then the owner creates an encrypted matrix A, where the main diagonal
of this matrix is marked with . The other entries of A are encryptions of
entries of P by using keys of matrix B, such that Aij = Ekij (P). Finally, the
owner chooses public keys (e, n) for RSA encryption scheme with private
key d, and encrypts the keys of matrix B. The database owner inserts the
encrypted keys into a matrix K. Finally, the owner sends the public key
(e, n) and the encrypted matrices A and K to the cloud. The set-up phase
of the protocol is now done. Figure 5.5 shows a summary of the set-up
phase of our protocol, for a small directed graph that has only four nodes.
In the on-line phase of the protocol, a client who is interested in the
shortest path from node i to j, needs to execute Phases 2-4. In Phase 2, the
client receives the public key (e, n) from the cloud, and uses a PIR protocol
on matrix K to retrieve Kij . In Phase 3, with the help of the database
owner and by using RSA blind decryption, the client decrypts Kij and gets
kij . In Phase 4, the client and the cloud execute a PIR protocol on matrix
A such that the client retrieves Aij . Figure 5.6 shows a summary of the 4
phases of our protocol.
The client uses the key kij from Phase 3 to decrypt Aij , and therefore
obtains Pij , and consequently the last node in the path from i to j before
j and the key kiPij . If kiPij = 0̄ the protocol stops. Otherwise, the client
repeats Phase 4 until the whole shortest path from node i to j has been
obtained. This protocol is presented in Publication IV.

5.2.3

Retrieving a Path in a Bipartite Graph

Privacy-preserving protocols with bipartite graphs have been studied in different contexts, such as matching framework for multimedia analysis [117]
and social media [118]. In this subsection, we present a general protocol to
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Figure 5.3: An overview of our privacy-preserving query protocol to determine the existence of a path.
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for i from 1 to v:
for j from 1 to v:
if i == j :
Wij = 0
Pij = 0
else if (i, j) is an arrow in the graph G:
Wij = 1
Pij = i
else :
Wij = ∞
Pij =⊥
for k from 1 to v:
for i from 1 to v:
for j from 1 to v:
if Wij > Wik + Wkj :
Wij = Wik + Wkj
Pij = Pkj
return matrix P

19

Figure 5.4: Extended Floyd-Warshall algorithm. In this algorithm, the
value of entry Wij in matrix W is the length of the shortest path from i to
j in the graph G.
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Figure 5.5: In this figure, we show a graph with four nodes, a, b, c, and
d. The matrices that are created in the off-line phase of our protocol to
retrieve the nodes of a path in a directed graph are also shown.
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Figure 5.6: An overview of the 4 phases of our protocol to retrieve a shortest
path in a graph.
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perform privacy-preserving path queries on bipartite graphs. This protocol
is presented in Publication V.
Let us assume that we have a directed bipartite graph G that consists
of two parts U and V . The arrows of the graph G have their heads in U
and tails in V or vice versa. The set U has two owners: A and B. The
set U is divided into two subsets UA and UB such that UA ∩ UB = ∅ and
UA ∪ UB = U . The set UA belongs to owner A and the set UB belongs to
B. We denote the set of arrows in the graph G with E. Every arrow has
one end in V and the other end either in UA or in UB . The set of former
(latter, respectively) type of arrows is denoted as EA (EB , respectively).
The set E has two owners: the set EA belongs to owner A and the set EB
belongs to B. Moreover, EA ∩ EB = ∅ and EA ∪ EB = E. The nodes of the
set V belong to both owners A and B. An example of a directed bipartite
graph G is shown in Figure 5.7.
Owners A and B want to know whether there is a path from node
a ∈ UA to node b ∈ UB , in a privacy-preserving manner. In other words,
the owners want to know if a ∈ UA can reach b ∈ UB , without revealing
their respective part of the graphs to each other.
In addition to the applications mentioned in the beginning of the section, we further motivate the study of privacy-preserving queries on bipartite graph, by looking at the motivational example of Subsection 5.2.1.
In a pandemic situation, controlling the social contacts of one area is not
enough. Assume two different countries want to privately determine which
one of their citizens have come into contact with the other country’s infected people. The graph of social contacts can be assumed as a bipartite
graph that is owned by two owners; each owner is a healthcare system of
one of the countries. The set U is all the infected people in both countries,
and the set V is the healthy people of these countries.
In order to determine whether there is a path from node a ∈ UA to
node b ∈ UB , we first divide the possible routes from a to node b into two
categories: a single-crossing path and a general path. We say there is a
single-crossing path from a to b if there exists a node v ∈ V such that by
only using arrows in EA we can reach from a to v. Then, we can reach
from v to b by only utilizing arrows in EB .
A general path is any kind of path from node a ∈ UA to node b ∈ UB .
In other words, a general path can be a single-crossing path, or can include
multiple paths from EA to EB or vice versa. For an example of such
multiple crossing path see the path from node a ∈ UA to node b ∈ UB in
Figure 5.7.
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Figure 5.7: An example of a directed bipartite graph that has two parts
U and V . Solid arcs belong to the set EA and dashed ones to the set EB .
One path from node a ∈ UA to node b ∈ UB is aαeσcβf µb.
In Publication V, we presented two protocols to perform privacy preserving queries on bipartite graphs to know whether there is a path from
node a ∈ UA to node b ∈ UB . The first protocol determines whether there
is a single-crossing path between these two nodes. In the first protocol,
owner A finds out what nodes can be reached from a in A’s part of the
graph and owner B finds out what nodes reach b in B’s part of the graph.
To do so, owner A generates a set Va which contains nodes v ∈ V such that
there is a path from a to v by utilizing only arrows in EA , and owner B
creates a set Vb which contains nodes v ∈ V such that there is a path from
v to b by only using arrows in EB . Both parties together use a PSI between
these two sets Va and Vb . If there is a non-empty intersection between Va
and Vb then there is a single-crossing path from a to b. Otherwise, there
still might be a path from a to b, but we require the second protocol to
determine that.
The second protocol of Publication V determines whether there is a
general path from node a ∈ UA to node b ∈ UB . The idea behind this
general protocol is similar to the single-crossing path protocol; the owners
consider what nodes are reachable in their part of the graph and then
together find out if there is a path from a to b. The general path protocol
is done as follows.
By utilizing a PSI protocol twice, owners learn two sets of nodes: VAB
and VBA . The set VAB (VBA , respectively) contains nodes v ∈ V such that
there exists an arrow (u, v) ∈ EA ((u, v) ∈ EB , respectively) and another
arrow (v, f ) ∈ EB ((v, f ) ∈ EA , respectively). The nodes u are in the set
UA , and the nodes f are in the set UB .
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Now, with the help of the Floyd-Warshall algorithm and by utilizing
only the arrows in EA , owner A finds out which nodes of VAB are reachable
from a. We denote this set of nodes by V0A . If there is no such node, then
there is no path from a to b, so owner A stops the protocol and informs B
that there is no path. If V0A 6= ∅, then A sends V0A to B.
Owner B first checks to see if there is a path from a node in V0A to
b . If there is a path, B informs the output to A and the protocol stops.
Otherwise, B finds out which nodes of VBA are reachable from V0A by only
using arrows of EB , and denotes this set of nodes by V0B . Owner B sends
V0B to A. If V0B is empty, there is no path from a to b. Owner B informs
A that there is no path, and the protocol stops. Otherwise, the owners
continue the protocol for i = 1, 2, 3, ... as follows:
B . If such a path exists,
1. A first looks for a path from a to a node in Vi−1
A provides the path to B and the protocol stops. Otherwise, with
the help of the Floyd-Warshall algorithm, owner A uses only arrows
i−1
of EA to find the nodes v that are in VAB \ ∪j=0
(VjA ∪ VjB ), and there
B to v. Owner A denotes this set as
is a path from some nodes in Vi−1
A
A
Vi . If Vi is empty, A stops the protocol and informs B that there
is no path. Otherwise, A sends ViA to B.
A to b. If a path
2. Owner B tries to find a path from a node in Vi−1
exists, B provides the path to A, and the protocol stops. Otherwise,
using the Floyd-Warshall algorithm, B utilizes only arrows of EB to
A
B
find a set ViB that contains nodes v ∈ VBA \ ∪i−1
j=0 (Vj ∪ Vj ), that
A to v. If V B is non-empty the
there is a path from some nodes in Vi−1
i
B
protocol continues, and B sends Vi to A. Otherwise, B stops the
protocol and informs A that there is no path.

Please note that the above steps continue until a path from a to b is found,
or a set ViA or ViB is found empty, which means there is no such path.
Compared with finding the general path, finding the single-crossing path
is more privacy friendly, because the owners only learn whether the desired
path exists or not. In the protocol to find the general path, the owner
learns some information about the nodes that can or cannot be reached by
the other owner. On one hand, from the privacy point of view, it is better
to first execute the protocol to find a single-crossing path. If no such path
has been found, then the owners can enter the second protocol to find out
whether a general path exists. On the other hand, if the use-case of the
protocol allows revealing some information about the parts of the graph to
the other owner, the protocol to find the general path can help in finding
any path that exists between the desired nodes.
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Chapter 6
Application Areas
Throughout this dissertation, we discussed the importance of privacy in
different settings several times. In Chapter 5, we gave more detailed examples to motivate our theoretical developments. The examples that we
gave presented the importance of privacy in some application areas related
to health care, forensic science, and route-finding systems. The findings
of Chapter 5 have a much wider application area than we explained, for
example, in the context of privacy-preserving networking via social media [90, 118], managing human resources in a private manner [119], and
anonymous voting [89]. Going through all the application areas where our
protocols are applicable is outside the scope of this dissertation.
Instead, we take a closer look at three particular application areas in
which privacy enhancing technologies are needed:
• Malware Checking
• Protection of Remote Access
• Protecting Minors
As explained in Chapter 2, there are several benefits in utilizing distributed computing. Thus, there has been a trend toward utilizing cloudbased and edge computing services to store and query data. If the distributed computing helps, we want to design our solutions for each of the
above application areas, such that they can benefit from advantages of
distributed computing.
Privacy in distributed computing has been a subject of concerns [120,
121, 122]. Therefore, in the application areas in which distributed computing is used, the privacy of users and also data owners should be discussed.
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In Chapters 1 and 4, we briefly explained the three application areas.
In this chapter, we take a closer look at each of these areas.
In each application area we first give a more in-depth introduction and
explain why privacy is important. Then we identify the challenges that
we may encounter when designing a privacy-preserving protocol for that
specific application area. Next, again for each application area, we present
our protocols that can solve these real-life problems and we explain why
our proposed solutions are better than their predecessors. All our solutions
have been published in the publications that are part of this dissertation.
Furthermore, we give the current state of the art of privacy in each application area.

6.1

Privacy-Preserving Technologies for Malware
Protection

Malware refers to software that are produced with the intention to perform
malicious acts on the devices that are infected by them [123]. A computer
virus, spyware, and trojans are examples of malware [124].
A piece of malware can cause a variety of damages, and therefore it is
important to design methods to prevent a system from being infected by
malware, while also helping the infected systems to clean-up. However, just
like preventing a human infection (and sometimes even a pandemic) is not
always possible, preventing malware infections completely is not a realistic
goal. Therefore, a regular check to detect possible malware in a system is
necessary.
As mentioned before, there is a tendency towards utilizing cloud computing. This is the case also for malware protection. With the increase of
cloud-based services, the demand to design and deliver fast and secure query
techniques is also increasing. However, using a cloud has several challenges
regarding security [125, 126]. There is also an increase in concerns about
the privacy of the data owners and their customers who use cloud-based
services [127, 128]. Customers want to have the option of making queries
to the database without revealing their queries to the database owners or
to the cloud. In this section we present several on-line privacy-preserving
malware checking systems that utilize cloud computing.

6.1.1

Background on Malware Protection

With increasing use of internet in everyday life, attackers have access to
an even bigger venue to spread malware. There are several methods to
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detect malware, to protect digital devices from being infected by malware
[79, 129], and to classify malware programs [130, 131]. The primary defense
against malware infection is a malware detector.
Traditionally, an anti-malware program is stored in a client device. The
anti-malware program has a local database of known malware samples and
detects the presence of malicious software in a digital content (an application, a file, etc.). The client who has a digital content that is marked
malicious by the local anti-malware program can do the following. The
client who wants to be certain whether the content is indeed malicious,
would deliver the content to an anti-malware server. The client considers
the anti-malware server to be a trusted party. The server then determines
whether there are any traces of malicious software in the client’s content.
Finally, the system informs the client whether the content is clean or not,
and helps the client to clean-up their content (and if necessary also the
whole device). Therefore, in this process the user privacy is not protected
towards the server.

6.1.2

Privacy in Malware Protection

In order to explain the importance of privacy in the context of malware
checking, let us consider a scenario where a client C wants to install an
application on their smartphone. A server S has a database of malicious
applications. The client wants to check whether the desired application is
malicious, by looking for it against the server’s malware database. While
the client C queries the server’s database, S learns which application C is interested in, and therefore, might learn about this client’s religion, location,
relation status, political views, etc. [12]. This scenario shows the importance of a privacy-preserving method to enable malware checking queries.
Private membership tests are applicable in many real-life applications,
e.g., in the context of designing query-response protocols for cloud-assisted
services. In this section, we discuss malware checking in a privacy-preserving
manner by utilizing PMT protocols.
Please note that the presented protocols are not limited to malware
checking services and can be used for any scenarios that require a PMT
protocol. The following examples are a few application areas where a
privacy-preserving membership check can be used: checking the name of a
”person of interest”, checking a DNA sample or a fingerprint against Interpol’s database of criminals, checking a password against a list of leaked
passwords.
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6 Application Areas

The Protocols

In this dissertation we only want to check a digital content for possible infection by known malware. Therefore, the setting of the privacy-preserving
malware checking problem is similar to the setting of a PMT problem: In
both cases, one party (in the case of privacy preserving malware checking,
the server) holds a set of private elements (known malware samples) and
the other party (the client) wants to privately look for a specific item (an
application). On one hand, in the malware checking scenario false negative
results are not tolerated. On the other hand, a small percentage of false
positives is tolerable1 . This means that the server can use a Bloom or a
Cuckoo filter to store the malware samples. Therefore, the PMT protocols
of Subsection 5.1.2 can be used for the purpose of malware checking. Please
note that for security reasons (such as not to spread the malware samples
accidentally), the server stores the fingerprints of the malware samples in
its database.
By using one of the methods explained in Chapter 5, the server can
encrypt the database of malware samples in one of the following ways:
i) the server uses a Bloom filter to store the malware samples and then
encrypts the filter or ii) the server first encrypts the database and then
stores the encrypted database in a Bloom filter. Then, the Bloom filter is
stored in a cloud. The filter only contains encrypted values and therefore, it
can not reveal the malware samples to anybody who may access this filter.
A client C wants to see whether an application is clean or not. C downloads the Bloom filter from the cloud and engages in a series of interactions
with S to decrypt the required bits of the filter. This approach is presented
in Publication I.
The server can also provide privacy-preserving malware lookup services
by utilizing the homomorphic encryption method of Chapter 5. The server
divides the malware samples into several subsets, and stores each subset in
a Bloom or Cuckoo filter. Then, S inserts the filters into a matrix. The
matrix is stored in a cloud. The client uses Paillier homomorphic encryption
and retrieves one entry of the matrix. The client receives the hash functions
related to the filters from the server and is able to look for the fingerprint
of x. Moreover, we generalized the homomorphic encryption approach to
N -dimensional databases. This solution is presented in Publication II.
1
If the results of a malware checking is positive, then the client can ask the server
for further analyse of the application. After checking the application by the server, if it
turns out that the result was a false positive, then the server informs the client that the
application is clean. That’s why a small percentage of false positives is tolerable in our
protocol.
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Privacy-preserving malware checking with database encryption is suitable for the use-cases where the set of known malware is not changing too
frequently. This is due to the fact that when there are too many updates in
the original database, the Bloom filter which represents that database (or
the encrypted database), is changed often as well. This means the client
might have to download a new filter upon each query.
On the other hand, the advantage of the encrypted database approach
of Publication I compared to using the homomorphic encryption approach
of Publication II, is in the amount of information that is revealed each
time that the protocol is executed. With the homomorphic encryption
method, the client retrieves a smaller Bloom/Cuckoo filter that represents
a subset of the database that corresponds to the client’s desired item2 . The
client can investigate further into the filter that is retrieved, and look for
other items that correspond to the filter. However, with the encrypted
database method, the client only learns whether or not their item is in
the server’s database. Therefore, the encrypted database method reveals
only the results of the PMT and preserves the privacy of the server more
that the homomorphic encryption approach. However, the homomorphic
encryption approach has significantly smaller communication complexity
than the encrypted database method. In conclusion, one of the abovementioned methods can have advantages over the other one depending on
the use-case and the server’s privacy requirements.

6.2

Privacy-Preserving Technologies for Protection of Remote Access

In this section we present methods to perform privacy-preserving queries
on a database of trust relations.
In Chapter 4 we defined a trust relation as a set of rules that grant
permission to a user at a host to remotely access another user at a different host via an authentication key that has a unique fingerprint f . We
choose a quintuple of form (source-user, source-host, fingerprint, targetuser, target-host) to represent a trust relation. A database that consists
of trust relations is a set of quintuples. Each quintuple in fact consists of
a pair of triples: (source-user, source-host, fingerprint f ) and (fingerprint
f , target-user, target-host). A database of trust relations can be seen as
a directed graph where each user-host pair is a node in the graph and the
fingerprints are the edges that connect these nodes.
2

Please recall from Section 5.1 that the filter that is retrieved by the client contains
all items that have the same prefix of 2a bits that the client’s desired item has.
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With the widespread utilization of the internet, every day there are
more devices that connect to a certain domain. Hence, the size of the
trust relation database is increasing in average. For secure networking, it
is crucial to constantly remove the trust relations that are not needed any
more. All together, it is important to develop techniques that support trust
relation database management.
Please note that the importance of techniques discussed in this section
are not limited to trust relations. Any data that is privacy sensitive, and
can be illustrated as a graph can benefit from these techniques.

6.2.1

Background

Generally speaking, query optimizations [132] and database management
[133] are among the challenges that are faced when designing techniques for
retrieving information from a database. The database model that is chosen
to represent a database has an impact on the managing of that database
[134]. We choose graph database models to illustrate the trust relations.
Graph database models have been used widely to represent a variety
of databases where the linkages between data are as important as (or even
more important than) the data itself [135]. Although, to the best of our
knowledge, there are no studies on privacy preserving queries on remote access rules, the variety of literature on graph database optimization, queries
and management can be applied to the topic of the present section of this
work, such as [136], [137] and [138].

6.2.2

Privacy in Protection of Remote Access

In this subsection we explain why designing privacy-preserving protocols to
query a database of trust relations is necessary. Let us give an example to
explain the importance of trust relational look-ups. Assume there are two
sets of trust relation databases S1 and S2 , each with its own administrator;
A1 manages S1 and A2 manages S2 . Please recall that a database of trust
relations consists of quintuples of the form (source-user, source-host, fingerprint, target-user, target-host). Assume a user U is a source-user/targetuser in both databases S1 and S2 . User U ’s access rights in S2 are expired.
After the expiration is detected, A2 terminates U ’s access right and blocks
the access from U to other users of S2 . Admin A2 can block U ’s access to
users of S2 by removing some quintuples in S2 . However, since U ’s access
rights are still valid in S1 , user U might be able to access other users of
S2 , via some users of S1 . For example, assume U can access a ∈ S1 and
a can access b ∈ S2 , then U can access b. Admin A2 does not want to

6.2 Privacy-Preserving Technologies for Protection of Remote Access

57

reveal to A1 which user’s access rights have been terminated. However, A2
wants to look out for the possible indirect access from U to its users via
S1 . Therefore, the admins require a privacy-preserving query technique to
perform their look-up.
Let us look at another example where someone else than the admin
of a trust relations database wants to make a query. Assume there is
an admin A1 that manages trust relations database S1 . Assume there
is a certain target-user V in S1 which is considered to be a special user
and only a handful of users are authorized to access V . Now, an entity
(e.g., police) wants to make sure that there is no unauthorized access to
V , without revealing to the admin which user is the special target-user.
In this scenario, the entity requires performing a privacy-preserving path
query from any unauthorized source-user in S1 to V to determine whether
unauthorized access is possible.

6.2.3

The Protocols

In this subsection we formulate the problem of privacy-preserving queries
on a trust relational database. As we mentioned, the owner of the database
can illustrate the database of trust relations with a directed graph G, such
that each pair of (user, host) is a node in this graph, and arrows are drawn
where there is a trust between two (user, host) pairs. The arrows can be
labelled with fingerprints.
In order to determine whether user A at a host has permission to access
a user B at another host, we can look for a path from node A to B in the
directed graph G. The graph of trust relations can contain millions of nodes
and arrows, and therefore, we want to insert it into a more manageable data
structure. One possible way to store the graph G is explained in Subsection
5.2.1: We can make a transitive closure graph from the graph of trust
relations, as it is shown in Figure 6.1, then we can insert the transitive
closure graph into a matrix, Now, the protocol of Subsection 5.2.1 can be
used to privately retrieve one bit of this matrix with the help of a cloud, and
consequently to confirm whether there is a path from A to B. Publication
III is related to this application area.
Now let us assume a case where there is a trust relation from user A to
user B, and from user B to user C. In other words, there is a path from A to
C in the transitive closure graph that is obtained from G. An administrator
of the trust-relational database may want to learn all the intermediary
nodes (users) in a path from A to C. Subsection 5.2.2 presented a protocol
that uses a cloud to privately retrieve all the nodes in a path from A to C.
The protocol of Subsection 5.2.2 is also presented in Publication IV.
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Figure 6.1: Design of a Transitive Closure Graph from the Graph of Trust
Relations.
A trust-relational database can have two (or even more) owners. Now,
we assume that the database has two owners A to B and each owner has
a set of users that only belongs to that owner. Therefore the graph that is
made from this database is a bipartite graph that has two parts U and F .
Set U is the set of users and F is the set of fingerprints. Owner A has a set
of users UA and B has a set of users UB . The intersection of UA and UB is
empty and their union is U . The owners want to perform 2-party queries
on their bipartite graph in a privacy-preserving way. In Subsection 5.2.3
we presented a protocol that fits into this setting. This application area is
detailed in Publication V.

6.3

Privacy-Preserving Technologies for Protecting Minors

As mentioned before, the rise of digitalization has both advantages and
challenges. One of these challenges is how to protect the users of digital
technologies. Children (minors) are a type of users in the digital world that
are at risk the most.
Firstly, the 5G networks promise faster and more reliable services, and
secondly, every day, there are more and more digital technologies that are
developed. Thus, our everyday lives are now even more dependent on the
internet. Therefore, children spend more time on-line than ever before [139,
140], and consequently, techniques that can guarantee a minor’s protected
networking and preserve their on-line privacy is now more important than
ever. In this section, we present methods to keep children safe in the on-line
world, in a privacy-preserving way.
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Background

The digital parental control techniques [141] refer to technologies that protect children in the on-line world. Studies show that children who have
been exposed to harmful on-line content, such as violence and adult content, can possibly suffer from its negative psychological effects for a lifetime
[142, 143, 144]. Therefore, it is important to prevent the exposure of children to potentially harmful digital materials.
In 2015, Fuertes et al. [145], presented a comprehensive study on the
accuracy, security and functionality of some of the well-known parental
control tools. They also conducted several surveys and showed that many
parents do not use any parental control tools, and do not know how to block
harmful digital content. Their study shows the importance of an automatic
parental control tool that is available to all children, without the need for
parental intervention.
There are several application-specific studies of parental control, for instance, in the context of YouTube Kids [146] and smart toys [147]. These
studies show the advancement of digital media, while highlighting the importance of parental control.
The effect of parental control is also studied by psychologists. Some of
these scholars cite the negative impact of parental control on the child’s
privacy [148, 149]. However, to the best of our knowledge, there are no
studies of privacy-preserving parental control methods.

6.3.2

Privacy in Protecting Minors

There have been several studies on the shortcomings of the current digital
parental control techniques [150, 151, 152]. From our point of view, there
are three main problems with the current parental control techniques:
• First, most of the parental control applications give a comprehensive
report of the child’s on-line activities to the parent. For instance, if
a child makes a phone call, the parental control application records
this call and sends a copy of that to the parent. Therefore, the child
who is under parental control, has no privacy.
• Second, these techniques are only available to children whose parents
can and want to utilize parental control techniques to influence their
child’s on-line life experiences. Not all parents can afford the extra
expenses that are related to these techniques, and not all children are
being raised by their parents. Therefore, not all children can benefit
from the current parental control services.
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• Third, many parental control services do not act in real time and only
inform the parent about the incident after the child has been exposed
to the harmful content. For instance, most of the parental control
applications only deliver a copy of the text messages that the child
sent/received to the parent. If any of those text messages contain
harmful content, the child has already been exposed to the potential
damage before the parent is being informed.

In the following subsections, we present protocols for secure networking by protecting minors automatically in a privacy-preserving manner.
We first discuss automatic protection against cyberbullying. Then, we
present automatic parental control tools with 5G networks for protected
web-surfing and protected text messaging.

6.3.3

Protocol for Protection against Cyberbullying

Traditionally, bullying was only limited to the times that an individual was
socializing in the real world. However, on-line social networking creates
bigger and more easily accessible platform for bullies to harass their victims
[153]. On-line bullying or cyberbullying can happen every hour of every day,
and it is possible for the bully to hide his/her identity in the internet.
Bullies now have a bigger venue to access their potential victims [154].
It has been found that victims of bullying and bullies themselves can suffer
a long-term negative impact on their health and social interactions [155].
Therefore, in addition to providing educational means for parents and children to help to prevent bullying in school and during childhood [156], it is
a good idea to block potentially bullying contents before they reach their
targets.
Nowadays, the AI-based language processing tools make it possible to
detect bullying in real time and automatically. On the other hand, as explained in Chapter 2, the softwarization of 5G networks makes it possible to
add new functions to the network, easier than the previous generations of
mobile networks. In other words, it is possible to design an AI-based cyberbullying function, and introduce it in 5G networks such that the automatic
cyberbullying protection is available for all children.
In this subsection, we present a protocol to automatically prevent cyberbullying in 5G networks when the users are sending or receiving text
messages. As personal text messages are considered to be private, we want
to enable privacy-preserving cyberbullying detection. This protocol is presented in Publication VI.
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In our cyberbullying prevention protocol we assume that the operator is
able to give a cyberbullying-related label to each subscriber. The possible
labels are new, normal, victim, and bully. When the new cyberbullying
function is introduced to the network, all the subscribers are labelled new.
The output of our protocol will show the operator whether a text message
is potentially harmful. If a message is categorized as harmful, the message
will be blocked. After a certain amount of communications, the subscribers
that are often sent harmful messages, will be labelled bully or victim according to the results of our protocol, and the messages concerning these
two categories of subscribers will always be checked. The subscribers that
never send bullying messages will be categorized as normal, and their messages will be checked randomly. Please note that the labels will be checked
frequently and if needed the operator updates the labels. Whenever a new
subscriber joins the network, it will be labelled new. The operator executes
our protocol for all the new subscribers to determines which of the labels
normal, victim, or bully is suitable for each of the new subscribers.
In order to check a message for harmful content in a privacy-preserving
way, we create a new component in the architecture of 5G that is called
Filter Check (FC). The new component FC communicates with UPF and
has the functionality of collaborating with UPF to perform a PSI protocol
between the message (that is held by UPF) and a set of known cyberbullying
keywords (that is held by FC).
As mentioned before, we want to use AI methods3 to detect the presence of bullying in a message automatically. Therefore, we create another
component that is called cyberbullying prevention function (CBPF), that
communicates with the functions of core network and performs the language
processing of the message.
Our protocol has four phases; Phase 0 is the off-line phase of the protocol
and Phases 1-3 are the on-line phases:
• Phase 0: In this phase, FC performs the necessary set-up operations
for the PSI protocol, and UPF learns the label of the subscribers and
therefore knows whether or not to perform Phase 1.
• Phase 1: If UPF decides to perform a cyberbullying check, then it
enters Phase 1, where the PSI protocol is performed. Utilizing PSI to
detect the traces of bullying in a message makes our protocol privacy
friendly. If the result of the PSI protocol is an empty set, then the
message is forwarded to its receiver. Otherwise, UPF enters Phase 2.
3

Please note that in this dissertation we do not detail the AI part of the protocol. For
more information about the AI part please see Publication VI.

62

6 Application Areas

Figure 6.2: An overview of Phases 1 and 2 of our cyberbullying prevention
protocol.
Please note that by performing Phase 1, we want to guarantee privacy
for messages that are not detected to be harmful. If the result of PSI
raises a red flag we further analyse the message to make sure whether
or not it is harmful. Therefore, after Phase 1, the message is revealed
to the operator for further analysing.
• Phase 2: UPF sends the message to the core network, where the
message is classified as either bullying or benign by the CBPF component. If the message is benign, UPF forwards the message and
otherwise it blocks the message.
• Phase 3: In the last phase of the protocol, based on the results of
Phase 2 the operator decides whether or not to update the labels of
the sender and receiver of the message. The detailed explanations
regarding the updating of the labels can be found in Publication VI.
Although we use our protocol to protect minors from cyberbullying,
the protocol can be used to detect and prevent cyberbullying for adults, as
well. Figure 6.2 shows a summary of Phases 1 and 2 of our protocol.
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Parental Control Protocol

In this subsection, we present two parental control protocols: the first
protocol is used for protected web-surfing and the second one is utilized for
protected text messaging. Each parental control protocol has two types.
The first protocol type is called General Check and it is used in situations
where the parents do not have any roles in their child’s on-line activities.
The second protocol type is called Personalized Check, and it is utilized for
the cases where the parents want to have personalized influence on their
child’s digital life.
In our protocols we assume that each device operated by a minor includes an application that is called Kid-client. All the minor’s on-line activities have to go through the kid-client. We also assume that each parent
who wants to be involved in their child’s activities on the internet has installed an application that is called Parent-client. The parent stores their
wishes regarding their child’s digital life in their local parent-client application.
We use edge computing in our protocols. We assume that the data
related to each child is handled by an edge server. In order to make the
parental control protocols detect harmful contents in real-time and automatically, we use AI techniques. We assume that these AI techniques are
performed at the edge of the network, close to where the child’s device
is located. Moreover, we assume each edge server has a parental control
function that participates in the parental control protocols. The operator
assigns an edge server to each kid-client. The edge server is chosen based
on the child’s location, i.e., the edge server which is closest to the child’s
device handles the traffic that is generated by the child’s device.
In our protocols, instead of blocking harmful content we use a smart
response. The smart response is a positive digital content that replaces the
child’s original request, e.g., the content of a kid-friendly website is shown
instead of a potentially violent website4 .
Our parental control protocols are detailed in Publication VII. Please
note that these protocols can also be used for other use-cases than parental
control, for example, to detect spreading hate speech and fake news via web
pages and text messages. The importance of a centralized parental control
system is realized in the 3GPP documentations [157].

4

For more information about the smart response please see Publication VII.

64

6 Application Areas

Parental Control via Protected Web-surfing
The concept of categorizing web pages based on their content [158] has been
researched extensively for a variety of purposes such as detecting unlawful
on-line sales and detecting adult content.
In our protocol, when we classify web pages, we also consider the user’s
age. For instance, the content of a web page might be suitable for a 12-year
old child but the same content is considered to be harmful for a 7-year old
child.
Our general check protocol for the purpose of protected web-surfing is
as follows: In the off-line phase of the protocol, with the help of AI, the
operator classifies some popular or well-known web pages to allow and deny
lists, based on their contents. These lists are created for every age group.
The operator also creates AI-based smart responses for each age group.
Finally, the allow and deny lists and the smart responses are sent to the
edge servers.
The on-line phase of the protocol starts when the child wants to access
a website. The web browser on the child’s device sends the URL of the
website to the kid-client, and the kid-client redirects it to the edge server
that is assigned to this kid-client. The edge checks the URL against the
allow list (deny list, respectively). If the URL is in the allow list, the edge
sends the contents of the web page to the kid-client. If the URL is in the
deny list, the edge picks a smart response and sends the contents of the web
page that corresponds to that smart response to the kid-client. If the URL
is not in either list, the edge connects to the server which hosts the web
pages corresponding to the URL, gets the contents of the web pages, and
analyses them with the help of the AI classifiers. If the content is suitable
for that child, the edge forwards it to the kid-client. Otherwise, a smart
response is forwarded to the kid-client. Then, the kid-client redirects the
contents to the web browser. Finally, the edge server sends the results of
the AI check to the operator, and the operator sends possible updates to
the allow/deny list to all edge servers.
Please note that by utilizing a general check, the web pages that a
certain child is interested in are kept private from the service providers,
because the contents of the web pages are always sent to the edge servers
(not directly to the child’s device).
In the off-line phase of the personalized check about accessing a web
page, the parent writes the attributes that they do not want their child
to be exposed to in the parent-client application. The parent-client inserts
the parent’s attributes in a set Wp .
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The website that the child of this parent is interested in has a set of
attributes that is denoted by Wc . The set Wc is obtained by the edge
server that is handling the child’s traffic (say, Edge server 1). Then, the
child should be able to access this website only if the intersection of sets
Wp and Wc is an empty set.
As we explained before, we want to preserve the privacy of the people
that are involved in our protocols. In the parental control protocols, we
want to preserve the privacy of parents and children towards each other
and also towards the service providers and the network. Therefore, the set
Wp ∩ Wc should be computed in a private manner. Moreover, it should not
be the parent-client nor edge server who learns the output set Wp ∩ Wc , but
instead an external decider should learn this output. We choose the kidclient as the external decider5 , and use the PSO-Lim protocol of Subsection
5.1.1 to compute the outcome set Wp ∩ Wc . Please note that the set of all
possible attributes for a web page is limited, and therefore the operator
can generate an ordered set U to represent all of these attributes. The
operator sends the set U to all the edge servers and parent-clients in the
off-line phase of the protocol. Still in the off-line phase, the operator sends
several addresses of other edge servers than Edge 1 to the kid-client. The
parent-client performs its part of computations for the PSO-Lim protocol
on the set Wp , and sends the results to Edge 1.
In the on-line phase, similarly to the general check, the kid wants to
access a website. The web browser sends the URL corresponding to the
child’s desired website to the kid-client. Then, the kid-client sends the
URL to Edge server 1, and the edge server looks into the deny list for this
URL6 . If the URL is in the deny list, the edge picks a smart response and
sends the corresponding web page to the kid-client, and consequently to the
web browser (via the kid-client) and the protocol stops. Otherwise, Edge 1
retrieves the contents on web pages corresponding to this URL, analyses the
contents and creates the set Wc . Edge server 1 performs the computations
of the PSO-Lim protocol, with the results that the parent-client sent in
the off-line phase and the set Wc , and sends the results to the kid-client.
The edge also picks a URL from the smart responses and sends it to the
kid-client.

5

Although, kid-client is a party in our parental control protocol, it is not a party with
input set in the PSI protocol that is required to obtain Wp ∩Wc . Therefore, the kid-client
(not the child) is an external decider in this PSI protocol.
6
Please note that in the personalized check, the edge server does not check the URL
against the allow list. This is because, even if a URL is in the allow list, it might contain
features that the parent wishes to block.
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The kid-client receives this result from Edge 1, acts as the external
decider, decrypts the result, and learns whether or not Wp ∩ Wc is empty.
If the result is an empty set, kid-client picks an address7 of an edge server
(say, Edge 2), and sends the URL to this edge server. Otherwise, kid-client
sends the smart response URL that it got earlier from Edge 1, to Edge 2.
Next, Edge 2 sends the contents of the requested web pages to the kidclient, and the kid-client redirects the contents to the web browser. Figure
6.3 shows a summary of the personalized check protocol for accessing a web
page.
Please note that the original URL or the smart response is sent to
another edge server than Edge 1 to protect the privacy of the parent. Also,
note that the kid who receives a smart response does not learn whether it
was the operator or the parent that blocked their access to the original URL.
Lastly, the parent does not learn which web pages their kid is interested in
and therefore the privacy of the child towards their parent is preserved.
Parental Control via Protected Text Messaging
In this section, we present two parental control protocols for protected text
messaging; the general check protocol and the personalized check protocol.
These protocols are presented in Publication VII.
In the set-up phase of our general check protocol to detect harmful
content in a text message, the operator collects a list of harmful keywords
and stores them in a set B. The operator sends the set B to all edge servers.
In the on-line phase, the kid writes a message that consists of one or several
words. The kid-client stores the words in a set M . The edge server and the
kid-client enter their respective sets B and M into a PSI protocol. If the
result of the PSI is an empty set, the message is forwarded to its receiver.
Otherwise, the kid-client sends the message to the edge server, where the
message is checked for traces of harmful content with the help of AI. If
the check shows that the message is benign, it is forwarded. Otherwise, a
smart response is sent to the child that created the original message. Here,
a smart response could be, e.g., a message that motivates and encourages
the child to use kid-friendly words. For more details about smart responses
please see Publication VII.
We explained earlier that the current parental control applications are
designed in such a way that the parents are getting copies of the text messages that their children sent or received. In this subsection, we present a
privacy-preserving protocol that enables parents to protect their children
7

As mentioned before, in the off-line phase the operator sent several addresses of other
edge servers than Edge 1 to the kid-client.
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Figure 6.3: An overview of the off-line and on-line phases of the personalized check in our parental control protocol. The steps of off-line (on-line,
respectively) phase are marked with lower-case (upper-case, respectively)
roman numbers.
against harmful text messages, without learning the child’s message. Similarly to the protected web-surfing, we utilize two edge servers (Edge 1 and
Edge 2) in the protected text messaging protocol to handle the child’s traffic so that neither Edge server 1 nor Edge server 2 learn the parent’s private
inputs, nor the outcome of the protocol. Our personalized check protocol
is as follows.
In the set-up phase, the operator creates the set B and sends it to all
the edge servers, as explained in the general check protocol. In the offline phase, the parent creates a set of forbidden words L, and two sets
of allow and deny contact numbers, and inserts these three sets into the
parent-client.
In the on-line phase, when the child enters the name of the recipient
of the message in the messaging app, the application sends the receiver’s
contact number to the edge. Then the kid-client (the external decider), the
edge and the parent-client together execute two PMT protocols where the
kid-client will learn whether the edge’s item (the contact number) is in any
of the allow and deny sets of the parent-client8 . If the receiver is in the
deny (allow, respectively) list, the kid-client blocks the message (redirects
it to Edge server 2, respectively). Otherwise, the kid-client inserts the
words in the message into a set M . The kid-client, parent-client, Edge 1,
8

One example of such a PMT protocol is the PSO-UnLim protocol of Subsection 5.1.1
where one of the sets is a singleton.

68

6 Application Areas

Figure 6.4: The network architecture with an edge server that contains
AI-assisted parental control functionalities.
and Edge 2 execute a PSO protocol to determine the cardinality of the set
M ∩ (B ∪ L). This cardinality is only learnt by Edge server 2. Please note
that in this PSO protocol, the kid-client has an input set and therefore is
not an external decider, but instead Edge server 2 fits our definition for an
external decider. We can use the PSO-UnLim protocol of Subsection 5.1.1
to retrieve the cardinality of the output set.
If M ∩ (B ∪ L) is an empty set, the message is clean and can be directed
to its recipient. Otherwise, the message is blocked and Edge server 2 sends
a smart response text message to the sender.
Figure 6.4 envisions the network architecture in the context of parental
control. Please note that our parental control protocols can be altered such
that they can be used for some other application areas, where a centralized
privacy preserving protocol is needed. For example, protecting the elderly
from email phishing in a privacy preserving way.

Chapter 7
Discussions and Conclusion
With ever-progressing development of digital technologies such as mobile
devices and on-line games, concerns about how to protect these technologies are increasing as well. Moreover, especially after the COVID-19 world
pandemic [159], the usage of internet and internet dependency in everyday
life are increasing [160]. This means the importance of protecting the privacy and security of internet users and also the networking environments
is realized now more than ever [161, 162].
In this dissertation, we focused on developing privacy-preserving protocols for protected networking. We aimed to develop our protocols in
such a way that the users can get the benefits of digital worlds in a private
and secure manner, without sacrificing communication time and bandwidth
usage.
The dissertation is based on the eight publications, Publications I VIII, that are listed on pages ix and x. Next, we give a summary of the
findings and protocols of this dissertation:
• Design of a general private set operation protocol with an external
decider that can be used when the universe is limited.
• Design of a general private set operation protocol with an external
decider to retrieve the cardinality of the outcome set. This protocol
can also be used when the universe is not limited.
• Design of four private membership test protocols.
• Design of several privacy-preserving protocols for graph queries.
Designing privacy-preserving methods can be applied to a variety of
application areas. We delved deeper into the following three areas: i) malware protection, ii) protection of remote access, and iii) protecting minors.
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The main findings of this research regarding these application areas are as
follows:
• We designed privacy-preserving malware check protocols in a cloud
environment.
• We designed privacy-preserving protocols to check remote access chains.
• We designed parental control protocols and cyberbullying prevention
protocols in 5G networks.
Publication I and Publication II provide PMT protocols that can be
used in malware protection applications, among other things. The protocols of Publication I are suitable for the case scenarios where the time
complexity should be minimal, while at the same time keeping the communication costs on a feasible level. The protocol of Publication II keeps the
communication complexity low, without losing the practicality of the protocol regarding time consumption. In other words, both publications propose
feasible PMT protocols. The protocols of Publication I have lower time
complexity than the protocol of Publication II. The protocol of Publication
II has lower communication complexity than the protocols of Publication I.
Future work can focus on designing a PMT protocol that lowers both time
and communication costs.
The PMT protocol is a special case of a PSO protocol. Publication VIII
provides a general PSO protocol when the members of the private sets are
all in a limited universe, and for the case where an external decider is part
of the protocol. We also present a general PSO protocol to discover the
cardinality of the output set, with the presence of an external decider. One
direction for future work can be to design a general PSO protocol with an
external decider.
In Publications III - V, we present privacy-preserving query protocols
on graphs. One use-case of these protocols is to utilize them to query
the database of remote access privileges. Our work can be extended by
designing privacy-preserving protocols that can perform queries on a graph
that is owned by more than two owners.
Publication VI presents privacy-preserving cyberbullying prevention protocols, and Publication VII presents privacy-preserving parental control
protocols. The importance of the parental control and cyberbullying prevention techniques comes from the fact that children are the most vulnerable users in the internet. The protocols of Publications VI and VII describe
how to provide privacy and security for all children, regardless of whether
their parents are involved with their child’s digital life or not. Therefore,

71
provide an equal opportunity for all children to experience their digital life.
As a future work, we suggest to further improve our minor protection protocols and develop them to standard modules in the future generations of
mobile networks.
We mentioned earlier that the COVID-19 pandemic caused an increase
in our everyday life dependency on the internet. Some studies suggest
that this increase in utilizing the internet has several negative impacts on
the users, specially on children [163, 164]. Also the COVID-19 pandemic
emphasized the importance of other problems that we studied. There has
been a significant increase in the number of digital remote accesses [165], as
well as attackers abusing the pandemic to encourage users to click on links
that look benign but contain malware [166]. Therefore, the importance of
Publications I - VII has been increased after the COVID-19 pandemic.
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