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a convincing account of the situation consumers face in digital markets. By framing the
problem as the exploitation of users’ behaviours, remedies can be formulated for the problem in question.
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1.

Extensive data gathering

Online platforms can exploit users’ behaviour by using data
gathering techniques combined with the enormous computing power and big data at their disposal.1 Instead of competing over better consumer protection, such companies aim to
attract and exploit consumers and their biases, such as overconfidence and overoptimism.2 Naturally, this is not the case
for all companies, and some, indeed, offer increased privacy
options. Moreover, other companies may in fact compete by
offering an improved level of data protection.
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Data is gathered by the provision of free services that allow
large companies to collect information on users’ online behaviour, which is known as ‘data as a counter performance’.3
This approach has become the de facto standard; however, it
is not necessarily the optimal solution. What is more, the concept of offering services for free is misleading, as consumers
pay for these services in other ways.4
Although extensive data gathering has become the accepted business model by which information intermediaries
operate, it seems suboptimal for the welfare of users.5 In

3
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fact, in specific situations, it constitutes a competition problem – an exploitative abuse of market power involving a violation of data protection standards such as those established
in the General Data Protection Regulation.6 However, when
large online platforms use data for anticompetitive purposes,
the competition law regime’s treatment of such anticompetitive behaviour has been inconsistent, as is evident from German investigations into Facebook, where the legal basis for the
determination of abuse changed during the different phases
of the case. Here, is important to note that this occurred in
Germany and was thus primarily based on notions from German law, such as the concept of abusive business terms or the
self-determination of consumers. However, some of the questions addressed in these investigations, such as whether competition law can assess companies’ potential abuse of dominance by noncompliance with data protection principles or
the strength of consent given to a dominant company, could
be highly applicable to EC cases. This is particularly so as, due
to the puzzling nature of the case, the last instance who investigated it – the Dusseldorf Court of Appeals – has sent a request for a preliminary ruling to the European Court of Justice.
These investigations into Facebook have also inspired EU legislators to introduce a new form of de facto prohibition to the
proposal of the Digital Markets Act, one that is clearly based on
events in Germany. Namely, gatekeepers, that is highly dominant online platforms, are to be forbidden ex ante from combining data collected outside social media with data gathered
on such platforms.7
Analysing extensive data gathering from the perspective
of competition law involves several challenges. These include
the relationship between privacy and antitrust, which can
be viewed in a number of ways. For example, at one extreme, privacy and antitrust are considered completely separate, whereas other perspectives regard privacy as a dimension of consumer welfare8 or use it to identify the boundaries of permissible conduct in the market (e.g., to determine
the borders of defensive arguments). Moreover, competition
law may analyse issues that were originally reserved for data
protection. This is particularly visible in the environment of
social media, the provision of which is based on processing
the data of users, thereby naturally raising issues of data protection. In particular, violation of data protection principles
may be perpetrated by dominant firms. Here, the issue concerns voluntary consent for data gathering in the context of

a dominant enterprise and the problem of users’ lack of selfdetermination, which may lessen consumer choice and consequently welfare.
Excessive data gathering is evident, for example, when a
fully personalised experience is contingent on users’ agreement to the collection of their data on third-party websites
connected to the dominant intermediary in various businessrelated ways. Such data gathering is problematic for several
reasons. For example, it could be viewed as exploitative abuse
under competition law, as dominant companies leverage consumers’ vulnerability and lack of choice to collect valuable
data. However, as will be shown in the second part of this article, which analyses the Facebook saga in Germany, it is unclear
whether such exploitative abuse is based on the violation of
data protection or the lack of user choice. Moreover, it is debatable whether extensive data gathering is abusive at all.
This is because no such abuse can be found in the previous case law of the EU courts, and the Digital Markets Act has
yet to enter into force. Additionally, exploitative abuses, where
companies take advantage of consumers, are less common
than exclusionary abuses, which involve attempts to drive
competitors out of the market. Here, in the case of excessive
data gathering, the theory of harm is more difficult to grasp,
as the level of harm varies between users, with some users
remaining unaware that such harm has even occurred. For
such cases, there may be a need to introduce a new form of
consumer harm and general consumer welfare. For example,
Graef claims that ‘personalized exploitation can be best assessed under competition law against a “personalized welfare
standard” of those exploited, instead of relying on the overall
consumer welfare as a benchmark.’9
Users currently disregard the low level of privacy protection and allow excessive data gathering by dominant online
platforms. In return, they receive personalised social-media
services from such companies. However, the fault is not entirely with consumers, as companies exploit a number of cognitive heuristics and consumer biases. Moreover, according
to Pasquale, despite the possession of so much data, online
platforms still fail to protect user privacy despite their professed aim to offer the best social network experience.10 Although consumers benefit from personalized services, such
behaviour can nevertheless lead to an increase in entry barriers. From the perspective of neoclassical theory, such behaviour does not seem harmful because rational consumers
should switch to substitutes.11 By contrast, behavioural economics claims that consumers base their decisions on heuris-

6

Oberlandesgericht Düsseldorf, Case VI Kart 2/19 (V) (24
March 2021) <www.justiz.nrw.de/nrwe/olgs/duesseldorf/j2021/
Kart_2_19_V_Beschluss_20210324.html> accessed 15 January
2022.
7
Commission, Proposal for a Regulation of the European Parliament and of the Council on contestable and fair markets in the
digital sector (Digital Markets Act) COM (2020) 842 final 2020/0374
(COD) art 5 (hereafter Digital Markets Act).
8
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Interface’ (2021) 130 The Yale Law Journal Forum 18 January
2021, 647 <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=
3771461> accessed 20 December 2021 (hereafter Douglas, ‘The
New Antitrust/Data Privacy Law Interface’); See also Agustín
Reyna, ‘The Psychology of Privacy: What Can Behavioral Economics Contribute to Competition in Digital Markets?’ (2018) 8 International Data Privacy Law 240.
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Personalization to Diversity’ (2021) 58 Common Market Law Review 471, 498.
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Mason Law Review 1009, 1014-15.
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(Oppenheimer, 2022) Draft version for the Sage Encyclopedia of
Political Theory <http://www.gvptsites.umd.edu/oppenheimer/
research/rct.pdf> accessed 11 May 2022.; See also Jacob Jacoby,
‘Is It Rational to Assume Consumer Rationality? Some Consumer Psychological Perspectives on Rational Choice Theory’
(2000) NYU Ctr for Law and Business Research Paper No 00-09, 1
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accessed 11 May 2022.
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tics, a kind of simplified thinking pattern that may lead to several biases.12
This article aims to identify the circumstances that support
excessive data gathering and argues that gatekeepers exploit
heuristics that lead to cognitive biases and take advantage of
the asymmetries of power and information that consumers
face. Heuristics can be defined as ‘cognitive shortcuts or rules
of thumb that simplify decisions, especially under conditions
of uncertainty’.13 Heuristics lead to cognitive biases14 – systematic, i.e., non-random, errors in thinking. Heuristics mean
that when a person makes a judgement, it either deviates from
norms that are widely applied in society, or it is simply illogical.15 Heuristics and cognitive biases are addressed in the second part of the article.
Moreover, while dealing with online platforms and their
practices of excessive data gathering, consumers also face
information and power asymmetries. In the context of an
economic transaction, information asymmetry denotes a situation where one party (usually the seller) possesses more
knowledge on the transaction than another (usually the
buyer).16 By contrast, when a power asymmetry exists, one
party to a transaction can exert a disproportionate influence
on the trade relationship in comparison to another party. I argue here that these asymmetries are particularly strong when
it comes to users consenting to the further use of their data.
These asymmetries are analysed in the third part of the article.
This article highlights the shift from neoclassical to behavioural economics and claims that this shift may account
for the situation consumers face in digital markets. By framing
the problem as the exploitation of users’ behaviours, remedies
can be formulated for the problem in question. Such remedies
are offered in part four of the article.
Behavioural economics forms the theoretical basis for the
article, as both heuristics and biases as well as information
asymmetries have been widely researched by behavioural

12
Maurice E Stucke, ‘Behavioral Antitrust and Monopolization’
(2012) 8 Journal of Competition Law and Economics 545, 560 (hereafter Stucke, ‘Behavioral Antitrust and Monopolization’).
13
‘Heuristics’,
(Behaviouraleconomics)
<www.
behavioraleconomics.com/resources/mini- encyclopedia- of- be/
heuristic/> accessed 29 July 2021 (hereafter ‘Heuristics’); See also
Daniel G Goldstein and Gerd Gigerenzer, ‘Models of Ecological
Rationality: the Recognition Heuristic (2002) 109 Psychological Review 75 (hereafter Goldstein and Gigerenzer, ‘Models of Ecological
Rationality’); Daniel Kahneman, ‘Maps of Bounded Rationality:
Psychology for Behavioral Economics’ (2003) 93 The American
Economic Review 1449 (hereafter Kahneman, ‘Maps of Bounded
Rationality’); Anuj K Shah and Daniel M Oppenheimer, ‘Heuristics
Made Easy: An Effort-Reduction Framework’ (2008) 134 Psychological Bulletin 207 (hereafter Shah and Oppenheimer, ‘Heuristics
Made Easy’).
14
On cognitive bias see eg Dan Ariely, Predictably Irrational: The
Hidden Forces that Shape Our Decisions (New York, Harper Collins
2008) (hereafter Ariely, Predictably Irrational).
15
‘Cognitive
bias’,
(Behaviouraleconomics)
<www.
behavioraleconomics.com/resources/mini- encyclopedia- of- be/
cognitive-bias/> accessed 29 July 2021 (hereafter ‘Cognitive bias’).
16
Andrew Bloomethal, ‘Asymmetric Information’ (Investopedia, 19 January 2021) <www.investopedia.com/terms/a/
asymmetricinformation.asp> accessed 28 July 2021.
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economists. I argue here that acknowledging the existence of
these problems could lead to the redesigning of remedies for
excessive data gathering. Moreover, there is also a need to acknowledge that online consumer behaviour is based on different premises to its offline counterpart; for example, consumers may be lured into transactions by short-term gains
and may not be fully aware of how their data will be used later
on. Here, consumers are exploited by gatekeepers who prey on
their inability to comprehend the data gathering phenomenon
in its entirety. For example, consumers prefer services that are
highly personalised and tailored to their needs, but they do
not necessarily comprehend that such personalisation comes
at cost. We cannot then presume that consumers behave in a
rational way online.
Here, Germany’s Facebook investigations will be used as a
case study, as they demonstrate that the problem of excessive
data gathering can be viewed as abuse of dominance despite
its positioning between data protection and competition law
regimes.

2.

The Facebook saga

Thus far, the only example of investigations into extensive
data gathering are national investigations into Facebook in
Germany. As noted earlier, however, this national case may
well have EU-wide implications, as problems have already occurred concerning which authority should analyse the case,
the data protection or competition authority, and in which
country this should take place. Facebook, now META, was originally established in the US, and its European headquarters
are in Ireland; however, the abuse seems to concern the German market for social media. Moreover, the investigations involve abuse that is highlighted in, and served as an inspiration
for, Article 5 of the DMA proposal.17 The European Commission has therefore recognised the need to focus on the question of whether competition authorities should investigate
questions of data protection. This seems inevitable when the
behaviour in question involves data gathering. This extremely
important question raises the further issue of whether the
consent given to dominant online platforms is voluntary. Another question concerns whether this case is applicable to
companies like Apple with a different business model or better track record of respecting privacy. Data gathering seems to
be a greater problem in the case of large online gatekeeper
platforms and online companies whose business model is
based on the provision of free personalised services and the
use of user data in connection with advertising. However,
the case has wider implications, such as whether a business
model based on the exploitation of behavioural biases, or even
the ‘nudging’ or coercing of users towards exposure to such
biases, should be viewed as inherently problematic. The case
also involves the wider issue of the structure and business
models of social media, which as a whole may be questionable, complicated and challenging.
Let us begin by examining the timeline of the case. Investigations into Facebook’s data gathering practices started in

17

Digital Markets Act (n 7).
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2019, when the Bundeskartellamt (the Federal Cartel Office)
found that Facebook had abused its dominant position by imposing ‘exploitative business terms’ pursuant to the general
clause of Section 19(1) GWB (i.e., German competition law).
The choice of the use of Section 19 of the GWB pays an important role here, since it is applied in cases where one contractual party is stronger than the other and is therefore able
to dictate the terms and conditions of that contract. The other
party is then stripped of their contractual autonomy.18
These ‘exploitative business terms’ also included Facebook’s collection of data outside its main social media service
on other websites and apps that it owns, as well as on third
party websites and smartphones. This last source of data is
enabled by various plug-ins, such as ‘like buttons’. Facebook
can then combine and assign data to the user’s Facebook account to build a unique database on each individual user.19
According to the Bundeskartellamt, the terms and conditions offered by Facebook were inappropriate and negatively impacted both private users and competitors.20 The
Bundeskartellamt argued that more importance should be assigned to users’ right to control their data and determine without coercion the way that data is used. However, in the Bundeskartellamt’s view, users could not ‘perceive which data
from which sources [was] combined for which purposes with
data from Facebook accounts and used e.g. for creating user
profiles (“profiling”)’. Moreover, the Bundeskartellamt considered that this practice of combining data provided individual
data with ‘a significance the user cannot foresee’.21 Here, the
user is thus unaware of the violation of data protection principles. Moreover, there exists no option other than either to
agree to extensive data collection and the combination of data
or cease to be a Facebook user.22
Furthermore, according to the Bundeskartellamt, processing data from third-party sources to the extent determined
by Facebook in its terms and conditions was required neither
for offering the social network as such nor for monetising the
network through personalised advertising, as a personalised
network could also be based, to a large extent, on the user
data processed in the context of operating the social network.
Moreover, none of the stipulations of Art. 6(1c-e) of the GDPR
could be used to justify data processing for special purposes.23
18

ibid 8.
Bundeskartellamt, ‘Bundeskartellamt prohibits Facebook from
combining user data from different sources: Background information on the Bundeskartellamt’s Facebook proceedings’ (7 February
2019) 1 <www.bundeskartellamt.de/SharedDocs/Publikation/EN/
Pressemitteilungen/2019/07_02_2019_Facebook_FAQs.pdf?__blob=
publicationFile&v=6> accessed 11 May 2022 (hereafter Bundeskartellamt, ‘Background information’).
20
Bundeskartellamt, Case B6-22/16 Case Summary (15 February
2019) 7 <www.bundeskartellamt.de/SharedDocs/Entscheidung/
EN/Fallberichte/Missbrauchsaufsicht/2019/B6- 22- 16.pdf?__blob=
publicationFile&v=4> accessed 11 May 2022 (hereafter Bundeskartellamt, Case Summary).
21
Bundeskartellamt, ‘Background information’ (n 19) 5.
22
Silke Heinz, ‘Bundeskartellamt hits ‘don’t like’ button on
Facebook’ (Kluwer Competition Law Blog, 11 February 2019)
<http://competitionlawblog.kluwercompetitionlaw.com/2019/
02/11/bundeskartellamt- hits- dont- like- button- on- facebook/>
accessed 11 May 2022.
23
Bundeskartellamt, Case Summary (n 20) 10.
19

In the Bundeskartellamt’s view, the data gathered by Facebook was of great economic value, and, due to its position of
power, the company was able simultaneously to improve its
own social media services and its advertising services, which
are based on targeting consumers.24 The Bundeskartellamt
emphasised that the problem of extensive data gathering was
not only a matter of data protection, since access to the personal data of users is an essential market-position-enhancing
factor, and thus the way a company handles data may also
interest the competition authorities.25
At the request of Facebook, unhappy with the decision,
the Dusseldorf Court of Appeals overturned the Bundeskartellamt’s ruling in August 2019.26 According to the Court of Appeals, the additional data gathered by Facebook did not constitute exploitation of a private network, as it could be easily
duplicated. Therefore, it did not lead to the economic exploitation of users.27 Moreover, in the court’s opinion, the exploitation of users in the way Facebook collects, combines, and later
on processes the data, was not, contrary to the findings of the
Bundeskartellamt, the result of data protection violations.28
In opposition to the Bundeskartellamt, the Court saw no
loss of control on the side of users over their data. Furthermore, the Court challenged the so-called ‘privacy paradox’ argument offered by the Bundeskartellamt, claiming that free
will was important and users were autonomous and able to
decide according to their preferences.29 Such user decisions
were, according to the Court, taken on the basis of the values and circumstances of the particular user. These decisions
included the quality of the service and the expected benefit derived from using Facebook as well as the user’s willingness to allow Facebook to process, use and monetise additional data for advertising purposes in return for using Facebook for free.30 In the Court’s view, users failed to read the
terms and conditions because they were not interested in
‘the fact that Facebook also processes and links additional
data in connection with the advertising financing of the social
network’.31 Furthermore, according to the court, where users
accepted these terms and conditions without reading them,
this was result of an individual assessment of the importance
of participation in the social network, which outweighed the
problem of whether additional data was processed and linked
to Facebook data, and not due to their dependence on Facebook’s market power.32 However, the assumptions of the Court
on users’ self-determination only applied to Facebook’s terms
and conditions, not to its use of cookies and data guidelines.33

24

Bundeskartellamt, ‘Background information’ (n 19) 5.
Ibid 6.
26
Oberlandesgericht Düsseldorf, Case VI Kart 1/19 (V) (26 August
2019 <https://perma.cc/WFJ2-JWEM> accessed 28 July 2021.
27
ibid, paras 7–8.
28
ibid, para 26.
29
ibid, para26.
30
ibid, para24.
31
ibid, para26
32
ibid.
33
Oberlandesgericht Düsseldorf, (n 28) para 9, on selfdetermination of users see also Brendan Van Alsenoy B, Eleni
Kosta and Jos Dumortier, ‘Privacy Notices Versus Informational
Self-Determination: Minding the Gap’ (2014) 28 International
Review of Law, Computers and Technology 185, see also Bart Van
25
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In addition, the Court highlighted an important issue that
had remained unresolved by the Bundeskartellamt, namely
whether
the consent required of consumers when registering for
the social network to process and link the additional data
is so determined by third parties due to Facebook’s dominant market position that the declaration of consent can
no longer be regarded as based on an autonomous decision
by the user’34
The Bundeskartellamt then appealed the decision of the
Dusseldorf Court of Appeals to the Federal Court of Justice. As
a result, on 23 June 2020, the First Cartel Senate of the Federal Court of Justice overturned the decision of the Dusseldorf
Court of Appeals, thereby dismissing the application to nullify
the Bundeskartellamt’s initial decision of February 6, 2019.35
The Federal Court of Justice confirmed the findings of the
Bundeskartellamt as to the dominant market position of Facebook in the German social media market and the abuse by
Facebook of that dominant position; however, it based its ruling on different grounds. Thus, where the Bundeskartellamt
asked whether the processing and use of Facebook user data
outside Facebook was in line with the provisions of the General Data Protection Regulation, the Federal Court of Justice
asked whether the terms of use were abusive and left private
Facebook users with no choice over whether to accept them.36
According to the Court, there existed no choice between, on
one hand, more intensive personalization and improved user
experience through consenting to the gathering of data on and
off Facebook and, on the other, personalization based on data
gathered solely on Facebook.37
The Federal Court of Justice emphasised that the abuse of
dominance was based on the lack of choice provided to Facebook users, since it lessened their personal autonomy and impaired their right to self-determination. As it was difficult for
users to change the social media they were accustomed to
due to lock-in effects, the behaviour constituted an exploitation of users, who were faced with reduced competitive options in the market. Moreover, according to the court, if there
were options on the volume and breadth of information to
be disclosed, users would likely choose to disclose less of it.38
Furthermore, the Federal Court of Justice held that no causation was required between abuse of dominance and terms and
conditions. It was sufficient that there existed a causal link

der Sloot, ‘The Right to be Let Alone by Oneself: Narrative and
Identity in a Data-Driven Environment’ (2021) 13 Law, Innovation
and Technology 223.
34
Oberlandesgericht Düsseldorf, (n 26) para 24.
35
Press Office of the Federal Court of Justice of Germany,
‘Federal Court of Justice Provisionally Confirms Allegation of
Facebook Abusing Dominant Position’ (Press Office of the Federal
Court of Justice of Germany, No 080/2020, Karlsruhe 23 June
2020
<www.bundeskartellamt.de/SharedDocs/Publikation/EN/
Pressemitteilungen/2020/23_06_2020_BGH_Facebook.pdf?__blob=
publicationFile&v=3> accessed 10 January 2022.
36
ibid.
37
ibid.
38
ibid.

5

between the dominant position and the result within the relevant market.39
On 24 March 2021, the Court of Appeals considered the
Facebook case one more time and rooted its analysis, similar to the Bundeskartellamt, in exploitative abuse that consisted of violation of the data protection rules established in
the GDPR. This violation of the GDPR could not occur, according to the Court, without Facebook being dominant, since it
could not apply abusive conditions if it lacked sufficient market power.40 However, as the Court did not consider itself an
expert on data protection, it felt unable, among others, to rule
on the role of competition authorities in the interpretation of
the General Data Protection Regulation.41 This lack of expertise then led the Court to request a preliminary ruling from
the European Court of Justice.42
The questions asked by the Court of Appeal included,
among others, whether a national authority was the right authority to assess issues of data protection as a part of competition law investigations and what the implications were of this
national authority being located in a different member state
from the company under investigation.43 Yet another relevant
question here was whether sensitive data could be gathered
by Facebook through third-party websites and then linked to
the profile of the user,44 in other words, whether gathering
data on third-party websites was necessary for the operation
of social media like Facebook.45 The Court of Appeals also
asked the European Court of Justice whether consent as understood in Article 6 (1) (a) and Article 9 (2) (a) could be considered freely given in the context of a dominant enterprise
such as Facebook Ireland?46
Irrespective of whether the theory of harm is based on
terms and conditions that are exploitative and constitute violations of data protection or on terms and conditions that
offer no choice to consumers, the relevance of insights from
behavioural economics is crucial, as they frame the problem
as an issue that cannot be solved on the basis of individual arrangements with individuals users. Rather, it should be
viewed as a wider problem of coercion on the part of a dominant gatekeeper that could be possibly viewed as a competition law issue in EU law.

39
Silke Heinz, ‘Main Developments in Competition Law and
Policy 2020: Germany’ (Kluwer Competition Law Blog, 15 January
2021)
<http://competitionlawblog.kluwercompetitionlaw.com/
2021/01/15/main- developments- in- competition- law- and- policy2020-germany/> accessed 11 May 2022.
40
Oberlandesgericht Düsseldorf, ‘Facebook against Bundeskartellamt: order for reference to the ECJ’ (Press Release Nr
11/2021, 23 April 2021) <http://www.olg-duesseldorf.nrw.de/
behoerde/presse/archiv/Pressemitteilungen_aus_2021/
20210423_PM_Facebook-Beschluss/index.php>
accessed
11
May 2022.
41
ibid.
42
Case C-252/21 Request for a preliminary ruling from the Oberlandesgericht Düsseldorf (Germany) lodged on 22 April 2021 —
Facebook Inc and Others v Bundeskartellamt [2021] OJ C 320/16.
43
ibid 1 a.
44
ibid 2 a.
45
ibid 3 a
46
ibid 6 a.
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3.
Behavioural economics as a means to
approach data gathering: heuristics and cognitive
biases
In neoclassical economics,
explanations and predictions of people’s choices, in everyday life as well as the social sciences, are often founded on
the assumption of human rationality.47
However, with the rise of behavioural economics, a shift
has occurred, and individuals are no longer considered to enjoy perfect free will. Instead, according to Tversky and Kahneman, people stumble upon decisions with no consistency and
coherence, as some psychological principles direct the way
they perceive decision-making problems and evaluate available options.48 Such decision-making problems occur where
individuals must choose between acts and options, their possible outcomes or consequences as well as the possibilities or
conditional probabilities that derive from these acts.49 Therefore, the findings of behavioural economics highlight the complexity of the business environment and demonstrate that,
when obliged to take decisions in such an environment, the
ability of consumers, manufacturers and distributors to act
according to rational choice is limited. Hence, they resort
to mental and emotional heuristics as well as situational
cues.50
Due to such heuristics, individuals often fail to make deliberate selections and may avoid difficult calculations for the
sake of ‘cognitive ease’.51 For example, only one or two out
of a thousand users read the terms and conditions of online
agreements before ticking the accept box. Moreover, reading
the terms and conditions of several providers to compare different services would be extremely time consuming.52 Heuristics, especially those employed under uncertain conditions,
are therefore cognitive shortcuts that simplify the decisionmaking process.53

47
Amos Tversky and Daniel Kahneman, ‘The Framing and the
Psychology of Choice’ (1981) 211 Science 453, 453 (hereafter Tversky and Kahneman, ‘The Framing and the Psychology of Choice’).
48
ibid.
49
ibid.
50
Roger Van den Bergh, Peter Camesasca and Andrea Giannacari,
Comparative Competition Law and Economics (Edward Elgar Publishing 2017) 72 (hereafter Van den Bergh, Camesasca and Giannacari,
Comparative Competition Law).
51
Adam Candeub, ‘Behavioral Economics, Internet Search, and
Antitrust’ (2014) 9 A Journal of Law and Policy 407, 418.
52
The study was conducted in the UK at the University of East
Anglia’s Centre for Competition Policy. See Competition and
Markets Authority and David Currie, ‘Speech by David Currie
about the CMA experience of behavioural economics’ (Public
Lecture, New Zealand Commerce Commission, 21 April 2015)
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Several informal models of heuristics can be found in the
field of psychology, and many of these models offer explanations that are directly applicable to excessive data gathering.
For example, consumers often rely on default heuristics, in
which they remain with the default option even though another option would be preferable. This is because the default
option is considered safe, and consumers wish to avoid the
effort involved in deciding to change.54 What is more, consumers rarely check whether the previous circumstances of a
particular situation remain true and can also be applied to the
current situation. Thus, they resort to the familiarity heuristic by choosing the familiar option.55 These two heuristics can
be identified in a situation where consumers read the terms
and conditions of a particular service and consent to the (also
excessive) use of their data. For instance, consumers prefer
Facebook as their default option, as it seems safe and familiar. However, they rarely check the updated terms and conditions before clicking the ‘agree’ button because they assume
these terms and conditions have not changed from previous
agreements.
In addition to the abovementioned, the availability heuristic occurs in judgements where people calculate the frequency
of a class or the probability of an event by the ease with which
it can be brought to mind.56 This reliance on availability leads
to predictable biases, such as biases due to the retrievability
of particular events or instances, where the size of a class is
estimated by the availability of its instances. In other words, if
events from one class can be recalled more easily than those of
another, that class will be considered larger.57 As complaints
about Facebook gathering extensive amounts of user data are
relatively rare, ordinary users are unlikely to recall their occurrence with ease, and thus such data gathering may appear
improbable them.
Similarly, biases can also occur due to the imaginability of
a particular occurrence. Here, the probability of an event must
be constructed, and is therefore not readily stored in one’s
memory. The construction of events is achieved by imagining
several instances of a particular occurrence and then evaluating the probability with which each is likely to arise according
to the ease that one can imagine them.58 This, too, applies to
the context of Facebook, as most of us must imagine a situation where the company has extensively gathered our data
without our knowledge, as we have never experienced such
a situation before. This risk is similar to participation in an
unfamiliar and potentially hazardous expedition where it is
necessary to envisage all the unforeseen circumstances that
one might encounter.59 By contrast, if we can readily imagine

54
See eg Hazel Bateman et al, ‘Default and Naive Diversification
Heuristics in Annuity Choice’ (2016) 42 Australian Journal of Management 32.
55
C Whan Park and V Parker Lessig, ‘Familiarity and Its Impact
on Consumer Decision Biases and Heuristics’ (1981) 8 Journal of
Consumer Research 223 (hereafter Whan Park and Parker Lessig,
‘Familiarity and Its Impact’).
56
Amos Tversky and Daniel Kahneman, ‘Judgment under Uncertainty: Heuristics and Biases’ (1974) 185 Science 1124, 1127.
57
ibid.
58
ibid.
59
ibid 1128.

computer law & security review 46 (2022) 105709

some possible consequences of Facebook excessively gathering our data, such an eventuality will seem probable to us.
Heuristics also lead to cognitive biases,60 which can be defined as systematic, i.e., non-random, errors in thinking.61 In
this context, we can distinguish between ‘cold’ biases, which
are purely errors due to the processing of information and
are not connected to a person’s motivation, and ‘hot’ biases,
which are motivated by personal attributes, such as overconfidence.62
The occurrence of the so-called optimism bias is particularly salient in the context of Facebook. This bias refers to
the tendency, while predicting the future, to overestimate the
possibility of positive effects over negative ones.63 Moreover,
people remain overly optimistic even when they are informed
about previously unacknowledged risk factors.64 This is because individuals are more likely to change their beliefs by digesting positive information about the future than by assessing negative information.65 Consequently, highlighting Facebook’s failure to adequately specify the purpose of data gathering as potentially legally problematic may not change most
users’ assumption that their data is safe.
What is more, individuals are also subject to a ‘decision
frame’, which can be defined as
conception of the acts, outcomes, and contingencies associated with a particular choice. [T]he frame that a decisionmaker adopts is controlled partly by the formulation of
the problem and partly by the norms, habits, and personal
characteristics of the decision-maker.66
According to rational choice theory, where a given
decision-making problem may be defined in more than one
way, people can compare different perspectives, but the
change of vantagepoint, the change in one’s ‘decision frame’
should not affect the choice of preferences between options. However, as people lack perfect perception and perfect
decision-making abilities, changes of perspective indeed affect this choice.67 This insight may explain why some people
are more willing than others to access pages that fail to protect their privacy adequately and to reveal more information
about themselves.
Additionally, online gatekeepers seem to be exploiting the
concept of choice architecture, i.e., ‘organising the context in
which people make decisions’.68 For example, Facebook does
not offer users an environment in which they can choose to (1)
use the social network and connect with their friends and in
return give Facebook their data or (2) not give their data away
and thus not connect with their friends. Instead, it offers (3) an
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option linked to the so-called ‘decoy effect’ or ‘asymmetrically
dominated choice’.
In sum, based on the above-mentioned examples, behavioural economics could identify several of the heuristics
and cognitive biases of market participants in digital markets
as well as the conditions under which such biases occur.69
However, simply acknowledging these biases is insufficient,
as it may be difficult for consumers to assess such information.70 Consequently, it is necessary to design a specific remedy for every bias identified in a specific case of excessive data
gathering.

4.
Power and information asymmetries in
data gathering
When faced with dominant informational intermediaries,
such as Facebook or Google, users give away their specific,
personalized data; however, such data gathering often occurs
in manipulative and questionable ways.71 One of the greatest challenges when dealing with dominant intermediaries
is that users are not in an equal position. What is more, the
harm caused to them by excessive data gathering is difficult
to grasp, as often it may denote harm only to particular individuals. Moreover, many users may be unaware that their
data is gathered outside the platform. What is more, it is not
only the data of particular users that is gathered but also
data on their interactions with other users, some of whom
may be occasional online visitors who would wish to keep
this data private. This harm can also be viewed as a wider
phenomenon, a broader social harm that also affects the way
markets are shaped; hence, it would be worth analysing it by
means of competition law. This article recognizes that there
is a need to debias the practices of dominant intermediaries
and therefore begin ‘nudging’ them by means of competition
law.
The main manifestation of an asymmetry of power in the
context of excessive data gathering is consumer consent. Consent is defined in the GDPR as ‘any freely given, specific,
informed and unambiguous indication of the data subject’s
wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to the processing of personal data relating to him or her.’72 Consent allows for the
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legal use of user data. Almost anything entered in the terms
and conditions of an agreement constitutes a valid basis for
data gathering provided it fulfils the conditions of Article 5
of the GDPR, which include the principles of lawfulness, fairness and transparency, purpose limitation, data minimisation,
accuracy, storage limitation, integrity and confidentiality and
accountability.73
However, as mentioned in the request for a preliminary ruling to the ECJ, consent for data gathering given by a consumer
to a dominant online platform does not necessarily constitute
a valid legal basis under the General Data Protection Regulation. In the context of consent, power asymmetry manifests
itself in the opaque and conditional use of services offered by
a dominant online platform, which renders consent weak or
even invalid. This could be compared to a situation where consent is given by a person who is unable to fully comprehend
the consequences of their actions.
What then are the criteria for valid consent? Here, the European Data Protection Board provides working guidelines.74
According to the EDPB, consent constitutes a lawful basis
for action only where ‘a data subject is offered a genuine
choice with regard to accepting or declining the terms offered or declining them without detriment’.75 This may be
problematic in the case of mass contracts offered by a company that is dominant in a global market, an important
intermediary between users and advertisers, and an indispensable forum for exchanging views on democracy or politics.
Article 4 (11) of the GDPR defines valid consent as being
freely given, specific, informed and unambiguous.76 Here, we
could debate, for example, whether the consent given to a
dominant social media company is free and a real choice
or whether the user feels compelled to agree.77 However,
the pressure or influence exerted upon the data subject78 is
not necessarily direct; rather, it derives more from an imbalance of power, as is the case when dealing with public
authorities.79
The EDPB points out that if there is a compulsion to agree to
additional use of personal data, this cannot be viewed as free
consent. It stresses the importance of individuals’ control over
their personal data and that ‘consent to the processing of personal data that is unnecessary, cannot be seen as a mandatory
consideration in exchange for the performance of a contract
or the provision of a service’.80 This would imply that excessive data gathering is unavoidable under the terms and conditions offered by Facebook and the way they are formulated.
Moreover, if Facebook gathers data beyond what is necessary
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for its social media operations, this too is questionable from
the perspective of free consent.
We could also question whether ‘there is a direct and objective link between the processing of the data and the purpose of
the execution of the contract’.81 For instance, is the gathering
of data on third-party websites sufficiently connected to offering the service? Moreover, how easy is it for the user to refuse
or withdraw their consent in practice? Many users would continue to use Facebook to remain in contact with their friends
and family despite concerns about data usage, although they
might be less active on it and would therefore reveal little data
to the company. Leaving Facebook entirely would nonetheless
be to the detriment of the user, as they would not only lose
contact with their circle of acquaintances but would also lose
all the information saved on the platform.82 Finally, is the consent provided to Facebook specific? Here, the problem of transparency arises; in other words, are users aware of the purposes
for which their data is gathered? The EDPD observes that specifying purpose is ‘a safeguard against function creep’, i.e., the
widening or blurring of the purpose of data collection after the
subject has provided initial consent.83
From the perspective of consent, it would also be useful
to examine cases of ‘dark patterns’ (i.e., ambiguous practices
that are apt to deceive consumers) in the context of data gathering through cookies. In fact, on 28 January 2022, the French
Council of State confirmed the recently imposed sanctions on
cookies employed beyond ‘one stop shopping’. The judgement
of the French Council of State was a response to an appeal by
Google LLC and Google Ireland Limited against a fine imposed
in 2020 by the CNIL (‘Commission nationale de l’informatique
et des libertés’), an independent French administrative regulatory body that specialises in data privacy law as applied to
the collection, storage and use of personal data.84 The CNIL
had fined Google LLC and Google Ireland Limited 100 million
euros for the ‘deposit of advertising cookies on computers of
users of the search engine google.fr, without obtaining prior
consent and without providing adequate information’.85 The
Council of State confirmed that Google had violated Article 82
of the French Data Protection Act by gathering data through
cookies without obtaining the user’s prior consent. As a consequence, the user lacked sufficient information to make an
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informed choice on whether to agree to or refuse the cookies.86
These findings could, in turn, be applied to consent given
by users to Facebook for gathering data beyond what is necessary for the operation of social media. Consequently, the
above-mentioned national case could help us challenge the
widely accepted business model of information intermediaries (known as ‘frenemies’)87 by asking whether user consent
for gathering data constitutes a solid legal basis in the context of a dominant company.88 This was one of the preliminary questions the Dusseldorf Court asked the ECJ in regard
to the German investigations on Facebook.
What is more, this asymmetry of power is also strengthened by the existence of direct network effects. When all a
person’s friends and family are on Facebook, they will not
necessarily wish to switch to another social network used by
fewer acquaintances. Facebook can then be viewed as an essential service not only for users but also for advertisers, who
are obliged to advertise on Facebook to reach consumers and
remain in business. The power asymmetry is therefore manifested in the way consent as a legal basis has been designed
by most of the dominant online platforms and has become an
industry standard.
Information asymmetry on the other hand, leads to a situation where users are unaware that their personal information
is accessed or used by other entities. Here, users are also unable to comprehend the consequence of such an intrusion.89
Therefore, incomplete information occurs when individuals’
control over their ‘personal or informational sphere is limited
or not clearly determinable’.90 Such information asymmetries
are most common in highly digitalised societies characterised
by network effects. In such environments, the way information is published and exchanged is ambiguous and often difficult to grasp.91
Information asymmetry, or simply the situation where
users ignore the possibility of increasing their privacy protection, leads to further uncertainty about how much informa-
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tion they actually wish to share.92 Users also appear rather
inconsistent in the sharing of their data, as on some occasions
they might easily allow free access, while on others they are
willing to incur additional cost to protect their privacy.93 Furthermore, consumers are unaware of what data is gathered in
addition to that used by the online platform to optimize its
services. Moreover, consumers possess no information on the
future use of their data. For example, inferences can be drawn
based on pre-existing data. Consequently, the secondary use
of personal information raises several important questions.94
This connection between the quantity and type of data that
can be gathered to improve the service of an online platform
was also recognized in the German investigations into Facebook, and, as noted above, the Court of Dusseldorf has sent a
request for a preliminary ruling, among others, on that matter.
More specifically, the Court of Dusseldorf has asked whether
Facebook can use article 6 (1) (b) and (f) of the General Data
Protection Regulation to justify combining data gathered on
and off the platform in order to offer personalised content
and advertisements to its users and thus improve its services.
This could be viewed as a possible objective justification for
the data gathering used by Facebook.
Moreover, information asymmetry is also connected to the
value of the data given away by a user in return for free services. Users’ Facebook accounts begin as a blank sheet; however, with the increasing volume of data obtained on them,
they become a valuable commodity that, combined with data
on millions of other users, forms the basis for Facebook’s business. However, the exact value of such a commodity is difficult to assess. Consequently, a Facebook user, in effect, both
writes a ‘blank check’ regarding the possible use of their data
and also lacks any autonomy over how this data can be used.
Put this way, the situation appears absurd, but it is a reality for millions of Facebook users. The problem is that not
even Facebook knows the future sum that could be paid for
the data of a particular user. The assessment of the future
use of data is therefore a matter of extreme importance to
the privacy of users, while also being exceedingly difficult to
assess.95
In addition, Facebook also gathers information that is created in connection with interactions with other users or infor-
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mation that the Facebook user is unaware they are providing.
This creates numerous other interconnected ‘blank checks’.
Could behavioural economics help competition law design remedies that would increase the transparency of operations of online platforms concerning excessive data gathering? Such a novel form of abuse of dominance by online platforms, according to Kerber, consists of a lack of transparency
on data collection combined with offering too few privacy options.96 How then could we increase the transparency of both
the process of consenting to data gathering and how that data
is used? Which tools could be offered to remedy situations
where data is gathered and used excessively?
While increasing the transparency of consent and the
path personal data takes once given away to a dominant
online platform would be a positive development, transparency is nevertheless challenging to measure. What is more,
adding more transparency is not always an appropriate solution, as often possessing more information on a problem
or process does not imply that one knows how to use that
information.
The harm inflicted on consumers in situations of excessive
data gathering is not harm that can be grasped and monetised;
rather, it is connected to fairness considerations. In this context, the broad and ambiguous concept of fairness could be
understood as the equitable and transparent use of user data.
Here, transparency would involve two dimensions: transparent terms and conditions that serve as valid consent for data
gathering and transparent explanations of the further path, or
at least possible options, of user data.
Nevertheless, consenting to data gathering does not imply that this process is transparent. Moreover, it is unclear
whether information on the future use of data given away to
a dominant undertaking can be provided beforehand to a sufficient extent. This is due to many factors. First, it is a consequence of the characteristics of machine learning (a form
of artificial intelligence) itself, which produces predictions on
big data without human involvement, thereby rendering the
outcome of these predictions potentially impossible to control.. Machine learning processes data and learns from the
correlations and associations it identifies. Secondly, it is simply impossible to assess ex ante which data can be later used
and combined with other data. Sometimes data from different
users can be subsequently combined for specific purposes, so
the question not only concerns tailoring services to one particular user’s need. Thirdly, as noted before, due to uncertain
privacy preferences, it may be impossible to assess the kind
of combination of data that may be found invasive in respect
to a particular user’s privacy in the future. One way to remedy
such a future uncertainty would be to create a liability regime
for the future, excessive, wrong use of data where the possible harm connected to excessive data gathering is assessed
afterwards.
Asymmetry of power is a natural consequence of mass
contracts. However, could competition law address the is-
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sue of asymmetry of power, and in which way could this be
achieved? The fact that the business model of online platforms is already widely implemented and accepted cannot
serve as a legitimate explanation for abusive behaviours, and,
where issues arise, should not be used as an objective justification. Nevertheless, competition law could be seen as a tool
for imposing more transparency on gatekeepers’ operations.
Moreover, by identifying the problems underlying their operations, competition law can be used as a precision tool for tackling these issues.
However, what competition law can offer here is not
ideal full transparency but simply a reduction in the current
opaqueness. Moreover, a further problem concerns the ability of competition law to identify and tackle these operations
ex post. The following section presents remedies that could
possibly tackle these problems. More specifically, it addresses
the question of whether explaining at least the broad purposes for the use of data gathered ‘excessively’ would be a
sufficient solution and whether, when providing the correct
information is impossible beforehand, explaining the general framework within which data usage might occur would
be sufficient. Moreover, it discusses what such frameworks
might be and what would constitute the bare minimum of
information.

5.

Remedies

Behavioural economics is an extremely valuable tool for understanding the behaviour of gatekeepers in their attempts to
excessively collect users’ data. Consumers are susceptible to
default options, and the harm caused to consumers can be
the result of information and power asymmetries. Moreover,
behavioural economics also provides valuable insights into
potential remedies for the current problems in digital markets, such as the exploitative use of excessive data gathering. Furthermore, it is important to identify which of these
remedies are grounded on current competition law principles and precedents. This section analyses existing remedies that have been offered in areas of privacy protection
and consumer protection as well as those solutions proposed in the DMA, such as data portability, that could be
used to address extensive data collection. Here, the focus is
remedies that tackle heuristics, cognitive and the power and
information asymmetries resulting from the lack of transparency and uncertainty connected to privacy. Some alternative remedies are also offered to the problem, such as those
used in emissions trading and originating from environmental
law.
Designing remedies that address heuristics, cognitive biases and information and power asymmetries will nonetheless prove challenging for competition authorities and the European Commission. Moreover, an additional challenge is that
competition authorities’ commonly lack the necessary expertise in privacy or consumer protection – areas of law that are
highly relevant to extensive data gathering.
Competition law applies two kinds of remedies to abuses of
dominance based on article 102 – structural and behavioural –
in addition to deterrent fines. There have been a number of
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proposals to break the gatekeepers up.97 However, dividing
Facebook into smaller entities does not seem like a valid solution here. Instead, the remedies offered should address the
ability of Facebook to affect and gather information on its
users’ behaviour and should therefore be of a behavioural nature. This is in line with recent endeavours observed in competition law and, in particular, in digital markets to focus on
behavioural factors instead of imposing fines. Nevertheless,
behavioural remedies are not without flaws, as they are difficult to monitor and must be regularly updated.
Several remedies have been suggested to tackle the problem of data handling. For example, one DMA proposal introduces the possibility of data portability.98 A solution based
on users’ right to data portability would reduce the costs
of switching and could result in more competition between
platforms (especially in regard to social networks).99 Furthermore, the Digital Markets Act proposal on data gathering
would establish ‘obligations to share, in compliance with privacy rules, data that is provided or generated through business users’ and their customers’ interactions on the gatekeepers’ platform’.100 The proposal emphasises the large amounts
of data that are gathered by gatekeepers while providing their
core platform services and other digital services and concludes that a right to portability would ensure users effective and immediate access to their data generated while using the dominant platform.101 This data should be provided
in a ‘structured, commonly used and machine-readable format’.102 Encouraging ‘multihoming’ would lead to increased
choice for consumers and more innovation in the sector.103
However, it seems that the data portability introduced in the
DMA is only a partial answer to the problem. The DMA is neither a pure competition law per se ‘in the sense of Articles 101
and 102 [of the] TFEU’, as it ‘protects different legal interests
than these traditional competition rules’,104 nor is it a sectorspecific regulation,105 but only a proposal of such. Moreover,
widely applied remedies, such as ‘data portability’ or interoperability, are not best suited to the problem of excessive data
gathering. This is because their goal is to increase the flexible
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use of data that has already been collected instead of limiting
the gathering of data beyond what is necessary for the operation of the service. A similar problem also arises with data
silos, which are considered a quasi-structural remedy. Consequently, these are remedies that facilitate data sharing, supporting the European Commission’s idea of data as commons
that can be shared and reused to increase the competitiveness
of the market.
The most important means of addressing asymmetries
of both power and information between Facebook and its
users would be to use consent as a means of increasing the
transparency of data gathering. For instance, separate consent
could be required for gathering data from different sources
if such data collection were unnecessary for the operation of
the main service the users agree to. Most importantly, however, recognition that consent given to a dominant platform
is weak due to network effects and heuristic biases could be
the starting point for requiring transparency from dominant
platforms. As mentioned earlier, the weakness of this consent
is also rooted in users’ bias towards the so-called ‘default option’, i.e., their preference for the familiar over the unfamiliar, even if other options would better suit their needs. This
default option is considered ‘safe’ and requires no additional
cognitive effort from the user. In addition, a connected issue
is that of ensuring informed choice and consent, as it is unclear how informed consumer choice can be when users are
coerced into selecting options whose consequences they do
not understand.106
As noted earlier, the validity of consent has been challenged on the basis of the requirements of article 6 and 9 of the
GDPR and not on the basis of competition law, but the validity
of consent may be relevant in competition law cases where
dominant companies abuse their position by excessive data
gathering. In fact, although consent was originally considered
the legal basis for data gathering, this may change if the ECJ
rules that it is inapplicable in the specific situations referred
to by the Dusseldorf Court of Appeal.
Finally, the notion of an ‘opt-out regime’ has been proposed to address the problems mentioned above. Under such
a regime, users do not automatically agree to surrender their
data to the gatekeeper, and this is viewed as a counterbalance
to the current ‘opt in’ regime. However, this solution fails to remove the asymmetry of power between the gatekeeper and its
users.107 Moreover, due to the cognitive ease of using Facebook
and platform’s utilisation of standardised mass contracts for
each user, the opt out regime is unlikely to be popular among
Facebook users.
Even though the terms and conditions of user agreements
contain information on user data, it may be difficult for users
to decide to use the service or opt out of it on the basis of that
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information. Here, the problem is one of ‘information dumping’,108 where the length and difficult language of the terms
and conditions discourages users from familiarising themselves their contents. The difficulty and length of terms and
conditions also add to the cognitive strain on the consumer.
Thus, it is easier for users simply to accept these terms and
conditions, often without even reading them. Such behaviour
may also be connected to the familiarity bias mentioned earlier in this article, which is a situation where consumers rarely
check whether previous circumstances remain true and can
still be applied to the current situation and therefore resort
to the familiarity heuristic by choosing the familiar option instead.109 Therefore, here, consent is fluid, and reading terms
and conditions is time consuming. For instance, for an average
internet user, reading every privacy clause on every website
they visited would take 25 days a year.110
Faure and Luth propose the introduction of a so-called
‘duty-to-read’ for terms and conditions, which would decrease
information asymmetry. However, such an approach is not unproblematic, as it would mean holding consumers responsible
for the consequences of not reading the contract. Moreover,
contractual terms would be legally binding on consumers
even if they failed to read them.111 Furthermore, this duty
would be unlikely to work in practice because, as noted earlier,
only one or two out of a thousand users examine the terms
and conditions before ticking the accept box, mostly due to
‘cognitive ease’.
In order to facilitate an effective duty-to-read, it would be
necessary for the terms and conditions of, for example, Facebook to be shorter and more user-friendly, which could be seen
as a remedy in itself. However, this would require, among others, advanced legal design. Faure and Luth also propose requirements on companies aimed at more timely, easily available, transparent, readable and intelligible contract terms.
Such changes would enhance transparency and thereby reduce consumer search costs.112 Nevertheless, this may not be
an effective solution for all users, as many would still struggle to choose between acts and options, their possible outcomes or consequences as well as the possibilities or conditional probabilities that derive from these acts.
Increasing transparency by adding more information may
not necessarily be the best option in algorithmic systems;
however, it may be the only working option thus far. Adding
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transparency to what is gathered and for which purposes
could be an effective means for social media to address excessive data gathering and the cognitive biases and information asymmetries that consumers face, but it is not without
problems in its practical application. This is because a perfect
level of transparency is unachievable, as it may be impossible to anticipate beforehand how data can be exploited in the
future.
As emphasised by Economides and Lianos, the exact value
of the network effects that benefit users is unclear, and it is
difficult to assess how the data of a single specific user contributes to these network effects. User data does indeed improve the quality and accuracy of the service offered by a gatekeeper. The problem, however, stems not from the collection
of data per se but from its excessive collection, that is, additional data that is unnecessary to improve the service and can
be used in the future as a ‘behavioural surplus’ in behavioural
futures markets.113 It seems that one of the biggest problems
to be remedied by competition law is in this particular assessment or perhaps even in respect to the transparency of
the future costs of using gatekeepers such as Facebook. Here,
users typically consider the costs of Facebook use to be zero
because they are unaware of these future costs.114 This problem is rooted in consumers’ imaginability and optimism biases, as mentioned earlier. Typical users are unable to imagine
how and where their data will be excessively gathered, and,
even more probably, they assume that this will not happen to
them.
Competition law, which relies on ex post thinking, could
struggle to address the future costs of data gathering. Therefore, one option would be to introduce sector-specific regulation for data gathering practices, or then competition law
could borrow, for example, from the environmental policy of
emissions trading policy, which is widely used in the EU to reduce emissions of sulphur or greenhouse gases.115 Emissions
trading aims to reduce air pollution by limiting the permitted
levels of emission. Polluters are assigned a specific number of
allowances consistent with emission limits, but they are permitted to buy and sell those allowances.116 As polluters are
able to trade a finite number of allowances, this forms a market price that is set on emissions. As a result, they are able to
come to the most cost-effective ways of reaching the required
reduction in pollution.117
In Facebook’s case, this would mean that the company
could only gather a certain amount of data from a particular user on third-party websites, and if this amount were exceeded, Facebook would be obliged to compensate the user.
This would be based on user consent and would partly com113
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pensate for the imbalance derived from mass contracts and
for the problem that, even where users are informed, they may
be unable to comprehend the possible privacy options and
deal with information overload. Additionally, gathering over
the limit on third-party websites where users reveal sensitive
data, such as on gay dating websites, could be compensated
by even higher payments (if consent from the user has been
obtained).
This quota on the use of data could be accompanied with
categories of data gathering on third-party websites, but it
would always require user consent. This would nonetheless
constitute a more feasible option than full transparency. Moreover, revealing Facebook’s potential future use of user data is
unlikely to increase user awareness. As noted earlier, due to
a number of heuristic biases and asymmetries of power and
information, users struggle to decide whether they would prefer to receive a more personalized service and consequently
surrender more of their data as payment for this personalized
service or whether they would prefer to give less data away
and receive a less personalized service.
In sum, more conscious choice and greater user autonomy regarding data gathering on third-party websites could
be achieved by increased transparency, conscious consent and
a quota on the amount of data that can be gathered without
additional compensation to the user. This could, to a certain
extent, limit ex post, the volume of data that gatekeepers can
gather from their users. Users’ privacy preferences could be
acknowledged by setting limits to the quota on the data to
be gathered from them. Here, privacy could be protected by
these quotas, limitations and possible emissions-style trading as a final good, or then simply the benefits of keeping information private, i.e., privacy as an intermediate good, could
be enhanced. This would denote avoiding either harm or discrimination.118
Increasing transparency on what data is gathered and for
which purposes and imposing limits on its extent may actually help consumers make more informed choices, but these
methods would primarily function as a standard of consumer
privacy protection. Nonetheless, where free will and personal
autonomy cannot be easily remedied, quotas, emissions-style
trading and setting limits on data gathering may be beyond
the competence of competition law and thus must be assigned to sector-specific regulation. As demonstrated in the
German investigations into Facebook, competition law may
struggle to take the autonomy of consumers and their privacy
preferences into account. Nevertheless, competition authorities could possibly consider user expectations of privacy and
their right to self-determination as a dimension of consumer
choice. However, it may be challenging to find a suitable theory of harm for abuses of dominance that involve excessive
data gathering. What is more, the application of privacy considerations to competition law has been the subject of heated
debate.119
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Conclusion

Facebook, Google and Amazon aim to increase data gathering; however, such ambitions seem excessive, as no specific
purpose for this gathering is offered (over and above optimising the service or personalising it for the user in question), and it is performed without the full informed/voluntary
consent of users. Therefore, as the article has shown, there
is a need to distinguish between (a) the fact that platforms
gather too much data, (b) the fact that consumers face biases when agreeing to the gathering of their data, and (c)
the ways in which data is collected. The present article focused on consumer biases when agreeing to data gathering
and the means to remedy this, thereby preventing the exploitation of consumer behaviour. The article outlined, though
not exhaustively, the behavioural patterns of consumers, such
as heuristics, biases or asymmetries. Moreover, it proposed
that behavioural economics methodologies could increasingly be used in the application of competition law to digital
markets.
Legislation and case law currently lack concepts that could
explain excessive data gathering, and such notions could be
borrowed from behavioural economics. Moreover, behavioural
economics could assist law in the context of the changing conditions common to decision-making, as law is considered rational and poorly designed to deal with uncertainty. Furthermore, behavioural economics could offer theories and tools
to work with the issue to inform ‘our conception of competition.’120 Thus far, behavioural economics has seldom been
used for the analysis of anticompetitive behaviours in competition law. However, the key message of the discipline for
competition law – that market participants face limited cognitive resources – should not be understated.
This article also offered some remedies for excessive data
gathering; however, identifying remedies of a competition-law
nature may be challenging, as the problem of excessive data
gathering may be more an issue for the sector-specific regulation of digital markets than a pure competition law issue.
Competition law could, in theory, address gatekeepers’ abuse
of dominance and harm to consumers; nonetheless, as the
problem of excessive data gathering is not of a distinctly antitrust nature, it may be analysed from the perspective of privacy or consumer protection121 (e.g., as unfair contract terms),
as it has broad sociological implications. Therefore, designing
an integrated approach to the problem requires a combination
of regulatory perspectives.122
This article has proposed that the transparency of the operations of companies like Facebook be increased by common remedies applied to all gatekeepers that gather data beyond their network. These measures should constitute a com-
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modified standard, as users are, due to the number of imbalances and biases they face, unable to engage in rational
choice in the context of mass contracts. The most promising
approach is the use of quotas (based on an emissions-tradingstyle regime) on the amount of data that can be gathered from
single users on third-party websites without compensation.
Data gathering beyond these quotas would require that users
be compensated monetarily. Moreover, it may be necessary to
set extra limits on sensitive data gathered on third-party websites or price the compensation higher if such data is gathered
over this limit.
In sum, abuse of dominance involves the exploitative or
exclusionary practices employed by dominant undertakings.
Here, excessive data gathering exploits consumers and, in
particular, their vulnerability and irrational choices. Where
more data denotes more power, information intermediaries
will then nudge consumers into revealing as much information about themselves as possible. The power of these intermediaries is based on their use of a model of consent for data
gathering that is in accordance with the General Data Protection Regulation. However, in the case of a dominant information intermediary, this consent is weakened and therefore its validity may be questioned. Superficially, the situation
appears to be one of users enjoying control and autonomy
over their data and voluntarily transferring that control to the
dominant intermediary in return for enhanced services. However, this autonomy is often illusive, and too much responsibility is placed on single users.
Competition authorities could resort to competition law as
a way to approach excessive data gathering, as it offers a variety of possibilities for imposing remedies of a behavioural or
structure nature under specific circumstances, such as when
a dominant company is abusing its position under Article 102
of the TFEU. However, to introduce efficient remedies that address several heuristics, cognitive biases and power and information asymmetries, competition law should resort to the
findings of behavioural antitrust economics, which remains
a methodology that is widely criticised within competition
law.
Finally, the remedies offered for excessive data gathering
need not be based solely on the articles of the TFEU or DMA;
rather, some inspiration can also be drawn from other sources,
such as environmental law. Competition law, most of all, must
also cooperate with consumer and data protection authorities
in designing the remedies in question.
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