
 

 

 

Garbage in, garbage out 

How the health data produced by wearable mHealth technology is regulated 

and why does it matter for artificial intelligence 

 

 

 

 

University of Helsinki, Faculty of Law, Master of Laws 

Master’s Thesis 

 

 

Author: 

Atte Kuismin-Raerinne 

 

Supervisor: 

LLD, MSSc, Liisa Nieminen 

 

21.09.2022 

Helsinki 

 

 



i 

 

Tiivistelmä 

Tiedekunta: Oikeustieteellinen tiedekunta 

Koulutusohjelma: Oikeustieteen maisteri 

Opintosuunta: Oikeustiede 

Tekijä: Atte Kuismin-Raerinne 

Työn nimi: Garbage in, garbage out – How is the health data produced by 

wearable mHealth technology regulated and why does it matter for artificial 

intelligence 

Työn laji: Tutkielma 

Kuukausi ja vuosi: Syyskuu 2022 

Sivumäärä: 58 

Avainsanat: Tekoäly, Lääkinnälliset laitteet, Terveysdata, Datahallintoasetus, 

Data-asetus, Tekoälyasetus, Terveysteknologia 

Ohjaaja tai ohjaajat: OTT, VTM Liisa Nieminen 

Säilytyspaikka: 

Muita tietoja: 

Tiivistelmä:  

Puettavien älylaitteiden ja hyvinvointisovelluksien käyttö on kasvanut 

räjähdysmäisesti etenkin Covid-19 pandemian aikana. Isona kysymysmerkkinä 

näiden laitteiden osalta on niiden tuottaman datan laadukkuus ja 

paikkansapitävyys. Kun kuluttaja pystyy mittaamaan sykkeensä, verensokerinsa, 

unenlaatunsa, veren happipitoisuutensa jne. näillä laitteilla, tämän datan 

laadukkuus ja paikkansapitävyys on yhä tärkeämpää. Kuluttajan lisäksi myös 

tekoälyn kehittämisen kannalta tämän datan laadukkuus on kullanarvoista. Tämän 

ihmisten vapaaehtoisesti ja pitkäaikaisesti keräämän datan merkitystä terveysalan 

tekoälylle ei voi ylikorostaa. Useat tällaiset laitteet käyttävät jo nyt tekoälyä 

erinäisissä toiminnoissaan. 

Tässä tutkielmassa tutkin sitä, miten näiden EU:n tasolla oleva lainsäädäntö 

vaikuttaa näiden älylaitteiden ja sovellusten velvoitteisiin datan laadukkuuden 

osalta. Lähtökohtana tarkastelulle on tekoälyn käsitteen ja datan laadukkuuden 

käsitteen määrittely etenkin EU:n tasolla. Tutkimusmetodina on EU:n nykyisen ja 

tulevaisuuden lainsäädännön lainopillinen käsittely, jossa näkökulmana on datan 

laadukkuuden varmistaminen tekoälyn kehittämistä ajatellen. Aiheen rajauksena 

keskityn vain lääkinnällisten laitteiden sääntelyyn nykyisestä lainsäädännöstä sekä 
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EU:n datastrategiaan pohjautuviin datahallintoasetukseen, ehdotukseen data-

asetuksesta ja ehdotukseen tekoälyasetuksesta. Tunnistan, että aihetta sivuaa 

myös moni muu tärkeä aihe, kuten pääsy dataan, datan liikkuvuus, tietosuoja, 

sopimattomat kaupalliset käytännöt sekä ns. ”soft law” tyyppinen sääntely etenkin 

standardien muodossa. 

Tutkimuksessa selviää, että tarkastelussa olleen lainsäädännön kannalta tilanne 

on epäselvä. Lääkinnällisinä laitteina säädeltäviin ratkaisuihin liittyy monia 

velvoitteita, jotka takaavat laitteiden ja sovellusten toimivuuden 

käyttötarkoituksiinsa ja siten myös takaa laitteen tai sovelluksen tuottaman datan 

laadukkuuden. Monet hyvinvointituotteet jäävät kuitenkin lääkinnällisiä laitteita 

koskevien asetusten soveltamisalan ulkopuolelle, koska niiden käyttötarkoitus ei 

ole lääketieteellinen. Kysymyksenalaiseksi jää se, milloin yhä enemmän 

terveysdataa tuottavien älylaitteiden käyttötarkoitus katsotaan lääketieteelliseksi. 

EU on kuitenkin pyrkinyt vastaamaan tähän ongelmaan lähinnä ”soft law” 

tyyppisillä keinoilla, joista viimeisimpänä on vuonna 2021 julkistettu ISO/TS 82304-

2 standardi koskien terveysohjelmistojen laatustandardeja. 

Tulevaisuuden sääntelystä EU:n dataan liittyvät asetukset eivät tuo selvyyttä 

asiaan. Niiden keskittyessä datan liikkuvuuteen ja saatavuuteen, niiden datan 

laatua koskevat säännökset keskittyvät tiedon yhteentoimivuuteen. 

Ehdotus tekoälysetuksesta sisältää vaatimuksia lähinnä sellaisille 

tekoälysovelluksille, jotka luetaan asetuksen sääntelyn mukaisesti korkean riskin 

tekoälyksi. Tutkimuskysymyksen kannalta mielenkiintoista on se, kuinka korkean 

riskin tekoälyksi luettaisiin lääkinnälliset laitteet tai niiden turvajärjestelminä olevat 

tekoälysovellukset. Siten tutkimus pyörii ympyrää takaisin lääkinnällisten laitteiden 

sääntelyyn ja siellä olevaan käyttötarkoituksen määrittämisen ongelmaan.  
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Abstract:  

The usage of different types of wearable mHealth solutions for consumers has 

exploded especially since the start of the COVID-19 pandemic. A big question 

regarding these devices is the quality and accuracy of the data produced by them. 

When the consumer can use these devices to measure their heartbeat, blood 

sugar levels, sleep quality, blood oxygen levels etc. the quality and accuracy of this 

data is getting more important by the day. Not only for the consumer but also for 

the development of Artificial Intelligence the quality of data is of utmost importance. 

The importance of the data produced by these devices which the consumers wear 

voluntarily for long periods of time for the development of Artificial Intelligence in 

the medical sector cannot be overstated. Many of these mHealth devices also use 

Artificial Intelligence in one way or another already. 

In this Thesis the research question is how EU regulation affects the obligations of 

the producers of mHealth devices in regards the data quality of these devices. The 

starting point for the research is the define Artificial Intelligence in general and data 

quality by the EU standards. The method for this research is a legal dogmatic 

approach to present and future EU regulation surrounding this topic with the 

viewpoint of ensuring high quality data for Artificial Intelligence development. In the 

scope of this research there are the Medical Device Regulations for current 
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regulation and the regulations based on the EU Data Strategy, Data Governance 

Act, the proposal for the Data Act and finally the proposal for the Artificial 

Intelligence Act. I note that there are many other important aspects to this topic that 

do not fit into the scope of this Thesis, namely access to data, movement of data, 

data protection, unfair commercial activities and “soft law” -type of regulation 

especially standards. 

The result of the research is that the situation is unclear in the light of the 

regulations inside the scope of this Thesis. For medical devices, the many 

obligations for medical devices do ensure that the devices need work as intended 

and as such ensure the data quality too. Many of the mHealth solutions, however, 

do not fit into the scope of either of the Medical Device Regulations, because their 

intended purpose is not ‘medical’. As these devices produce more and more 

intricate health data, the question left to be answered is when does the intended 

purpose become medical. EU has tried to tackle this problem mainly by soft law -

instruments with the latest being the ISO/TS 82304-2 standard in regards the 

quality of health and wellness apps released in 2021. 

For the upcoming regulations the duo of Data related Acts do not bring any light to 

the problem. They mainly focus on access to data and movement of data with the 

data quality parts focusing on interoperability of data. 

The proposal for Artificial Intelligence Act has obligations mainly for the AI systems 

classified as ‘high-risk’. The interesting part for this paper is how medical devices 

and security systems for them would be classified as high-risk. This however leads 

the research back to the Medical Device Regulations and the issue with devices 

whose intended purpose is not medical. 

  



v 

 

 

Table of contents 
1. Introduction 1 

1.1. What is mHealth? 1 

1.2. AI and mHealth 2 

1.3. Why AI needs data 3 

1.4. The potential of mHealth data 5 

1.5. What is meant by good quality data? 6 

1.5.1. Social sciences 6 

1.5.1.1. Measurement error 6 

1.5.1.2. Representation error 7 

1.5.1.3. Reliability and validity 8 

1.5.1.4. Does quantity fix bad quality? Big data to the rescue? 8 

1.5.2. Data quality in the European Statistical System 8 

1.5.3. Data quality for AI? 10 

2. Research questions 12 

2.1. Scope 13 

3. Methodology 15 

3.1. De lege lata or legal dogmatics 15 

3.2. De lege ferenda 16 

4. Medical devices in the European Union 18 

4.1. Purpose of this chapter 18 

4.2. From Directives to Regulations 18 

4.3. Transition periods from the Directives to the Regulations 19 

4.4. Scope of MDR and IVDR 22 

4.4.1. MDR 22 

4.4.2. IVDR 23 



vi 

 

4.4.3. What are medical devices and in vitro diagnostic medical 

devices?  23 

4.5. Medical Software 25 

4.6. mHealth and Medical Devices 27 

4.7. Application of the Regulations to products with no intended 

medical purpose 30 

4.8. Analysis on the current situation surrounding mHealth products 

qualifying as medical devices 31 

4.9. mHealth product as a Medical Device – what kind of obligations 

are there in regards the ensuring of data quality of the devices? 33 

5. EU data strategy – Data Governance Act, Data Act and AI Act. 37 

5.1 Data Governance Act 37 

5.1.1. Scope of DGA 37 

5.1.2. Data intermediation services 38 

5.1.3. European Data Innovation Board 40 

5.1.4. DGA and data quality 41 

5.2. Data Act 41 

5.2.1. Scope of the proposed Data Act 41 

5.2.2. Interoperability in the Data act 43 

5.3. Artificial Intelligence Act 44 

5.3.1. Scope 45 

5.3.2. The risk-based class system 47 

5.3.2.1. Limited risk 48 

5.3.2.2. Prohibited AI practices 49 

5.3.2.3. High-risk AI systems 52 

5.4. mHealth and the AI Act 56 

6. Conclusion 57 

Reference list 59



1 

 

 

 

1. Introduction 

1.1. What is mHealth? 

MHealth or Mobile Health is a category of different mobile applications and 

devices which can be used to support in health or lifestyle related issues.1 

More concrete examples of mHealth are smart watches and other body-worn 

devices or implants and health or lifestyle applications on mobile devices.2  

The importance of mHealth in the healthcare sector has risen in the past few 

years around the world but the current COVID-19 pandemic has brought 

information about the potential of mHealth even to the general public.3 There 

have been quite a few news pieces during the pandemic where people have 

detected that they may have the virus based on readings on their smart 

devices.4 For example, the Oura smart ring can with the help of a smart phone 

application detect COVID-19 related symptoms three days before they show 

up according to a study.5 The same kind of study is on the way regarding 

smart watches.6 

An important part in the development of mHealth coming to mass audiences 

instead of only healthcare professionals has been the advances made in 

 
1 E.g. World Health Organization on mHealth: 

https://apps.who.int/gb/ebwha/pdf_files/WHA71/A71_20-en.pdf, accessed 

September 20th, 2022. 

2 Ibid. 

3 E.g. The World Health Organization (WHO) published their findings from a 

global survey on mHealth already in 2011: WHO Library Cataloguing-in-

Publication Data, “mHealth: New horizons for health through mobile technologies: 

second global survey on eHealth”.  
4 E.g. in Finland there was a widely spread news in March 2020 about a man who 

had COVID-19 and detected it thanks to his Oura ring detecting a 1 °C spike from 

his baseline body temperature, https://yle.fi/uutiset/3-11257377, accessed 

September 20th, 2022. 
5 WVU Rockefeller Neuroscience Institute 

https://medicine.hsc.wvu.edu/news/story?headline=wvu-rockefeller-neuroscience-

institute-announces-capability-to-predict-covid-19-related-symptoms-up-, accessed 

September 20th, 2022 . 
6 Vavra, Chris, Control engineering “Smart watch study expands to identify 

COVID-19 symptoms”, https://www.controleng.com/articles/smart-watch-study-

expands-to-identify-covid-19-symptoms/, accessed September 20th, 2022. 

https://apps.who.int/gb/ebwha/pdf_files/WHA71/A71_20-en.pdf
https://yle.fi/uutiset/3-11257377
https://medicine.hsc.wvu.edu/news/story?headline=wvu-rockefeller-neuroscience-institute-announces-capability-to-predict-covid-19-related-symptoms-up-
https://medicine.hsc.wvu.edu/news/story?headline=wvu-rockefeller-neuroscience-institute-announces-capability-to-predict-covid-19-related-symptoms-up-
https://www.controleng.com/articles/smart-watch-study-expands-to-identify-covid-19-symptoms/
https://www.controleng.com/articles/smart-watch-study-expands-to-identify-covid-19-symptoms/
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artificial intelligence (AI) software as the current wave of mHealth uses AI in 

one form or another in order to perform.7  

1.2. AI and mHealth 

The role of AI in mHealth has been blurry as the producers of the apps and 

devices seems to prefer not disclosing the use of AI in their product.8 In the 

EU regulatory framework regarding mHealth this connection has not been 

disclosed at least explicitly as there is no mention of AI or other words 

referring to it in the EU Commissions Green paper on mHealth or in the 

Summary report on public opinion on the green paper.9 On a broader scale 

the EU has noted the importance of data for the future of healthcare and the 

development of AI in the European strategy for data.10 

In short, I would categorize the use of AI in mHealth into two different 

categories: 1) Software inside the hardware or on-device AI and 2) standalone 

software used in combination with a physical device or devices. Category 1 

covers the AI software included in the actual devices and their parts such as 

sensors. For example, the sleep analysis done by many smart watches and 

rings uses an on-device AI software to calculate different sleeping stages and 

patterns from the variety of sensory data produced by the device.11 The 

second category includes a variety of different software that is usually used 

 
7 AI or ”algorithms”, ”machine learning” etc. is used for example deducing sleep 

patterns from sensory data or more broadly just combining the different raw data 

produced by the sensors to estimate a new variable. 
8 As of September 20th, 2022 there are no mentions of artificial intelligence or other 

words (other than general “algorithm”) referring to it on Oura https://ouraring.com, 

Apple Watch https://www.apple.com/watch/ and Galaxy Watch 

https://www.samsung.com/us/ websites. On Garmin website it is referred to as 

“advanced mathematical modeling and machine learning” in the context of 

measuring excess post-exercise oxygen consumption, https://www.garmin.com/en-

IE/performance-data/running/ . 
9 Green paper on mobile Health ("mHealth") COM(2014) 219 final and Summary 

Report on the Public Consultation on the Green Paper on Mobile Health. 
10 A European strategy for data COM(2020) 66 final (Data Strategy) p. 2 
11 E.g. Bell, Jamie NS Medical Devices “From smart pyjamas to a bedside monitor 

— six innovative devices for at-home sleep monitoring” 

https://www.nsmedicaldevices.com/analysis/home-sleep-monitor/ . 

https://ouraring.com/
https://www.apple.com/watch/
https://www.samsung.com/us/
https://www.garmin.com/en-IE/performance-data/running/
https://www.garmin.com/en-IE/performance-data/running/
https://www.nsmedicaldevices.com/analysis/home-sleep-monitor/
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for more complex use-cases. An example of this is measuring irregular heart 

rhythm and detecting atrial fibrillation with a specific application.12 

An important relationship between mHealth and AI is in the huge amount of 

data that mHealth produces. This data is important for developing future AI 

in the health sector as the performance of AI depends hugely on data.13 

1.3. Why AI needs data 

To understand the need for data for AI systems it is necessary to know the 

basics of the technical aspects of AI. The term “AI” itself, while in general 

speech refers to any application which exhibits some kind of intelligence, 

actually refers to a whole scientific field under computer science which 

researches AI technology.14 AI has been around for a while: the scientific 

field got its start in the 1950s and the first hype period for AI was during the 

age of symbolic AI after the famous Darthmouth Workshop.15 Among the 

problems that led to the first “AI winter” (funding for AI research 

dramatically dropped due to exaggerated expectations for what it could do 

and AI research not reaching those expectations) were some which have been 

solved due to technological advances in recent years: lack of computational 

power and lack of data.16 

The need for data is explained by the fact that AI does not have any of the 

common knowledge that humans have. This means that everything that AI 

needs to learn needs to be taught to it. This was a big problem in the golden 

 
12 Apple Watch and ECG app, which is CE-marked as a medical device: 

https://www.apple.com/fi/newsroom/2019/03/ecg-app-and-irregular-rhythm-

notification-on-apple-watch-available-today-across-europe-and-hong-kong/, 

accessed September 20th, 2022. 
13 E.g. Kent, Jessica, Health IT Analytics “mHealth Data to Play Big Role in 

Artificial Intelligence, Analytics”, https://healthitanalytics.com/news/mhealth-data-

to-play-big-role-in-artificial-intelligence-analytics, accessed September 20th, 2022. 
14 E.g. the Wikipedia page on AI summarizes the different uses quite neatly: 

https://en.wikipedia.org/wiki/Outline_of_artificial_intelligence, accessed 

September 20th, 2022. 
15 Wikipedia ”History of artificial intelligence” 

https://en.wikipedia.org/wiki/History_of_artificial_intelligence#Symbolic_AI_195

6–1974, accessed September 20th, 2022. 
16 Wikipedia ”History of artificial intelligence” 

https://en.wikipedia.org/wiki/History_of_artificial_intelligence#The_first_AI_wint

er_1974–1980, accessed September 20th, 2022. 

https://www.apple.com/fi/newsroom/2019/03/ecg-app-and-irregular-rhythm-notification-on-apple-watch-available-today-across-europe-and-hong-kong/
https://www.apple.com/fi/newsroom/2019/03/ecg-app-and-irregular-rhythm-notification-on-apple-watch-available-today-across-europe-and-hong-kong/
https://healthitanalytics.com/news/mhealth-data-to-play-big-role-in-artificial-intelligence-analytics
https://healthitanalytics.com/news/mhealth-data-to-play-big-role-in-artificial-intelligence-analytics
https://en.wikipedia.org/wiki/Outline_of_artificial_intelligence
https://en.wikipedia.org/wiki/History_of_artificial_intelligence#Symbolic_AI_1956–1974
https://en.wikipedia.org/wiki/History_of_artificial_intelligence#Symbolic_AI_1956–1974
https://en.wikipedia.org/wiki/History_of_artificial_intelligence#The_first_AI_winter_1974–1980
https://en.wikipedia.org/wiki/History_of_artificial_intelligence#The_first_AI_winter_1974–1980
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age when the aim of many AI researchers was to develop a “General AI”, an 

AI which has general knowledge about the world and can resolve general 

problems. At the same time researchers noted that the amount of knowledge 

needed for practical AI applications like vision and natural language was 

vast.17 The move to so called “Expert Systems”, which focus on a narrow 

field of expertise rather than general knowledge, from 1980 to today has 

mitigated the problem posed by the research of general AI.18 

Another problem has been how to teach AI. This is the domain of machine 

learning which is the “study of computer algorithms that improve 

automatically through experience”.19 The application of machine learning 

together with technological advances and the availability of more data made 

it possible to resolve some long-standing problems with AI starting from 2011 

onwards. The practical applications of current wave of AI have showed that 

it is possible to make AI work in an ever-growing list of narrow fields.20 

As most of today’s AI use a structure called an artificial neural network, it is 

useful to explore the basics of these too.  An artificial neural network is a type 

of structure for making software learn. It is made to resemble the human brain 

with its “neurons”. The basic structure is made by programming a bunch of 

neurons which can send messages to each other. It has at least 3 layers: the 

input, a hidden layer(s) and output. The messages between different layers 

are modified by different “weights” which is a number which will be applied 

to messages coming from a previous neuron. All the neurons have a value, 

typically between 0 and 1. The basics of how this works is, the network is 

asked to solve a problem (e.g. is this picture of a cat), which it will do over 

 
17 Ibid. For General AI and recent developments in it read Fjelland, R. “Why 

general artificial intelligence will not be realized”. Humanit Soc Sci Commun 7, 10 

(2020). https://doi.org/10.1057/s41599-020-0494-4. 
18 Wikipedia ”History of artificial intelligence” 

https://en.wikipedia.org/wiki/History_of_artificial_intelligence#The_rise_of_exper

t_systems, accessed September 20th, 2022. 
19 Mitchell, Tom ”Machine Learning” McGraw Hill, 1997 

http://www.cs.cmu.edu/~tom/mlbook.html, accessed September 20th, 2022.  
20 Wikipedia ”History of artificial intelligence” 

https://en.wikipedia.org/wiki/History_of_artificial_intelligence#Deep_learning,_bi

g_data_and_artificial_general_intelligence:_2011–present, accessed September 

20th, 2022. 

https://en.wikipedia.org/wiki/History_of_artificial_intelligence#The_rise_of_expert_systems
https://en.wikipedia.org/wiki/History_of_artificial_intelligence#The_rise_of_expert_systems
http://www.cs.cmu.edu/~tom/mlbook.html
https://en.wikipedia.org/wiki/History_of_artificial_intelligence#Deep_learning,_big_data_and_artificial_general_intelligence:_2011–present
https://en.wikipedia.org/wiki/History_of_artificial_intelligence#Deep_learning,_big_data_and_artificial_general_intelligence:_2011–present
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and over again (by inputs of cat pictures) while strengthening the successful 

weights and weakening the weights leading to failure.21 

All of above combined means that data is the lifeblood of AI. In most of the 

cases the goal of an AI software is to learn to solve a problem (e.g. identify a 

handwritten number) outside the training material provided for the AI. 

Usually, the training of AI has two kinds of data: training and test data. This 

is done so that it can be tested can the AI solve the problem even if it is slightly 

different from what has been taught to it (e.g. the test data can be a different 

set of handwritten numbers than what was taught to it). 

The reliance on data has some drawbacks. The biggest challenge is the 

concept of “garbage in – garbage out” which in this context means that if the 

data is inaccurate or garbage the result will also be inaccurate or garbage.22 

From this we can see the issue with data: in order to have good results from 

an AI it needs a huge quantity of quality data. 

1.4. The potential of mHealth data 

While there have been different mHealth devices for a while now the biggest 

change in the field is the growing popularity of smart devices marketed 

towards consumers. These devices have the potential of monitoring variety of 

health-related data points on an unprecedented scale: at the best they can 

monitor one for 24/7. These devices are exceptional also because the users 

use them by their own free will. This means that the data collected is just 

massive.23  

 
21 E.g. Smilkov, Daniel and Carter, Shan “Tinker with a Neural Network Right 

Here in Your Browser” Tensorflow https://playground.tensorflow.org/, accessed 

September 20th, 2022. The site allows you to set different settings on a neural 

network, which is very useful to understanding this concept. 
22 E.g. Open Data Science, Medium “Garbage In, Garbage Out: Automated 

Machine Learning Begins with Quality Data” 

https://medium.com/@ODSC/garbage-in-garbage-out-automated-machine-

learning-begins-with-quality-data-70471cb33748, accessed September 20th, 2022. 
23 For more details about the potential of mHealth data see Steinhubl et al. “The 

emerging field of mobile health” Science Translational Medicine 15 Apr 2015: 

Vol. 7, Issue 283, pp. 283rv3 www.doi.org/10.1126/scitranslmed.aaa3487 and for 

the Big Data aspects of mHealth see Gökalp M.O., Kayabay K., Akyol M.A., 

Koçyiğit A., Eren P.E. (2018) “Big Data in mHealth”. In: Sezgin E., Yildirim S., 

 

https://playground.tensorflow.org/
https://medium.com/@ODSC/garbage-in-garbage-out-automated-machine-learning-begins-with-quality-data-70471cb33748
https://medium.com/@ODSC/garbage-in-garbage-out-automated-machine-learning-begins-with-quality-data-70471cb33748
http://www.doi.org/10.1126/scitranslmed.aaa3487
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For developing AI this source of massive data is a great opportunity if the 

data is of good quality.  

1.5. What is meant by good quality data? 

The European Union Agency for Fundamental Rights (FRA) has been 

tackling this problem by looking at data quality in context of AI from two 

perspectives: social sciences and European statistical system.24 

1.5.1. Social sciences 

The first approach uses classical social science literature to help understand 

how to assess the quality of training data used in machine learning systems. 

The assessment is categorized in four classes: measurement error, 

representation error, reliability and validity.25 

1.5.1.1. Measurement error 

Measurement errors refers to how accurate the data used is at measuring what 

is intended to be measured. For machine learning systems this error usually 

boils down to whether all the data included in the training data set is good at 

measuring the intended purpose or does the data make a good base for making 

statistical predictions on outcomes.26 This is especially seen in data labeling. 

Most27 of machine learning systems use labeled data in some form. Labeling 

means that a human gives the data used, or some parts of it, a description of 

what it is. A simplified example could be that when training an algorithm that 

identifies whether a picture is of a cat or not, the training data includes a 

description of whether the picture used is a cat or not. The measurement error 

can be found here: if the human who labels the data for some reason or another 

 
Özkan-Yildirim S., Sumuer E. (eds) “Current and Emerging mHealth 

Technologies”. Springer, Cham www.doi.org/10.1007/978-3-319-73135-3_15 . 
24 FRA “Data quality and artificial intelligence – mitigating bias and error to 

protect fundamental rights” (2017) 
25 Ibid. pp. 11 – 13. 
26 Ibid. p. 11. 
27 The exception being a form of machine learning called ‘unsupervised learning’ 

in which the machine learning algorithm is fed data without labeling it. This is 

useful when trying to make sense of huge data sets with the point being finding 

correlations within the data. 

http://www.doi.org/10.1007/978-3-319-73135-3_15
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uses a wrong label, i.e. labeling a picture of a dog as a cat, it will not help 

with identifying cats. 

On the other hand, measurement error can be found in trying to answer more 

complex issues. For example, what data is needed to measure your sleep states 

with a smart watch? Can the sleep states be measured by using the data 

produced by the watch? Is the data produced (for example movement during 

sleep and heart rate) enough for measuring sleep states? 

1.5.1.2. Representation error 

Representation error refers to whether the data used is representative of the 

population of what it is supposed to cover. The classical way to negate this 

error has been to reach for the golden standard of random selection.28 The 

other way to potentially have a representation error is to not consider how 

historical data might not represent the situation today.29 

For machine learning systems FRA argues that this timeliness of the data 

seems to be a key aspect. This is because usually machine learning systems 

analyze the data in almost real-time. It is thus important to make sure that the 

training data is up to date.30 

On the other hand, the data might be representative of the target population, 

but some parts of the data might be missing for some people. This incomplete 

data might make the results completely wrong if the problem is not dealt 

with.31 In my opinion this is a key problem for machine learning systems as 

the incomplete data will mess with the statistical logic behind the system and 

will lead to wrong conclusions. Depending on the amount of incomplete data 

this effect might be unnoticeable or make the system have completely wrong 

outputs. 

 
28 FRA 2017 p. 12. 
29 Ibid. 
30 Ibid. 
31 Ibid. 
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1.5.1.3. Reliability and validity 

The above-mentioned errors are related to two important conditions for data 

quality and analysis often used in social sciences and survey research: 

reliability and validity.32 Traditionally these concepts have been used for 

describing measurement errors. 

Reliability refers to how stable and consistent measurements are and validity 

to whether the data and the predictions measure what they are meant to 

measure. Unreliable data makes the results vary a lot so that while on average 

it leads to right results, the results might be in the extremities too often. Data 

that is not valid makes the results be biased as in the results miss the target 

systematically.33 

1.5.1.4. Does quantity fix bad quality? Big data to the rescue? 

Big data, e.g. amounts of unstructured data that is almost impossible to handle 

without help from algorithms,34 might mitigate the problems of bad quality 

data by having more comprehensive measurement of the issue at hand, but it 

does not make the measurements from the data more valid. On the contrary it 

might even make them more invalid by missing the target more consistently 

by emphasizing the bias from i.e. partial data.35 

For a machine learning system this means that bad quality data, no matter 

how huge, might lead to biased or unreliable results. 

1.5.2. Data quality in the European Statistical System 

The European Statistical System (ESS) has quite an in-depth system for 

assuring data quality. The European Statistics Code of Practice (ESCP) 

principle 4 is about commitment to data quality and principles 11 to 15 are 

 
32 Ibid. p. 13. 
33 Ibid. 
34 The Wikipedia page on big data is an excellent starting source for more in depth 

information: https://en.wikipedia.org/wiki/Big_data . 
35 FRA 2017 p. 13. 

https://en.wikipedia.org/wiki/Big_data
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about the assessment of quality for statistical output.36 In addition the ESS 

has a whole framework for assuring quality, which expands these ideas.37 

In short, ESS’s way of making sure they use quality data revolves around the 

ideas found in principle 4 and 12 of ESCP: 

“Principle 4  

Commitment to Quality 

Statistical authorities are committed to quality. They systematically and 

regularly identify strengths and weaknesses to continuously improve process 

and output quality.  

4.1 Quality policy is defined and made available to the public. An 

organizational structure and tools are in place to deal with quality 

management.  

4.2 Procedures are in place to plan, monitor and improve the quality of the 

statistical processes, including the integration of data from multiple data 

sources. 

 4.3 Output quality is regularly monitored, assessed with regard to possible 

trade-offs, and reported according to the quality criteria for European 

Statistics.  

4.4 There is a regular and thorough review of the key statistical outputs using 

also external experts where appropriate. 

Principle 12  

Accuracy and Reliability 

European Statistics accurately and reliably portray reality.  

 
36 European Union, “European Statistics Code of Practice” 2018 (ESCP). 
37 ESS, “Quality Assurance Framework of the European Statistical System v. 2.0” 

(2019). 
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12.1 Source data, integrated data, intermediate results and statistical outputs 

are regularly assessed and validated.  

12.2 Sampling errors and non-sampling errors are measured and 

systematically documented according to the European standards.  

12.3 Revisions are regularly analyzed in order to improve source data, 

statistical processes and outputs “.38 

While machine learning methods are heavily connected to statistics, they 

differ in one key perspective: statistics aim to describe a whole population 

while machine learning is usually more concerned with describing a single 

unit.39 This makes it so that the statistical criteria for data quality cannot be 

applied to machine learning as is. 

1.5.3. Data quality for AI? 

Both of the approaches above do include some bits and pieces that can be 

applied to machine learning AI, but what can be said to be the key aspects of 

assessing the quality of data in the context of AI based on above examples? 

FRA leaves the question quite open, saying the assessments shown here “offer 

potential avenues for data quality assurance in relation to AI”.40 

In my opinion the issues with data quality for AI can be boiled down to a few 

basic points. I approach this by summarizing the biggest issues with training 

data for AI. These issues make otherwise good quality data go bad. 

First the issue with incomplete data. Incomplete data can be hazardous for 

training AI as it will draw conclusions from data that will most likely not 

represent the whole population it is measuring. For example, if a medical AI 

is trained to ignore sex and gender it will lead to false results as it will not 

 
38 ESCP p. 11 and 16. 
39 FRA 2017 p. 13. 
40 Ibid. p. 14. 
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consider the differences that sex and gender have in measuring health and 

wellbeing.41  

Second, Big data is both a blessing and a curse at the same time. While 

training AI does need huge amounts of data and big data provides just that, it 

can magnify a seemingly small error or bias in the data to the point that the 

AI draws conclusions from the error itself rather than the data it was supposed 

to measure. As an example, an AI trained to recognize melanoma from 

pictures was more likely to classify pictures with rulers in them as melanoma 

because a picture with a ruler in it was on average more likely to be malignant 

in the training data.42 

The third point has to do with supervision and quality control. This is the 

point that ESS emphasizes for statistics and can be deduced from the social 

science perspective also. The point is that the user of the data e.g. developer 

of AI is mostly responsible for making sure that the data used is good. Today 

there is such an influx of data that it might be hard to supervise the quality of 

data. Especially in AI if the developing team does not have an expert of the 

field that the AI works in e.g. medicine, the quality issues are very hard to 

spot.  

Here I would like to change the perspective. Are there some systems in place 

which ensure that the party that generates the data must make sure that the 

data is good or in extreme examples even real? Should there be? What can be 

done legally to ensure the quality of the data from this perspective? 

  

 
41 For in depth analysis of this example read Cirillo, D., Catuara-Solarz, S., Morey, 

C. et al. “Sex and gender differences and biases in artificial intelligence for 

biomedicine and healthcare”. npj Digit. Med. 3, 81 (2020). 

https://doi.org/10.1038/s41746-020-0288-5 .  
42 Example from Esteva A, et al "Dermatologist-level classification of skin cancer 

with deep neural networks" Nature 2017; 542: 115-118 

https://www.medpagetoday.com/dermatology/generaldermatology/70513, accessed 

September 20th, 2022.  

https://doi.org/10.1038/s41746-020-0288-5
https://www.medpagetoday.com/dermatology/generaldermatology/70513
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2. Research questions  

In the introduction I laid out the groundwork which leads to the actual 

research question for this paper: does current legislation place obligations for 

producers of mHealth applications for consumers, especially so-called 

wearables, in terms of ensuring data quality and is the situation optimal for 

producing high quality data for AI in the healthcare sector? 

While this viewpoint is limited, I believe that the benefits of researching this 

topic from the viewpoint of AI is not limited to only AI developers in the 

healthcare sector, and by extension healthcare in general, but also other 

parties involved. I identify the benefits for at least the consumers by 

researching whether legislation obligates the wellness and lifestyle data 

generated by their mHealth devices be accurate. On the other hand, 

researching the rules by which the competition in this field abides by brings 

clarity to the market and by extension to consumers. 

The idea behind this topic came from the drafting of new Finnish legislation 

regarding the electronic processing of social- and healthcare customer data 

(or asiakastietolaki in short in Finnish).43 While it is possible at the time of 

writing for citizens to upload the data generated by mHealth devices to the 

national health data registry called Kanta its use for healthcare professionals 

is quite limited.44 One of the main goals of the proposed legislation is 

broadening the possibilities for citizens to upload their wellness and lifestyle 

data by themselves and giving healthcare professionals more possibilities to 

use this data.45 

Finland is not alone in this. EU has made it clear in the Data Strategy the 

importance of health data which includes “individual level data from 

patients”.46 

 
43 The Finnish Ministry of Social Affairs and Health project: STM066:00/2019. 
44 The current legislation does not have specific sections related to wellness and 

lifestyle data. 
45 The goal is stated on the main project page: 

https://stm.fi/hanke?tunnus=STM066:00/2019, accessed September 20th, 2022. 
46 Data Strategy p. 29. 

https://stm.fi/hanke?tunnus=STM066:00/2019
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Here I think the point of my research can be seen concretely: how can we 

make sure of the data quality of mHealth applications by means of legislation? 

2.1. Scope 

While the questions themselves are quite open from the legal point of view, I 

will be focusing on a few legal questions. I have chosen them based on them 

being, in my opinion, the most pivotal areas in ensuring that mHealth 

solutions produce high quality data. 

First, the jurisdiction will be EU law. I chose to focus on EU as a whole since 

EU has been quite active in mHealth, data and AI.47 

The first area of law I will be looking at is the regulation surrounding medical 

devices in the EU. The big question here is when the wearable mHealth 

solutions can be classified as medical devices and what does it mean for the 

data quality issue. 

Second, I am going to see how the Data Governance Act (Regulation (EU) 

2022/868 of the European Parliament and of the Council of 30 May 2022 on 

European data governance and amending Regulation (EU) 2018/1724 (Data 

Governance Act), the upcoming Data Act (Proposal for a regulation of the 

European parliament and of the council on harmonized rules on fair access to 

and use of data COM/2022/68 final) and the upcoming Artificial Intelligence 

Act (Proposal for a Regulation of The European Parliament And of The 

Council Laying Down Harmonised Rules on Artificial Intelligence and 

Amending Certain Union Legislative Acts COM/2021/206 final) might affect 

the research question. 

I acknowledge that I will be leaving out some important aspects surrounding 

this issue. Especially questions about data protection, availability of data and 

data movement are quite important for AI solutions, but they do not quite fit 

into the scope of this paper. 

 
47 Green paper on mHealth, Data Strategy and White paper on AI.  
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From consumer perspective Unfair Commercial Practices Directive might be 

effective in curbing the marketing of mHealth products which do not work as 

advertised, but this will be left out of this paper as I am going to focus more 

on the legislation affecting the mHealth producers before the product is out 

and deemed faulty. 

Another thing that might affect the research question is EU wide soft law 

instruments and standardization protocols which I cannot fit into the scope of 

this paper. 
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3. Methodology 

My methodology in this paper consists of mainly de lege lata or legal 

dogmatics as I will be researching how the current legislative landscape 

handles the stated issue of data quality in mHealth solutions. However, I will 

be making de lege ferenda arguments based on the stated objective of 

ensuring high quality data for AI in healthcare. 

3.1. De lege lata or legal dogmatics 

Legal dogmatics has been described as ‘mother’s milk to academic lawyers’48 

which aptly describes its position amid legal methodologies. But what is this 

bread-and-butter method with many names?49 

A definition for this method is not as clear cut as it ought to be. It has been 

argued that this method is woefully understudied.50 It has been described as 

what we think of being legal reasoning.51 Although there are many different 

definitions and differences between civil and common law as well as the “rest 

of the world” most agree with the same basics.52 

The target of legal dogmatic research is existing law. The premise of legal 

dogmatic research is that it views the law as being currently existing i.e., valid 

and binding law.53 

 
48 Christopher McCrudden, ‘Legal Research and the Social Sciences’, Law 

Quarterly Review 122 (2006), 632, at 634. 
49 I.e. De lege lata, legal dogmatics, legal doctrinal research, and black letter law. 
50 Cf. Emerson H. Tiller & Frank B. Cross, ‘What is legal doctrine?’, Northwestern 

University Law Review 100 (2006), 517. 
51 Smits, J. (2017). “What Is Legal Doctrine?” In R. Van Gestel, H. Micklitz, & E. 

Rubin (Eds.), “Rethinking Legal Scholarship: A Transatlantic Dialogue “(pp. 207-

228) at 207. Cambr  0072: Cambridge University Press. 

doi:10.1017/9781316442906.006. 
52 Definitions e.g. Langbroek, P., van den Bos, K., Simon Thomas, M., Milo, M. 

and van Rossum, W., 2017. Editorial. “Methodology of Legal Research: 

Challenges and Opportunities. Utrecht Law Review, 13(3), pp.1–8. 

DOI: http://doi.org/10.18352/ulr.411, Hutchinson, T., & Duncan, N. (2012). 

Defining and Describing What We Do: Doctrinal Legal Research. Deakin Law 

Review, 17(1), 83-119 DOI: https://doi.org/10.21153/dlr2012vol17no1art70. 
53 Hirvonen, Ari ’Mitkä metodit? Opas oikeustieteelliseen metodologiaan’ Yleisen 

oikeustieteen julkaisuja 17, Helsinki 2011, pp. 21 – 22. 

http://doi.org/10.18352/ulr.411
https://doi.org/10.21153/dlr2012vol17no1art70
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Legal dogmatics has a few main roles among methods. The first is its use in 

structuring law. Structuring systemizes the disconnected rules, principles and 

concepts by describing different legal fields and describing the general 

principles in these fields as well as defining the vis-à-vis relationships 

between the different fields and the norms contained in each field. Structuring 

can also be used in determining the possible mapping of both the application 

and the violation of the norm in question. 

Another use is in providing interpretations of law. Here the point is to give 

recommendations to practitioners of law on how to interpret a given norm or 

on the other hand research whether a given norm is part of the existing law 

i.e., interpreting whether norm X belongs to system of law Y. 

In this paper I will be using the legal dogmatic method to use analyze what 

the current situation is regarding the research question in the areas of law I 

have chosen. In other words, does current the law have norms regarding the 

research question and if so, how do they apply and what kind of 

interpretations there are. 

As the legal dogmatic method sticks to only sources of law the method forces 

a kind of systemic review of relevant legal sources on the issue. Here I will 

be looking at sources from legal literature, case law of Court of Justice of the 

European Union (CJEU), soft law instruments of the EU such as guidelines 

and other literature published by the European Commission and primary 

sources i.e., legislation. 

3.2. De lege ferenda  

De lege ferenda means simply “by means of a law to be made”.54 In contrast 

to de lege lata here the focus is future law. More precisely de lege ferenda as 

a method is focused on making recommendations on how the law should look 

like in the future.  

 
54 “De lege ferenda.” Merriam-Webster.com Dictionary, Merriam-Webster, 

https://www.merriam-webster.com/dictionary/de%20lege%20ferenda, accessed 

September 20th, 2022. 

https://www.merriam-webster.com/dictionary/de%20lege%20ferenda
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The main roles of this method are to try to improve current law, fill existing 

gaps or replace current law completely.55  In this paper I will be focusing on 

how the regulatory landscape handles the data quality issue and does the 

situation sit well with the policies and definitions introduced in the 

introduction to this paper. 

 

 

 

  

 
55 Presentation on” Lex Ferenda in International Law”; Park, Ki-Gab on October 

23rd, 2018, p. 9. 
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4. Medical devices in the European Union 

4.1. Purpose of this chapter 

In this chapter I will be looking at the current regulatory landscape 

surrounding medical devices in the EU. First, I will set the stage by briefly 

looking at history and how it still affects currently due to the transition to the 

new Regulations. After that, I will be looking at the substantive law and how 

it affects the research question. 

4.2. From Directives to Regulations 

The history of EU legislation on medical devices starts with the Council 

Directive 65/65/EEC of 26 January 1965 on the approximation of provisions 

laid down by Law, Regulation or Administrative Action relating to 

proprietary medicinal products. This Directive however only applied to 

medicinal products and proprietary medicinal products and as such, only 

medical devices which were used to dispense such products fell under the 

Directive.56 

The first EU-wide legislation on all medical devices had to wait until the trio 

of Directives concerning medical devices came out: Council Directive 

93/42/EEC of 14 June 1993 concerning medical devices (MDD), Council 

Directive 90/385/EEC of 20 June 1990 on the approximation of the laws of 

the Member States relating to active implantable medical devices (AIMDD) 

and Directive 98/79/EC of the European Parliament and of the Council of 27 

October 1998 on in vitro diagnostic medical devices (IVDD). These 

Directives would lay the groundwork for the medical device system in place 

in the EU. 

These Directives would be mostly repealed after the two new Regulations 

became fully applied in 2021 and 2022: Regulation (EU) 2017/745 of the 

European Parliament and of the Council of 5 April 2017 on medical devices, 

amending Directive 2001/83/EC, Regulation (EC) No 178/2002 and 

Regulation (EC) No 1223/2009 and repealing Council Directives 

 
56 Preamble to Council Directive 93/42/EEC of 14 June 1993 concerning medical 

devices. 
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90/385/EEC and 93/42/EEC (MDR, fully applied since May 26th 2021) and 

Regulation (EU) 2017/746 of the European Parliament and of the Council of 

5 April 2017 on in vitro diagnostic medical devices and repealing Directive 

98/79/EC and Commission Decision 2010/227/EU (IVDR, fully applied since 

May 26th 2022). However, the IVDD will be partly applied until the 

transitional periods for different classes of in-vitro diagnostics devices, that 

would need a new conformity assessment procedure involving the 

Conformity assessment bodies under IVDR, runs out from 2025 to 2027.57 

4.3. Transition periods from the Directives to the Regulations 

The transition from MDD and AIMDD to MDR and from IVDD to IVDR 

have been complicated by the need to not interrupt the flow of medical 

devices in the EU. For MDR the COVID-19 pandemic complicated things 

further and the application of the Regulation was postponed by one year from 

May 26th, 2020, to May 26th, 2021.58 

MDR has quite a few different transition periods for different purposes. The 

transitional rules can be found in MDR Article 120. Article 120(1) simply 

states the basic rule of any publication of a notification by a notified body 

based on the Directives becoming void on May 26th, 2021. 

MDR Article 120(2) however makes the first exception. It states that 

certifications issued by notified bodies based on the Directives prior to May 

25th, 2017, shall remain valid until the end of the period indicated on the 

certificate except those certificates based on the “EC verification” model of 

either MDD or AIMDD which shall become void at the latest on May 27th, 

2022. For certificates issued after May 27th, 2017, the transitional period is 

maximum of five years, but they shall become void at latest on May 27th, 

2024, according to MDR Article 120(2) subparagraph 2. 

However, Article 120(3) gives some limitations to placing some class 1 

devices (those which would need the involvement of a notified body for their 

 
57 All CE Certificates issued under the previous directive before May 26th, 2022 

may remain valid until May 27th, 2025 given there are no significant changes in the 

design and intended purposes of those devices. 
58 Commission IP/20/589. 
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conformity assessment procedure)59 to the market or into service. First, there 

cannot be any significant changes in the design and intended purpose of the 

device. Second, the requirements of the Regulation relating to post-market 

surveillance, market surveillance, vigilance, registration of economic 

operators and of devices shall apply in place of the corresponding 

requirements in the Directives. This means that although the devices need to 

comply primarily only with the Directives, the Regulation applies instead of 

the Directives in the aforementioned cases.60 

The final transitional date that I will mention61 is regarding the sale of devices 

placed on the market. The final deadline for this is May 27th, 2025, according 

to Article 120(4). 

For IVDR the transitional dates were extended depending on the class of the 

device in 2021.62 The legal basis can be found in IVDR Article 110. Article 

110(1) matches MDR 120(1), but the date is May 26th, 2022. 

Article 110(2) states the exception to the basic rule. Certificates issued by 

notified bodies based on the IVDD prior to May 25th, 2017, will be valid until 

the date the marked on the certificate. However, if the certificate was based 

on the “EC verification” model of IVDD, it will be void at the latest on May 

27th, 2025. For certificates issued after May 25th, 2017, the voidance deadline 

is May 27th, 2025. 

 
59 Medical Device Coordination Group Document, MDCG 2020-2 rev.1, p. 2, 

footnote 1. 
60 Article 120(3) was amended to make it apply only to class 1 devices. Originally 

the paragraph read “…a device with a certificate that was issued in accordance 

with Directive 90/385/EEC or Directive 93/42/EEC and which is valid by virtue of 

paragraph 2 of this Article…” compared to the amended “…a device which is a 

class I device pursuant to Directive 93/42/EEC, for which the declaration of 

conformity was drawn up prior to 26 May 2021 and for which the conformity 

assessment procedure pursuant to this Regulation requires the involvement of a 

notified body, or which has a certificate that was issued in accordance with 

Directive 90/385/EEC or Directive 93/42/EEC and that is valid by virtue of 

paragraph 2 of this Article…”. 
61 MDR as well as IVDR has more transitional dates regarding the completion of 

the database EUDAMED  
62 Commission IP/21/6965 
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IVDR differs quite much from MDR regarding the transition dates for placing 

the device on the market or putting into service. According to IVDR 110(3) 

first subparagraph the devices need to comply with the IVDD, until the dates 

provided in later subparagraphs if there are no significant changes in the 

design and intended purpose of the device. However, IVDR will apply instead 

of the IVDD when it comes to post-market surveillance, market surveillance, 

vigilance, registration of economic operators and of devices, like in the MDR 

according to IVDR Article 110(3) subparagraph 4. 

If a device has a valid certificate based on Article 110(2), this device can be 

placed on the market or put into service until May 26th, 2025, according to 

Article 110(3) subparagraph 2. 

The biggest difference between the MDR and IVDR transition periods is 

found in Article 110(3) subparagraph 3. If a device did not require the 

involvement of a notified body in the conformity assessment procedure 

according to IVDD but it would require the involvement of a notified body in 

the conformity assessment procedure according to IVDR and the declaration 

of conformity for that device was drafted before May 26th, 2022, complying 

with IVDD then that device may be placed on the market or put into service 

depending on the class of that device. The dates are: May 26th, 2025 for class 

D devices, May 26th, 2026 for class C devices, May 26th, 2027 for class B 

devices and May 26th, 2027 for class A devices placed on the market in sterile 

conditions. It is noteworthy that these extensions do not apply to class A 

devices in general, but only if they are sold as sterile. This means that non-

sterile class A products, which are the only ones to be self-certified63 under 

IVDR, must comply with IVDR starting from the date of application i.e., May 

26th, 2022. This is because the exceptions in the aforementioned paragraphs 

of Article 110 only apply situations where a notified body is involved, and 

class A products did not need these under IVDD nor IVDR. 

Finally, devices placed on the market or put into service based on the previous 

paragraphs can be sold on the market either until May 26th, 2025 (if market 

 
63 Commission, DG Grow, ”Factsheet for manufacturers of in-vitro diagnostic 

medical devices”, p. 3. 
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entry before May 26th, 2022) or if based on Article 110(3), plus one year after 

the deadlines listed in that paragraph. 

As can be seen from the transition dates the current legal landscape 

surrounding medical devices is a mish mash of the Directives and the 

Regulations. However, all new non “legacy” devices must comply with the 

Regulations. As such I will be focusing on the Regulations when assessing 

their application on the stated research questions of this thesis. 

4.4. Scope of MDR and IVDR 

4.4.1. MDR 

The subject matter and scope of MDR is detailed in Article 1 which includes 

quite many exceptions and guidance on how MDR relates to other EU legal 

instruments. Many of these are not relevant for the purpose of this paper. 

Hence, I will be only looking at the basic rules regarding the scope and the 

relevant exceptions. 

The core of the scope can be found in the first paragraph according to which 

it lays down rules regarding the placing on the market, making available on 

the market or put into service of medical devices for human use and 

accessories for such devices in the Union. It also applies to clinical 

investigations regarding such medical devices and accessories in the Union. 

According to the second paragraph MDR applies also to groups of products 

without an intended medical purpose listed in the updatable Annex XVI as 

well as clinical investigations concerning these products. 

The scope has broadened a bit in MDR compared to MDD by including the 

products without listed in the Annex XVI.64 The list can also be updated to 

include new groups of products by a delegated act by the Commission as set 

out in MDR Article 1(5) and Article 115. 

Finally, according to Article 1(3), devices with both a medical and non-

medical intended purpose shall fulfil cumulatively the requirements 

 
64 E.g. https://eumdr.com/whats-changed/, accessed September 1st, 2022. 

https://eumdr.com/whats-changed/
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applicable to devices with an intended medical purpose and the requirements 

applicable to devices without an intended medical purpose. It must be noted 

that devices with non-medical intended purpose refers only to the ones listed 

in Annex XVI and the requirements tied to being on that list.65 

4.4.2. IVDR 

As with MDR, I will not be going through all the exceptions of IVDR scope 

but rather only those relevant to this paper. 

IVDR Article 1(1) matches MDR Article 1(1) with the exception that instead 

of medical devices IVDR applies to in vitro diagnostic medical devices for 

human use. 

Importantly IVDR 1(3) mentions where the Regulation does not apply: “(a) 

products for general laboratory use or research-use only products, unless such 

products, in view of their characteristics, are specifically intended by their 

manufacturer to be used for in vitro diagnostic examination; (b) invasive 

sampling products or products which are directly applied to the human body 

for the purpose of obtaining a specimen; (c) internationally certified reference 

materials; (d) materials used for external quality assessment schemes”. 

4.4.3. What are medical devices and in vitro diagnostic medical devices? 

To understand the scope of both MDR and IVDR it is necessary to see how 

both a ‘medical device’ and ‘in vitro diagnostic medical device’ are defined 

in their respective Regulations. 

The definition for ‘medical device’ can be found in MDR Article 2(1) 

subparagraph 1: 

“‘medical device’ means any instrument, apparatus, appliance, software, 

implant, reagent, material or other article intended by the manufacturer to be 

used, alone or in combination, for human beings for one or more of the 

following specific medical purposes: 

 
65 Commission: https://health.ec.europa.eu/medical-devices-new-

regulations/getting-ready-new-regulations/manufacturers-devices-without-

intended-medical-purpose_en, accessed September 1st, 2022. 

https://health.ec.europa.eu/medical-devices-new-regulations/getting-ready-new-regulations/manufacturers-devices-without-intended-medical-purpose_en
https://health.ec.europa.eu/medical-devices-new-regulations/getting-ready-new-regulations/manufacturers-devices-without-intended-medical-purpose_en
https://health.ec.europa.eu/medical-devices-new-regulations/getting-ready-new-regulations/manufacturers-devices-without-intended-medical-purpose_en
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— diagnosis, prevention, monitoring, prediction, prognosis, treatment or 

alleviation of disease, 

— diagnosis, monitoring, treatment, alleviation of, or compensation for, an 

injury or disability, 

— investigation, replacement or modification of the anatomy or of a 

physiological or pathological process or state, 

— providing information by means of in vitro examination of specimens 

derived from the human body, including organ, blood and tissue donations, 

and which does not achieve its principal intended action by pharmacological, 

immunological or metabolic means, in or on the human body, but which may 

be assisted in its function by such means. 

The following products shall also be deemed to be medical devices: 

— devices for the control or support of conception; 

— products specifically intended for the cleaning, disinfection or sterilisation 

of devices as referred to in Article 1(4) and of those referred to in the first 

paragraph of this point.” 

And the definition for ‘in vitro diagnostic medicinal device’ from IVDR 

Article 2(1) subparagraph 2: 

“‘in vitro diagnostic medical device’ means any medical device which is a 

reagent, reagent product, calibrator, control material, kit, instrument, 

apparatus, piece of equipment, software or system, whether used alone or in 

combination, intended by the manufacturer to be used in vitro for the 

examination of specimens, including blood and tissue donations, derived 

from the human body, solely or principally for the purpose of providing 

information on one or more of the following: 

(a) concerning a physiological or pathological process or state; 

(b) concerning congenital physical or mental impairments; 
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(c) concerning the predisposition to a medical condition or a disease; 

(d) to determine the safety and compatibility with potential recipients; 

(e) to predict treatment response or reactions; 

(f) to define or monitoring therapeutic measures. 

Specimen receptacles shall also be deemed to be in vitro diagnostic medical 

devices”. 

Hence the difference between the two device types can be boiled down to 

‘medical devices’ being devices or equipment made for medical purposes66 

and IVD’s being tests being used on biological samples to determine the 

status of a person’s health.67 

For the purposes of this paper the most important note is that both definitions 

include “software” in addition to the more physical things mentioned. This is 

because the most important question relating to the scope of both MDR and 

IVDR for this paper is when do the mHealth appliances (both physical and 

digital) fall under the scope of either of these Regulations and when they do, 

how it affects the producer’s responsibility in ensuring data quality for their 

devices. 

4.5. Medical Software 

Before going forward on to the question of when mHealth wearable solutions 

or so called ‘lifestyle’ devices cross the line to medical devices it is important 

to see how medical software e.g., software that counts as a medical device, 

has been defined by the Medical Device Coordination Group (MDCG) which 

was established by MDR Article 103 to give guidance and other tasks on the 

application of the Regulations.68 

 
66 E.g. European Medicines Agency: https://www.ema.europa.eu/en/human-

regulatory/overview/medical-devices, accessed September 1st, 2022. 
67 Commission QANDA/21/5210 p. 1. 
68 Full task list MDR Article 105. 

https://www.ema.europa.eu/en/human-regulatory/overview/medical-devices
https://www.ema.europa.eu/en/human-regulatory/overview/medical-devices
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In a summary, according to the MDCG, a Medical Device Software (MDSW) 

is “a software that is intended to be used, alone or in combination, for a 

purpose as specified in the definition of a “medical device” in the medical 

devices regulation or in vitro diagnostic medical devices regulation”.69 

Although the summary is nice and short the actual rules of whether a software 

is classified as a MDSW are complex. This can be seen from the fact that 

although the MDCG document has a quite moderate length (28 pages) a 

simple Google search of “MDSW qualification”70 brings out quite a few 

consulting firms ready to help with the problem. 

That said I will be going through only the relevant parts of the MDCG 

guidance for this paper without going into the discussion surrounding this 

guidance and MDSWs in general.71 

It is important to separate the different kinds of software that can be used in 

the medical field as not all software is seen as a MDSW. Three different types 

of medical software can be found from the guidance in addition to software 

with a non-medical purpose excluding ones found in Annex XVI of MDR. 

First, there are software that have a medical purpose on their own and pass 

the definition of either MD or IVD and as such are MDSWs.72 

Second, the software that are not MDs or IVDs by definition by themselves 

can be counted as MDSWs if they are intended to be accessories to either 

MDs or IVDs. This is because as previously stated in this paper73 the 

Regulations apply also to accessories to these devices.74 

 
69 Medical Device Coordination Group Document, MDCG 2019-11, p. 6. 
70 As done on September 2nd, 2022. 
71 See e.g. Granlund , T , Mikkonen , T & Stirbu , V 2020 , On Medical Device 

Software CE Compliance and Conformity Assessment . in 2020 IEEE International 

Conference on Software Architecture Companion . IEEE , pp. 185-191 , IEEE 

International Conference on Software Architecture Companion , Salvador , Brazil 

,16/03/2020 . https://doi.org/10.1109/ICSA-C50368.2020.00040 for discussion on 

MDSWs. 

72 MDCG 2019-11, p. 6. 
73 See chapters 4.4.1 and 4.4.2. 
74 Ibid. 72. 

https://doi.org/10.1109/ICSA-C50368.2020.00040
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The third group of software is software with an intended medical purpose 

used in medical setting to perform simple functions such as a “simple search” 

function which only lists medical data, which do not pass as MDSWs. 

However, it is important to note that software that alters the data on medical 

grounds by for example giving recommendations for doctors on what to do 

qualify as MDSWs.75 

The MDCG guidance also gives out some practical guidance on what kind of 

software can be MSDWs by the way of examples and decision trees to help 

developers or manufacturers to evaluate their products’ qualification as a 

MSDW according to either MDR or IDVR.76 

The rest of the guidance focuses on how to classify the MSDWs, what kind 

of conformity assessment is needed for the different types of MSDWs and 

what to take into account when placing the MSDWs on the market.77 As this 

paper focuses on the qualification of certain types of mHealth products as 

MDs or IVDs, I won’t be going through these parts of the guidance in more 

detail. 

4.6. mHealth and Medical Devices 

As noted in the introduction to this paper mHealth refers especially to the 

products sold to consumers as lifestyle or other products and mainly comprise 

of wearables and mobile software applications. The big question in this part 

is when do these products qualify as either a MD or an IVD based on the 

qualification criteria considered in the previous chapters and taking into 

account the definition of a MDSW. 

The question is in no way a new one. The issue of the thin line between 

mHealth and medical device regulations was already raised by the EU in 2014 

in the Green Paper on mHealth.78 Have things changed now especially since 

both MDR and IVDR are past their Dates of Application? The question is 

 
75 Ibid. 
76 See MDCG 2019-11 pp. 6 – 11. 
77 Ibid. pp. 12 – 29. 
78 Green Paper on mHealth, p. 11. 
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more relevant than ever as the products are logging more and more 

information about human health.79 

In 2016, the European Commission tried to release guidelines for mHealth 

Assessment which would have served as a soft law instrument for the 

developers of mHealth apps in general.80 However, this exercise did release 

one draft for the guidelines, but in the end the Working Group responsible for 

the guidelines could not finish the task in the allotted time.81 The group noted 

that the then upcoming MDR will affect this field.82 

After the failed attempt for guidelines however, in 2021 the ISO/TS 82304-2 

standards (Health software – Part 2: Health and wellness apps – Quality and 

reliability) were released which address the growing mHealth sector with a 

voluntary standard of quality.83 

Therefore, it seems that the focus of EU was to first regulate the matter with 

soft law rather than with hard law. Have the last words from the working 

group come to life and has the issue been partly solved by MDR and IVDR 

as well? 

An important part about qualifying as a MD or IVD is the intended purpose 

of the product. This has not changed when transitioning from MDD to MDR. 

Therefore, next I will take a look at how the European Court of Justice has 

confirmed this principle under MDD in a situation where a product was not 

marketed or intended to be a medical device, but a competitor argued it de 

facto was a medical device. 

The case in question is ECJ C-219/11 Brain Products GmbH v BioSemi VOF 

and others. The dispute is about a product called ‘ActiveTwo’ which enables 

 
79 See e.g. Deloitte Insights “Wearable technology in health care: Getting better all 

the time” 

https://www2.deloitte.com/xe/en/insights/industry/technology/technology-media-

and-telecom-predictions/2022/wearable-technology-healthcare.html, accessed 

September 20th, 2022. 
80 Report of the Working Group on mHealth Assessment Guidelines 2017, p. 3. 
81 Ibid. pp. 8 – 9.  
82 Ibid. p. 9.  
83 See https://digital-strategy.ec.europa.eu/en/news/mhealth-label-published, 

accessed September 20th, 2022. 

https://www2.deloitte.com/xe/en/insights/industry/technology/technology-media-and-telecom-predictions/2022/wearable-technology-healthcare.html
https://www2.deloitte.com/xe/en/insights/industry/technology/technology-media-and-telecom-predictions/2022/wearable-technology-healthcare.html
https://digital-strategy.ec.europa.eu/en/news/mhealth-label-published
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human brain activity to be recorded. Brain Products argues that since 

ActiveTwo is a medical device and BioSemi and others do not CE 

certification for such devices, the marketing of the product should be 

prohibited.84 

On the contrary BioSemi and others argue that since ActiveTwo is not 

intended for medical use it cannot be classified as a medical device under 

MDD.85 

The question posed to the ECJ by the national court was “Does a product 

which is intended by the manufacturer to be applied for human beings for the 

purpose of investigation of a physiological process constitute a medical 

device, within the terms of the third indent of Article 1(2)(a) of Directive 

93/42/EEC, only in the case where it is intended for a medical purpose”.86 

The corresponding article on MDR is 2(1)(1) third indent.87 

The ECJ comes to the ruling for that question that medical device can cover 

only those products measuring a physiological process that were intended for 

a medical purpose.88 

Although this case was only about this specific indent of the definition of a 

medical device, the logic of the ECJ decision can be applied to cases falling 

under the other indents as well. This is because same logic can be applied 

especially since the ECJ pointed out how the medical purpose is not as 

apparent in the third indent as in the two indents preceding it.89 Under MDR 

this is even more apparent as all the indents under MDR 2(1)(1) are preceded 

by the text “…for one or more of the following specific medical purposes:”. 

 
84 ECJ Case C-219/11 paragraph 6. 
85 Ibid. paragraph 7. 
86 Ibid. paragraph 10. 
87 It matches the wording of MDD but with the addition of ‘pathological’ and 

‘state’.  
88 ECJ Case C-219/11 paragraph 34. 
89 Ibid. paragraph 12. The fourth indent, contraception, falls under MDD whether 

there is a medical purpose or not as made clear in the preamble of MDD. This was 

to fight the AIDS crisis going on at the time. 
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IVDR uses the same definition for ‘medical device’ according to IVDR 

Article 2(1)(1) so the same applies for cases under IVDR. 

This case paints the importance of the intended purpose for all these mHealth 

devices as well. However, one important part that has changed from MDD to 

MDR is in the definition of medical device: the inclusion of prediction and/or 

prognosis of disease.90 According to Lang this together, with the new 

classification rules for software, make it so that a lot of software that would 

have not been a MD before would be now.91 The only catch is that this only 

applies to products for which the intended purpose is medical.92 

Finally, MDR Recital 19 makes the important distinction that “software 

intended for life-style and well-being purposes is not a medical device”. 

However, as I have argued in this paper based on other sources, the line 

between well-being and lifestyle purposes on one hand and medical purposes 

on the other is quite thin. 

In a summary, it seems that the line between non-MD mHealth products and 

MDs boils down to the manufacturers assessment of the intended purpose of 

the product. For the types of products talked in this paper, it seems like some 

of the biggest manufacturers see that the intended purpose is not medical.93 If 

the manufacturers do not think their products’ intended purpose is medical, is 

there still a way that the Regulations might affect them? 

4.7. Application of the Regulations to products with no intended 

medical purpose 

As pointed out earlier in this paper, MDR contains a list of a group of products 

without an intended medical purpose that the Regulation applies to, 

 
90 As argued by Lang M in “Heart Rate Monitoring Apps: Information for 

Engineers and Researchers About the New European Medical Devices Regulation 

2017/745” JMIR Biomed Eng 2017;2(1):e2, URL: 

https://biomedeng.jmir.org/2017/1/e2, DOI: 10.2196/biomedeng.8179, p. 3. 
91 Ibid.  
92 As noted by Lang on p. 3 as well. 
93 See, e.g. the news article of Eadicicco, Lisa: ”Fitbit and Apple know their 

smartwatches aren't medical devices. But do you?” CNET: 

https://www.cnet.com/tech/mobile/features/fitbit-apple-know-smartwatches-arent-

medical-devices-but-do-you/, accessed September 6th 2022.  

https://biomedeng.jmir.org/2017/1/e2
https://www.cnet.com/tech/mobile/features/fitbit-apple-know-smartwatches-arent-medical-devices-but-do-you/
https://www.cnet.com/tech/mobile/features/fitbit-apple-know-smartwatches-arent-medical-devices-but-do-you/
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nevertheless. IVDR does not include a same kind of list so for IVDs there 

needs to be an intended medical purpose for it to apply. Taking into account 

IVDs nature though, this issue with intended purpose should be less relevant. 

The list is found in Annex XVI and currently contains six groups of products. 

Currently, it does not contain anything relating to the type of products that are 

in the focus of this paper. This list can be updated in the future following the 

procedure set in MDR Article 115. 

If the industry stays as it is and refutes intended medical purpose in most 

cases94and the list in Annex XVI of MDR is not updated, the Regulations 

cannot be applied to them. This however is not the end as the national 

Competent Authorities in their post market surveillance can in particular 

cases intervene in the markets as laid down in Section 3 of MDR. The ceiling 

to intervene would be high in borderline cases so this would apply only in 

extreme cases. 

4.8. Analysis on the current situation surrounding mHealth 

products qualifying as medical devices 

As I have brought out in this chapter the situation surrounding mHealth and 

medical device regulation in the EU is not new nor in no way solved. The 

intended purpose of the product is the dividing factor in assessing whether to 

apply the Regulations or not.  

According to MDR Article 2(1)(12): ”‘intended purpose’ means the use for 

which a device is intended according to the data supplied by the manufacturer 

on the label, in the instructions for use or in promotional or sales materials or 

statements and as specified by the manufacturer in the clinical evaluation;”. 

This leaves the evaluation in the hands of the manufacturers. However, the 

intended purpose must be tied to the clinical evaluation of product. This curbs 

the power of the manufacturers to define their intended purpose but only when 

they want their products to be MDs which is to be expected so that it cannot 

 
94 An example of an exception is the Apple Watch and the ECG app measuring 

irregular rhythms for diagnosis purposes mentioned in the introduction of this 

paper. 
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be claimed that the products have just any medical effect. But what happens 

in the situation where the manufacturers do not want their products to be 

MDs?95 

In theory the manufacturers of especially software or mobile apps should be 

looking at the guidance on MDSWs as explained earlier. In practice however 

the guidance itself is not clearcut and there are no binding rules in regards 

these devices. This grey area leaves the current regulatory landscape 

unsatisfactory as it breeds doubt on when the many health apps and devices 

should be regulated as medical devices instead.96 

Even more confusion can be found in the classification rules for software. 

MDR Annex VIII rule 11 states: “Software intended to provide information 

which is used to take decisions with diagnosis or therapeutic purposes is 

classified as class IIa, except if such decisions have an impact that may cause: 

— death or an irreversible deterioration of a person's state of health, in which 

case it is in class III; or 

— a serious deterioration of a person's state of health or a surgical 

intervention, in which case it is classified as class IIb. 

Software intended to monitor physiological processes is classified as class 

IIa, except if it is intended for monitoring of vital physiological parameters, 

where the nature of variations of those parameters is such that it could result 

in immediate danger to the patient, in which case it is classified as class IIb. 

All other software is classified as class I”.  

 
95 See also Helen Yu in Cohen, I., Minssen, T., Price II, W., Robertson, C., & 

Shachar, C. (Eds.). (2022). The Future of Medical Device Regulation: Innovation 

and Protection. Cambridge: Cambridge University Press. 

doi:10.1017/9781108975452, pp. 108 – 111, where they critique intended use for 

Digital Health Technologies (included in mHealth as defined in this paper) as the 

actual use might be wholly different. 
96 Helen Yu in ibid. argues for clarification for the Post Market Surveillance (PMS) 

obligations for these products. I don’t agree with the effectiveness of this method 

as the PMS would require the products to be classified as MDs or products with 

non-medical purposes anyway. 
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This raises the question, doesn’t most of these non-medical device mHealth 

solutions “monitor physiological processes”, such as heart rate, body 

temperature, O2 levels and even blood sugar levels in the future? And as more 

and more of these results are used in even clinical settings at what point the 

software is “intended to provide information which is used to take decisions 

with diagnosis or therapeutic purposes”? 

As EU has noticed this issue and even set out to try the soft law approach for 

it, it would be imperative for this area to have clarification from the legislators 

insofar when do the devices become MDs. 

4.9. mHealth product as a Medical Device – what kind of 

obligations are there in regards the ensuring of data quality 

of the devices? 

The question to answer in this chapter is if and when these mHealth products 

are treated as MDs or IVDs, how do the obligations affect their data quality. 

For both MDR and IVDR the obligations for the products depend on the class 

of the device. As the mHealth devices can be used for multitude of purposes 

they can fall in many different classes. I will not be going through the 

requirements class by class as it is not necessary for the purposes of this paper. 

I will however look at what the minimum requirements for all classes are and 

what are the most likely classes for mHealth devices to fall in to. 

For MDR Lang argues that the most likely class for mobile software which 

were not medical devices under MDD would be Class IIa. This is due to the 

expansion of the definition of medical device and the classification rules 

found in Annex VIII rule 11.97  

However, the same rule 11 includes rules for software to be all classes so the 

class of course depends on the specifics of the product.  

For MDR the obligation increases the higher the class: class I has the least 

obligations while Class III has the most. 

 
97 Lang, M 2017 p. 3. 
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For IVDs, IVDR Annex VIII Rule 1.4 only states: “Software, which drives a 

device or influences the use of a device, shall fall within the same class as the 

device. If the software is independent of any other device, it shall be classified 

in its own right”. So, the class is highly dependent on the specifics of the case.  

Classes in IVDR go from A to D with A being the least risky and D being the 

riskiest. 

There are however General Safety and Performance Requirements (GSPR) 

which form the backbone of the requirements for all devices to conform to. 

The GSPR are quite similar98 for MDR and IVDR and as the differences are 

not relevant for the purpose of this paper, I will be stating only the relevant 

parts of the GSPR from MDR. 

The GSPR consists of the basic rules of Annex I of MDR as well as the 

technical documentation of Annex II which gives out more casuistic technical 

documentation requirements for the devices. 

The general rules listed in Annex I are extensive. With 3 Chapters and 23 

points with multiple subcategories it would serve no purpose to go through 

all the requirements. There are a few pivotal rules in regards the accuracy of 

the data produced. 

First one is the very first rule which states: “Devices shall achieve the 

performance intended by their manufacturer and shall be designed and 

manufactured in such a way that, during normal conditions of use, they are 

suitable for their intended purpose. They shall be safe and effective and shall 

not compromise the clinical condition or the safety of patients, or the safety 

and health of users or, where applicable, other persons, provided that any risks 

which may be associated with their use constitute acceptable risks when 

weighed against the benefits to the patient and are compatible with a high 

level of protection of health and safety, taking into account the generally 

 
98 Lentz, Bethaney 2022 https://www.rimsys.io/blog/the-ultimate-guide-eu-mdr-

gspr, accessed September 20th, 2022. 

https://www.rimsys.io/blog/the-ultimate-guide-eu-mdr-gspr
https://www.rimsys.io/blog/the-ultimate-guide-eu-mdr-gspr
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acknowledged state of the art”. This rule alone makes it so that the devices 

should fulfill the promises of accuracy for the data their devices produce. 

However, the GSPR go much further in ensuring the quality of MDs marked 

with a CE mark. The rules from 2-8 focus on the risk management of the 

devices. These extend from the design and manufacturing of device to the 

continuous examination and updating of the device. Importantly for the 

purposes of this paper, rule 5 requires means to minimize user error. User 

error in mHealth products can be easily imagined: smart watch needs to be 

put on correctly for the measurements to be valid, to use some feature you 

need to put your fingers on the device in a certain way or an app asks you to 

input your data in specific units to make use of the advanced features of the 

app. For MDs, these are problems for which the risks need to be reduced as 

far as possible (rule 5(1)(a)). 

Chapter 2 of Annex I deepens the requirements regarding design and 

manufacture. Rule 17 in particular lays the requirements for “Electronic 

programmable systems — devices that incorporate electronic programmable 

systems and software that are devices in themselves”. Especially relevant are 

the requirements in subparagraphs 1-3: “ 

17.1. Devices that incorporate electronic programmable systems, including 

software, or software that are devices in themselves, shall be designed to 

ensure repeatability, reliability and performance in line with their intended 

use. In the event of a single fault condition, appropriate means shall be 

adopted to eliminate or reduce as far as possible consequent risks or 

impairment of performance. 

17.2. For devices that incorporate software or for software that are devices in 

themselves, the software shall be developed and manufactured in accordance 

with the state of the art taking into account the principles of development life 

cycle, risk management, including information security, verification and 

validation. 

17.3. Software referred to in this Section that is intended to be used in 

combination with mobile computing platforms shall be designed and 
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manufactured taking into account the specific features of the mobile platform 

(e.g. size and contrast ratio of the screen) and the external factors related to 

their use (varying environment as regards level of light or noise)”. 

These together with the aforementioned other rules make it clear that the data 

quality of the mHealth appliances categorized as MDs need to adhere to strict 

requirements. In addition, the risks for user error need to be minimized as 

well as the instructions for use need to adhere to the long list of requirements 

set out in rule 23(4) of Annex I. 

In a summary, even the GSPR (without class specific requirements) are 

enough to regulate the data quality of MDs. The requirements of Annex I also 

apply to the products without an intended medical purpose listed in Annex 

XVI.  

Therefore, a possible solution for making sure that at least the more complex 

mHealth applications have requirements for their data quality would be their 

inclusion in Annex XVI by the procedure set out in Article 115 of MDR. For 

borderline IVDs this would be of no help. Many of the products that are 

borderline IVDs however fall into MDR’s scope of application.99 

What about the applications for which the medical device regulations do not 

apply? Are there any other ways to ensure their data quality? 

  

 
99 As seen on the factsheet “Is your software a medical device?” by Commission 

2021: https://health.ec.europa.eu/system/files/2021-

03/md_mdcg_2021_mdsw_en_0.pdf, accessed September 20th, 2022. 

https://health.ec.europa.eu/system/files/2021-03/md_mdcg_2021_mdsw_en_0.pdf
https://health.ec.europa.eu/system/files/2021-03/md_mdcg_2021_mdsw_en_0.pdf
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5. EU data strategy – Data Governance Act, Data Act 

and AI Act. 

In this chapter I will be looking at the two pillars of the EU data strategy, Data 

Governance Act and Data Act as well as the AI Act which will be directly 

applicable to the mHealth solutions using AI. The main focus of this chapter 

is to see what kind of obligations in regards the data quality comes from these 

Regulations and especially who are the parties that the Regulations apply to.  

5.1 Data Governance Act 

The background for the Data Governance Act (DGA) can be found in the EU 

Data Strategy and is the first one of the three Acts to be in force at the time 

of writing. It was adopted on June 23rd, 2022, and it will start to be applied in 

September 2023.100 

It seeks to increase trust in data sharing, strengthen mechanisms to increase 

data availability and overcome technical obstacles to the reuse of data.101 

Moreover, DGA is stated to be a key in the idea of European data space which 

includes inter alia health data, and which is pivotal for the rapid development 

of artificial intelligence.102 

5.1.1. Scope of DGA 

The scope of the DGA is stated in Article 1: “ This Regulation lays down: 

(a) conditions for the re-use, within the Union, of certain categories of 

data held by public sector bodies; 

(b) a notification and supervisory framework for the provision of data 

intermediation services; 

(c) a framework for voluntary registration of entities which collect and 

process data made available for altruistic purposes; and 

 
100 Commission “European Data Governance Act” https://digital-

strategy.ec.europa.eu/en/policies/data-governance-act, accessed September 20th, 

2022. 
101 Ibid. 
102 DGA preamble 2. 

https://digital-strategy.ec.europa.eu/en/policies/data-governance-act
https://digital-strategy.ec.europa.eu/en/policies/data-governance-act
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(d) a framework for the establishment of a European Data Innovation 

Board”. 

DGA mostly seems to focus on the movement of data which I have 

excluded from the scope of this paper. I will acknowledge here that these 

rules are important from the point of view of providing data for AI. And 

for data quality it will affect mostly the use of mHealth data after it has 

been produced by the application for example health data produced by 

mHealth submitted to national health databases. 

However, I will be looking at points b and d of DGA Article 1 as these 

might be relevant for the purpose of this paper. 

5.1.2. Data intermediation services 

According to DGA Article 2(1)(11): “‘data intermediation service’ means a 

service which aims to establish commercial relationships for the purposes of 

data sharing between an undetermined number of data subjects and data 

holders on the one hand and data users on the other, through technical, legal 

or other means, including for the purpose of exercising the rights of data 

subjects in relation to personal data, excluding at least the following: 

(a) services that obtain data from data holders and aggregate, enrich or 

transform the data for the purpose of adding substantial value to it and 

license the use of the resulting data to data users, without establishing 

a commercial relationship between data holders and data users; 

(b) services that focus on the intermediation of copyright-protected 

content; 

(c) services that are exclusively used by one data holder in order to enable 

the use of the data held by that data holder, or that are used by multiple 

legal persons in a closed group, including supplier or customer 

relationships or collaborations established by contract, in particular 

those that have as a main objective to ensure the functionalities of 

objects and devices connected to the Internet of Things; 
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(d) data sharing services offered by public sector bodies that do not aim 

to establish commercial relationships; “. 

It is noteworthy that the list is non-exhaustive and a list of exclusions to the 

definition. 

In the scope of this paper, data intermediation service could mean the 

mHealth manufacturer when they are handling the data produced by their 

devices and is sharing it to third parties. 

For example, the Samsung Health app, which uses the data produced by their 

watch as well as data provided to it by the user, shares the health data with 

inter alia affiliates (other Samsung Electronics Group companies which we 

control or own) and business partners (partners who we work together with 

to provide you with Samsung Health, such as third-party apps you may 

choose to connect with Samsung Health. These business partners control and 

manage your personal information).103 

As such the rules for data intermediation services might apply to these 

mHealth service providers. However, the data intermediation service needs to 

be separated from the other activities of the entity and as such the rules would 

only apply to that new legal entity.104 

What are the key goals of regulating these entities? According to the 

Commission, it is the setting of rules for regulating these entities to make 

them trustworthy organizers of data sharing or pooling within the common 

European data space.105 

Looking through DGA Articles 12 – 15 which concern the data 

intermediation services, I deduce that the only relevant part of the Article in 

regard to data quality is the Article 12(d). This subparagraph obliges the data 

intermediation services to, in some cases, convert the data they receive to 

 
103 Samsung Health Privacy Policy https://samsunghealth.com/privacy, accessed 

September 20th, 2022. 
104 See DGA Article 12(a) and Commission “Data Governance Act Explained” 

https://digital-strategy.ec.europa.eu/en/policies/data-governance-act-explained, 

accessed September 20th, 2022. 
105 Commission ”Data Governance Act Explained”. 

https://samsunghealth.com/privacy
https://digital-strategy.ec.europa.eu/en/policies/data-governance-act-explained
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enhance interoperability or to adhere to certain international or EU-wide 

standards. This helps in having the data labeled correctly for further use and 

as such helps with the measurement error discussed earlier in this paper.106 

As such this part of DGA offers only a minor solution to preserve the data 

quality that they receive. Most of the requirements of DGA for the data 

intermediation services are structural or procedural requirements.  

5.1.3. European Data Innovation Board 

DGA establishes a new kind of entity for the European data space called the 

European Data Innovation Board in Article 29. The tasks of this board are 

defined in Article 30. 

The tasks include a variety of supporting tasks for the purposes of practical 

application of the Regulation. The interesting parts for this paper are related 

to the interoperability of data and the adherence to standards discussed in the 

previous chapter. 

These tasks can be found in Article 30(1)(f-h). The task in point f is to advise 

the Commission on the prioritization of cross-sectoral standards to be used 

for and developed for data use and cross-sector data sharing between 

emerging common European data spaces and exchange of best practices with 

regard to sectoral requirements for data access and security and especially 

distinguishing and clarifying which standards and practices are cross-sectoral 

and which are sectoral. 

Next the Board’s task is to assist the Commission in dealing with the 

fragmentation of the internal markets for data by interoperability with the aim 

inter alia to encourage the creation of common European data spaces. 

Last the Board has the task to propose guidelines on the interoperability of 

data for the common European data spaces. 

As can be seen from these tasks, how the Board might affect in the data 

quality issue, is through guidelines and advising the Commission on the 

 
106 Chapter 1.5.1.1. 
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interoperability of data. However, as seen from the previous chapters this is 

just a marginal and only indirectly affects the issue presented in this paper. 

5.1.4. DGA and data quality 

As said, DGA mostly focuses on the sharing of data and the movement of 

data inside the EU (or “common European data spaces”). With its limited 

application to the manufacturers, it does not have a significant effect on the 

data quality issue.  

As such it is time to move on to the second pillar of the European Data 

Strategy, the proposed Data Act. 

5.2. Data Act 

The Data Act is the second proposed regulation related to the European Data 

Strategy. The proposal still has not been adopted and as such the specifics of 

the proposal are still subject to change. That said, the aim of the Data Act is 

to complement DGA by clarifying who can create value from data and under 

which conditions.107 

Although the proposal mostly focuses on data access and the markets 

surrounding it, one of the aims is to “maintain incentives for manufacturers 

to continue investing in high-quality data generation”.108 

Next, I will look at what these incentives in the proposed Data Act are and do 

they have a connection to the data quality issue at the focus of this paper. 

5.2.1. Scope of the proposed Data Act 

First, Article 1(1) lays down the basic scope of the Regulation as in it lays 

down the harmonized rules in making the data generated by the use of a 

product or related service to the user of the product or service, making the 

data available by data holders to data recipients and in exceptional situations 

making the data available to national or EU public institutions. 

 
107 Commission, IP/22/1113, “Data Act: measures for a fair and innovative data 

economy”. 
108 Ibid. 
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Second, the Data Act applies to “ 

(a) manufacturers of products and suppliers of related services placed on the 

market in the Union and the users of such products or services; 

(b) data holders that make data available to data recipients in the Union; 

(c) data recipients in the Union to whom data are made available; 

(d) public sector bodies and Union institutions, agencies or bodies that request 

data holders to make data available where there is an exceptional need to that 

data for the performance of a task carried out in the public interest and the 

data holders that provide those data in response to such request; 

(e) providers of data processing services offering such services to customers 

in the Union” (Article 1(2)). 

Data holder is defined in Article 2(1)(6) as “a legal or natural person who has 

the right or obligation, in accordance with this Regulation, applicable Union 

law or national legislation implementing Union law, or in the case of non-

personal data and through control of the technical design of the product and 

related services, the ability, to make available certain data”. 

And data recipient is defined in Article 2(1)(7) as “a legal or natural person, 

acting for purposes which are related to that person’s trade, business, craft or 

profession, other than the user of a product or related service, to whom the 

data holder makes data available, including a third party following a request 

by the user to the data holder or in accordance with a legal obligation under 

Union law or national legislation implementing Union law”. 

As can be seen, the proposed scope is quite extensive. As such it can be easily 

applied to various mHealth producers as they most likely will fall into the a 

or b category of Article 1(2).  

However, the focus of the Data Act is harmonizing the data markets and 

access to data and not the quality of said data. The Data Act does have 
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extensive rules on interoperability of data held by the operators of the 

Common European Data Spaces or data processing services in Chapter VIII. 

These Data spaces are not defined in the Data Act nor in DGA. However, they 

are discussed in length in the Data strategy. The Commission has also 

released Commission staff working document on Common European Data 

Spaces in which it explains the Common European Data Space as “a common 

European data space brings together relevant data infrastructures and 

governance frameworks in order to facilitate data pooling and sharing”. 

109They will focus on key sectors at first which were mentioned in the Data 

Strategy and in later publications.110 

The question of who is an ‘operator’ of these Data spaces is still left 

unanswered. One thing made clear is that the operator does not need to receive 

EU funding to be classified as a Common European Data Space.111As such 

the operator can be anything from a private enterprise to a public official.  

Data processing services is defined in Data Act Article 2(12): “a digital 

service other than an online content service as defined in Article 2(5) of 

Regulation (EU) 2017/1128, provided to a customer, which enables on-

demand administration and broad remote access to a scalable and elastic pool 

of shareable computing resources of a centralised, distributed or highly 

distributed nature” meaning mostly cloud computing services. 

This means that the rules on interoperability do not apply to the mHealth 

sector as such, but they do affect the data if provided to a Data space or if held 

by a data processing service. 

5.2.2. Interoperability in the Data act 

The Data act has different demands for the operators of Data spaces in Article 

28 and data processing services in Article 29. 

 
109 Commission staff working document on Common European Data Spaces, p. 2. 
110 Ibid. p. 1. 
111 Ibid. p. 5. 
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In Article 28 the important parts for data quality are: “(a) the dataset content, 

use restrictions, licences, data collection methodology, data quality and 

uncertainty shall be sufficiently described to allow the recipient to find, access 

and use the data;  

(b) the data structures, data formats, vocabularies, classification schemes, 

taxonomies and code lists shall be described in a publicly available and 

consistent manner; “. 

Even though these do not help with quality issues at the source, it is still 

having a great effect from the viewpoint of training AI. The requirements for 

operators to describe the above-mentioned points and especially data quality 

and uncertainty will help when using the data for training AI. Also, as these 

requirements demand extensive cataloguing of the qualities of the data in 

question, it is possible to take into account the specifications of the data when 

using it. 

For data processing services the requirements are not as high. The 

requirements in Article 29 do affect the interoperability of data provided by 

different services by making them conform to each other. However, they do 

not have as strict classification and structuring obligations as the Data space 

operators.  

As such, the obligations for data processing services have only a negligible 

effect on the data quality issue presented in this paper. 

The two Data Acts do not handle the issue presented in this paper well, but 

will the proposed AI Act have any effect? 

5.3. Artificial Intelligence Act 

The Artificial Intelligence Act refers to the proposal for an AI regulation in 

the EU. It was unveiled in April 2021 and is currently waiting for the first 
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reading of the European Parliament.112 Once it will be adopted it will be the 

first piece of legislation to horizontally regulate AI worldwide.113 

The basic premise of the Regulation is to categorize different types of AI 

solutions into risk-based classes meaning the riskier the solution the more 

obligations there are for the developers. 

As this is a first-ever regulation of its kind it has sparked quite a lot of debate 

and literature even before adoption.114. The goal in this chapter is to describe 

what the Regulation includes and how it can affect the mHealth devices 

described in this paper and especially the data quality of said devices. 

As presented in the introduction to this paper, many of the mHealth devices 

already use AI in some form or another to perform their functions.115As such 

I presume the AI Act will have an impact on the research question. 

5.3.1. Scope  

The proposed scope of the Regulation according to Article 1: 

“This Regulation applies to: 

(a) providers placing on the market or putting into service AI systems in 

the Union, irrespective of whether those providers are established 

within the Union or in a third country; 

(b) users of AI systems located within the Union; 

(c) providers and users of AI systems that are located in a third country, 

where the output produced by the system is used in the Union”. 

 
112 EUR-LEX procedure page for the Artificial Intelligence Act: https://eur-

lex.europa.eu/legal-content/EN/HIS/?uri=CELEX:52021PC0206, accessed 

September 20th, 2022. 
113 European Parliament briefing 2021: Artificial Intelligence Act, p. 1. 

https://www.europarl.europa.eu/RegData/etudes/BRIE/2021/698792/EPRS_BRI(2

021)698792_EN.pdf, accessed September 20th, 2022. 
114 The draft also received 304 pieces of feedback during the feedback period of 

April 26th 2021 to August 6th 2021: https://ec.europa.eu/info/law/better-

regulation/have-your-say/initiatives/12527-Artificial-intelligence-ethical-and-legal-

requirements_en, accessed September 20th, 2022. 
115 See chapter 1.2. 

https://eur-lex.europa.eu/legal-content/EN/HIS/?uri=CELEX:52021PC0206
https://eur-lex.europa.eu/legal-content/EN/HIS/?uri=CELEX:52021PC0206
https://www.europarl.europa.eu/RegData/etudes/BRIE/2021/698792/EPRS_BRI(2021)698792_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/BRIE/2021/698792/EPRS_BRI(2021)698792_EN.pdf
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12527-Artificial-intelligence-ethical-and-legal-requirements_en
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12527-Artificial-intelligence-ethical-and-legal-requirements_en
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12527-Artificial-intelligence-ethical-and-legal-requirements_en


46 

 

As can be seen the proposed scope is quite extensive as it encompasses all 

usage and placing on the market or putting into service inside EU. It is 

necessary to see how the Regulation defines “AI systems” and “user” to 

understand the scope completely. 

Artificial intelligence system is according to Article 3(1)(1): 

‘artificial intelligence system’ (AI system) means software that is developed 

with one or more of the techniques and approaches listed in Annex I and can, 

for a given set of human-defined objectives, generate outputs such as content, 

predictions, recommendations, or decisions influencing the environments 

they interact with”. 

Annex I regarding techniques and approaches for AI systems: 

“(a) Machine learning approaches, including supervised, unsupervised and 

reinforcement learning, using a wide variety of methods including deep 

learning; 

(b) Logic- and knowledge-based approaches, including knowledge 

representation, inductive (logic) programming, knowledge bases, inference 

and deductive engines, (symbolic) reasoning and expert systems; 

(c) Statistical approaches, Bayesian estimation, search and optimization 

methods”. 

The list in Annex I can be updated according to Article 4.  

User is defined in Article 3(1)(4): 

“‘user’ means any natural or legal person, public authority, agency or other 

body using an AI system under its authority, except where the AI system is 

used in the course of a personal non-professional activity”. 

From the scope and the definitions, it can be seen that the goal for the 

Regulation to apply broadly to different types of AI systems, regardless of the 

specific technique used in the development of said AI and to regulate both the 

providers and users of the AI systems. As seen from the definition of ‘user’ 
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the intention is that the obligations coming from the Regulation cannot be 

circumvented by the organization’s structure. 

Even though the definitions paint a broad picture of application, the risk-

based class system discussed next narrows the application of the Regulation 

down quite heavily. 

5.3.2. The risk-based class system 

The risk-based class system in AI Act divides the AI systems into four 

different categories: prohibited, high-risk, limited risk and low and minimal 

risk.116 

As the name suggests some AI systems are prohibited as such. The high-risk 

class AI is allowed, but with heavy obligations. Limited risk has only 

obligation to transparency i.e., disclosing their use of AI, and minimal risk 

has no obligations.117 

As such most of the obligations in the Regulation only concern high-risk AI 

services with others than prohibited classes having minimal obligations. In its 

current form the Regulation heavily revolves around the classification as a 

high-risk AI system. 

One thing criticized regarding the class system is the fact that other than high-

risk AI embedded in a device that is subject to CE-markings (such as medical 

devices) get the same CE-marking as high-risk class with nothing 

distinguishing between these markings. As such it is argued that the CE mark 

does not properly address the different risks different AI systems pose.118 One 

thing that the critique does not include is the fact that high-risk AI must be 

registered in an EU database established in Article 60. The system follows 

the registration of other CE-marked products, such as medical devices. In my 

 
116 E.g. European parliament briefing 2021, p. 5. 
117 Ibid. 
118Kees Stuurman, Eric Lachaud, Regulating AI. A label to complete the proposed 

Act on Artificial Intelligence, Computer Law & Security Review, Volume 44, 

2022, 105657, ISSN 0267-3649, https://doi.org/10.1016/j.clsr.2022.105657. 

https://www.sciencedirect.com/science/article/pii/S026736492200005X, p. 5 – 6. 

https://doi.org/10.1016/j.clsr.2022.105657
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opinion this registration and the identification number following it should 

alleviate the concerns regarding the distinctiveness of the CE-mark. 

As the main part of the proposed AI Act affects only the high-risk AI, I will 

go through the obligations for other classes first and leave the high-risk last. 

5.3.2.1. Limited risk 

For limited risk the obligation for transparency can be found in Article 52. 

The Article includes different types of AI systems that are subject to this 

transparency requirement and the limitations for each one. The overarching 

limitation is that the transparency requirement does not apply when dealing 

with an AI system used for criminal investigations and deterrence which are 

approved by a law. 

The first transparency obligation is for the providers of systems designed to 

interact with natural persons (so called ‘bots’)119 who are responsible for 

creating information on their product that makes it clear for a natural person 

using the system that they are dealing with an AI, unless the presence of AI 

is obvious from the context. 

The second type of AI mentioned is emotion recognition systems and 

biometric categorization systems which need to inform the natural persons 

they are applied to of the usage of AI. Veale et al. critiques the transparency 

requirement for these systems for bringing nothing new compared to current 

obligations stemming from GDPR. They also note that compared to the risks 

inherent in these systems the transparency does little to mitigate said risk.120 

I would however point out that biometric identification and categorization of 

natural persons in real-time is classified as a high-risk AI according to Annex 

III of the Regulation and as such at least real-time categorization has more 

obligations. For emotion recognition systems the critique stands in full. 

 
119 Veale, Michael and Zuiderveen Borgesius, Frederik. "Demystifying the Draft 

EU Artificial Intelligence Act — Analysing the good, the bad, and the unclear 

elements of the proposed approach" Computer Law Review International, vol. 22, 

no. 4, 2021, pp. 97-112. https://doi.org/10.9785/cri-2021-220402, p. 106. 
120 Ibid. 

https://doi.org/10.9785/cri-2021-220402


49 

 

The third type of AI belonging to this class is the so called ‘deep fakes’ where 

AI is used to manipulate a video, an image, or an audio file to resemble an 

existing person or object so that it seems authentic. These deep fakes need to 

disclose that the content has been artificially created. The transparency 

requirement does not apply if a deep fake is used is necessary for artistic or 

other purposes which are protected by the Charter of Fundamental Rights of 

EU. 

5.3.2.2. Prohibited AI practices 

The prohibited AI practices are listed in Article 5 of the draft Regulation. 

There are four prohibited practices in total: three practices are prohibited 

entirely, two on manipulation and one on social scoring and the last real-time 

and remote biometric identification systems which are prohibited except 

when used for specific law enforcement purposes listed in the Article and 

only it follows the limitations listed as well.121 

The manipulative systems are the ones mentioned in Article 5(1)(a-b) i.e. “AI 

system[s] that deploys subliminal techniques beyond a person’s 

consciousness in order to materially distort a person’s behaviour in a manner 

that causes or is likely to cause that person or another person physical or 

psychological harm” and “AI system[s] that exploits any of the vulnerabilities 

of a specific group of persons due to their age, physical or mental disability, 

in order to materially distort the behaviour of a person pertaining to that group 

in a manner that causes or is likely to cause that person or another person 

physical or psychological harm”. 

These provisions are limited by their requirement for intent and the 

requirement of being likely to cause harm to people. Moreover, the first one 

needs covert ‘subliminal’ messaging and the second is limited by exploiting 

certain groups’ vulnerabilities.122 

The examples given by the Commission for these types of AI systems are 

quite bizarre: ”an inaudible sound is played in truck drivers’ cabins to push 

 
121 Ibid. p.98 for the classification of different types of practices mentioned here. 
122 Ibid. 
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them to drive longer than healthy and safe [where] AI is used to find the 

frequency maximising this effect on drivers” and “a doll with integrated voice 

assistant [which] encourages a minor to engage in progressively dangerous 

behavior or challenges in the guise of a fun or cool game”.123 Whether these 

kinds of manipulation systems are currently in use or not is a point of 

speculation. 

Veale et al. criticizes the harm requirement for being too out of date with not 

considering cumulation of harm and by pointing out the similarities found in 

the Unfair Commercial Practices Directive.124 It is easy to see the point in this 

critique and support the critique as well. 

The next prohibited AI system is using AI for social scoring or as Article 

5(1)(c) puts it: “AI systems by public authorities or on their behalf for the 

evaluation or classification of the trustworthiness of natural persons over a 

certain period of time based on their social behaviour or known or predicted 

personal or personality characteristics, with the social score leading to either 

or both of the following: 

1) detrimental or unfavourable treatment of certain natural persons or 

whole groups thereof in social contexts which are unrelated to the 

contexts in which the data was originally generated or collected; 

2) detrimental or unfavourable treatment of certain natural persons or 

whole groups thereof that is unjustified or disproportionate to their 

social behaviour or its gravity”. 

It is noteworthy that this prohibition is only for public authorities using these 

kinds of systems. For businesses GDPR Articles 21 and 22 provides some 

limits to using these systems. However, as Veale et al. also points out, limiting 

the prohibition to only public authorities is illogical as many services 

 
123 Transcribed from a YouTube video by Veale et al. 2021 p. 98. YouTube video 

in question:  DG CONNECT, Gabriele Mazzini, ‘A European Strategy for 

Artificial Intelligence’ (2nd ELLIS Workshop in Human-Centric Machine 

Learning (YouTube recording), 10 May 2021) 

https://youtu.be/OZtuVKWqhl0?t=10346 at 2:52:26 et seq, accessed September 

19th, 2022. 
124 See Veale et al. 2021 p. 99 for full critique. 
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provided by private entities are comparable to services by public authorities 

in today’s world.125 

The other requirements of the social score being “in-context” and 

unjustifiability based on the social behavior are quite vague. The commission 

used an example of a system that “identifies at risk children in need of social 

care based on insignificant or irrelevant social ‘misbehaviour’ of parents, e.g. 

missing a doctor’s appointment or divorce”.126 However the question remains 

of what kind of data can be classified of being in-context and what is the 

threshold for a system that bases its reasoning on unjustifiable or 

disproportionate social behavior or its gravity – where to draw the line?127 

The last systems to be on the prohibition list are biometric systems. However, 

there is not a total prohibition here but rather strict requirements for the use 

of a biometric system. First, the prohibition includes only the use of real-time 

remote biometric systems used in publicly accessible spaces for law 

enforcement purposes. These kinds of systems are prohibited unless they are 

strictly necessary for one of three purposes: 

1) the targeted search for specific potential victims of crime, including 

missing children; 

2) the prevention of a specific, substantial and imminent threat to the life 

or physical safety of natural persons or of a terrorist attack; 

3) the detection, localisation, identification or prosecution of a 

perpetrator or suspect of a criminal offence referred to in Article 2(2) 

of Council Framework Decision 2002/584/JHA 62 and punishable in 

the Member State concerned by a custodial sentence or a detention 

order for a maximum period of at least three years, as determined by 

the law of that Member State. 

If the system is used for one of said purposes, it needs to adhere to the 

obligations laid out in Articles 5(2-3). First, it shall consider the nature of the 

 
125 Ibid. p. 100. 
126 Ibid. n. 122. 
127 See Veale et al. 2021 p. 100 for same kind of reasoning as well as effects on job 

markets. 
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situation giving rise to the possible use, in particular the seriousness, 

probability and scale of the harm caused in the absence of the use of the 

system and the consequences of the use of the system for the rights and 

freedoms of all persons concerned, in particular the seriousness, probability 

and scale of those consequences (Article 5(2)(1)(a-b)). 

Second, it needs to comply with necessary and proportionate safeguards and 

conditions in relation to the use, in particular as regards the temporal, 

geographic and personal limitations (Article 5(2)(2)). 

And third, the use of such systems needs to get authorization from a 

independent competent judicial or administrative authority prior to use or in 

a case of urgency, after the use (Article 5(3)(1)). Rest of the Article deals with 

setting up the national systems for this authorization process. 

This prohibition faces harsh critique from many observers. The most damning 

critique is that the Article legitimizes rather than prohibits population-scale 

surveillance.128 

5.3.2.3. High-risk AI systems 

The classification as a high-risk AI system happens by the rules of Article 6 

in which there are two ways. 

For the first way to be classified as high-risk you need to fulfill two 

requirements: “1) the AI system is intended to be used as a safety component 

of a product, or is itself a product, covered by the Union harmonisation 

legislation listed in Annex II[including MDR and IVDR] and 2) the product 

whose safety component is the AI system, or the AI system itself as a product, 

is required to undergo a third-party conformity assessment with a view to the 

placing on the market or putting into service of that product pursuant to the 

Union harmonisation legislation listed in Annex II”. 

 
128 See ibid. p.101 – 102 for more points and more sources demanding for banning 

these kinds of surveillance systems altogether.  
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For the first way it does not matter whether the AI system is placed on the 

market or put into service independently of the aforementioned products or 

not. 

The second way is to simply be listed in Annex III as a high-risk system. The 

current proposal includes eight different types of AI systems which are in 

short:  

1) biometric identification and categorization of natural persons 

2) management and operation of critical infrastructure, 

3) education and vocational training (tests, acceptance), 

4) employment, workers management and access to self-employment 

(recruitment, promotion, termination), 

5) access to and enjoyment of essential private services and public 

services and benefits (credit score, access to public services and 

benefits, dispatching emergency services), 

6) law enforcement (individual risk assessments, polygraphs or similar, 

detecting deep fakes, determining the reliability of evidence, 

predicting crime, profiling, crime analytics regarding a natural person 

using big data), 

7) migration, asylum and border control management (polygraphs or 

similar, risk assessment, verification of authenticity of documents, 

administrative decision making) and 

8) administration of justice and democratic processes (AI jurist) 

The list in Annex III can be extended by a delegated act by Commission 

according to Article 7 and the procedure in Article 73. Importantly the list can 

only be updated if two requirements are fulfilled: the AI system needs to fall 

into the eight categories already in Annex III, meaning a use that is not listed 

as a subcategory to the broader categories and the AI system needs to pose a 

similar risk of harm to health or safety or a risk of adverse effects on 

fundamental rights as the uses already listed.  

This means that the list cannot be updated with whole new categories but 

rather the current eight categories can be expanded upon. 
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The obligations for high-risk AI systems can be found in chapter 2 and 3 of 

the draft AI Act. Chapter 2 focuses on the substantive requirements for the AI 

system and chapter 3 on the procedural obligations that the providers, users 

and other parties have in regards the high-risk AI system. 

In short, a high-risk AI system needs to have a risk management system 

(Article 9), meet the data quality criteria (Article 10), draw up technical 

documentation (Article 11), have logs enabled (Article 12), be transparent 

and provide information for the users (Article 13), have appropriate level of 

human oversight (Article 14) and have an appropriate level of accuracy, 

robustness and cybersecurity in regards the system’s intended purpose 

(Article 15). 

For the intended purpose of this paper, the relevant obligations are the data 

quality criteria and the appropriate level of accuracy.  

First, the data quality criteria include proper data governance and 

management measures which are listed in Article 10(2):  

(a) the relevant design choices; 

(b) data collection; 

(c) relevant data preparation processing operations, such as annotation, 

labelling, cleaning, enrichment and aggregation; 

(d) the formulation of relevant assumptions, notably with respect to the 

information that the data are supposed to measure and represent; 

(e) a prior assessment of the availability, quantity and suitability of the 

data sets that are needed; 

(f) examination in view of possible biases; 

(g) the identification of any possible data gaps or shortcomings, and how 

those gaps and shortcomings can be addressed. 

Second in Article 10(3) it is required that the” training, validation and testing 

data sets shall be relevant, representative, free of errors and complete. They 

shall have the appropriate statistical properties…”. This requirement seems 

quite harsh as there is no perfect data set. This is noted in preamble 44 to the 
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AI Act where it is clarified that they need to be sufficient considering the 

intended purpose of the product.129 

Third the training, validation and testing data sets need to consider the 

geographical, behavioral or the functional setting in which the system is going 

to be used taking into account the intended purpose of the product according 

to Article 10(4) 

For accuracy, Article 15 has three obligations:” 

1. High-risk AI systems shall be designed and developed in such a way 

that they achieve, in the light of their intended purpose, an appropriate 

level of accuracy, robustness and cybersecurity, and perform 

consistently in those respects throughout their lifecycle. 

2. The levels of accuracy and the relevant accuracy metrics of high-risk 

AI systems shall be declared in the accompanying instructions of use. 

3. High-risk AI systems shall be resilient as regards errors, faults or 

inconsistencies that may occur within the system or the environment 

in which the system operates, in particular due to their interaction with 

natural persons or other systems.” 

When comparing these requirements to the data quality criteria and the 

problems of bad quality data presented in the Introduction to this paper, we 

can see that the obligations set here do address these issues well. However, as 

noted in the Introduction, the issue is that for the AI developers these 

obligations might be extremely hard to implement in the world of Big Data. 

The problem presented in the Introduction persists: how can the developers 

of AI discern whether the data they are using is accurate? If the developer of 

the AI is the same entity as the producer of that data, they have the means to 

address the quality obligations laid out in Article 15. This would be the case 

in for example a general app developed by the same company who has 

developed the mHealth product and is shipped with it that uses AI to analyze 

the user’s sleeping patterns based on the health data collected by the product. 

 
129 Ibid. p. 103 notes this as well. 
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5.4. mHealth and the AI Act 

After going through the class system of the draft AI Act the question is do the 

AI systems on some mHealth products fall into some of the classes?  

The only obvious attachment with mHealth and the draft AI Act is the 

classification as a high-risk AI if and only if the system is intended to be used 

as a safety system for a MD or IVD or is a MDSW itself and needs to have 

the conformity assessment procedure done by a notified body under MDR or 

IVDR. This however only bring back the same issue of the products not 

classified as a MD or IVD discussed earlier. 

The draft AI Act provides exactly the regulatory steps that seem to address 

the data quality issues brought up earlier. But it does not provide steps for that 

would obligate the producer of the data to make sure the data is of high 

quality. The AI Act’s obligation would apply only in the case where the AI 

was deemed to be high-risk and the mHealth producer is the producer of said 

AI.130 

In the end the draft AI Act does not have any straight connection to AI in 

mHealth sector. However, as it is still a draft, this might change before 

implementation. In its current form it does have many places of critique and 

connecting AI and mHealth only when MDR or IVDR applies also seems 

redundant because, as discussed in the Medical Devices chapter, the 

requirements for MDs and IVDs do already safeguard the accuracy of the 

devices. AI Act brings more casuistic regulation into the mix, but does it add 

anything new in the end?  

 
130 For problems with mHealth data and third parties using it see Cho S, Weng C, 

Kahn MG, Natarajan K Identifying Data Quality Dimensions for Person-Generated 

Wearable Device Data: Multi-Method Study JMIR Mhealth Uhealth 

2021;9(12):e31618 URL: https://mhealth.jmir.org/2021/12/e31618 doi: 

10.2196/31618 p. 9 -13. 
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6. Conclusion 

In this paper I have researched how the regulatory landscape surrounding 

mHealth work from the point of view of ensuring that the products produce 

high data quality in particular for secondary use for AI products. 

Going through current applicable regulation surrounding Medical Devices 

and upcoming regulation surrounding data and AI in the EU has produced no 

conclusive answer to the question. The issue has been acknowledged in 

policies produced by EU, but concrete measures seem lackluster at best. 

There has been no definitive answer from the regulators regarding the long-

standing issue of what to do with mHealth devices that seem like Medical 

Devices but are not because their intended purpose is not medical. The current 

regulatory limbo cannot be said to be a good long-standing solution. The 

regulators should make a clear decision in one way or another to bring legal 

clarity to the situation. The ISO standards regarding mHealth software quality 

do provide a soft law solution that I did not elaborate further due to scope 

limitations, but binding rules are still unclear. 

The duplet of Regulations regarding data do not seem to apply to the situation 

presented in this paper well. They do have some effects on the user of the data 

but not on the producer. They do address the out-of-scope issue of data 

movement and access, however.  

The draft AI Act seems promising from the first glance as the requirements 

for high-risk AI systems do include strict measures for data quality and 

accuracy. On a second glance however, we can see that mHealth devices 

would only be classified as a high-risk AI if: 

1) They use AI 

2) They are a MD or a security system for one 

This means that in the end it all comes back down to the question of the 

intended purpose of the mHealth products as only then can the AI used on the 
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device be regulated by the draft AI Act. It needs to be pointed out again 

however, that this only applies to the draft AI Act in its current form. It is 

therefore possible that the AI Act could contain provisions for the booming 

AI health market in the future. That remains to be seen. 

As a concluding remark the uncertainty surrounding the research question 

needs more research. Especially before regulatory measures it would be 

imperative to research the effect that the current soft law instruments have 

had on the quality of mHealth products – especially how many of the leading 

products in this space have decided to follow the standards. For the overall 

picture of generating data for the future AI the questions surrounding access 

to data and movement of data are imperative and require more research. 
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