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Abstract This chapter problematises user control in the context of the EU Commis-
sion proposal on the regulation for European Digital Identity Framework (EDIF). The
proposed framework includes requirements for the European Digital Identity Wallet
(EDIW), intended to give control to EU citizens over their identity-related data. The
chapter puts forth an argument that while harmonisation of digital identity solutions
is required at the EU level, the user control discourse is employed to justify tech-
nical choices that can adversely impact the protection of personal data and the right to
privacy, such as the use of persistent identifiers that have a potential to enable tracking
of users across databases. The chapter employs post-structural discourse analysis to
examine the EDIF and related EU policy documents. The findings include that EU
recognises individuals’ lack of control in the digital environment due to unfair data
collection practices by the digital gatekeepers but does not factor in the new chal-
lenges posed by artificial intelligence systems which increase the risks of surveillance
and identity theft that also limit the benefits of user control achieved by EDIW.
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6.1 Digital Identity Wallets—User Empowerment
at the Cost of Privacy?

In February 2024, the EU voted to adopt the regulation for the European Digital Iden-
tity Framework (EDIF)! that introduces a design framework for a mobile application
called the European Digital Identity Wallet (EDIW). One of the main goals of the
EDIW is to empower individuals to control their data by enabling selective sharing of
identity-related attributes.? As such, the EDIF continues the same rhetoric on giving
users control over their personal data as found in the General Data Protection Regu-
lation (GDPR).? In the context of digital identity, however, there are concerns that
the ‘control ideology’ is actually more harmful to users’ privacy than it is helpful.*

The GPDR has been successful in giving users more rights in regard to their
data, however it has also been criticised for placing the ‘regulatory burden’ on users,
who might lack the capabilities to understand how their experience and interfaces are
being manipulated with the help of algorithms and artificial intelligence (Al), leaving
them vulnerable to unfair data collection, profiling, surveillance, etc.’ Similarly, with
the EDIW, there is a risk that a user control discourse is employed to justify technical
choices which could adversely impact the protection of personal data and the right
to privacy.

An example of the controversy related to the EDIW has been the question of
persistent identifiers. Persistent identifiers are a string of numbers, such as social
security numbers, that follow a user for a lifetime.® In Article 11(a) EDIF proposal,
Member States were required to provide at least one unique identifier for situations
when a wallet user accesses cross-border public services and identification is required

! European Parliament legislative resolution of 29 February 2024 on the proposal for a regulation
of the European Parliament and of the Council amending Regulation (EU) No 910/2014 as regards
establishing a framework for a European Digital Identity (COM(2021)0281—C9-0200/2021—
2021/0136(COD)).

2 EDIF Proposal 2024 (amended proposal), Article 5a.

3 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)
(COM/2016/0J L 119), Recital 7.

4 Bietti 2020, p. 1.

5 Ibid.

S EDIF Proposal 2024 (amended proposal), Article 11(a).
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by law.” Academics and privacy activists warned against the use of persistent identi-
fiers because they enable tracking across databases and the user cannot control when
they are disclosed.® In the amended EDIF proposal, the wording thus changed to
‘identity matching” and left out the specific mentioning of persistent identifiers.’

Against this background, the chapter problematises the user control discourse
in the context of digital identity.'® The purpose of the analysis is to understand the
implicit predispositions regarding the user control discourse and possible unintended
consequences. The chapter conducts a post-structural discourse analysis of the EDIF
using the ‘What is the Problem Represented’ (WPR) methodology.!' The method
consists of six questions that help reverse engineering policy from a solution to a
problem and reveal implicit assumptions and their effects. In Sect. 8.2, the chapter
provides an overview of the EDIF. Section 8.3 presents the method and Sect. 8.4
reports on the analysis using the WPR methodology to examine the problem repre-
sentation found in the EDIW. Section 8.5 discusses the results from the analysis, and
lastly, Sect. 8.6 draws together the chapter’s main conclusions.

6.2 The European Digital Identity Framework

The European Declaration on Digital Rights and Principles, signed in 2022, states
that that every individual has the right to access digital technologies, products, and
services.!? The right to access includes, according to the declaration, a trusted digital
identity, protecting against cyber threats like identity theft and manipulation. The
European Union (EU) has set a goal that by 2030, 80% of EU citizens will have a
government-verified digital identity solution to access both public and private digital
services.!? By 2026, each EU Member State should have either provided themselves
with an EDIW or recognised a private EDIW solution that is offered to all citizens.'*

Thus far, the only instrument regulating electronic identification in the EU has
been the regulation (910/2014) on electronic identification and trust services for

7 Proposal for a Regulation of the European Parliament and of the Conucil amending Regulation
(EU) N0 910/2014 as regards establishing a framework for a European Digital Identity (COM/2021/
281 final), article 11(a).

8 Fratini and Lo Tauro 2023; EDRI 2022a; Ortalda et al. 2021.

9 EDIF Proposal 2024 (amended proposal), Article 11.

10 Communication from the Commission to the European Parliament, the Council, the European
Economic and Social Committee and the Committee of the Regions, A European strategy for data
(COM/2022/66 Final).

1 Bacchi 2009.

12 European Declaration on Digital Rights and Principles for the Digital Decade (COM/2022/28
Final).

13 Digital decade Communication from the Commission to the European Parliament, the Council,
the European Economic and Social Committee and the Committee of the Regions: 2030 Digital
Compass: the European way for the Digital Decade (COM/2021/118 final).

14 EDIF Proposal 2024 (amended proposal), Article 5(a)(1).
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electronic transactions in the internal market (eIDAS) adopted in 2014."> eIDAS
concerns the mutual recognition of cross-border digital identification by the public
authorities as well as trust services, including the Qualified Trust Service Providers
and the creation of legal effects of e-signatures. The review of the eIDAS in 2020
resulted in a decision to amend the regulation and introduce a European Digital
Identity Framework (EDIF) to overcome some of the failings of the eIDAS.'®

The EDIF includes amendments to the eIDAS, such as provisions to establish the
European Digital Identity Wallet (EDIW). While the EDIF does not define digital
identity, Article 3(2) EDIF clarifies that ‘electronic identification means’ are immate-
rial and material units that contain personal identification data and is used to authen-
ticate online and offline. The EDIW is later defined in Article 6a(7a) EDIF as an elec-
tronic identification means to store, manage and validate identity data and attributes
securely, and to provide them to relying parties and other users. In other words, EDIW
is a mobile application that enables the storage of identity-related attributes such as
passports, driving licences and academic qualifications. The wallet is intended to
be voluntary and free of charge for EU citizens.!” Once passed, Member States
are obliged either to provide a wallet or recognise a private solution that meets the
requirements laid out in the regulation.'® The EU will also adopt a EDIW Toolbox
which includes a technical Architecture and Reference Framework for the wallet.'”

In addition to EDIW, the EDIF expands the scope of the Trust Services which are
electronic services that help different parties to conclude binding decisions online,
such as enabling a company to conclude an e-commerce contract online that requires
an electronic signature.20 In the eIDAS regulation, the Trust services include the
electronic signatures, electronic seals, and electronic time stamps. The new EDIF
amendments expand the scope of the Trust Services to include electronic registered
delivery services, electronic certificates for authentication, and electronic seals for
electronic documents.?! The proposal also introduces a new concept of ‘Qualified
Trust Services Providers’ for technology providers that wish to certify as the highest
assurance level providers in the EU for trust services.?? Trust services have not been
discussed in this chapter.

15 Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014
on electronic identification and trust services for electronic transactions in the internal market and
repealing Directive 1999/93/EC (COM/2021/0J L 257).

16 For example, only 15 out of 27 member states provided a cross-border eID under eIDAS to their
citizens as stated in the Report from the commission to the European Parliament and the Council
on the evaluation of Regulation (EU) No 910/2014 on electronic identification and trust services
for electronic transactions in the internal market (eIDAS) (COM/2021/ 290 final).

17 EDIF Proposal 2021, Article 6a(7a).

18 EDIF Proposal 2021, Article 6a(2).

19 EDIF Proposal 2021, Recital 36.

20 EDIF Proposal 202, Article 3(16).

21 ¢IDAS, Chapter III.

22 EDIF Proposal 2024 (amended version), Recital 20.
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6.3 Method: Problematisation of User Control

The main objective of this paper is to problematise the user control discourse in the
context of EDIF. For this purpose, the chapter utilises the WPR, a post-structural
discourse analysis developed by Carol Bacchi.?* The analysis consists of six ques-
tions that are used to examine a policy (later referred to as the “‘WPR questions’).
WPR takes as its starting point the hypothesis that governmental practices produce
problems, and rather than examining the solutions, the focus is on examining the
representation of the problems as a counter-discursive activity.*

This method helps in questioning the assumptions and predispositions the policy
is based on and whether they ‘accurately’ describe the existing situation. If the
problem is based on assumptions that do not accurately depict reality, the solution
offered in the policy can end up having adverse effects rather than reach the positive
outcome envisaged.?> While the method has been primarily used by sociologists and
political theory scholars, it has also gained the interest of legal researchers studying
technology regulation.”®

In general, discourse analysis is a widely used method in legal research for
studying linguistic tactics and problematising socio-political issues and events.?’ It
is particularly well-suited to exposing trends and ‘othering’, in other words discrim-
inatory effects of language and effects of laws. Thus, to examine the unintended
consequences of the user control discourse in the context of EDIW critically, the
WPR method provides a structured approach to step by step analyse a policy and
effects. The WPR questions are”3:

1. What is the ‘problem’ represented to be in a specific policy?

2. What presuppositions or assumptions underlie this representation of the

‘problem’?

How has this representation of the ‘problem’ come about?

4. What is left as unproblematic in this problem representation, and where are the
silences? Can the ‘problem’ be thought about differently?

5. What effects are produced by this representation of the problem?

6. How/where is this representation of the ’problem’ produced, disseminated and
defended. How could it be questioned, disrupted, and replaced?

»

The primary source used for the analysis is the proposal for the EDIF. To under-
stand the evolution of the EU digital identity, the analysis also relies on the related

23 Bacchi 2009, p. xii.

24 Bacchi 2009 pp. xii, 8-9, 14.

25 Bacchi and Goodwin 2019, p. 9.

26 See e.g., Dent 2009; Koulu 2020; Padden and Ojehag-Pettersson 2021; Zimmermann 2022.
27 Brown 1998.

28 Bacchi 2009, p. 2.
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preparatory documents like the evaluation study of the eIDAS regulation®® and the
impact assessment published by the EU Commission.*

6.4 Analysis

In this analysis, each WPR question is answered by analysing the EDIF and related
documents.

6.4.1 Two Competing Problem Representations

The first WPR question is: What is the ‘problem’ represented to be in a specific
policy? The purpose of the question is to identify the implied problem representa-
tions. The problem representations do not need to reflect the reality according to
Bacchi and Goodwin, who believe that policies have a performative character and
problem representations are deduced from the wording of a policy in the way they
are presented.’!

The starting point for the analysis at hand is Article 5a(1) EDIF, which guarantees
that all EU citizens will have ‘secure, trusted and seamless cross-border access to
public and private services, while having full control over their data, each Member
State shall provide at least one European Digital Identity Wallet’.3?

Two problem representations are identified in this article. First, the article obliges
each Member State to provide an EDIW to its citizens, implying that a lack of a
government-provided digital identity is a problem. Recital 7 EDIF also specifies that
currently Member States are offering diverging digital identity solutions, and in some
cases, no solutions are available, hence harmonisation of electronic identifications is
required at the EU level. In the Explanatory Memorandum to the EDIF it is also stated
that the lack of digital identity causes inconvenience to individuals, and it is a risk
that they will not be able to use online services while also maintaining their privacy.>
The problem representation thus holds that it is a matter of state responsibility to
ensure that each citizens has the possibility to electronically identify themselves.

Article 5a(1) EDIF holds also a second problem representation that is derived
from the obligation that not only do Member States have to provide a secure and

29 European Commission 2020.

30 Commission staff working document impact assessment report Accompanying the document
Proposal for a Regulation of the European Parliament and of the Council amending Regulation
(EU) n° 910/2014 as regards establishing a framework for a European Digital Identity (COM/2021/
124 final).

31 Bacchi and Goodwin 2019, p. 30.
32 EDIF Proposal 2024 (amended version), Article Sa.
33 EDIF Proposal 2024 (amended proposal).
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trustworthy digital identity, but they will also have to ensure that the application
allows individuals to control their data. This is further specified in Recital 3 EDIF,
which states the digital identity should be under citizen’s ‘sole control’ and aid them
to exercise their rights as well as to participate in the digital economy. The implicit
problem representation here is that individuals lack control over their personal data
and, consequently, their digital identity. The analysis will next reflect how these two
problem representations are interlinked and their underlying competing interests.

6.4.2 Underlying Assumptions About the Market

The second WPR step is identifying presuppositions or assumptions that underlie
problem representations.>* For instance, Bacchi proposes examining the binaries,
such as illegal/legal and key concepts that revolve around the problem representa-
tion.>> This section begins by identifying binaries in the first problem representation,
and in the second part, a key concept regarding the second problem representation
is considered.

In the first problem representation, the predispositions relate to the digital market,
where the EU appears to bid against the privately provided digital identities and
government-provided identity solutions. The EU uses categories ‘regulated’ identity
solutions versus ‘unregulated’ identity solutions.*® The review of eIDAS showed that
the current market for electronic identification within the EU is fragmented and the
existing private digital identity solutions do not offer a high level of security. On top
of that they are disconnected from a government-verified identity that makes digital
identities more susceptible to fraud and identity theft.’’ In the impact assessment
accompanying the EDIF proposal, the Commission calls out the US-based digital
platforms and technology companies as unsafe and susceptible to precarious personal
data collection, and as such, sees them as a risk to the privacy of EU citizens.

The European Commission’s President Ursula von der Leyen illustrated the frus-
tration poignantly in her State of Union speech in 2020, by stating that ‘every time
an App or website ask us to create a new digital identity or to easily log on via a big
platform, we have no idea what really happens to our data in reality’.® In the impact
assessment, the Commission also recognises that part of the problem is that individ-
uals prefer to create a digital identity through a social media account.*® This identity
is not verified, nor does it require further authentication. For instance, Meta acts as
the third-party identity provider, offering its users the option to use their Facebook

34 Bacchi 2009, p. 5.

35 Bacchi 2009, p. 7.

36 Weigl et al. 2022, p. 76.

37T EDIF Proposal 2021, Explanatory memorandum.
38 Von der Leyen 2022.

39 Vapen et al. 2016.
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account to log into third-party services.*’ However, it is not always apparent to the
users what information is shared with the third-party services. The EDIF proposal
and related policy documents thus describe the market issues regarding the provision
of digital identities and present the user-controlled digital identity as a solution to
the market failure.

In the second problem representation, ‘control’ is thus identified as a key concept.
While control is frequently mentioned in the EDIF proposal (26 times) and related
policy documents as one of the policy objectives,*' there is no clear definition of
what it entails. This is not surprising since Anciaux et al. have made a claim that the
concept of control is under-defined in law even when it is one of the main tenants
in privacy and data protection laws.*> For example, Graef et al. explain that the EU
privacy and data protection framework has been built on the premise that privacy
equals having control over one’s personal data.*? This premise is based on the work
of US scholar, Allen Westin,** who described in 1967 that privacy is about one’s
ability to manage ‘when, how and to what extent’ information about them is shared
with others. Today, US scholars Solove and Hartzog describe this approach as the
Individual Control Model as it relies on individuals to make conscious choices about
their data.®

In the EU, the GDPR, adopted in 2016, further entrenched the idea that privacy
is about individual control over their data.*® There is no definition of control in the
GDPR either, but it gives an active role for individuals through consent mechanism
and data subject rights.*” Consent mechanisms refers to it being possible to process
personal data lawfully, when the data subject has given their consent to it.*® The
data subject’s rights include the right to access information and right to have human
intervention when subjected to automated decision-making, among others.*’

The Individual Control Model has nevertheless been criticised as to whether it is
the best approach to uphold the right to private life and protection of personal data
in the age of Al Solove and Hartzog consider, for instance that individuals simply
lack the ability to make informed choices online, due to the information asym-
metry between users and technology providers and manipulation through technolog-
ical design. They advocate instead for protection of societal values though govern-
mental action and call this as the Societal Structure Model,*® in which governments

40 Vapen et al. 2016.

41 EDIF Proposal 2024 (amended proposal).
42 Anciaux et al., 2021, p. 16.

43 Graef et al. 2023, p. 2.

44 Westin 1968.

45 Solove and Hartzog 2024, p. 6.
46 GPDR, Recital 71, Article 75.
4T GPDR, Article 13-23

8 GPDR, Article 6

49 GPDR, Articles 15-22.

30 Solove and Hartzog 2024, p. 7.
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decide safe practices for individuals and place more requirements for companies on
responsible data processing.’!

The EDIF builds on the Individual Control Model, as it attempts empower indi-
viduals by giving them more control over their digital identity and personal data,
through selective sharing of personal attributes and certificates. The EDIF also relies
on the data subject rights found on the GDPR as properties of ‘control’, as shown
by Article 6a(4) subsections that describe that the EDIW is a tool for exercising the
right to data portability and the right to be forgotten. Also, when the EDIF introduces
restrictions on the processing of personal data for the wallet providers, those restric-
tions can be circumvented with the user’s consent.’> The EU consequently relies on
the assumption that the best way to uphold the individual privacy is to provide them
control over their personal data as opposed to the Societal Structure Model.

6.4.3 Development of New Al Privacy Harms

The third WPR question is: How the representation of the ‘problem’ has come about?
Bacchi sees that the question serves two purposes. First, to understand the specific
developments and decisions that have led to the problem representation and second,
to examine whether competing problem representation has existed.>

For the analysis, three essential developments are discussed. First, the COVID-19
pandemic has been an important development that contributed to the two problem
representations. Above all, the pandemic showcased the importance of having a
harmonised EU-level approach to digital identity when there was a sudden need to
provide digital public services to EU citizens, regardless of the digital maturity of
a Member State, and the need for remote identification for both public and private
services. During the pandemic in 2020, the EU Council recommended the develop-
ment of the EDIF and declared at the same time that individuals should be empowered
to control their online identity and data.>>

Second, while the pandemic was one of the main drivers for the introduction of
the EDIF and reinforced the user-control paradigm, the speedy introduction of the
EDIF itself reveals a competing problem representation. Weigl et al. consider that
the ’speedy’ introduction of proposal for EDIF in 2021 presents an interesting case
of ‘policy punctuation’, in a policy area in which the EU’s legal competence has been

51 Hirsch 2019, p. 462.
S2EDIF proposal 2021, Article 6(a)(7).
33 Bacchi 2009, p. 10.

54 Commission staff working document impact assessment report Accompanying the document
Proposal for a Regulation of the European Parliament and of the Council amending Regulation
(EU) n° 910/2014 as regards establishing a framework for a European Digital Identity (COM/2021/
124 final).

55 Special meeting of the European Council (1 and 2 October 2020)—Conclusions (EUCO 12/20).
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subject to interpretation.’® They found that, during the Von der Leyen Commission
mandate, there was a sudden urgency to create a European digital identity that would
align with the Commission’s digital priorities,’’ such as digital sovereignty and the
Digital Single Market.”®

Article 49 eIDAS required, that the regulation shall be reviewed before July 2020.
However, before the eIDAS review, the European Digital Identity was not mentioned
in any of the EU policy documents and the introduction of the EDIW came as
an ‘surprise’, when the EU Commission brought the idea to light in 2020.%° The
Commission presented the European Digital Identity as one of the policy options
to strengthen ’Europe’s technical autonomy’ in the in the Communication Shaping
Europe’s Digital Future.®® Also the same year, the European Council called on the
Commission to provide a proposal for ‘European Digital Identification’ by 2021.%!
This was considered as a mandate from the Member States.®” Consequently, the
eIDAS review turned into ‘a revision’ that introduced the EDIF.

According to Weigl et al., this reveals the EU’s motivation for pushing for digital
constitutionalism and digital sovereignty’.%® In other words, the policy aim may be
to empower citizens in regard to their data but obliging Member States to build
their own digital identity solutions is part of the aim to lessen the dependency on
technology companies that most often originate from the United States.®* As such,
digital sovereignty provides a competing problem representation.

The third noteworthy development has been the increased use of Al that has
impacted the provision of digital identities and the digital market at large. In the
inception assessment of the EDIF proposal, the Commission considered that there
are ‘fundamental changes in the social context’ regarding digital identities.> The
changes include increased use of new technology like Al, biometrics, distributed
ledger-based solutions and the Internet of Things.%® Relatedly, in the study to support
the impact assessment for the revision of the eIDAS in 2021, the Commission consid-
ered Al to be main factor to influence the digital identity markets and to drive the
demand for technology that use Al or biometrics verify a claimed identity.%’

56 Weig] et al. 2022, p. 75.
57 Weigl et al. 2022, p. 75.
58 Weigl et al. 2022, p. 75.

59 Communication from the Commission to the European Parliament, the Council, the European
Economic and Social Committee and the Committee of the Regions Shaping Europe’s digital Future
(COM/2020/67 final).

60 Communication from the Commission to the European Parliament, the Council, the European
Economic and Social Committee and the Committee of the Regions Shaping Europe’s digital Future
(COM/2020/67 final).

ol Special meeting of the European Council (1 and 2 October 2020)—Conclusions (EUCO 12/20).
62 Weigl et al. 2022, p. 75.

63 Weigl et al. 2022, p. 75.

64 Floridi 2020, p. 369.

65 European Commission 2020a.

66 EDIF Proposal 2021, Explanatory Memorandum.

67 European Commission 2020, p. 27.
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The rapid adoption of the new technology has nevertheless brought concerns on
what impact the Al systems will have on electronic identification, in which biomet-
rics, for instance, is used to link an individual to a digital identity.68 First of all,
the linking is not infallible and mistakes can occur when Al is used.®® Second, the
use of Al by cyber criminals increases the risks of identity fraud, creation of new
false digital identities and fraudulent transactions among others.”® Third, the study
to support the impact assessment of the revision of the eIDAS, found that when it
comes to the development of biometrics for identity verification and authentication,
there is not enough guidance at the EU level on how to process sensitive personal
data to ensure high security.”! The EU is expected to adopt the Artificial Intelligence
Act (AIA) in 2024 which may bring some clarity by banning, for instance, the use
of ‘real-time’ remote biometric identification systems in publicly accessible spaces
for the purpose of law enforcement (unless for certain objectives).”?

While the COVID-19 pandemic showcased the need for user-controlled digital
identity solutions, the rapid adoption of Al poses new challenges as to how individuals
can control those solutions, and as such providing another competing problem repre-
sentation. The EDIF and related policy documents recognise that Al has the potential
to bring about change, but the materials do not discuss the new Al privacy harms.
Lee and others for instance have identified a taxonomy of new Al privacy harms,
building on Solove’s privacy taxonomy.”® Their taxonomy includes new types of risks
such as phrenology or physiognomy that refers to AI’s capability to closely estimate
sensitive personal attributes (e.g., sexual orientation, ethnicity) just from individuals’
attributes like voice or image. Considering that EDIW will store government verified
identity data, including biometrics and pictures, the new harms can come with severe
consequences in the context of EDIF.

6.4.4 Relevance of Control in a Post-Algorithmic Era?

The fourth WPR question is what is left as unproblematic in this problem represen-
tation: Where are the silences; can the ‘problem’ be thought about differently? The
fourth question invites a problematisation of the problem representation.”* Bacchi
proposes, considering the limits of the problem representation—in other words, what
is not problematised—to identify the gaps and silences.

68 Sullivan 2018, p. 724.
 Sullivan 2012, p. 224.
70 Sullivan 2018, p. 729.
71 European Commission 2020, p. 35.

72 Proposal for a Regulation of the European Parliament and of the Council laying down harmonised
rules on Artificial Intelligence (Artificial Intelligence Act) and amending certain Union legislative
Acts (COM/2021/206 final), Article 5(1)(d).

73 Lee et others 2023, pp- 8, 11.
74 Bacchi 2009, p. 12.
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Section 6.4.3. showcased that Al is producing new privacy harms that have not
been addressed in the EDIF and related policy documents. They also remain silent
on how the increased use of Al impacts an individual’s ability to control their data.
Control was identified as a key concept, regarding the problem representation in
Sect. 6.4.2. Yet, the EU does not critically consider whether it is a suitable policy
aim in the first place, and overlooks the critic put forth by privacy scholars.

Bietti, for example, criticises the Individual Control Model, because according to
her data is relational and collectively construed.”> According to her, an individual
decision about data processing will impact other users’ data and as consequence,
the Individual Control Model does not work in the platform ecosystem. Likewise,
Hartzog,’® Herian,”” Solove’® and Reniers’® are raising concerns about the individual
capabilities of having control over their data and critically assess the fit between the
technology design principles and the ability of laws to designate control effectively.
An alternative tool for control is also proposed by Richards and Hartzog (among
others) who consider that the responsibility should be with the data controllers, who
should have a fiduciary duty towards the people whose personal data they process.®

Considering the growing criticism towards the Individual Control Model, Angel
even proposes that privacy is undergoing a ‘post-algorithmic turn’ of which one
consequence is that individual agency and digital self-determination are no longer
seen as goals in themselves.®! The term has been inspired and influenced by scholars
such as Hildebrandt and De Vries,*> Edwards and Veale,®* Ajunwa®* and Hartzog.®
Coincidently, the AIA is showcasing a move towards a regulatory strategy that does
not emphasise control. The AIA will provide a risk-based regulation that requires
technology providers to consider the impact of the Al systems to on the fundamental
rights, but it does not give new rights for individuals or emphasis user empow-
erment.®® As such, AIA is closer to the Societal Structure Model that Individual
Control Model.?’

However, with the introduction of the EDIF, the regulatory burden becomes
heavier for individuals who need to learn to make calculated choices regarding their
personal data by acknowledging both rules in the GDPR and EDIF that may sound
contradicting. Suppose the relying party accessing data on the EDIW is a public
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76 Hartzog 2021.
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organisation that processes health data as one of its legal obligations. In that case,
individuals do not have the right to request that their data be deleted, and they do not
have the right to data portability.®® Yet, the EDIF states that individuals should have
the right to delete data, without clarifying that it only applies in certain cases.®

Also, in the case the relying party is a private organisation, the data subject’s rights
are not absolute. For instance, if the controller has anonymised the data accordingly,
the GDPR no longer applies to the anonymised dataset, and the data does not need
to be removed, as guided by the European Data Protection Board (EDPB).”’ More-
over, the rights need to be balanced against the rights and freedoms of others,’' and
the controller can consider the technical feasibility of deleting personal data.’? In
situations in which identification is not required, the controller is not even obliged to
comply with most of the data subject rights, such as rights to access and deletion.”?
The actual control the EDIW can provide is thus limited by the contextual nature of
data subject rights.

Thus, it can be questioned whether in the age of Al, the user-control paradigm
is still relevant policy aim. Solove and Hartzog explicitly proclaim that ‘although
individual powerlessness is the right problem, the Individual Control Model is the
wrong approach to address it”.”* According to them, solutions that empower individ-
uals regarding their personal data are not the answer, since individuals will continue
to make choices that are to their detriment, regardless of the technology.”> Consid-
ering this, it the EU seems push for the data empowerment of EU citizens at the cost
of their privacy.

6.4.5 Effects: Risks of Surveillance and Deepfakes

The fifth WPR question is what effects are produced by this problem representation.
Bacchi’s analysis starts from the premise that inevitably, problem representations
create difficulties and harm to individuals belonging to a specific social group while
others may benefit.”® As such, the WPR deviates from usual policy analysis and
looks beyond the evidence-based approach. Here two interconnected and, at times,
overlapping effects are discussed: discursive effect and lived effects.

Discursive effects examine how assumptions, discourses, and silences can impact
individuals by ’closing off” particular options. To begin with, the EDIW can have a

8 GPDR, Article 17.
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9 EDPB 2021.
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95 Solove and Hartzog 2024, pp. 3-5.
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positive and negative effect on the society. In countries such as Finland, where 90%
of individuals rely on bank services for strong authentication, being a bank customer
can become a bottleneck to accessing digital public, and private services. Banks
have diverging requirements on who they accept as their customers. A government-
provided digital identity that is free to use can also work as a means of inclusion.
Finland was preparing a new law to introduce a digital identity scheme that would
have improved the current situation for migrants arriving to Finland and allowed
them to have immediate access to digital identity and strong authentication. The
law proposal was unexpectedly repealed when the new right-wing coalition came in
during autumn 2023. The EDIF will, nevertheless, compel the Finnish government
to continue working on providing a digital identity solution to Finnish citizens that
is free to use and to ensure equal access to digital services.”’

On the negative side, with the stringent link between the European Digital Identity
and a government-verified identity, the effect is that certain groups of people will be
‘closed off’. According to Recital 7 EDIF, the users of the digital identity wallets are
‘Union citizens and other residents as defined by national law’. The requirements for
citizenship and residency vary between countries, placing EU citizens on an unequal
footing regarding access to the wallet.”® It should be thus recognised that governments
have an interest in controlling digital identity as part of their sovereignty and in the
ability to control who gets to participate in society. In fact, Marion Ho-Dac warns
that the main political agenda of the EDIF is to ‘regain control over the identity of
European citizens in the digital ecosystem’.”

As questions of digital identity become politicised, Fratini and Lo Tauro believe
that the role of the state should be carefully thought through in providing digital
identities, since too large of a role may bring a risk of mass surveillance of citizens’
behaviour.! After the publication of the EDIF proposal in 2021, privacy activists
indeed raised their concerns about the obligation for governments to use persistent
identifiers as part of the minimum set of data that would be shared with a relying
party.'°! In the proposal, Article 11a(2) required EU Member States to include a
unique and persistent identifier in the minimum set of person identification data
(defined in Article 12.4.(d)), when identification was is required by law. In adopted
version, the heading of Article 11a was changed to ‘cross-border identity matching’
and in the article there is no requirement for persistent identifiers. Now Member
States need to simply ensure ‘unequivocal identity matching’.!?

Another article that has raised concerns about government surveillance is Article
45 EDIF, introducing Qualified Website Authentication Certificates (QWAC). Put
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briefly, the idea behind QWAC:s is to ensure that a website is not fraudulent for
the user through certificates.'”> The technology providers are strongly against the
introduction of QWAC, because it would require browsers to accept a new form of
certificate to authenticate websites with lower security standards to what is already
being provided.'® On top of that, the article requires each EU Member State to
form a certificate-issuing authority and according to the technology industry, this
compromises the existing system, when ‘an error of judgement or deliberate action
by one Member State will affect citizens in all other Member States’.!> The larger
cybersecurity community has raised the alarm that the EDIF will eventually allow
‘large-scale tracking of citizens based on government-issued identifiers’.'% The Al
exacerbates the risk by scale and ubiquity of personal data collected and what can
be inferred from the data.'"’

Of course, the EDIW will be voluntary for individuals to use as stated in Article
5a(15) EDIF, and individuals can choose not to use the wallet.'%® The article moreover
describes that individuals should be able to access public services regardless of the
identification and authentication means, and that the EDIW cannot be the only means
for login into a public service. Nevertheless, there is still a risk that the users will
be subject to power imbalances, since in some situations they are required by law
to identify themselves and if they do not want to use the EDIW, they will need to
physically identify themselves.'?

The European Data Protection Supervisor (EDPS), Wojciech Wiewiérowski is
moreover concerned that strong identification is becoming the conditio sine qua non
for the use of internet services and protests that it would be needed for all online
interactions. He asserts that while in theory, strong authentication can make service
more secure, in practice it could also be used to track users and profile them.!'®
Similarly Member of the European Parliament, Patrick Breyer claims that ‘overi-
dentification can gradually erode our right to use digital services anonymously’.!!!
With the increased use of artificial intelligence systems in authenticating users and
profiling, privacy and data protection risks are accumulating, while also impacting
the user’s ability to control their personal data processing.
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Secondly, the lived effects include identity theft, which means that information
related to a person’s identity is used to transact online and make payments.''? Iden-
tity theft can result in financial and psychological distress and especially the rise
of ‘deepfakes’ put women at risk to experience defamation, intimidation and extor-
tion.'' Deepfake is a term referring to technology that can create fake images, audio
and text using artificial intelligence and deep learning techniques to make for instance
avideo seem authentic.''* Cybercriminals can bypass biometric identification checks
using deepfakes and gain access to sensitive personal data in the EDIW.!'"> Also, if
EDIW is used to access online public services such as filing tax reports, a breach of
digital identity can lead to a situation in which the identity thief can access the portal
and change the account number to which tax returns are paid.''®

Schroers and Tsormatzoudi have studied the liability of situations in which identity
theft has occurred because of government mismanagement.''” They concluded that
it is difficult for individuals to seek redress for three reasons. First, once an identity
theft happens, individuals have little means to ‘investigate’ why it happened, and
second, to prove causation that it happened due to mismanagement of the public
authority. Third, it is also difficult for individuals to prove the damage caused by the
theft, as evidenced by the latest judgement from the Court of Justice of the European
Union, which states that infringing against the GDPR alone is insufficient grounds
for claiming damages; individuals will need to show that they have suffered material
or non-material damages due to the violation.''8

6.4.6 Proliferation of Empowerment Discourse

The sixth WPR question is how/where is this representation of the ’problem’
produced, disseminated and defended and how could it be questioned, disrupted,
and replaced. The sixth question examines how a problem representation reaches
their target audience and achieve legitimacy’.'"”

The EU Commission refers to the coronavirus pandemic as a catalyst for the rapid
digitalisation of online services. Hence the need for individuals to gain control over

their digital identity and data.'”® However, the push for the user control narrative
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can also be traced to a design research trend emphasising human-centricity. OpenID
foundation explains that since 2003, scholars in information systems, the social
sciences and development have argued for human-centric design and principles that
have been developed by civil society and advocacy groups, such as the Human
Technology Foundation (HTF) and Trust over IP Foundation.'?!

The EU Data Strategy also refers to civil society actors calling for the EU to ‘give
individuals the tools and means to decide at a granular level what is done with their
data, referencing the MyData movement.'>> Mydata is a civil society actor promoting
the processing of personal data in a human-centric way.'?*> The movement has been
incremental in gaining the attention of the regulators to improve the standing of
individuals in the data economy and furthering the user empowerment discourse, as
evidenced by the reference in the EU strategy, however it has shied away from crit-
ically evaluating the effects of the empowerment discourse and avoided criticising
the governmental actors. In contrast, EDRI, a network of non-governmental organi-
sations defending rights and freedoms online has criticised the EDIF for leading the
EU ‘straight into surveillance capitalism’.'?*

The EU, thus somewhat naively, pushes for the user discourse. The naivety is
visible from the push to oblige the gatekeepers to accept the European Digital Identity
as a means of authentication. The Committee of the Region noted in their opinion on
the EDIF that "there are on the one hand, the major global social networks, which have
a valid interest in getting their pseudonym accounts verified by a public institution.
This would, however, undermine the freedom to use the internet and further drive
users from its protected area into the dark web’.'?> In addition, from the targeted
advertising perspective, the more verified accounts a gatekeeper has, the more it can
show value for its corporate customers. Thus, the value of the data they have goes
up. Taking as an example, when Elon Musk was in the process of buying Twitter, the
question of the number of fake accounts almost halted the sale.!?°
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6.5 Discussion

The analysis showed the growing importance of digital identity, and how it is
becoming an increasingly politicised matter. The discourse analysis focused on
two problem representations, where on the one hand, the EDIF proposal identi-
fies that individual’s control over their personal data is weakened due to the current
market deficiencies caused by private digital identity providers. The gatekeepers are
blamed for the untransparent processing of personal data they gain when individuals
use their identity solutions. The problem representation thus showed that providing
digital identity is a matter of state responsibility. On the other hand, the Commission
emphasises the need to empower individuals to control their data, which places the
responsibility on the individual behaviour and capabilities to make decisions in the
digital environment. However, this is where they suffered from power imbalance
vis-a-vis the platforms that processes their personal data in the first place.

The analysis uncovered the underlying predispositions and found the EDIF relies
on the Individual Control Model; however, while scholars have repeatedly been
critical that it is difficult for individuals to make conscious choices online, the EU
still relies on the idea that the EDIW users would be capable of controlling their
personal data. The silence may be caused by the fact that the EU is more focused
on a competing problem representation on gaining digital sovereignty where it sees
the capable individuals in control of their data as useful leverage in negotiating data
processing terms with technology providers. As such, the control discourse appears
performative at best.

Bacchi’s methodological steps were useful in uncovering the silences in the EDIF
and how the development of Al has not been comprehensively reflected in the EDIF
and related policy documents. Hence, when it comes to the use of artificial intel-
ligence and biometric authentication, the use of the rights should be clarified. The
decentralised, user-controlled design of the EDIF is intended to minimise the cyber-
security threats for individuals, but the very design of the wallet may leave the user
vulnerable to identity theft and surveillance, as shown with persistent identifiers and
QWAC:s. Individuals use one wallet to access a number of private and public services
that require strong authentication, if those actions can be linked with the help of Al,
they may impose sensitive information about the user. To make matters worse, it is
seemingly difficult to keep a wallet issuer, either a public or private provider liable for
possible harm caused by the surveillance or mismanagement of data due to challenges
in proving causation, among others.
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6.6 Conclusion

The chapter provided a critical analysis of user control discourse in the context of
digital identity. The EDIF and related policy documents have adopted the language
of empowerment and user control familiar to the GDPR. It continues the trend to
propagate the idea that individuals should control their personal data in the context
of digital identity. However, how the EDIF will be able to give control to the users
remains limited due to the contextual nature of data subject rights and increased use
of Al that comes with new kinds of privacy harms. In this context, user control may
not be the right tool to overcome the power asymmetry in the digital environment.
In fact, scholars propose more government action to lessen the regulatory burden on
individuals and shift it ‘back’ to the data controllers.
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