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Abstract:

The growing concerns over the harms of disinformation to democracy have prompted
governments to issue a wide range of policy responses. Disinformation regulation presents a
dilemma from a human rights perspective. Under-regulation may lead to citizens being left
unprotected from the harms of disinformation, while over-regulation is linked to increased
censorship. With both extremes equally perilous to freedom of expression, researchers have
turned their attention to inspecting whether responses to disinformation conflict with
international human rights standards. However, there is a dearth of literature that

conceptualizes and measures the risk to freedom of expression.

Against this backdrop, this thesis develops a tool for systematic assessment of the Risk to
Freedom of Expression (RFE), a novel composite score measure that is grounded in
international human rights principles. The score consists of three theoretically grounded
concepts: (1) clarity of definition of disinformation, (2) centralization of regulatory authority,
and (3) strictness of regulation. The sample includes 50 government responses to online
disinformation issued by 12 democratic states of four different media systems between 2010

and 2024.

The results reveal wide variation in RFE scores, even among countries with high levels of
democracy and press freedom. Countries with the lowest risk— Finland, the Netherlands, and
Portugal — tend to work collaboratively with digital platforms, clearly outlining illegal
disinformation and avoiding the role of arbiters of truth. Higher-risk countries — among
which are Germany and the U.S. — tend to delegate censorship to platforms, leading to the
concentration of power at the digital platform level and the increased risk of censoring
legitimate expression. Furthermore, this thesis shows that policies with multidimensional

and educational focus are better at safeguarding freedom of expression.



Given that disinformation issue is deeply intertwined with institutional weaknesses, future
research can quantitatively inspect which factors lead to the increased risk to freedom of
expression. Such insights can be used to move from diagnosis of the problem to prevention.
As disinformation governance continues to evolve, it requires constant monitoring and
evaluation, so the concepts developed in this thesis can also be used to understand how dire
the risk is and call out disproportionate and chilling responses. This thesis contributes to the
burgeoning research on balancing speech regulation and democratic accountability in

disinformation governance.
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1 Introduction

An insightful remark, "A lie will fly around the whole world while the truth is getting
its boots on," is often attributed to Mark Twain (Standard Player Monthly, 1919).
Ironically, the adage itself is an example of misinformation since Twain died nine
years prior. The wording of this phrase evolved throughout the 19th and 20th
centuries while being attributed to historical figures like Jonathan Swift, Winston
Churchill, and Thomas Franklin (Chokshi, 2017). Most probably, people misquoted it
unintentionally, which is a case of misinformation. However, if created and shared
deliberately to mislead and increase its persuasive weight by attaching a famous
name, it would be closer to disinformation. The difference hinges on intent, making

disinformation a communicative act as much as any persuasive information.

From the communication theory perspective, disinformation is not just false content
or one innocent lie; it is strategically constructed, persuasive messaging designed to
deceive individuals (Smarandache et al., 2014). As such, disinformation is a form of
psychological aggression, exploiting cognitive biases and socio-political fault lines
(Ibid). False narratives have been paramount in political communication, which
accelerated with the invention of the press, radio, and television. Targeted lies
produced on a mass scale became state propaganda, which populated communication
channels during wars. Scholars such as Ogden and Richards (1923) explored how
meaning is made and can be manipulated through language, which was crucial to
studying propaganda in the context of World War I and its effects on populations. In
the 20t century, such campaigns enabled large-scale manipulation to raise public
morale, as well as to justify mass-scale violence via patriotic sacrifice (Fox & Welch,
2012). The adoption of digital technologies brought this trend to new heights,
allowing disinformation to spread globally within seconds. Global crises like the
COVID-19 pandemic or conflicts like Russia's attack on Ukraine have highlighted how
disinformation has become a strategic tool of hybrid warfare with dangerous

implications for democracy and civil stability (Dov Bachmann et al., 2023).

Disinformation goes hand in hand with authoritarianism, with the former linked to
increased autocratization even in democratic states (Sato & Wiebrecht, 2024; V-Dem,
2025). The level of democracy enjoyed by an average person in 2024 plummeted to

1985 levels, with 5.7 billion people worldwide living in autocracies, while freedom of



expression appeared to be the worst deteriorating component of democracy (V-dem,
2025). V-Dem Institute also reports that North America and Western Europe are not
immune to those alarming backslides either: by country averages, the levels of
democracy in this region are back to those in 1983 (Ibid). Democracy rests upon the
principle of equal participation in culture, ensuring everyone exercises their right to
express themselves (Balkin, 2004). Today, the Internet has become one of the
principal means by which individuals exercise that right (Ibid). Access to information
is crucial for democratic debates in the public sphere, but the Internet also makes it
that much easier to instantly share disinformation that hinders healthy public
discourse, fueling the democratic decline (Tenove, 2020; Colomina et al., 2021,
Allegri, 2024; Rucinska, 2023; Humprecht, 2023; Evangelista & Bruno, 2019; Maati
et al., 2023). Manipulation of information is far from new, yet the usage of artificial
intelligence-powered tools and algorithms amplified the ability to create and

distribute mis-/disinformation to an unimaginable extent (Mansell et al., 2025).

Governments around the world were tasked with the challenge of developing
solutions to dissuade people from creating and disseminating disinformation.
Regulation of lies presents many challenges from legal perspective, particularly in
context of freedom of speech (Lidsky, 2008). The first challenge was understanding
what disinformation is and how to circumscribe it within general false information to
avoid censorship. The second challenge was adequately sharing regulatory
responsibilities with digital platforms that have control over digital communication
spaces and users. Inconsistencies in defining disinformation and how to assign
regulatory responsibilities lead to both under- and over-regulation that detrimentally
affect freedom of expression. This tension has drawn the attention of policymakers
and academic scholars to international human rights frameworks, particularly Article
19(3) of the International Covenant on Civil and Political Rights (ICCPR), which
protects freedom of expression while allowing limited, clearly defined restrictions
(UN General Assembly, 1966).

Thus, inspecting novel legislation from a human rights perspective became
imperative. Several researchers have reported inconsistencies between these
regulations and human rights standards when analyzing platform regulation of hate
speech (Hatano, 2023; Banchio, 2024) or national legislative responses (Shepherd,

2017; Shattock, 2023). While many studies criticize regulatory measures for failing to



comply with international human rights standards, few offer a systematic framework
to assess the individual government responses that have a prominent effect on the
functioning of the whole information ecosystem. One notable example is the LEXOTA
project that tracks laws and government actions against disinformation in Sub-
Saharan Africa and assesses them based on the ICCPR Article 19(3) tripartite test
(LEXOTA, 2023). Such tools enable cross-country comparison and provide insights
into the regulation of disinformation, yet few have designed measurable indicators to
evaluate national responses of the Global North. This thesis addresses the gap by
seeking an answer to the following research question (RQ): How can government
responses to disinformation be systematically assessed for their risk to freedom of

expression?

This thesis adopts a human rights lens to assess the Risk to Freedom of Expression
(RFE) within government responses to disinformation. The resulting RFE composite
score consists of three indicators: clarity of definition of disinformation,
centralization of regulatory authority, and strictness of regulation. The sample
includes 50 disinformation-related responses adopted between 2010 and 2024 across
12 countries, representing four distinct media system types of the Western countries
(Finland, the Netherlands, Germany, the United States, the United Kingdom,
Australia, France, Portugal, Spain, Hungary, Latvia, and Slovakia).

Then, we empirically test both policy and country-average scores through two sub-
questions. Countries sharing a media system model, which reflects historical
relationships between political regimes, media institutions, and civil society, may
shape how they approach new regulatory challenges like online disinformation
(Hardy, 2021). Drawing on Hallin and Mancini's (2004) typology, this study
investigates whether long-standing institutional arrangements continue to shape
policy responses or whether novel, hybrid-system patterns are emerging. The first
sub-question (SQ1) asks: How well do media systems explain variation in countries’
Risk to Freedom of Expression (RFE) scores compared to empirically derived

clusters?

While aggregating a country-level risk score may help compare national trends, it can
obscure important differences between individual policy measures. Some policy

types, like fact-checking initiatives, may pose fewer risks to expression than punitive



content controls. More crucially, a singular policy can be multifaceted, standing out
from narrow policy measures that might be too myopic for a complex issue like
disinformation. To capture this variation, this study shifts focus to the policy level by
posing the second sub-question (SQ2): To what extent are particular types of
responses, or the diversity of approaches used within a single policy, associated

with the risk to freedom of expression?

The contributions this thesis aims to make are threefold: first, to crystallize the
existing scholarly insights from human rights jurisprudence and disinformation
literature into three conceptual dimensions that help capture the risk to freedom of
expression; second, to empirically show which regulatory approaches can protect
citizens against the harms of disinformation without compromising human rights;
third, to offer pathways for future policy research by proposing theoretically-driven

tools and providing evidence-informed data.

This thesis is structured as follows. Chapter 2 reviews existing literature on
disinformation governance and articulates the research gap concerning the risks to
freedom of expression, ending with the rationale for using human rights frameworks
as a theoretical base and media systems as an analytical lens. Then, it presents the
theoretical framework, outlining the human rights approach used to outline three
conceptualized dimensions that circumscribe the risk of restricting free expression. It
also positions the discussion of disinformation governance within the context of

media systems in the digital era.

Chapter 3 describes the methods used to answer the research questions of this thesis.
The methodology chapter starts by presenting the data sources and country selection,
proceeds with outlining the assessment framework, and finishes with reflecting on
the mixed-methods research approach and the scoring system. Chapter 4 presents
the results of data analysis. It begins by examining and validating the constructed
RFE score. Then, it empirically shows why media system typologies fall short in
predicting country groupings while offering an alternative clustering solution and
how certain policy types better safeguard speech. Chapter 5 concludes by positioning
the findings in the context of existing literature, discussing limitations, and offering

directions for future research.



2 Literature Review, Theories, and Concepts
2.1 Literature Review
2.1.1 Defining disinformation

This chapter sets out to identify disinformation and related notions in current
research and contextualizes further discussion of the perils of online disinformation
governance. Manipulating information has been a powerful tool in shaping public
opinion and orchestrating social, political, and economic narratives since the start of
human civilization itself (Kaminska, 2017; Banchio, 2024). In the Roman Empire,
coins were used as tools of propaganda during a conflict between Octavian and Mark
Antony (Kaminska, 2017; Posetti & Matthews, 2018). Inscriptions featured slogans
that smeared Antony as a 'drunk,' 'womanizer,' and 'Cleopatra's puppet,' which
allowed Octavian to enrage the Senate and subsequently become Augustus — the first
Roman Emperor who 'hacked the republican system once and for all' (Kaminska,
2017). The spread of disinformation and misinformation especially skyrocketed with
the invention of the Gutenberg press and was weaponized during World War I and
World War II (Herzstein, 1978; Welch, 2014). Coins, print media, radio, and now the
Internet — all exhibit how the channels of general communication have been

historically used to disseminate disinformation and sow discord.

Thus, disinformation has been a pervasive part of conflicts in the 20th century and
has been studied as a multifaceted phenomenon (Warldle & Deraskhan, 2017;
Bennett & Livington, 2018; Appelman et al., 2022). From a communication
mechanics perspective, disinformation is an 'intentional failure of communication'
(Smarandache et al., 2014). Essentially, Smarandache and Vladutescu stipulated that
"disinformation is a type of persuasive information," which is used to target
"individuals or social groups on which persuasive influence is exercised either
directly, or through intermediaries" (Smarandache et al., 2014, pp. 111-112).
Digitalization prompted the reformulation of these theories, especially paying
attention to the veracity with which lies can now be spread. Still, the core elements of
these earlier communication theories remained the same: intent and harm, both of

which are central to the definition of online disinformation.



Intent to deceive is an integral part of the minimal working definition of
disinformation (Bennett & Livingston, 2018; Dan et al., 2021; Freelon & Wells, 2020;
Hancock & Bailenson, 2021). Furthermore, scholars emphasize that disinformation
involves the intent to cause harm to an individual or social group, organizations, or
even whole countries (Chadwick & Stanyer, 2022; Hancock & Bailenson, 2021;
Wardle & Derakhshan, 2017; Stahl, 2006). However, a statement can be reshared
with the person believing its sincerity (misinformation) or may contain partially true
elements (malinformation) (Appelman et al., 2022). Thus, the growing need to
differentiate various forms of falsehood gave rise to a new body of research (Warldle
& Deraskhan, 2017; Bennett & Livington, 2018). As part of the report for the Council
of Europe (CoE Report), Wardle and Deraskhan constructed the seminal three-fold
categorization framework of mis-, dis-, and mal-information that collectively

comprises information disorder based on key definitions (Wardle & Deraskhan, 2017,

p.20):

1. Disinformation is information that is false and deliberately created to harm a
person, social group, organization, or country.

2. Misinformation is information that is false but not created/shared with the
intention of causing harm.

3. Malinformation is information that is based on reality and used to harm a

person, organisation, or country.

However, some scholars have criticized the consolidation of various forms of
falsehoods due to their fixation on the arbitrary concept of truth. Stahl (2006)
claimed that the criterion to prove the intent to lie complicates the governance of
mis-/disinformation. He utilized a Foucauldian perspective that problematizes the
very categorization since proving the intent of lying "presupposes the existence of a
universal truth and the self-reflectiveness of the speaker to know her own intentions
when speaking," suggesting that power structures end up deciding what is considered
misinformation or disinformation (Ibid, p. 91-92). In other words, Stahl (2006)
argued that in a futile effort to seek out the ultimate truth, government structures

may be given hard power to define the truth themselves.

Thus, the human rights-respecting laws seek not to reinforce the true/false binary

system but to focus on the rights that are being infringed upon instead. Appelman et



al. (2022) suggested that the decision to apply legal measures to limit the spread of
disinformation should be made by balancing various contested human rights from
relevant legal domains. For example, the law that punishes the spread of
disinformation should not scare people into silence since it inhibits their right to

speak freely.

This is not to say that defining disinformation is entirely futile from a legal
perspective. On the contrary, the lack of clarity on what is even considered 'false' in
legislation may lead to ambiguous terms like "fake news" to be weaponized by
politicians as a mechanism with which "the powerful can clamp down upon, restrict,
undermine, and circumvent the free press" (Wardle & Deraskhan, 2017, p. 16).
Research on disinformation formulation is crucial to guide policymaking. Early EU
frameworks on action against disinformation omitted the explanation due to the
assumption that the concept of falseness is self-explanatory (Cavaliere, 2022). In due
time, the European Commission polished the definition in both the 2018 and 2022
versions with the help of the aforementioned CoE report by Warldle and Deraskhan
(2017), where the concept of falseness to be verifiably false and purposefully
misleading is clarified (Ibid., p. 6). The key is the formulation that focuses not on
dictating or fixing the narrative but on capturing the forms of false information that

deserve regulatory attention while safeguarding freedom of expression.

This is precisely the focus of this thesis: the way disinformation is defined has the
potential to infringe upon fundamental human rights like freedom of expression by
attempting to cease the narrative. Hameleers (2023) conceptualized the following
definition: "Disinformation refers to all practices of intentionally creating or
disseminating deceptive content to cause harm, sow discord, or create financial
and/or political gain." By focusing on falsity, harm, and intentionality, this
conceptualization disentangles disinformation from other forms of falsehoods and

will guide the construction of the concept of risk to freedom of expression.

2.1.2 Disinformation Governance

From 2011 to 2022, 78 countries around the world designed policy measures to limit
the spread of online disinformation (Lim & Bradshaw, 2023). In democratic states,

these regulations were introduced to protect the public from the dangers of



disinformation, commonly framing it as a 'threat to democracy'. This claim is widely
supported in scholarly literature, investigating how disinformation operates
strategically to exploit socio-political issues in various national contexts and political
regimes (Hameleers, 2023), undermining legitimacy (Tenove, 2020; Colomina et al.,
2021; Allegri, 2024), institutional trust (Rucinska, 2023; Humprecht, 2023), and

producing inequity (Evangelista & Bruno, 2019).

While the harms of disinformation to democracies have been outlined, not all policies
that state they 'protect democracy' do so in reality. Critics argue that when policies
define disinformation too broadly as 'false information' or 'narratives that threaten
democracy', they undermine its very principles (Phiri, 2023; Katsirea, 2018). Suppose
it is up to governments to decide what is false, and the citizens are left to wonder
what falsehoods are punishable. In that case, the reasoning of doing it 'for the sake of
democracy' becomes a facade to censorship. On the other hand, disinformation
researchers caution against completely handing over control to digital platforms
(Ruiz, 2023). This fear stems from market research that shows how digital platforms
financially benefit from “circulating (or ignoring)” online mis-/disinformation
(Giansiracusa, 2021; Ruiz, 2023). This cleavage must be addressed by outlining what
disinformation governance is, who is involved, and the boundaries of the

government's involvement in the information ecosystem.

Since disinformation tends to exploit the weaknesses of other social institutions
(Hameleers, 2023), it cannot be inspected and 'solved' in isolation. Disinformation is
an evolving and multifaceted issue that calls for "meaningful and coordinated
sociotechnical responses from platforms, communities, educators, policymakers,
organizations, researchers, and individuals" (Sanfilippo et al., 2024). Thus, digital
media governance is a system of interdependent statutory (government-imposed)
and non-statutory (platform- or civil society-driven) responses (Puppis, 2010; Raboy
& Padovani, 2010). Since civil participation increasingly happens on digital
platforms, governments and social media platforms must work collaboratively to
tackle disinformation (Calo et al., 2023). This way, top-down statutory legislation

increasingly gave way to co-regulatory and self-regulatory models (Finck, 2017).



As Perlman (2021) explained, “digital platforms have assumed state-like powers
without the accountability that comes with democratic elections”, which spurred the
debates about holding platforms accountable for the content their users publish.
While platforms essentially hold an intermediary position, they have been urged by
supranational actors like the UN and the EU to step up and protect their audiences
from hate speech and disinformation by issuing appropriate regulations (Romanova
et al., 2020). The EU Commission issued several initiatives to coordinate the fight
against disinformation on the national, institutional, platform, and individual levels,
including Action Plans and two versions of the Code of Practice on Disinformation in
2018 and a strengthened version in 2022 (European Commission, 2022; Bayer,
2024). However, the adoption of these recommendations is still context dependent.
In the US, for example, the approach is different due to the immunity granted to
platforms inspired by the First Amendment's scrutiny over speech restrictions

(Goldman, 2024).

Even considering supranational actors like the EU that endorse the best approaches,
the states are ultimately tasked with adapting these approaches and values to their
national contexts. States actively shape the regulatory environment by steering
organizations involved in media governance (Bevir, 2013, p. 56; Kooiman, 2003;
Raboy & Padovani, 2010). In his doctoral dissertation, Phiri (2023) explicated how
governments not only have a duty to protect their public from disinformation but also
can do so without undermining speech. The present thesis argues that the potential
risk of restricting expression depends on the government's vision of its own role in

fighting disinformation, which is expressed through policy text.

We have established that there are multiple layers to disinformation governance:
supranational entities, states, digital platforms, and citizens themselves. While the
literature review in this section has exhibited how the state is in no way a sole actor
responsible for disinformation governance, there is a consensus that a state has a
duty to protect its citizens and navigate the fine line between under- and over-
regulation. An empirical approach is necessary to identify patterns and weaknesses in
the formulation of disinformation responses. This study does not seek to assess the
entirety of the disinformation governance scene but rather to analyze how state

responses are designed from a human rights perspective.



10

2.2 Theoretical Framework

Having defined what this study means by disinformation and how it understands
online disinformation governance, this section outlines the theoretical framework
guiding this study’s examination of government responses to online disinformation.
It begins by situating freedom of expression as a foundational human right upon
which democracy itself rests. In the digital age, however, ways to express oneself have
fundamentally changed. While digital platforms have facilitated the reach of
information flow, they have also facilitated the rapid spread of disinformation. This
change has forced governments to rethink whether freedom of expression differs in
digital spaces and which actions to take to counter disinformation without

suppressing legitimate speech.

To navigate this conundrum, I discuss international human rights frameworks based
on the International Covenant on Civil and Political Rights (ICCPR), which
circumscribes the government’s power by providing legal standards for permissible
reasons to restrict speech (UN General Assembly, 1966). Drawing from this legal
basis, the chapter introduces three key dimensions of disinformation legislation:
clarity of definition, centralization of regulatory authority, and strictness of
regulation. These dimensions represent policy’s potential risk to restrict expression.
Finally, the chapter discusses media system theory as an analytical lens to assess
whether countries with similar media systems tend to respond to disinformation in
comparable ways while also reflecting on critiques that challenge the explanatory

power of this framework in the context of digital regulation.

2.2.1 Freedom of Expression and Disinformation

Freedom of expression is not only a right in itself but a cornerstone for the enjoyment
of other fundamental rights, such as freedom of assembly, association, and electoral
participation (Bychawska-Siniarska, 2017). These rights collectively form the civil
and political foundation of democratic societies, which are now increasingly exercised
online. Balkin (2004) highlighted the benefits of digitalized communicative spaces,
namely how they have enabled new forms of civil participation and collective action,
promoting democratic culture. However, significant ease of distributing information

came at the cost of its quality, giving rise to disinformation that can undermine the
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integrity of public debate and electoral processes (Phiri, 2023). European Convention
of Human Rights stipulates that political expression deserves the highest level of
protection, which necessitates state action against disinformation (Bychawska-
Siniarska, 2017). Since disinformation legislation involves restrictions on speech, it

requires careful examination from an international human rights perspective.

Article 19(3) of the International Covenant on Civil and Political Rights (hereinafter,
ICCPR) was formulated on UN-recommended interpretations of the permissible legal
limitations to restrict speech (UN General Assembly, 1966). The ICCPR Article 19(3)
permits restrictions on freedom of expression if they pass the tripartite test: (1) "it is
formulated with sufficient precision to allow individuals to regulate their conducts
accordingly"; (2) "it has a "legitimate aim" among those established by the Article";
(3) it is "necessary and proportionate to the aim". Legitimate reasons for restriction
include: (a) For respect of the rights or reputations of others; (b) For the protection of

national security or of public order or public health or morals (Ibid).

All three of these components must work in tandem in a policy limiting freedom of
speech. However, some human rights experts state that the second legitimate reason
(protection of national security or public order) is broad enough to leave much
discretion to the states on how they frame threats to national security or order, which
risks majoritarian infiltration (Callamard, 2008; Gunatilleke, 2021). Building on that
argument, Gunatilleke (2021) criticized the tripartite test for prioritizing majoritarian
interests that leave the freedom of expression of minorities and political dissidents

unprotected and targeted.

This vulnerability manifests when disinformation-related legislation is analyzed using
the ICCPR Article 19's tripartite test. During the COVID-19 pandemic, many states
issued counter-disinformation legislation in the name of public order and national
security (Lim & Bradshaw, 2023). Due to the struggles over defining disinformation
and its harms, these laws against "fake news" often failed on the very first component
of the tripartite test requiring "sufficient precision". In 2020, UN Special Rapporteur
David Kaye stated that such laws often empower the authorities to become the
arbiters of truth, a role incompatible with democratic freedom (Kaye, 2020).

However, many of these legislations over-emphasize the legitimacy component and
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claim these restrictions are necessary for the sake of public order and national
security, when, in reality, these laws often clamp down on dissent and persecute
legitimate expressions as well (Lim & Bradshaw, 2023). Appelman and her coauthors
provided a legal commentary on “awful but lawful” content that remains protected
expression and "cannot simply be restricted by statutory means only because it is
false" (Appelman et al., 2022). Vague restrictions are illegitimate by proxy, be it for
the sake of "public order" or even "public peace". The UN Special Rapporteurs, legal
scholars, and human rights jurisprudence unequivocally contend that disinformation
should be regulated in proportionate, rights-respecting measures, not by empowering

states to decide what is true.

As a result, international human rights bodies have increasingly turned their
attention to adapting the ICCPR framework to the context of disinformation policies.
Amnesty International's report entitled "A Human Rights Approach to Tackle
Disinformation" detailed recommendations to prioritize "credible, reliable, objective,
evidence-based and accessible information is disseminated to all", instead of
silencing and criminalizing mis-/disinformation (Amnesty International, 2022). The
Global Partners Digital (2023) framework similarly suggests that demonstrable harm
is a key determinant of the regulation of disinformation and that determinations of
harmful content be decentralized and fall under the review of independent judicial
authorities, not political actors. Political communication and legal scholarship echoed
their sentiments (Jacobs, 2022; Shepherd, 2017; Hatano, 2023; Cavaliere, 2022;

Helm & Nasu, 2021).

Several studies have used a human rights framework to assess the compliance of
disinformation-related legislation with the ICCPR tripartite test on national and
digital platform levels (Shepherd, 2017; Jacobs, 2022; Shattock, 2023). For instance,
Vese (2022) critically analyzed legislative and administrative responses to
disinformation across nine countries around the world (China, the US, Russia, the
UK, Australia, Canada, Burkina Faso, Singapore, and India) and across four EU
Member States countries (Germany, France, Italy, and Spain) in terms of their
adherence to freedom of expression standards and argued for the effectiveness of

self-regulation and empowerment tools utilized by platforms.
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The most seminal effort has been made by a consortium of civil society organizations
that developed a LEXOTA project, which analyzes the laws and government
responses to disinformation in the Sub-Saharan Africa region using the ICCPR Article
19(3) as a part of its assessment (LEXOTA, 2023). Their methodology uses a 3-
question framework for government responses and a 6-question framework for laws
by providing "yes/no/potentially" answers. LEXOTA illustrates its findings on an
interactive map and provides a detailed analysis of every law or government action.
The present thesis enriches these endeavors by offering measurable conceptual
dimensions that serve as a base for a composite score measure of risk to freedom of
expression. Stemming from human rights frameworks, this thesis identifies three key
conceptual dimensions of disinformation policies that may conflict with the legal

principles designed to protect speech.

Clarity of Definition of Disinformation

One of the key conceptual dimensions used to assess the risk of disinformation policy
to restrict freedom of speech is the clarity of the definition of disinformation. As
stated above, restriction of speech in disinformation governance is permissible if it is
"provided by law", meaning the government response to disinformation should be
formulated precisely and narrowly enough for the person to understand what is
prohibited. For example, under the UN Human Rights Committee (General Comment
No. 34) and Global Partners Digital (2023) frameworks, policies targeting vague or
ambiguous concepts like “fake news”, “dangerous lies”, or “non-objective content”
would fail this standard. As outlined in the literature review, disinformation
scholarship broadly agrees that effective legal definitions should include three core
elements: provable falsity, intent to deceive, and demonstrable harm (Wardle &

Derakhshan, 2017; Hameleers et al., 2023; Banchio, 2024).

Crucially, some government responses to disinformation focus on prevention rather
than restriction, for example, by imposing responsibilities on journalists, mandating
that they publish only lawful content known to them as truth. Nevertheless, this
reverse formulation still covers the same triad: falsity, intent, and harm. Detailed
articulation of harm is important for satisfying the necessity and proportionality

requirements under human rights law and the ICCPR tripartite test. From a
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theoretical standpoint, clarity safeguards against arbitrary enforcement by limiting
interpretive discretion (Farinho, 2021). Simply put, the clearer the illegal
disinformation is defined, the lower the risk that mere falsehoods with no
demonstrable harm will be criminalized. Under such a framework, false information
in itself does not constitute a legal violation, as the act of lying is not inherently

criminal.

Centralization of Regulatory Authority

The second key conceptual dimension is the centralization of regulatory authority —
who holds power to determine what counts as disinformation. While Article 19(3) of
the ICCPR does not directly address the regulatory source, human rights frameworks
inspired by ICCPR raise the questions of legitimacy and impartiality of restrictions on
speech. For example, Global Partners Digital's (2023) framework emphasizes that
decisions on speech legality should be made by independent and impartial judicial
authorities rather than political actors. The concept of centralization of power refers
to the concentration of decision-making power within a single source of authority,
which can be conceptualized as centralization of power to decide on acts of
disinformation (Porter & Olsen, 1976; Bowman & Krause, 2003; Spina, 2014;
Arayankalam et al., 2024; Lim & Bradshaw, 2023).

Researchers commonly distinguish between three models of media governance
positioned on a spectrum: self-regulation, co-regulation, and statutory regulation
(Puppis, 2010; Baldwin, Cave, & Lodge, 2011; Stasi & Parcu, 2021). Yet, this
regulation framework is more of a “spectrum of possibility”, across which the
regulation types may not fully be distinct (Stasi & Parcu, 2021, p. 422). For example,
under self-proclaimed co-regulatory models, as Stasi & Parcu (2021) defined, “rules
are negotiated by the regulator and those subject to them”. More often than not,
digital platforms are ultimately the ones who decide on the acts of disinformation and
censor content, which would be closer by definition to self-regulation. I aim to enrich
the regulation conceptual model by restructuring it from the perspective of the

centralization of power concept.
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The more the power is centralized (e.g., governments as arbiters of truth), the greater
the potential for abuse, censorship, and political manipulation (Sperry, 2024;
Lightfoot & Wisniewski, 2014). De-centralization of power can be achieved by
delegating the role to independent judiciary bodies. This logic echoes long-standing
critiques of statutory regulation that may erode civil liberties and foster surveillance
when not balanced by judicial oversight or public accountability (Lim & Bradshaw,

2023; Stasi & Parcu, 2021).

Finck (2017) argues that both statutory and self-regulatory design options raise
problems due to the centralization of power, while the co-regulatory model combines
the platforms' involvement with external oversight from the state, which allows for
“more informed decision-making, easier enforcement, and continuous review and
assessment” (Finck, 2017, p. 29). Crucially, this dimension is not concerned with who
regulates disinformation but with who, if anyone, is an arbiter of truth. By viewing
regulatory models through a lens of centralization of power, we can inspect how
different institutional designs may influence the risk of restricting expression under

the guise of combating disinformation.

Strictness of Regulation

Lastly, the strictness of regulation dimension focuses on how state responses restrict
the spread of false information and the severity of those responses. By extrapolation,
we can deduce one of the reasons Article 19(3) of the ICCPR stipulates the necessity
and proportionality of restrictions on freedom of expression — to prevent policing of
disfavoured content. The strictness dimension focuses on the control of false but
lawful information regulation: how and to what extent false content is suppressed,
removed, or sanctioned. Thus, assessing strictness is useful to understand how
heavily states intervene in the information ecosystem. I utilize Lim and Bradshaw's
(2023) typology of legal penalties for spreading disinformation: administrative

burdens, content censorship, monetary fines, and imprisonment.

The concept of strictness of regulation utilized in this thesis focuses on identifying
instances where false but lawful expressions are targeted. Hence, it does not report

on the issued punishment for illegal disinformation. To illustrate, let’s review an
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example of now repealed Germany's NetzDG law. The German law prompted social
media platforms to remove “illegal content”, as defined by the German Criminal Code
(2017), and fined platforms that failed to make a decision in 24 hours. While fines
were only applied when illegal content was not removed, legal scholars have argued
that the law incentivized platforms to remove legal but controversial speech out of
fear of financial penalties (Tworek & Leerssen, 2019). This thesis classifies this policy

as “content censorship” on the dimension of strictness of regulation.

From a human rights perspective, the implicit effects of regulation matter as much as
its explicit ones. The goal of this measure is not to assess the necessity of
disinformation regulation, which would be challenging to measure empirically but to
investigate more apparent violations of free speech with such regulation. Therefore,
the dimension of strictness captures the level of control over the spread of false but
legal information, which is incompatible with the fundamental right to freedom of

expression principles.

In sum, literature exhibits how specific formulations of government responses to
disinformation can threaten freedom of speech. This section has conceptualized three
dimensions of disinformation policy content that will be used to assess this risk. Such
an approach allows for the systematic analysis of policy-level risks, and buttressing
international legal standards makes it possible to assess and compare disinformation
governance across different national contexts. The following section now turns to the
analytical lens of media systems, asking whether countries with similar media system
characteristics also exhibit similar patterns in regulating disinformation and

safeguarding or undermining freedom of speech.

2.2.2 Disinformation and Media Systems

The way the state treats regulatory issues like disinformation is the product of
broader socio-political, media, and cultural environments. One state's policies may be
distinct from the policies of another. Zooming out even more, countries may form
clusters based on their disinformation governance approaches. In their
groundbreaking book “Comparing Media Systems,” Hallin and Mancini conducted an
empirical comparative analysis of media systems of North America and Western

Europe by analyzing the development of media and identifying characteristic patterns
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of relationship between system characteristics (Hallin & Mancini, 2004 p. 11). The
authors outlined four key dimensions to compare the systems: press development,
political parallelism, journalistic professionalism, and the role of the state (Ibid). The
analysis identified three ideal models: the Mediterranean or Polarized-Pluralist
model, the North/Central European or Democratic-Corporatist model, and the North
Atlantic or Liberal model. This thesis uses media systems theory as an analytical lens
since it reflects the factors that shape how states define, regulate, and enforce

information policies.

Media systems research seems particularly useful when analyzing the relationship
between media and politics, but in the twenty years since its original conception, the
theory has been extensively scrutinized and reformulated. Hardy (2012) outlines
three key areas of criticism: normativity and legacy media focus. Firstly, by "ideal-
typing" the media systems, Hallin and Mancini assume the normative interpretation
of the world and simplify the models from which real media systems will always
diverge (Briiggemann et al., 2014). Secondly, contemporary analysts of media
systems question the lack of discussion of new forms of digital media communication
and reliance on outdated traditional media like newspapers. Hallin and Mancini's
later work (2017) acknowledged these shortcomings and re-iterated that media
systems are not static but evolve in response to internal factors, like governance and
journalistic culture, and external forces, such as globalization and technological

advances.

Despite the limitations, researchers have explored the heuristic value of media
systems in studying human rights issues, such as press freedom. Maniou (2023) used
the updated typology by Briiggemann et al. (2014) to investigate how internal (e.g.,
media self-censorship, harassment of journalists) and external (e.g., political
polarization, political stability, economic growth) factors shape press freedom across
different media systems. This study also identified the hybridization of media
systems: traditionally Polarized Pluralist media systems became more liberal due to
growing press freedom, while Liberal countries like the US, Australia, and Canada
exhibited the characteristics of a Post-Communist media system due to high media

self-censorship. Similar studies supported the hybridization of ideal types of media
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systems, which is an intriguing starting point for comparative analyses (Briiggemann

et al., 2014; Chadwick, 2013; Mattoni & Ceccobelli, 2018; Humprecht et al., 2022).

Even though disinformation is highly relevant to politics and media, applying media
system theory to mis- and disinformation remains relatively limited. A notable
exception is a study by Humprecht et al. (2020), who explored the dimensions of
media systems that form resilience to disinformation and classified countries into
three clusters. Interestingly, the most resilient cluster was a mix of states belonging to
Democratic-Corporatist and Liberal types, while Southern European countries and
the United States showed low resilience. Considering the value of media systems in
studying political communication, Hardy (2021) argued for the integration of
misinformation into media systems analysis by emphasizing the role of governance in
shaping information environments. He proposed a comparative normative
framework with six variables, among which is the role of the state that can be studied

through “laws and policies affecting information and communications” (Hardy, 2021,
p. 16).

Since the COVID-19 pandemic, political communication scholars have increasingly
adopted the media systems lens to examine the role of the state in disinformation
formation and dissemination dynamics. For instance, Janji¢ & Kleut (2022) discuss
the effects of four key variables of media systems on disinformation resilience in the
Western Balkans, while Arguelles and Lanuza (2021) produced two articles on the
topic, one of which analyzed how disinformation is formed in different media systems
across Southeast Asia, while the other categorized three general policy approaches to
disinformation (Lanuza & Arguelles, 2022). Ultimately, they concluded that due to
the differences in disinformation vulnerabilities in media systems, there is no
uniform policy approach to accommodate all Southeast Asian countries.
Understanding how communication practices are shaped in a given society is thus

crucial for the future modeling of media policy.

These findings urge the necessity to explore and compare how nations belonging to
different media systems safeguard (or risk) freedom of expression within their
disinformation regulation. State actions against disinformation should support the

right to express oneself, which calls attention to the types of responses the state may
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utilize. This study adopts Bontcheva et al.’s (2020) taxonomy of responses to
disinformation to explore how they differ across countries with different media
systems. A key distinction of Bontcheva et al.’s typology is that it is organized around
the aims and mechanisms of each policy rather than the institutional origin (e.g.,
state vs. digital platforms vs. civil society actors). While the original typology included
10 categories, Cipers et al. (2023a, 2023b) expanded it with the 11th category: (1)
Factchecking and monitoring, (2) Investigative, (3) Countercampaigns, (4) Election
specific, (5) Curational, (6) Technical and algorithmic, (7) Demonetisation, (8)
Ethical and normative, (9) Educational, (10) Empowerment, and (11) COVID-19
specific responses. This thesis contributes to this body of literature by assessing the
compliance of disinformation policies with human rights standards and comparing
them both on a micro level (policy type) and the macro level (state and media system

analysis).

To sum up, Hallin and Mancini's typology provides a foundational framework for
analyzing the political and media environments of countries from a human rights
perspective. Recent scholarship has emphasized the increasing hybridization within
these categories due to digitalization (Hardy, 2021; Briiggemann et al., 2014). The
media system model is widely criticized for its normative nature of looking for the
way the world should be rather than seeing the world as it is. Instead of criticizing
this aspect, this study embraces it: the normative assessment of government
responses to online disinformation provides a fruitful ground “to stress test media
systems” (Hardy, 2021, p. 5). This thesis examines whether countries cluster in
similar ways when grouped by the indicators of risk to freedom of expression.

This thesis is guided by the main research question (RQ):

RQ: How can government responses to disinformation be systematically assessed for
their risk to freedom of expression?
To empirically test the conceptualized risk and use it in applied contexts, the

following sub-questions are posed:

SQ1: How well do media systems explain variation in countries’ Risk to Freedom of
Expression (RFE) scores compared to empirically derived clusters?
SQ2: To what extent are particular types of responses, or the diversity of approaches

used within a single policy, associated with the risk to freedom of expression?
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3 Methodology

Having first identified what constitutes online disinformation and how
disinformation governance is conceptualized, the previous chapters situated these
issues within broader theoretical debates on freedom of expression. This chapter now
turns to the methodological approach adopted to investigate how state responses to
online disinformation align with international human rights standards. The first
section introduces the dataset and justifies the country selection. The next section
designs the assessment framework by justifying the purpose of the composite score
measure developed to quantify the degree to which policies risk restricting free
speech. The composite score consists of three operationalized concepts: clarity of
definition, centralization of regulatory authority, and strictness of regulation. The
third section details the usage of mixed methods in policy assessment and the design
of the scoring system. Finally, the methodology chapter concludes with a ethical

considerations that guided this research.

3.1 Data

This thesis employed secondary data analysis by building on Cipers et al. (2023a)
global dataset that comprises public policy initiatives and laws set up by governments
to respond to online disinformation. Secondary data analysis relies on the data
collected by other researcher(s) and may be used for “replication, re-analysis, and re-
interpretation” of the data (Johnston, 2014). Cipers et al. (2023a) themselves initially
relied on the dataset by Bontcheva et al. (2020), which included 91 government
initiatives. They expanded the database to 103 countries and 10 international
organizations and updated it through the end of 2021. Both generations of research
teams included legislative and non-legislative responses initiated by government or

intergovernmental bodies (Bontcheva et al., 2020; Cipers et al., 2023a).

This study is a third-generation effort of this dataset application. I extracted a subset
of 12 democratic countries from Cipers et al. ‘s (2023b) Excel-based dataset,
enriching it in two ways. First, I updated the dataset with new policy initiatives
through the end of 2024. Secondly, I enriched each policy entry with new variables
the risk to freedom of expression. This approach enabled a novel comparative

analysis not covered in the original study. My sample of countries, similar to
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Humprecht et al. (2022), was based on the original typology outlined by Hallin &
Mancini (2004) and enriched by countries of Central and Northeastern Europe and
Oceania, thus comprising Finland, the Netherlands, Germany, the United States, the
United Kingdom, Australia, France, Portugal, Spain, Hungary, Latvia, and Slovakia
(Table 3.1).

The countries were selected to represent a diverse selection of media system types,
following Hallin and Mancini’s typology and supplemented with a cluster of Central
and Northeastern Europe to capture transitional media environments shaped by
shared legacies of state-socialist control and post-1990 reforms (Lauk, 2008; Dobek-
Ostrowska, 2015; Boshnakova & Dankova, 2023). Table 3.1 exhibits the final sample

and the key characteristics outlined by media systems literature.

Table 3.1: Country Sample and their Media Systems Characteristics

Media System Key Characteristics Countries
Democratic Strong public service broadcasting, press freedom, Finland,
Corporatist high political parallelism, strong journalistic Netherlands,

professionalisml" Germany
Liberal Market-driven media, low state intervention, high US, UK,
journalistic autonomy!" Australia
Polarized Pluralist Strong state involvement, elite-oriented press, France,
weaker professionalism(" Portugal, Spain
Post-Communist Historically state-controlled media, evolving Hungary, Latvia,
regulation, varying levels of press freedom Slovakia

[Hallin & Mancini, 2004, p. 67; P:Maniou, 2023; Voltmer, 2011

In line with the best practices in secondary data research (Heaton, 2008; Johnston,
2014), the dataset was systematically updated and expanded to include new policy
initiatives introduced between 2021 and 2024 using a two-level search approach: 1)
primary analysis of official legislative documents, policy statements, press reports; 2)
secondary analysis of policy reports from think tanks, national and regional legal
research studies, legal commentaries, and academic articles. As Bowen (2009)
claimed, such document analysis approach enriches the findings from original policy
content with contextual and interpretative sources for triangulation, thus reducing

bias and validating the analysis.
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While secondary data analysis is seen as a valuable research approach “to advance
knowledge across many disciplines through the use of quantitative, qualitative, or
mixed methods data to answer new research questions” (Kelly et al., 2024; Polit &
Beck, 2021), it presents its own limitations. As Greenhoot and Dowsett (2012) noted,
one limitation is that researchers have no control over how the original data were
sampled, defined, or measured, which might undermine the validity of subsequent
research. To overcome this, I systematically reviewed every policy entry in the subset
of 12 countries and excluded those that did not align with the analytical framework of

this study using two filtering questions:

1. Isthe initiative initiated at the level of national government?

2. Does the initiative contain directives that aim to fight disinformation?

After reviewing both primary and secondary sources on the policies, the ones that
failed to answer positively to either of the two questions were excluded from the

dataset. This reduced the number of policies from 63 to 50.

3.2 Building the Assessment Framework

To compare countries’ disinformation responses, this study designed a composite
score measure to evaluate the risk to freedom of expression within government
responses to online disinformation by international human rights standards. By
breaking down the content of the policy into three measurable concepts, we can
assess the policy’s risk to freedom of expression. Composite scores alike help assess
the performance of countries in issues of interest and can be subsequently used for
cross-country comparison (Nardo et al., 2008). This research method is well-
established in public policy and international research. However, if poorly
constructed, composite scores may “convey erroneous messages or interpretations”
(Ibid, p. 5; OECD, 2008). To build a reliable composite indicator, the methodology of
this framework was guided by the foundational work of Robert Adcock and David
Collier, who provided a structured approach to the process of concept formation,

operationalization, and scoring (Adcock & Collier, 2001).
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A “systemized concept” refines the background concept(s) formulated by a scholar or
group of scholars into a precise definition that can be consistently applied in
measurement tasks (Adcock & Collier, 2001). The previous sections (2.2.1) outlined
how the conceptualized dimensions were formulated and grounded in international
human rights law standards. The second step of operationalization involved

translating these systematized concepts into measurable indicators.

This study operationalized three dimensions into indicators: clarity of definition,
centralization of regulatory authority, and strictness of regulation. The underlying
construct that these indicators measure is the risk of limiting expression. Hence, the
risk is a latent construct that is “dependent upon a constructivist, operationalist or
instrumentalist interpretation by the scholar” (Borsboom et al., 2003). This means
that risk to limit freedom of expression does not exist independently in the world but
is theoretically constructed, conceptualized, and measured through its indicators,
making it a formative construct. Lastly, the research methods and scoring process
were transparently outlined and supplemented by the coding dictionary in the

Appendices section.

Falsehoods

Falsehoods

strictness

low high

Risk to
freedom of expression

Figure 3.1: Conceptual framework of the dimensions of Risk to Freedom of Expression (RFE).

Figure 3.1 illustrates the conceptual framework that foregrounds the construction of
the RFE score. To assist the reader, this diagram shows how three operationalized
dimensions outline the boundaries between illegal disinformation within the larger
concept of general false expressions. Three dimensions of clarity, regulation, and
strictness form a triangle containing illegal disinformation. The better these

dimensions score, the clearer it is which content is illegal and punishable. On the
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other side of the spectrum, we can witness that they fail to contain illegal
disinformation when dimensions score worse. This mixes illegal disinformation with
false but lawful expressions, hence the gray color and higher risk to freedom of
expression. The next sections will describe the operationalization of the three key

dimensions/sub-indicators of the composite score.

3.2.1 Operationalizing Clarity of Definition

Clarity is the first key determinant of precision and accessibility of a state initiative
against disinformation, which is necessary for individuals to reasonably comprehend
what is prohibited and act accordingly. This study operationalized the clarity concept

through the following key concepts:

(1) whether the policy defines disinformation as provably false information,
(2) whether it includes intent to deceive,

(3) whether it narrowly identifies and justifies a harm or protected interest.

The coding was drawn on international human rights interpretations and the ICCPR
Article 19(3) tripartite test, as discussed in the theoretical framework. After analyzing
the primary policy document, each fulfilled criterion scored a point, resulting in a
range of 0 (no clarity in definition) to 3 (full clarity). For further score construction,
the clarity scores were reversed to represent the logic “the lower — the better” in line

with two other dimensions and rescaled to a 0—12 scale.

3.2.2 Operationalizing Centralization of Regulatory Authority

This dimension captured who holds the power to define what constitutes
disinformation. Higher centralization implies greater state control over defining

truth, which may increase the risk of censorship.
Regulatory centralization was coded as follows:

o 3 = Statutory (state/government decide what is disinformation)
o 2 = Self-regulatory (platforms decide what is disinformation)
o 1= Co-regulatory (independent regulatory bodies decide what is

disinformation)
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e 0 = Noregulation ( no one decides what is disinformation)

The values were derived from both primary policy documents and secondary
literature surrounding the policy, ranging from o to 3 (the lower the score, the
better). Similar to the previous dimension, they were subsequently rescaled to a 0—12

range.

3.2.3 Operationalizing Strictness of Regulation

Strictness assessed the severity of state intervention in controlling the spread of false
information. It focused on how and to what extent lawful false content was targeted

rather than penalties for illegal disinformation.
It was coded as:

e 0 = No punishment

e 1= Administrative burdens (e.g., registration or transparency requirements)
e 2 = Content regulation (e.g., control, removals, or takedowns)

e 3 = Monetary fines

e 4 = Criminal sanctions (e.g., imprisonment)

Scores were assigned based on whether the official policy document enforced a
regulatory mechanism. If no such mechanism exists, the score was 0, while the rest
were scaled from 1 to 4 (the lower the score, the better). For future composite score

construction, the strictness score was later rescaled to the 0-12 range.

3.3 Methods
3.3.1 Research Design

This thesis implemented a mixed-methods research design. Mixed-methods research
has gained popularity due to the growing need for more complex research designs
that deepen the insights from strictly quantitative or qualitative studies (Sandelowski,
2000). Health, behavioral, and social sciences often utilize this method to analyze
qualitative data in an objective and quantifiable way, especially in comparative case
analysis (Drozdova & Gaubatz, 2017). This data transformation inquiry is referred to
as “quantizing” and involves “numerical translation or conversion of qualitative data,

which enables quantitative precision in balance with narrative complexity”
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(Sandelowski et al., 2009, p. 208). In the context of this study, as Landman (2003)
notes, coding human rights into quantitative terms enables the assessment of formal
legal commitments to the protection of freedom of expression. Furthermore, it is
useful for drawing comparative inferences between different disinformation policy
approaches. First, I performed quantitative policy content analysis. Then, I used the
indicator scores as bases for my composite score construction. Lastly, I showed how

the constructed score can be used for systematic comparison.

As Zeller et al. (1980) argued, while quantification transforms text into analyzable
variables, such transformation entails a trade-off between specificity and
comparability. To balance this conundrum and account for the subtleties of policy
formulations, I leveraged quantitative content analysis, for which I manually coded
disinformation policies, assigning scores for conceptually derived indicators: clarity,
regulation, and strictness. There are two main types of quantitative content analysis:
manifest, which focuses on counting explicit terms or categories (e.g., the number of
times “disinformation” is mentioned), and latent analysis, which interprets the
meaning “in, beneath and around the text” (Cardno, 2018, p. 633) to infer the latent
content (Kohlbacher, 2006, p. 16). I utilized the latter, since the context was key to
understanding abstract dimensions like quality of policy or, in this study, respect to

freedom of expression encrypted within the policies.

Drawing from Paalman (1997) and Yanovitzky and Weber (2020), the analysis
followed key steps in content policy research: defining objectives, sampling,
constructing a coding scheme, conducting the coding, and analyzing patterns. Having
defined objectives through building a theoretical framework in section 2.2, I built a
preliminary coding rubric that guided the initial round of analysis. I first conducted a
“piloting” or “skimming (superficial examination)” level of analysis in my Excel
dataset to solidify the coding scheme (Bowen, 2009, p. 32), going policy by policy,
assigning a score for each indicator, and providing sources from the policy text that

substantiated the scoring decision.

Some policies in the original dataset by Cipers et al. (2023b) missed links for the
policy document, so I filled the gaps as I went on. Since the content analysis is

contextually dependent, I consulted secondary sources in the form of literature
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surrounding the policy, like policy documents, legal commentaries, and academic
research articles, which were also added to the dataset as a secondary source. This
step provided context into how this policy was received locally and helped validate or

challenge the surface-level interpretation of some of the vague policy’s wording.

After finalizing the coding dictionary (see Appendix B), I did three rounds of
iterations using primary and secondary sources. These revisions were necessary to
ensure intra-coder reliability, which refers to the consistency in the scoring done by
the same coder at different points in time (O’Connor et al., 2020). So, I returned to
the dataset, re-did the coding bi-weekly, and measured the consistency rate. The final
intra-rater agreement rate was 97.2%. Such technique is commended for its
promotion of researcher reflexivity (Joffe & Yardley, 2003) and the overall

improvement of transparency and systematicity of the coding process.

3.3.2 Scoring

The Risk to Freedom of Expression (RFE) composite score is based on the sum of
indicators (clarity + regulation + strictness) and supplemented by two multiplicative
weights that account for each policy's legal and temporal status. These weight indices
were added to ensure the representation of policies' varying enforceability and
operational status. Firstly, legal status was introduced under the notion that not all
disinformation responses carry the same normative or regulatory weight; for
example, law enforcement has more substantial legal implications than non-

legislative government initiatives.

To account for this variation, legal status was operationalized based on a typology
from the original dataset by Cipers et al. (2023b), which categorized each policy into
five mutually exclusive types: (1) proposed legislation, (2) counter-narratives, (3)
non-legislative initiatives, (4) adopted legislation, and (5) enforced law. These
categories were assigned weights from 0.6 to 1.0 depending on their legal base:
binding laws have greater normative force (Bayer & Bard, 2020), while proposals and
non-legislative instruments exert weaker power (Flew & Martin, 2022; Bradshaw &
Lim, 2022). Legal status weight is conceptually different from the regulation
dimension due to its focus on legal enforceability, not power over defining and

controlling disinformation.
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Secondly, this study assigned different weights to active and outdated policies to
represent current disinformation governance. Activity status was assessed by
examining whether each policy remains legally or practically in force at the time of
analysis at the beginning of 2025, as procured from official government sources.
Active policies received a full weight of 1.0, meaning they have a full effect on the
resulting score. Outdated, repealed, or COVID-19-specific initiatives were weighted at
0.8, based on the observed average difference between active and inactive policies.
Since this thesis collectively analyzed policies issued in the 2010-2024 timeframe,
inactive policies were relevant as indicators of policy evolution and historical
legislative environment despite no longer shaping current disinformation governance
(Funke & Flamini, 2019). However, their effect on the risk score was discounted. The
scoring rubric for the multiplicative weights is detailed in the Appendix B. Thus, each
policy response was scored using a composite score formula based on the sum of
three dimensions and multiplied by two additional weight variables. The formula was

as follows:
RFE = (C + R+ S) L *A

Where:

RFE = Risk to Freedom of Expression Composite Score
C = Clarity score (0—12)

R = Regulation score (0-12)

S = Strictness score (0—12)

L = Legal Status (0.6-1.0)

A = Activity Status (0.8 or 1.0)

This formula synthesizes the policy content analysis, which is reflected by three
indicators and scaled by legal enforcement context, reflected by legal and activity
statuses. Clarity and Regulation were originally scored on a 0—3 ordinal scale, while
Strictness was scored on a 0—4 scale. Guided by the OECD Handbook on Composite
Indicators (Nardo et al., 2008), I linearly scaled all three of them to a 0—12 range
while reversing the direction of the clarity score, since it was based on the principle
“the higher, the better”, while the other two were based on “the higher, the more
restrictive”. While these are ordinal variables, rescaling maintained the rank order
and relative weight of each dimension while standardizing their equal contribution to

the final score.
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For further cross-national comparison, the RFE country score was aggregated by
calculating the country's average composite score based on all RFE scores of the
country’s disinformation policies. This method facilitated a cross-country comparison
while preserving the unit-level integrity of policy-level analysis, retaining
transparency in how each policy contributes to national performance. The resulting
country scores served as the basis for comparison across media systems, thus testing
whether the media system typology would predict the grouping of countries

according to their risk scores. The formula was as follows:

n;
C; = 1 ZRFE
i_"i ¢ g
j=1

Where:

e (; = Average composite score (C) for country (i)
e H;j= Risk to Freedom of Expression Composite Score (RFE) for policy (j) in country (i)

e n;= Total number (n) of policies coded in country (i)

After the construction of the composite score, this study performed analysis using
both policy-level and country-level RFE scores. This thesis employed descriptive
statistical techniques (means and variances, distributions), validation tests (pairwise
Variance Inflation Factors, and average inter-item correlation), and inferential
statistical techniques (correlation and regression analyses). All of the aforementioned
statistical analyses were conducted using RStudio (version 1.3.1093), an integrated
development environment for R. I used various packages, including tidyr, dplyr,
ggplot2, Ime4, and car, to perform data cleaning, variable transformation, and model

diagnostics.

In sum, Figure 3.2 provides a simplistic overview of how the policies (circles) issued
by different countries (differing by color) were individually scored (triangles).
Averaging policy-level scores resulted in country-level RFE scores (squares) that were

subsequently used for cross-country analysis.
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Figure 3.2: Conceptual framework for the RFE scoring process

3.3.3 Ethical Considerations

This thesis was written in observance of the principles of research ethics of the
University of Helsinki (University of Helsinki, n.d). The analysis relied on the
publicly available dataset by Cipers et al. (2023b) retrieved from the Harvard
Dataverse repository, the source of which is cited accordingly in the References
section. The original data did not contain personal sensitive data concerning human
subjects, thus not requiring ethical review from the Research Ethics Committee. To
update the dataset, I utilized existing publicly available policy documents and
secondary data sources surrounding the policy, all of which were linked in the
updated dataset. Striving for transparency and replicability, my updated version of
the dataset and the R script report will be made publicly accessible. Methodological
and analytical choices were justified and clearly outlined in Chapters 3 and 4, while
the additional information about the coding dictionary, scoring rubrics, and assigned

scores for each of the 50 policies is provided in the Appendices section.
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4 Results and Analysis

In this part of the thesis, the results of the data analysis will be presented. The first
section presents basic descriptive visual graphs to familiarize the reader with the
data. It provides an initial descriptive overview of the policy dataset, including the
timeline of the adoption of policies, the construction of the Risk to Freedom of
Expression (RFE) score, and its validation through a three-step process: (1)
convergent validity test, (2) indicator collinearity test, and (3) internal consistency

test.

Subsequently, the RFE score was empirically tested using two sub-questions. First, I
address the first sub-question by comparing RFE outcomes within traditionally
established media systems and introduce the results of hierarchical cluster analysis as
a more empirically grounded grouping alternative. The final part answers the second
sub-question, analyzing how the type and diversity of disinformation responses relate
to freedom of expression risks, concluding with regression results that identify which
policy strategies most consistently align with rights protection. Exploration of these
research questions ultimately proved that by conceptualizing three theoretically
grounded indicators (clarity, regulation, and strictness) into a composite measure, we

can meaningfully capture the risk of disinformation policies to limit expression.

4.1 Risk to Freedom of Expression

RQ: How can government responses to disinformation be systematically assessed
for their risk to freedom of expression?

4.1.1 Construction of the RFE Composite Score

To explore this question, this thesis used a dataset comprising 50 government
responses to disinformation across 12 countries issued between 2010 and 2024.
Figure 4.1 illustrates the growth of governmental efforts to address the risks posed by
disinformation throughout this period. Early adopters like Latvia (2010), Finland
(2013), and France (2013) implemented foundational policies, with Latvia’s Media
Law Enforcement that focused on misleading content that threatens public health or
could pose serious and grave risks of endangering it, while Finland and France's

legislations set media literacy policies to be introduced into educational programs.
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However, in 2016, the phenomenon of “fake news” became a part of the international
agenda following the U.S. presidential election and Brexit referendum, which exposed
vulnerabilities in digital information governance and spurred policy activity, marked
by the first spike in 2019 (Cipers et al., 2023a). The number of policies skyrocketed
with the COVID-19 pandemic due to many countries issuing legislation to tackle
virus-related disinformation. We can witness a peak of activity in 2021-2022, with 10

out of 12 countries in the dataset issuing disinformation-related policies (Figure 4.1).

Government responses to online disinformation per year
11

9

Number of Policies

2010 2011 2012 2013 2014 2015 2016 2017 2018 2018 2020 2021 2022 2023 2024
Year

Figure 4.1: Government responses to online disinformation per year (2010-2024).

The Risk to Freedom of Expression (RFE) composite score was constructed to
systematically evaluate the extent to which state responses to disinformation risk
infringing on freedom of expression. Higher scores indicate a higher risk of rights-
restrictive policy design. The score is based on three dimensions derived from
international legal standards and prior research: clarity of definition (0—12, higher =
more vague definition), centralization of regulatory authority (0—12, higher = more
centralized government control), strictness of regulation (0—12, higher = harsher

penalties).

Histograms (Figure 4.2) show the distribution of each indicator across all policies.
Clarity skewed toward lower scores, with most policies providing full definition

(n=22) or minimal definition (n=14), suggesting good overall compliance with the
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tripartite definition of disinformation. Regulation scores were relatively balanced,
leaning toward no regulation (n=16) and co-regulation (n=15) approaches. Strictness
was the most skewed and showed a bimodal distribution, with most policies imposing

no penalties (n=25) or content regulation measures (n=14).

Distributions of Dimensions of Risk to Freedom of Expression
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Figure 4.2: Distributions of government responses to disinformation across dimensions of Risk to
Freedom of Expression (RFE).
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Figure 4.3: Distribution of total weights (legal status * activity status)
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To adjust for varying enforceability and the current status of policies, each policy’s
raw score was multiplied by a product of two weights: legal status and activity status.
The total weights ranged from 0.6 to 1.0. The distribution (Figure 4.3) is slightly left-
skewed, with a moderate clustering around 0.8 and 0.9 values. This trend reflects

that many policies were active and non-legislative in nature.

Thus, the sum of three dimensions results in a raw RFE score. The final scores were
calculated by multiplying the raw RFE score by the weights described above (Figure
4.3). To illustrate the impact of the weighting of scores with legal and activity
statuses, we can see the distribution of raw RFE scores and weighted RFE scores
(Figure 4.4). Both distributions are right-skewed, displaying visible peaks at 0 (zero),
indicating that nine policies carry no risk based on their policy content, comprising
18% of the sample. Weighting also centralized the distribution and compressed the
range from a maximum raw RFE score of 32 to a maximum weighted RFE score of
25.6. See Appendix C for a detailed overview of each of the 50 coded policies, with a
list of all government initiatives and scores for each of the three assessed dimensions

and their respective weights.

Comparison of Raw and Weighted RFE Score Distributions
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Figure 4.4: Comparison of raw and weighted RFE score distributions
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The final step involved aggregating policy scores at the country level. Each country
received an average raw RFE score and an average weighted RFE score, which would
be used for subsequent statistical analysis. Figure 4.5 shows a scatterplot comparing
the two. The diagonal reference dashed line indicates where raw and weighted scores
would be equal. All countries fall below this line, indicating that weighted scores are
consistently lower than raw scores. The color of the dots indicates how much the risk
is reduced after weighting. This highlights how the application of legal and activity
status substantially reduces the perceived risk posed by many policies, especially in
countries like Hungary, where disinformation-related laws were repealed.
Meanwhile, countries such as Latvia and France remained close to the reference line,

indicating little change after weighting due to active and hard law status.

Reduction in RFE Scores After Weighting by Legal and Activity Status
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Figure 4.5: Scatterplot of the relationship between country average raw and weighted RFE scores.
Countries below the diagonal dashed line exhibit a reduction in their RFE score after weighting by
legal and activity statuses.

Note: The color gradient of country dots represents the magnitude of score reduction, with darker blue
indicating greater reduction.

The mean weighted RFE country score among 12 countries was 9.09, while the scores
ranged from 1.92 to 18.34. It is important to note that higher scores do not

necessarily represent the entirety of the state's disinformation governance scene but
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rather reflect the design features of the content of state policies that may conflict with
international human rights standards. As shown in Figure 4.6, Hungary obtained the
rather expected highest average RFE score of 18.34, indicating the highest risk to
freedom of expression. Conversely, only three countries occupied the first quartile
below five on the scale: Finland, Portugal, and the Netherlands amounted to the
lowest scores of 1.92, 3.36, and 5.24, respectively, aligning with stronger safeguarding
of freedom of expression.

Risk of State Responses to Disinformation to Limit Expression
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Figure 4.6: Risk of government responses to disinformation to freedom of expression
(calculated from country average RFE scores)

4.1.2 Validation of the RFE composite score

A novel systematic assessment tool requires validation to confirm that the proposed
conceptual dimensions meaningfully reflect the underlying construct of the risk to
freedom of expression. To validate the RFE composite score, I followed a three-step
process developed by Hair et al. (2021). Despite this framework being developed
initially for partial least squares structural equation modeling (PLS-PM), a statistical
technique for confirming measurement models for predictive purposes, this
systematic approach is also applicable for validating my composite score. PLS-PM is a
composite-based approach designed for formative measurement models, which my

RFE composite score is. To assess the conceptual soundness of my constructed RFE
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score, three tests are performed: 1) convergent validity, (2) indicator collinearity, and

(3) internal consistency. Table 4.1 provides an overview of the results.

Table 4.1: Summary of the three-step validation process of RFE score

Step Test/Procedure Result Interpretation

Spearman’s correlation

1. Convergent between RFE score and p =-0.39, p =.004

Significant negative correlation,

Validity RSF Press Freedom supporting convergent validity.
Index
2. Indicator Pairwise VIF tests No multicollinearity detected,

All VIFs < 1.58 dimensions contribute distinct

Collinearity between clarity, information to the composite.

regulation, strictness
All dimensions are moderately

3. Internal . . . correlated and collectively
. Inter-item correlations 7= 0.426 .
Consistency represent a coherent underlying
construct.

The first step of the convergent validity test verified whether the composite score
measure correlates with theoretically related measures. If the RFE score truly reflects
the risk to freedom of expression, it should negatively correlate with already validated
measures, like press freedom. Reporters Without Borders Press Freedom Index 2024
(RSF) measures the degree of freedom available to journalists, which includes
dimensions of legal, political, and economic freedom closely related to the protection
of other human rights like the right to freedom of expression (Reporters Without
Borders, 2024; UNESCO, 2023).

Due to the non-normal distribution of data and small sample size, I ran Spearman’s
correlation analysis (Hauke & Kossowski, 2011) to test the relationship between press
freedom levels from 2024, similar to the original study by Cipers et al. (2023) that
used the most recent country scores, and country-level RFE scores, comprised of data
from 2010 to 2024. A Spearman's rank correlation showed a significant negative
association between countries' average RFE scores and their 2024 RSF Press
Freedom scores (p = —0.3939, p = 0.0046), suggesting that states with lower levels of
press freedom have a history of disinformation policies with higher risks to limit

speech (Figure 4.7).
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The scatterplot (Figure 4.7) shows a clear downward trend: as average country-level
RFE scores increase, RSF scores decrease, signifying diminished press freedom. The
plot shows outliers like Germany, who scored higher RFE scores despite high press
freedom, and the US, with lower press freedom and lower than expected RFE score.
In total, the correlation test shows that my composite measure behaves as expected

relative to an established measure.

Relationship Between Country RFE Score and Press Freedom (RSF, 2024)
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Figure 4.7: Scatter plot of the relationship between RSF Press Freedom Index (2024) and the Risk to
Freedom of Expression (RFE) score.

The second step of indicator collinearity assessed the degree of correlation between
the three dimensions (clarity, regulation, and strictness). Hair et al. (2021) stipulated
that the high collinearity of two or more indicators indicates that they essentially
depend on each other, increasing standard errors and making coefficients unstable
and challenging to interpret. Variance Inflation Factors (VIFs) were used to examine
indicator collinearity among the three dimensions. All VIF values were between 1.04
and 1.58, thus well below the critical threshold of 5, indicating that no serious
multicollinearity threatens the interpretability of individual indicator weights. This
result (Table 4.1) shows that the RFE composite score is conceptually balanced, and
each indicator contributes independently, supporting the validity of my measurement
model.

Lastly, to evaluate internal consistency, I tested the average inter-item correlation.

Based on the results, the composite score is reliable due to the score of 0.426, which



39

falls within the recommended range of 0.15 — 0.50 (Hair et al., 2018). Cumulatively,
these steps confirmed the conceptual coherence of the constructed RFE score,
making it a valid tool for evaluating the risk to free speech disinformation policy
design, thus answering the main research question. By combining these three
theoretically grounded dimensions into a composite measure, we can effectively

capture speech restrictiveness in disinformation policy.

4.2 Risk Across Media Systems

SQ1: How well do media systems explain variation in countries’ Risk to Freedom of
Expression (RFE) scores compared to empirically derived clusters?

4.2.1 Ideal Media Systems

To commence the empirical testing of the usability of the RFE score measure, this
thesis inspected the variation in national levels of risk among countries of different
media systems models. Media system typology originally formulated by Hallin &
Mancini (2004) has been imperative to comparative media studies. The typology has
been criticized and refined widely since then, and adapted to broader geographical
contexts and disciplinary applications. Hallin and Mancini (2013) themselves
acknowledged some of the criticism a decade later and reiterated that their work was
a stepping stone to new explorations of similarities and differences in the
development of media systems.

Country Average RFE Scores, Grouped by Media System
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Figure 4.8: RFE Scores by Country, Grouped by Media System
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This study harnessed an enriched media typology that includes the Post-Communist
cluster for additional robustness. As a part of the SQ1 that focused on testing the
media system typology in the content of government responses to disinformation, I
have drawn a cross-country analysis to compare RFE scores among 12 countries of
four media systems. In theory, countries with the same media system model would
exhibit similar policy approaches due to the ‘state intervention’ dimension. Initial
visual assessment (Figure 4.8) revealed inconsistencies in country scores within and

between media systems.

The most discernable outlier was observed within the Democratic-Corporatist media
system, with Germany scoring 10.97 compared to the average scores of Finland and
Portugal, with 1.92 and 3.36, respectively. Germany’s elevated score was primarily
driven by the currently inactive Network Enforcement Act (NetzDG), which
mandated social media platforms to swiftly remove 'obviously illegal' content or face
substantial fines, thereby centralizing regulatory power at the hands of digital

platforms (regulation score 2) to remove false content in fear of fines (strictness score

2).

Similarly, the Liberal media system exhibited an outlier, albeit less pronounced than
in the Democratic Corporatist system (Figure 4.8). The U.K. and Australia's
disinformation policy responses were on a moderate risk scale. Both countries'
legislations tend to clearly outline what constitutes disinformation while mostly
giving the decision-making power to digital platforms or independent regulatory
bodies. The relatively high RFE risk score of the United States (11.19) stemmed from
inconsistencies in the formulation of disinformation and a combination of policies
involving statutory regulation, like the Global Engagement Center (2016) or the
Honest Ads Act (2017).

Hungary's Criminal Code Amendment (2020) has been notorious for its
criminalization of spreading “false or distorted facts” during emergencies, with
penalties of up to five years in prison (Cox, 2020). This law scored 1 for clarity, 4 for
strictness, and 4 for centralization of regulatory authority. Slovakia's moderate-to-
high RFE score stemmed from a series of statutory laws, including the Cybersecurity
Act (2018) and its 2022 update, as well as the Media Services Act (2022), which

enable content blocking and regulate “serious misinformation” without clear legal
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definitions, reflecting centralized statutory enforcement and content regulation. On
the contrary, the Latvian scored visibly lower on the risk in comparison to the other
two countries. Latvian recent proposal to amend the Criminal Code to include an
article on “Influencing the Electoral Process Using Deep Fraud Technologies” (2024)
was praised for its timely effort to tackle cyber fraud to secure electoral integrity

(Dockrell, 2024).

The Polarized Pluralist media also contained an outlier, with RFE scores ranging
from 3.36 in Portugal to 10.93 in Spain (Figure 4.8). Portugal’s low score can be
explained by its focus on soft governance measures, which are state-led but non-
punitive. Both French and Portuguese legislation scored high on clarity on the
definition of disinformation, while Spain’s largely non-punitive approach lacked
consistency in its formulations. Overall, the Polarized-Pluralist countries appear to
have scored well in clarity, yet their high variance in centralization of regulatory

authority dimension contributed to their medium scores on the risk scale.

Table 4.2: Descriptive statistical analysis of three dimensions of RFE score across media systems.

Note: The table displays the original scores distributions: clarity (0-3, higher = better), regulation (0-3,
higher = worse), and strictness (0-4, higher = worse).

. Ave. Var. Ave. Var. Ave. Var.
Media system - . . . . .
clarity clarity regulation | regulation | strictness | strictness

Democratic/ 2.26 0.79 1.06 0.63 0.66 0.80
Corporatist

Liberal 2.21 0.95 1.42 1.49 1.14 1.36

Polarized 223 0.69 1.00 1.50 078 0.94

Pluralist

Post- 1.58 0.99 1.58 1.90 1.41 2.62

Communist

Further basic descriptive statistical analysis of the individual three dimensions
revealed that countries within media systems do not follow a uniform approach to
disinformation governance, which contradicts the assumption that media system
typology would predict patterns in policy approaches. For instance, Table 4.2 shows

the Post-Communist media system group exhibiting a regulation score variance of
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1.90 and a strictness variance of 2.62, meaning that countries classified under this
category have vastly different levels of regulation of disinformation, ranging from
direct state control to a complete absence of regulation. Similarly, Liberal and
Polarized Pluralist media systems show overall regulation score variances of 1.49 and
1.50, respectively, indicating a lack of consistency. Such high within-group variance
undermines the explanatory power of media system typologies in predicting policy

approaches.

Finally, a series of statistical analyses solidified that media systems typology did not
meaningfully explain how countries approach freedom of speech in disinformation
governance. Firstly, I ran the Kruskal-Wallis rank sum test to check for the
differences between media systems, namely whether at least one media system
differed significantly. Kruskal-Wallis showed no statistically significant differences (p
= 0.2913). Secondly, to check for variations within media systems themselves, I ran
Levene’s test that showed no media system was notably more internally consistent
than others, i.e., RFE scores were not that similar within groups (p =

0.5821). Ultimately, when assessing how countries design policies to combat
disinformation in terms of their compliance with international freedom of expression
standards, the conventional media system typology did not predict the grouping of
countries based on their risk to freedom of speech. These findings indicate that media
system typology alone does not sufficiently explain how different countries formulate

disinformation policies.

4.2.2 Empirically Derived Clusters

Given these results, this thesis employed hierarchical cluster analysis to extract more
meaningful groupings than pre-existing media system models. This approach was
encouraged by the original authors Hallin and Mancini to further explore and
reconfigure the typology based on the research objectives: “A system is not an entity
with a fixed set of characteristics, but a pattern of variation” (Hallin & Mancini, 2017,
p.-167). Hierarchical clustering was performed using the RFE score and score
variables of three key dimensions. Due to the small sample size, I chose
agglomerative clustering that operates on a bottom-up principle: it starts with

individual points that merge into clusters (Weigand et al., 2021). Additionally, I chose
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the Manhattan distance since it is particularly effective due to its robustness to

outliers and its application in small datasets like mine (Murtagh & Legendre, 2014).
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Figure 4.9: Hierarchical clustering dehdogram by RFE score dimensions.

Note: Cluster 1 (France, the U.K., Australia, Latvia); Cluster 2 (the Netherlands, Finland, Portugal);
Cluster 3 (Spain, the U.S., Germany, Slovakia); Cluster 4 (Hungary).

The resulting clusters differed from the previously conceptualized media system
typologies (Figure 4.9). The resulting empirical clustering suggests that the design of
disinformation policy differs among countries with the same ideal media system. This
hints at a growing divergence in regulatory responses to online disinformation, even
within countries of similar media systems landscapes. I conducted a series of cluster
validation statistics to evaluate hierarchical clustering groupings, proving they offer a
more meaningful grouping than the original media system typology, which can be
consulted in Appendix D.

Table 4.3: Descriptive statistical analysis of three dimensions of RFE score across empirical clusters.

Note: The table displays the original scores distributions: clarity (0-3, higher = better), regulation (0-3,
higher = worse), and strictness (0-4, higher = worse).

Cluster Average Mode Average Mode Average Mode
clarity clarity regulation regulation strictness strictness
1 2.56 3 1.31 1 1.06 0
2 2.72 3 0.73 1 0.27 0
3 1.50 1 1.45 0 1.10 2
4 1.00 1 2.00 3 2.67 4
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Cluster 1

The first cluster consisted of Liberal (Australia and the U.K.), Polarized Pluralist
(France), and Post-Communist (Latvia) media systems. The cluster was characterized
by high levels of clarity (2.56/3.0), co-regulation (1.31/3.0)., and a moderate level of
punishment for spreading false information (1.06/4.0) (Table 4.3). The high clarity
score implies policies in this group tend to clearly outline the triad of falsity, intent,
and harm(s). A deeper look into descriptive statistics reveals that the most frequent
regulatory approach (mode) was 1, indicating many policies involve independent

regulatory and judicial bodies to decide on acts of disinformation.

The disinformation approaches of this cluster show that only the policies focusing on
foreign or electoral interference tend to have higher levels of regulation and stricter
punishment mechanisms, suggesting a “securitization” of disinformation approaches
(Casero-Ripollés et al., 2023). Casero-Ripollés et al. (2023) claimed the securitization
approach applies hard power and frames disinformation as a cardinal threat to
security and democracy. This approach was utilized in policies like the U.K.’s Online
Safety Act (2023) and Foreign Interference Offence (2023) that target harmful and
state-sponsored disinformation with obligations for platforms to act, imposing
penalties of up to 14 years in prison. Similarly, the Latvian Parliament recently
passed amendments to the Criminal Code that criminalize the creation and/or

distribution of information using deepfake technologies to influence elections (2024).

The counter-disinformation measures that did not address foreign or election
interference were far less punitive and more closely corresponded to international
human rights standards. The risk to freedom of speech was lower among policies like
Latvia's government-backed anti-disinformation platform (2023), Australia's COVID-
19 Mythbusters (2021), and France's Media and Information Literacy (EMI) initiative
(2013) (McGowan, 2021). Thus, the countries in this cluster employ a hybrid strategy:
States assert stricter regulatory control in the name of security during elections or
foreign interference campaigns while clearly outlining the cases of illegal
disinformation. Yet, to differentiate illegal disinformation from false but lawful
information, they rely on administrative reporting measures and content correction,

which have the potential to censor speech.
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Cluster 2

The next cluster consisted of two Democratic-Corporatist states, Finland and the
Netherlands, and Portugal, originally belonging to the Polarized-Pluralist media
system. The countries within this cluster held the lowest scores in RFE, as evidenced
by their high clarity scores (average = 2.72; mode = 3) and a dominant regulatory
approach of co-regulation (average =0.73; mode = 1) (Table 4.3). In contrast to the
previous grouping, the approach to disinformation regulation is much softer and
focuses on resilience-building, which aligns with the Nordic and Western European
media regulation model (Karppinen, 2013). Governments maintain oversight rather
than full control, while the decision-making power over disinformation is given to
independent regulatory bodies and citizens themselves who report disinformation on
digital platforms. The policymakers here do not punish false information, with a

strictness average of 0.27 and mode of 0 (Table 4.3).

Government-wide strategies of this cluster primarily rely on educational,
empowerment-based, and non-punitive approaches that retain the principle of
protection of fundamental rights. Some countries, like Finland, largely practice no
control in defining disinformation while prioritizing media and digital literacy
through the Media Education Policy (2013) and its National Emergency Supply
Agency’s Knowledge Centre (2022) (Salomaa & Palsa, 2019; Sillanpaa, 2021). Other
countries, like The Netherlands, combine different approaches. In National Strategy
Against Disinformation (2022), the Dutch government explicitly stated that the
government alone cannot determine what reliable information is or is not. In its
Updated Government Strategy to Combat Disinformation (2024), the Dutch
government announced its plan to set up a “reporting facility” for citizens to report
disinformation on digital platforms, which would be decided by the independent out-

of-court dispute resolution bodies (Fathaigh, 2024).

Portugal introduced a similar policy in 2021, yet it faced significant criticism. The
Charter of Human Rights in the Digital Age (2021) set out rights and duties of
conduct in the digital environment, including a controversial Article 6 (the right to
protection against disinformation) that would grant power to the Media Regulator to

decide on the acts of mis-/disinformation. The policy sparked legal and public
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criticism due to concerns over the vague definition of disinformation and its
prospects to censor speech (Farinho, 2021; Soares, 2021). Thus, Article 6 was
partially repealed in 2022, highlighting Portugal’s responsiveness and reinforcing the
cluster’s overall pattern of freedom-preserving disinformation governance (Baptista

& Morgado, 2022).

Cluster 3

Cluster 3 was the most diverse in its composition, comprising countries from all four
media systems: Germany, the U.S., Spain, and Slovakia. While at first glance these
countries seem politically and institutionally diverse, these countries share a
similarity in their approaches to disinformation. Similar to Cluster 1, they often frame
disinformation as a national security issue. The difference lies in its reactive and top-
down approach, which is further undermined by the vagueness of definition and its
focus on controlling flows of harmful content. The cluster’s main feature is the
vagueness and inconsistencies in policy formulation (average = 1.50, mode = 1)
(Table 4.3). While the dominant regulatory approach (mode) is 0, or "no regulation",
Cluster 3 had the highest average centralization of regulatory authority score of 1.45
among all groups. The difference between the mode and average revealed the
presence of a couple of highly centralized statutory policies. Most of these policies
inflict administrative burdens and/or content restrictions, as shown by moderate

strictness scores (average = 1.10, mode = 2).

Vague formulation combined with centralized content regulation suggested
inconsistencies in disinformation governance and the potential to undermine
democratic processes (Napoli, 2018). In Germany, regulations like NetzDG outlined
the types of unlawful disinformation while it was in force, yet it punished
“underblocking” with fines while leaving “overblocking” unsanctioned, which
qualified the policy for strictness of regulation of 2 (content regulation). In Slovakia,
several initiatives, including the Cybersecurity Act and the Media Services Act (2022),
lack consistent definitions for disinformation but authorize either administrative or
judicial bodies to block or regulate content. Spain follows a similar path. The
Procedure for Intervention Against Disinformation (2020) places decisions in the

hands of national security bodies, highlighting the centralization of regulatory
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authority. The U.S. policies pioneer a more self-regulatory approach to
disinformation, thus essentially delegating the role to platforms, yet the definitions of
disinformation often lack consistency. The efforts that did provide clear formulations
on disinformation were heavily criticized and repealed, like the Disinformation
Governance Board (2022), which had a life span of 3 weeks, or the Global
Engagement Center (2016), which was recently dissolved amidst censorship
allegations (Gedeon, 2025). Altogether, Cluster 3 combines content-level regulation
and inconsistencies in legal clarity, producing a favorable landscape for self-

censorship.

Cluster 4

Hungary has formed its own cluster due to its highly restrictive and vaguely
formulated policies, with the highest average strictness score (2.67) and consistently
low clarity scores (average and mode = 1) (Table 4.3). Both its COVID-19
misinformation-related laws from 2020 criminalized the dissemination of vaguely
defined “false or distorted facts” during times of emergency with up to five years in
prison. Hungary’s draconian disinformation laws, state centralization of power over
falsehoods, and vague formulations suppress alternative voices in fear of

imprisonment, all separating it from other countries.

By operationalizing the risk to freedom of expression (RFE) within disinformation
policies, this thesis revealed novel groupings of countries sharing commonalities in
their regulatory approaches. The countries grouped within Cluster 2 exhibited the
lowest levels of risk to speech with their disinformation regulation. Members of
Cluster 1 followed with low to moderate scores due to its co-regulatory model
preference and high clarity of policies. What drove the scores in this cluster was the
presence of policies with a securitization focus that tend to have a statutory form of
control and punitive measures. Next, we have Cluster 3, with moderate to high levels
of risk due to inconsistent levels of clarity and regulatory approaches. Lastly,
Hungary, the sole occupant of Cluster 4, stood out for its highly punitive measures
and lowest clarity in definitions, which grossly contravene international human rights

standards on freedom of expression.



48

4.3 Risk Across Types of Policies

SQ2: To what extent are particular types of responses, or the diversity of
approaches used within a single policy, associated with the risk to freedom of
expression?

Drawing on Bontcheva et al.’s (2020) taxonomy of disinformation responses, I
analyzed how the type and diversity of policy responses correlate with states’ risk to
freedom of expression (RFE composite score). See Appendix A for the full description
of online disinformation government response types. Bontcheva et al. (2020)
specifically outlined this typology's potential for analyzing the impact of
disinformation policy responses on fundamental rights, particularly freedom of

expression. For simplicity, this taxonomy is further referred to as policy types.

4.3.1 Diversity

First, I performed a series of country-level analyses among 12 countries. In Cipers et
al.’s (2023a) study, the diversity of policies was assessed using a coverage-based
approach that counted “the number of categories from the typology that were marked
‘yes’ for at least one initiative in the country.” However, the Pearson’s correlation
result was not statistically significant (p = 0.908). The lack of correlation in my
sample suggests that the broader policy coverage does not automatically predict
better human rights compliance. For example, some of the countries with low
diversity scores like Portugal (coverage = 3) and Hungary (coverage = 5) had
drastically different RFE scores of 3.36 and 18.34 respectively (Table 4.4). This
suggests that looking into the individual RFE responses might better explain the

association of diversity scores with RFE score.

Focusing on the individual policy scores, I ran a Pearson’s correlation test using
unweighted RFE policy scores (without the multiplicative weights of legal status and
activity status) to isolate the effects of three dimensions. This test revealed a
statistically significant negative relationship between policy diversity and RFE score
(cor = -0.2740, p = .05), indicating that, on average, more multifaceted policy
interventions tend to safeguard freedom of expression better, regardless of the
country in which they are implemented. To illustrate this effect, the scatterplot
(Figure 4.10) shows the relationship between diversity and risk score. As we can see,

the negative relationship is relatively modest on the policy level (-0.27).



Table 4.4: Diversity and average RFE scores by country.

Country Average RFE Diversity Score
Australia 8.58 11
U.K. 9.08 11
u.s. 11.19 10
Latvia 9.05 8
Finland 1.92 7
Netherlands 5.24 7
Spain 10.97 7
France 7.60 6
Germany 10.97 6
Slovakia 12.84 6
Hungary 18.34 5
Portugal 3.36 3
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Figure 4.10: Scatterplot of the relationship between raw RFE score and policy diversity scores.

Raw RFE Score

49

The small sample of countries possibly limited the applicability of diversity of policy

approaches on a national level. This result reinforced the need to examine which

specific types of policies were driving the risk up or down. The following section

investigates this question by analyzing the relationship between each policy category

(e.g., educational, investigative, curational) and the degree of rights protection it

tends to afford.
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4.3.2 Policy Types
To what extent are particular types of responses associated with the risk to restrict

expression?

Finally, let’s identify which types of government responses significantly affect the risk
to freedom of speech. Before conducting statistical analysis, we need to look at the
distribution of policy types. As one can see from Figure 4.11, the most common policy
type is Ethical/normative, while policy categories like Economic/Demonetizing and
COVID-19-specific regulations are sparse, with 5 and 4 policies, respectively. This
comes as no surprise since ethical and normative responses involve public
condemnation of acts of disinformation “designed to embed values and actions at the
individual level that can help counter the spread of disinformation” (Bontcheva et al.,
2020, p. 203). Any legislation on disinformation would contain some degree of

condemnation of disinformation to underscore its legitimacy.

Prevalence of Different Disinformation Policy Types
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Figure 4.11: Prevalence of types of government responses to disinformation in the dataset.
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Proportion of Policy Categories Per Country
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Figure 4.12: Bar charts of proportions of policy categories per country.

Note: Countries on the horizontal axis are ordered from the lowest (left) to highest (right) average RFE
scores.

Figure 4.12 displays the proportions of policy categories within each country, with the
horizontal line representing the growth in the RFE score. So, looking at the policy
types shows us the exact “tools” the state fights disinformation with. The proportion
of educational policies is shown at the bottom of the stacked bar chart, from which we
can see a steady decline as the risk to freedom of expression grows. Finland has
media literacy as a core component of its national curriculum, while The Netherlands
and Portugal utilize educational platforms against disinformation, which shows how

these states prioritize strengthening public resilience to disinformation.

French legislation emphasizes its strategic focus on protecting democratic elections,
so it stood out for the high proportion in the electoral category. German legislation
favors curational responses against disinformation, emphasizing content moderation
practices and framing platforms as frontline gatekeepers. Notably, Australia, the
U.K., and the U.S. had more balanced and diverse distributions of policy categories,
which, as we have concluded from the previous section, do not necessarily correspond

to lower risk on the state level. Overall, these visuals contextualize the next section of
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the analysis, where I have used linear regression to assess whether certain policy

categories are statistically associated with the RFE scores.

Table 4.5: Comparative summary of Full and Stepwise linear regression models predicting RFE score.

Note: B = unstandardized regression coefficient; s.e. = standard deviation of a coefficient; p = p-value
indicating statistical significance (p <.05="*; p <.01 =**; p <.001 =***); AIC = Akaike Information
Criterion, a measure of model fit that penalizes complexity (lower = better).

Predictor Full ModelB  s.e. P Stepwise Model B s.e. p
(Intercept) 10.613 2.588 0.000 10.661 1.038 0.000
Monitoring -2.277 2.202 0.307 -2.960 1.725 0.102
Investigative -1.002 2.047 0.627 - - -
Counterdisinformation 0.002 2122 0.998 - - -
Electoral -1.313 2.754 0.636 - - -
Curational 3.095 2420 0.208 2.736 1.738 0.08
Technical -0.189 2495 0.940 - - -
Economic 1.581 4369 0.719 - - -
Ethical 1.490 2.086 0.479 - - -
Educational -6.817 2.139 0.002** -7.281 1.816 0.000***
Empowerment -1.908 2213 0.377 - - -
Covid specifc 0.461 3.194 0.885 - - -

Model Fit Full Model Stepwise Model
R? 0.407 0.375
Adjusted R? 0.234 0.334
Residual Std. Error 5.838 df=38 5.439 df=46
AIC 340.5 327.1

To identify the most statistically relevant policy categories associated with the RFE
scores, I ran a series of multiple linear regression models and solidified my final
model choice with AIC comparison and Mann—Whitney U tests. The Full Model
involved all 11 of the policy types as independent binary variables and the RFE score
as a continuous dependent variable. As seen from Table 4.5, the results of the Full
Model did not reveal categories that drive up the risk but identified educational

policies to be significantly negatively associated with the risk to speech. However,
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many policy types (e.g., economic, covid), likely due to their low frequency in the
dataset exhibited previously by Figure 4.11, do not reach significance. This is a
common limitation when working with sparse categorical predictors in policy

analysis (Gelman & Hill, 2007).

To reduce the model, I employed stepwise regression, which sequentially removes the
least significant variables (Diekhoff, 1992). This procedure retained only three
predictors, only one of which was significant: educational, with p<0.001 (p =
0.0002), while monitoring (p = 0.092) and curational (p = 0.122) which were not
significant (Table 4.5). The final model demonstrated improved interpretability while
maintaining comparable explanatory power, making it more parsimonious in
comparison to the original one. However, as with all automated selection techniques,
stepwise regression has limitations, such as the risk of capitalizing on sample-specific
noise. Therefore, its results were interpreted in conjunction with theoretical

expectations and robustness checks.

The reduced model, which retained only educational and empowerment variables,
yielded a substantially lower AIC (327.1) compared to the Full Model (340.5),
indicating improved fit relative to model complexity (Burnham & Anderson, 2002).
To further validate the findings from the linear regression, I also conducted a Mann—
Whitney U test (Wilcoxon rank-sum) for each policy category. This test confirmed
that policies with educational (p < 0.001) and curational (p < 0.05) focus had
significantly different HRS scores compared to non-educational and non-curational

policies (Table 4.5).

Concluding this section, the results revealed a weak negative relationship between the
diversity of policies and policy level risk, meaning the diversity is associated with a
slight reduction of the risk to freedom of expression. Analysis of policy types
confirmed that educational policies significantly lower the risk to freedom of speech.
These findings are theoretically and empirically sound, as countries with the lowest
RFE scores employed multifaceted responses aimed at improving access to reliable
information and building societal resistance to disinformation with media literacy

programs.
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5 Discussion

The following chapter interprets the main findings of this thesis and contextualizes
them in light of prior research on disinformation. It focuses on unpacking the
findings achieved with the use of the Risk to Freedom of Expression (RFE) score,
examining why particular countries scored higher or lower, and considering broader
implications for its applicability to the discussions of the state’s role in online
disinformation governance. The chapter also connects these insights to existing
debates about regulatory models and media systems before considering the value and

limits of the analytical tools employed.

5.1 Applicability to prior research

This thesis evaluated the content of disinformation policies adopted between 2010
and 2024 in 12 countries. Specifically, it pursued two aims: first, to design a tool to
systematically assess the risk to freedom of expression within state responses to
disinformation; second, to empirically test this tool's explanatory potential. To pursue
those goals, the study designed the RFE composite score measuring the risk to
freedom of expression based on the international human rights standards, analyzed
50 national disinformation policies across 12 countries, and used statistical
techniques to identify the influence of media systems and individual policy types on

the composite score.

Designing the composite score index enabled this thesis to transform international
human rights standards into measurable indicators and capture the latent risk of
restricting freedom of speech embedded within the content of disinformation
policies. This theoretical grounding enabled a robust metric to systematically assess
and compare disinformation policy formulations across democratic states. By
averaging the scores of individual policies to generate a national-level indicator, this
thesis took a comprehensive approach that avoided reducing governance to a single
model, ideology, or system. Many previous studies assessing governance models have
acknowledged that regulation often exists on a spectrum of possibilities (Stasi &
Parcu, 2021). So, this thesis provided a panoptic view of each country’s actual policy
outputs, allowing for testing the resilience of media systems as ideal types. As it
turned out, these typologies could not meaningfully explain cross-national variation

when confronted with policy-level data.



95

This thesis engaged with media systems theory as a heuristic device, not a
deterministic framework. Hallin and Mancini’s typology (2004), as discussed in
section 2.1.2, was initially developed on traditional legacy media and was subjected to
scrutiny and reformulations to adapt it to digitalization. However, this study’s
analysis showed divergence within and across typologies. For instance, while the
Democratic Corporatist model (Finland, the Netherlands, Germany) was grouped due
to shared “consensus political systems, strong welfare states, and pronounced
democratic corporatism” (Hallin & Mancini, 2004) and “high resilience to online
disinformation” (Humprecht et al., 2020), their policy formulations in respect to
freedom of expression diverged significantly. Germany leaned more toward delegated
content control, and Finland favored preemptive educational measures. Similarly,
Portugal did not conform to the high-risk profile often associated with the Polarized
Pluralist model, which is in line with previous studies claiming Portugal’s deviation

from this model (Briiggemann et al., 2014; Norris, 2009; Hallin & Mancini, 2013).

Ultimately, this study found that employing policy characteristics reveals new
patterns across state disinformation regulation. The empirically derived clusters
revealed novel country groupings that transcended classic typology boundaries. This
aligns with critiques from Briiggemann et al. (2014), Voltmer (2011), and Hardy
(2021), who called attention to the hybridization and fluidity of contemporary media
systems, especially under globalizing and digitalizing pressures. While Hardy’s (2021)
“role of the state” dimension was useful as a conceptual entry point, this thesis
supports recent efforts by scholars like Humprecht et al. (2022) and Maniou (2023)
to rethink media systems through the lens of information governance, digital media
transformation, and press freedom challenges. While the factors influencing state
behavior in online disinformation governance should be explored further in future
comparative research, the concept of “centralization of regulatory authority” might be
useful as one of the indicators, as it reveals the regulation is dependent on the

relationship with another stakeholder of media governance, digital platforms.

This is not to say the resulted groupings are definitive or conducive to the state
information governance systems, nor that they should be. On the contrary, this thesis
supports recent media system scholarship in divergence from prototyping media

systems into traditionally defined boxes. More importantly, the operationalization of
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dimensions comprising the composite score shows how policy formulation can be
used to identify telltale signs of socio-cultural and political motives that impact state

behavior.

Analysis of state policies and their cluster groupings revealed patterns in how state
view their role in online disinformation governance, which in turn shows how well
the states have adapted to globalized and digitalized forms of communication. Media
and communication governance are weaved from interdependencies of a panoply of
policy actors and processes. Joseph Krasner (1991) attributed the main feature of
global communication to be 'multiplicity’ due to various forms of media outlets being
governed by ever-evolving media cultures and norms, decision-making principles,
and procedures. The multiplicity aspect of global media communication governance
still holds true even three decades later, making it impossible to centralize and

challenging to systematically govern.

Moreover, there have been new power shifts with the emergence of technologies,
which further complicate the ‘multiplicative’ and ‘ungovernable’ nature of global
communication. Social media platforms gained new editorial and curational powers
“through the use of algorithmic systems, in the dissemination of content produced by
the media and by others, and thus have a huge impact on the way people perceive the
world and are exposed to [new] information” (Council of Europe, 2022; Phiri, 2023
p. 196). Although national governments still occupy a major stakeholder role in
media governance (Raboy & Padovani, 2010), power shifts in media governance
prompt state actors to produce new policy approaches, especially regarding

disinformation shared online.

To assess the risk of these policies to freedom of expression, three indicators were
designed under the premise that no political actors nor social media actors should
define what is a lie. The state has a duty to provide instruments that facilitate
individuals to discover the truth for themselves. This duty includes dealing with
digital platforms who govern digital spaces where citizens practice self-expression.
Thus, the issue stems from the conundrum of accountability between states and
platforms under new models of digital communication governance: if not well

balanced, regulation steers either into direct “administrative” censorship by state, or
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“delegated censorship”, under which social media platforms are given reigns to
govern truth (and lies) (Phiri, 2023). The former is evident by the sole occupant of
Cluster 4, Hungary, positioned on the very top end of the risk score range. Hungary
displayed clear tendencies of administrative censorship, where governmental bodies
assume the authority to dictate lawful expression. With no clarity on what constitutes
“illegal” expression, citizens are forced into consensus out of fear of criminal

liability.

The second type of censorship is gaining more prominence among the democratic
states that seek ways to reduce state control over information yet inadvertently
delegate this onus onto digital platforms. For example, Germany and the U.S.
embrace democratic principles and refrain from unnecessary direct state control,
instead delegating the task of regulating harmful content to digital platforms. The key
insight here is the way the rules of governance are assigned may undermine free
speech. For instance, while Germany undoubtedly has strong mechanisms ensuring
the protection of speech, evidenced by its high ranking at 10th in the 2024 World
Press Freedom Index by Reporters Without Borders (RSF, 2025), German’s history
NetzDG that aimed to fight hate speech demonstrated signs of delegated censorship,
where platforms are coerced into overblocking content under threat of heavy fines.
Since 2022, they have adapted the legislation to the EU-wide DSA regulations
through the Digital Services Act. Yet, the NetzDG measure had global consequences
and influenced 25 legislations around the world, including flawed democracies and
authoritarian regimes, who used nebulous terms like “anti-government propaganda”,
“defamation of religions”, or “fake news” to curb dissent (Mchangama & Alkiviadou,

2020).

This is not to say Germany is liable for the draconian laws imposed in already
compromised autocratic structures, nor to argue for decreased regulation of
disinformation, hate speech, and extremism. This thesis argues that by delegating its
duties, the state reaps what it sows. Social media censors have at times mislabeled
parody or satire as extremist content and deleted it to avoid fines, illustrating how
over-blocking censors legitimate critique and stifles democratic discourse (Hallam,
2018). Consequently, public dismay surrounding such censorship has been exploited

by far-right groups like Alternative for Germany (AfD), who appeal to democracy
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while framing themselves as victims of government suppression to gain political
support (Hallam, 2018). Rather than simply protecting society from hate, poorly
calibrated enforcement end up chilling legitimate expression and feeding into the

very extremist narratives it seeks to curb.

The U.S. approach to disinformation regulation is shaped by the First Amendment
jurisprudence’s counterspeech doctrine, under which ‘negative’ false speech is best
addressed through ‘positive’ true speech, not state intervention (Estrella, 2023).
Hence, the U.S.’s freedom of speech is a negative right (i.e., freedom from
government interference), which contrasts with a positive approach adopted in the
EU’s Digital Services Act (i.e., state plays a role in safeguarding individuals) (Huang,
2022). Such a laissez-faire approach to disinformation leaves the task of controlling
content to digital platforms, failing to acknowledge their asymmetrical power in

relation to users (Ibid).

Meanwhile, state attempts to address disinformation have been heavily criticized and
repealed. In 2016, The U.S. State Department established The Global Engagement
Center to address foreign disinformation campaigns. Last year, it was dissolved amid
controversy and accusations of enforcing censorship (Gedeon, 2025). Some initiatives
have been repealed even before they became fully operational: The Disinformation
Governance Board (DGB), created under the Department of Homeland Security in
2022, was dismantled within just three weeks of its launch (Gedeon, 2025). A few
hours after the announcement, far-right influencer Jack Posobiec responded to it on
X, blaming the Biden administration for creating a “Ministry of Truth” aimed at
policing speech (Lorenz, 2022). In reality, the DGB did not possess any regulatory
powers to monitor Americans; rather, it was designed to merely collect best practices

and issue recommendations pertaining to the harms of disinformation.

While the U.S. rejects state regulation of speech under the premise of protecting
democracy, it simultaneously tolerates or even promotes selective suppression of
dissent, particularly when it challenges dominant ideologies or geopolitical
narratives. Since the beginning of 2025, federal employees working at the Election
Security and Resilience division to counter election-related disinformation have been

purged under claims of censorship (Sakellariadis & Miller, 2025), while students
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expressing support for Palestine face visa revocations and deportation threats due to
“promoting antisemitic views online” (Drenon, 2025), revealing a selective
enforcement of speech rights that punishes critique while shielding dominant
narratives. In this sense, we can see how “public interests”, “defamation of public
beliefs”, and “safety”, as interpreted from ICCPR’s Article 19 as legitimate reasons to
suppress speech, are readily weaponized since they protect the interests of those in

power.

This is precisely what Gunatilleke (2021) cautioned about. He claimed the
vulnerability of ICCPR’s Article 19(3) proportionality test is that “majoritarian
interests can infiltrate limitation grounds such as national security, public order,
public health, and public morals” and advance their personal agenda (Gunatilleke,
2021). Political philosophy scholars contend that the states have no rights
comparable to those of a citizen, for they have the duty to secure and respect those
rights (Phiri, 2023, p. 96). For this reason, the interests of those in power should not
dictate the interests of the public. As this thesis has established, some states find
ways to safeguard the public against disinformation while upholding democratic
principles and ensuring the equal exercise of rights. Weaponizing “free speech” to
silence opposition while surreptitiously repealing any regulation of harmful content is

decidedly not one of those ways.

For this reason, states that embraced their role as co-regulators of disinformation had
the lowest RFE scores in this sample. From the example of the Netherlands, we can
see how their responses to disinformation emphasize multi-stakeholder collaboration
between states, platforms, and, most crucially, citizens. The 2024 version of
Government-Wide Strategies to Combat Disinformation declares the following:
“Addressing disinformation in terms of content is primarily not a task for
governments, but for journalism and science, whether or not in collaboration with
internet services”. This approach de-centralizes the power of the government while
holding them accountable for the coordination and oversight of these measures. By
empowering citizens as equal stakeholders in disinformation governance, the Dutch
approach aligns with the recommendations of the European Commission’s High-
Level Expert Group (HLEG) on Fake News and Online Disinformation, which called

for a multi-dimensional approach and fostering civic engagement. HLEG report
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emphasizes that strengthening the news ecosystem rests on the pillars of
transparency, media literacy, and user empowerment, the combination of which is
essential to safeguarding freedom of expression in the digital era (European

Commission, 2018).

This thesis also explored what differentiated policies with lower risk to freedom of
expression scores by inspecting the tools these policies used. State responses to
disinformation rarely involve a singular legal instrument but rather a combination of
strategies that vary widely in scope, intent, and potential to restrict expression.
Firstly, this thesis has found that well-rounded or multi-dimensional policy responses
(i.e., policies employing a variety of tools used to combat disinformation) were
associated with a lower risk to speech. While the results showed only a modest
negative correlation (r= -0.3), this finding foregrounds promising areas for research,
especially for analyzing which combinations of strategies have the most positive effect
on speech. This finding also supports evidence-based recommendations from the
supranational organizations and international human rights bodies that advocate for
multi-pronged approaches to protect freedom of speech. However, on a state level,
diversity of policy types was not associated with a lower average RFE score, which

speaks to the importance of harmonization of approaches.

In the United Kingdom, policymakers employed a variation of strategies. Early
initiatives such as the 2016 Foreign and Commonwealth Office’s Counter
Disinformation Programme and the 2019 House of Commons inquiry into
‘Disinformation and Fake News’ recommended a vast array of strategies, which
eventually led to the legislation of the Online Safety Act that was passed in 2023. The
U.K. was one of the few countries in the sample that covered all 11 policy categories,
proving its “textbook” multifaceted approach. Although some of these recent
legislative responses have drawn criticism for their potential regulatory overreach,
the overall strategy reflects a deliberate attempt to balance monitoring, public
education, and legislative control (Sabbagh, 2023). However, countries with
significantly narrower policy coverage, like Finland, Portugal, and France, also scored
low levels of risk. This suggests that while diversity can help, it is ultimately the legal
clarity and structure of a policy — not just how many types of responses it covers —

that makes the difference. In short, quality overrules quantity. A country needs not to
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issue a dozen disinformation laws. It needs to craft the few it does have in ways that

are clear, proportionate, and protective of rights.

Secondly, when looking at specific policy types, educational and media literacy
policies had the most significant effect in lowering the risk to freedom of expression.
This finding aligns with prior scholarship (e.g., Napoli, 2018; Marecos et al., 2023)
emphasizing counterspeech over censorship, particularly in algorithmically mediated
environments where filter bubbles distort truth-seeking. One stark example from this
study is Finland, which is internationally celebrated as ‘winning the war on fake
news” (Mackintosh, 2019). Despite recommendations to issue disinformation-related
legislation (Moilanen et al., 2023), Finnish policymakers focused on media literacy
and educational efforts that build informational resilience and, as this thesis has
shown, positively safeguard freedom of expression. However, this is not to claim that
certain policy types are guaranteed to protect freedom of speech, nor that there is a
single policy that could ‘solve’ disinformation. As Jackson and Bateman (2024) aptly
put it, there is no silver bullet or "best" option — most interventions' effectiveness is
highly context-dependent. The success of fact-checking labels, counter-messaging, or
content moderation often hinges on factors like formulation, platform design, and

credibility of sources.

By scrutinizing the content of government responses to disinformation, this thesis
developed a model for a composite score measuring the risk to freedom of expression.
Democratic countries with different media systems succumbed to the same models of
censorship due to their inability to account for platform power that further
destabilizes information ecosystem. All in all, the fact that this thesis confirmed many
of the recommended approaches to tackle disinformation do indeed safeguard speech
attests to their usefulness and applicability for informing future public policymaking.
The theoretically grounded and empirically tested concepts may thus be useful for
future attempts to build measurable indicators capturing the risk to freedom of

expression.



62

5.2 Limitations

This thesis has offered a novel framework for assessing the risk to freedom of
expression embedded in disinformation governance. Yet, it also faces several
limitations. Firstly, the generalizability of the findings was constrained by the scope
of the collected data. The dataset comprised only 50 policies and was limited to only
12 countries within the “Global North”, which is heavily over-represented in mis-
/disinformation literature as it is (Sanfilippo et al., 2024). While this argument is
sound, disinformation regulation is constantly evolving in countries of Europe and
North America, which justified a content analysis of policy formulations to seek out
the risks to freedom of speech (Nieminen, 2024; Puppis, 2010; Raboy & Padovani,
2010). This limitation notwithstanding, I encourage future researchers to build on

the existing dataset with new countries and government responses.

While this thesis did not aim to assess the entirety of each of the state’s
disinformation governance landscapes, numerous other disinformation-related laws
and speech protections may exist beyond the scope of this analysis, especially on local
and municipal levels. This is not to mention earlier legislation that impacts current
media governance. For instance, the U.S. Communications Decency Act (1996) is
foundational for the state’s technocratic stance on social media platforms immunity
from liability from legal liability for unlawful content posted by users. In Europe, on
the other hand, historical protections for speech have existed dating back to the 19th
century and were not accounted for, though they have shaped the regulatory
landscape today. In France and Germany, media laws granted a right of reply at least

since the 1800s (Danziger, 1986).

Another limitation pertained to the data analysis process. The thesis involved a single
coder for the entire process of content analysis. While this was understandable due to
the scope of the master thesis, steps were taken to mitigate this limitation. Coding
rubrics were developed systematically and grounded in international human rights
law, which fostered their validity (Creswell, 2012). For intra-coder reliability, I first
coded the data in December 2024, then did three iterations of coding with a 2-week
break each. This method, as Mackey and Gass (2005) explained, allows for

comparative re-coding of parts of data. Additionally, my coding process was validated
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externally by my supervisor, which partially ensured an “external audit” of the inter-

coder reliability check.

Ultimately, the construction of this study’s composite score is just one way to do it,
while there are admittedly more possibilities to operationalize the dimensions or
assign score values. For instance, each dimension can be further broken down so that
it comprises its own composite score, while RFE becomes a composite index score.
Furthermore, regulation can be operationalized based on other frameworks, for
example, six dimensions proposed by Hardy (2021) or Ginosar’s (2013) governance
models developed as an alternative to media systems. Future researchers should pay
attention to those if they want to develop generalizable and empirically grounded

index scores.

Translation of individual policies into quantifiable risk scores involves a degree of
subjectivity. While the indicators were grounded in international human rights law,
the scoring inevitably simplified legal and contextual complexities that may vary
across national jurisdictions, as well as across the same policy types. The language
barrier presented another challenge, particularly for legal documents in non-English-
speaking countries of my sample. This limitation was addressed by triangulating my
data collection process, namely by cross-referencing secondary legal analyses and
expert commentary from native-speaking scholars, especially in identifying

definitional ambiguities.

The scoring of individual policies could benefit from more in-depth policy research,
which may be a fruitful area of exploration for future public policy scholars. Universal
indices related to human rights are bound to face challenges because there is no
universal understanding of freedom of expression, as this study has demonstrated
with the comparative analysis between European and U.S. views on freedoms.
Nevertheless, the concepts developed through this endeavor — clarity of definition,
centralization of regulatory authority, and strictness of regulation — rely on the
disinformation literature that scrutinized the conundrum between regulation and
speech and thus can be applied as a heuristic tool for in-depth qualitative analyses on

national levels.
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6 Conclusion

Through a comparative and legally grounded framework, this research examined how
different disinformation responses balance regulation and protection of freedom of
expression. The study’s key contribution is the development of a Risk to Freedom of
Expression (RFE), a composite score measure based on three theoretically grounded
indicators: clarity of legal definition, centralization of regulatory power, and
strictness of regulation. By assessing 50 disinformation policies across 12 Western
countries from 2010 to 2024, this framework quantified latent risks to free speech
embedded in legal and policy responses to disinformation. While democracies of this
sample commonly share commitments to free expression, the RFE scores of their

disinformation responses revealed a different picture.

The first reason for these variations is that countries view their duty to protect their
citizens from disinformation differently. The second reason stems from whether the
regulatory approaches sufficiently estimate the power of online platforms in current
media governance. The Netherlands, for example, acknowledges its duty to protect
and provide its citizens with tools to tackle disinformation through non-punitive and
co-regulatory approaches with platforms. The U.S., on the other hand, struggles to
fulfill the duty to address disinformation due to the deep-rooted doctrine of counter-
speech that is used to stifle any regulatory safeguards. By developing the dimensions
of risk, this study has shown how to recognize ambiguous policy formulation and
improper delegation of regulatory duties. The existence of policies in this sample
receiving a score of zero (i.e., no risk to freedom of expression) may be used as
exemplary case studies for state action against disinformation. Concern for freedom
of speech and actions against disinformation should go hand in hand, both for the
sake of the effectiveness of these measures against the issue at hand and for the sake
of democracy. Freedom of expression should, in itself, be a tool to combat

disinformation (Bontcheva et al., 2020).

There is a strong need to view the issue of disinformation holistically and aim for a
general improvement of pluralism of information and opinions. One of the most
significant findings of this thesis was identifying an inverse relationship between

educational and multidimensional policies and reduced risk to freedom of speech.
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The empirical findings generated with this data essentially confirmed the
recommendations made by a rich body of disinformation governance literature,
which prove the usability of the developed conceptualized dimensions for foregoing
qualitative in-depth research case studies. Furthermore, this thesis supports the
evolution of ideal media system typologies in the digital age. As governance becomes
more hybrid and transnational, policy responses to disinformation become molded
not only by historical media-state relationships but also by digital platforms and the
transnational information ecosystem overall. The need to inspect these policies from
a human rights angle will persist, just like the issue of disinformation itself. As Hardy
(2021) recommended, the proliferation of mis-/disinformation governance as a
phenomenon can be used to construct new media system typologies that would

reflect the changes in state behavior in relation to politics and media.

The inherent value of this thesis is the development of a conceptually grounded tool
for foregoing research and robust data on the policy content of government responses
of 12 democratic states. The approach taken here furnishes mixed-method research
with a statistical basis to guide in-depth case studies. This study, therefore,
establishes the foundation for scholars who wish to test the applicability of this tool to
seek out factors that exacerbate said risk. Alternatively, the same dataset can be used
as a base for a more comprehensive composite score. I would recommend performing
a sensitivity analysis by altering the conditions of the composite score, for example,
by changing the scoring of dimensions to examine how that affects the model. Finally,
the individual dimensions can be applied as concepts guiding qualitative analysis of
legislation, supplemented by relevant legal and national level expertise, to call out

disproportionate and chilling legislation.

Reaching our terminus, this thesis concludes by recommending policymakers resist
the temptation to abdicate their responsibilities by over-relying on private platforms.
As the UN Special Rapporteur David Kaye (2018) and the ECtHR (2022) have both
emphasized, states cannot absolve themselves of human rights obligations by
delegating regulatory power to corporate actors. Doing so risks empowering
corporate logic over democratic values and users over systems designed to protect

them.
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Bontcheva et al. (2020) and Cipers et al. (2023a) taxonomy of disinformation policies

CATEGORY

DEFINITION

Monitoring and

Usually carried out by news organisations, internet communications companies,
academia, civil society organisations, and independent fact-checking organisations, as
well as (where these exist) partnerships between several such organisations. These

Factchecking responses share a focus on informing the public on the authenticity and credibility of
responses news stories, online chain messages and popular online narratives.
Go beyond whether a given message/content is (partially) false, to provide insights
Investigative into disinformation campaigns, including the originating actors, degree of spread, and
responses affected communities.
Tend to focus on the construction of counter narratives by governments with the
Countercampaigns explicit aim of countering false or falsely deemed discourses.

Election specific
responses

Developed specifically to detect, track, and counter disinformation that is spread
during elections. This category of responses, due to its very nature, typically involves a
combination of monitoring and fact-checking, legal, curatorial, technical, and other
responses, which will be cross-referenced as appropriate.

Curational responses

Address primarily editorial and content policy (removing, flagging, ... of posts,
journalistic articles, forums, blogs, ...) and ‘community standards’, although some can
also have a technological dimension, which will be cross-referenced accordingly.

Technical and
algorithmic responses

Use algorithms and/or Artificial Intelligence (AI) in order to detect and limit the
spread of disinformation or provide context or additional information on individual
items and posts. These can be implemented by the social platforms, video-sharing,
and search engines themselves, but can also be third party tools (e.g., browser plug-
ins) or experimental methods from academic research. This category also includes
more basic technology-based responses such as limited or complete internet
'shutdowns'.

Demonetising and
economic responses

Designed to stop monetisation and profit from disinformation and thus discourage the
creation of clickbait, counterfeit news sites, and other kinds of for-profit
disinformation. Rather than punitive measures such as fines, this category entails
responses that focus on stopping disinformation practices from generating income
and profits.

Ethical and normative

Public condemnation of acts of disinformation or recommendations and resolutions
aimed at thwarting these acts. When carried out by a government actor, this
“condemnation” is often executed as a result of a perceived security threat to the state
and her population which legitimises government action.

Educational

Aims at promoting citizens’ media and information literacy, critical thinking, and
verification in the context of online information consumption, as well as journalist
training.

Empowerment

Designing content verification tools and web content indicators, which are practical
aids that can empower citizens and journalists to avoid falling prey to online
disinformation. These efforts may also be intended to influence curation in terms of
prominence and amplification of certain content — these are included under curatorial
responses above.

COVID-19 specific
responses

Developed specifically to detect, track, and counter disinformation concerning the
Covid-19 pandemic. In analogy with electoral-specific responses, these responses
typically encompass different types of responses which are cross-referenced in the
data. While other responses are used to curb disinformation surrounding the
coronavirus, initiatives are Covid-19 specific when they are introduced as a response,
or when law(s) (proposals) are clearly amended, to disinformation that targets facts
surrounding COVID-19, and government initiatives to curb the spread of the COVID-
19 virus.
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Appendix B
Coding dictionary
Dimensions

Clarity of Definition of Disinformation (0—3): Assesses how precisely the policy
defines disinformation and related concepts.

Score Description Example

No guiding definition or
0] ambiguous reference to
disinformation

"False or misleading content" without further elaboration
and

Mentions disinformation but

without specifying intent or harm Spreading of disinformation online
"Purposeful dissemination of false information during

"o«

Mentions 2 out of 3 clarity

2 conditions: falsity, harm, intent elections”, na,}"ratlve that is demonstratably false and likely
to cause harm
3 Clearly defines disinformation = "Disinformation refers to intentionally false content

using falsity, intent, and harm disseminated to cause public harm or deceive voters”

Centralization of Regulatory Authority (0—3): Measures how much power the state has in
deciding what constitutes disinformation and how content is moderated.

Score Description Example
0] No regulatory authority No mention of enforcement or oversight actors
L Co-regulatory: Independent Dispute handled by judiciary or independent

regulators, judicial bodies involved regulatory body, Media Regulator

Delegated to private platforms with ~ NetzDG: platforms make decisions under threat of
government oversight state fines

Statutory: Government or ministries = Law authorizes government ministry to define or
decide directly remove content (e.g., Hungary COVID-19 law)

Strictness of Regulation (0—4): Captures the severity of penalties or consequences
imposed for spreading disinformation.

Score Description Example

No penalties or purely

0] educational measures Media literacy or Information campaign
L Administrative burdens Licer}sing regimes, data localization, transparency
requirements, or mandated press or media councils
. Social media must remove content within 24h (Germany
2 Content regulation
NetzDG)
3 Civil penalties or lawsuits Possibility of civil litigation or large fines
4 Criminal penalties (e.g., Hungary: up to 5 years in prison for COVID-19 disinfo

imprisonment)



Multiplicative weights:
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Legal status(0.6-1.0): Represents normative or regulatory weight.

Weight Legal Status Type Description (Cipers et al., 2023) Justification of weight
0.7 Proposed legislation Law that aims to curb the threat of Lack immediate enforceability (Flew &
disinformation has been proposed but is still in Martin, 2022). (Funke & Flamini, 2019).
the process of being approved.
0.8 Counter narratives Pre-legislative initiatives with the explicit aim of  Explicitly designed to intervene in public
countering false or falsely deemed discourses debates,but they do not impose penalties or
formal restrictions on speech (Bradshaw &
Lim, 2023).
0.8 Non-legislative initiatives =~ Government initiatives without legal basis and Soft law, relying on voluntary compliance
enforcement (soft law) rather than binding regulations (Wardle &
Derakhshan, 2017)
0.9 Adopted legislation Initiatives adopted into the national law against ~ Binding nature and legal authority
disinformation-related offences (hard law) influencing both media platforms and
individual speech (Bayer & Bard, 2020)
1.0 Law enforcement Law is enforced against disinformation-related Laws have the most direct impact on press

offences

freedom and media regulation, as they
involve tangible legal consequences

(Rediker, 2021)

Activity Status (0.5-1.0): Whether policy remains legally or practically in force.
Inactive policies on average received higher RFE score of 14.47, while active policies
on average scored 8.83. Based on the observed average difference between active and
inactive policies, inactive policies were weighted at 0.8 to reflect their reduced impact

in current governance.

Weight Activity Status Type Description
0.8 Inactive Outdated, repealed, no longer updated, no longer has legal weight, or
COVID-19 specific
1.0 Active Active, available to the public, has legal weight
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Appendix C
Legal Clarity | Regulation | Strictness | Activity
Policy response Status Year | Country (0-3) (0-3) (0-4) (0o/1)
Australia's Electoral Non Leg.
Assurance Taskforce Initiative 2019 Australia 3 3 2 1
Australia's Code of
Practice on
Disinformation and Non Leg.
Misinformation Initiative 2021 Australia 3 2 1 1
Australia's COVID-19 Counter
Mythbusters Narratives 2021 Australia 2 o] 0] 0
Finland's Media Adopted
Education Policy Leg. 2013 Finland 3 0] 0] 1
Finland's Media
Education Policy Adopted
Update Leg. 2019 Finland 3 o] 0] 1
Finland's social media Counter
influencers campaign Narratives 2020 Finland 2 1 0] o]
Finland's National
Emergency Supply
Agency (NESA)'s
Knowledge Centre on Counter
Information Resilience. Narratives 2022 Finland 3 1 o) 0
France's National
Agency for the Fight
Against Manipulations Non Leg.
of Information Initiative 2021 France 2 1 1 1
France’s Fight against
Manipulation of Law
Information Law Enforcement | 2018 France 2 1 2 1
France's Media and
information literacy (or
EMI — Education aux
médias et a Adopted
I'information) Leg. 2013 France 3 o) o) 1
Germany's federal task Non Leg.
force on Hybrid Threats Initiative 2022 Germany 3 0] 0] 1
Germany’s Act to
Improve Enforcement
of the Law in Social Adopted
Networks Leg. 2017 Germany 1 2 2 0
Germany’s Network
Enforcement Act Law
update Enforcement | 2021 Germany 1 2 2 0
Germany:
Implementation of
increased reporting
duties for platforms in Adopted
amendment to NetzDG Leg. 2022 Germany 1 2 2 (o)
Germany's Live
Democracy! Project's
Cooperation Network
Against Online Hate Non Leg.
and Disinformation Initiative 2022 Germany 3 0] 0] 1




Germany's Interstate
Media Treaty
Amendment

Germany's Network
Enforcement Act

Hungary's covid-19
misinformation law
Hungary's covid-19
misinformation law
enforcement
Hungary's “White
Paper” of the Digital
Freedom Committee

Latvia's Media Law
Enforcement

Latvia's government-
backed anti-
disinformation
platform

Latvia's Amendment to
Criminal Code:
Influencing the
electoral process using
deep fraud technologies
Latvia's National
Strategy for the
Development of the
Electronic Media Sector
for 2023-2027
Netherlands' Code of
conduct on
transparency of online
political ads

Netherlands’
disinformation
awareness campaigns

Netherlands' national
strategy against
disinformation
Dutch government’s
strategy to combat
disinformation

Portugal's "Defence
against fake news"
website

Portugal's Portuguese
Charter of Human
Rights in the Digital
Age.

Simplified Portuguese
Charter of Human
Rights in the Digital
Age.

Slovakia's police
Facebook page
The Act on Cyber
Security (69/2018
Coll.)

Slovakia's Sybersecurity
Act Update

Adopted
Leg.

Law
Enforcement

Adopted
Leg.

Law
Enforcement

Non Leg.
Initiative

Law
Enforcement

Non Leg.
Initiative

Law
Enforcement

Adopted
Leg.

Non Leg.
Initiative

Non Leg.
Initiative

Non Leg.
Initiative

Non Leg.
Initiative

Non Leg.

Initiative

Adopted
Leg.

Adopted
Leg.

Non Leg.
Initiative

Adopted
Leg.

Leg
Proposals

2021

2018

2020

2020

2021

2010

2023

2024

2022

2021

2019

2022

2024

2021

2021

2022

2020

2018

2022

Germany

Germany

Hungary

Hungary

Hungary

Latvia

Latvia

Latvia

Latvia

Netherlands

Netherlands

Netherlands

Netherlands

Portugal

Portugal

Portugal

Slovakia

Slovakia

Slovakia
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Concept Strategic
Communication
Concept of the Slovak
Republic Strategic
Communication

Slovakia's The Media
Services Act (264/2022
Coll.)

Spain's Procedure for
Intervention against
Disinformation

Spain’s government
hybrid threats unit
Spain's REGULATING
THE RIGHT OF
RECTIFICATION

UK Foreign and
Commonwealth Office
Counter Disinformation
and Media
Development
programme

UK's Counter
Disinformation
Unit/Covid Rapid
Response unit

UK’s House of
Commons (Digital,
Culture, Media and
Sport Committee)
inquiry into
‘Disinformation and
‘Fake News”

U.K.'s Online Harms
White Paper

U.K.'s Online Safety Act
2023

The Act Foreign
Interference Offence

U.S." Global
Engagement Centre

U.S.' Devumi Case

U.S.'s Educating
Against Misinformation
and Disinformation Act

Honest Ads Act

U.S.' Disinformation
Governance Board

Leg
Proposals

Adopted
Leg.

Adopted
Leg.

Non Leg.
Initiative

Leg
Proposals

Counter
Narratives

Non Leg.
Initiative

Non Leg.
Initiative

Leg
Proposals

Adopted
Leg.

Adopted
Leg.

Adopted
Leg.

Adopted
Leg.

Adopted
Leg.

Adopted
Leg.

Adopted
Leg.

2024

2022

2020

2019

2024

2016

2020

2019

2019

2023

2023

2016

2019

2022

2017

2022

Slovakia

Slovakia

Spain

Spain

Spain

U.K

U.K.

U.K.

U.K.

U.K

U.K.

U.S.

U.s.

U.S.

U.s.

U.S.
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2 1
0 1
0 1
0 1
2 1
0 1
0 0
1 1
1 1
2 1
4 1
2 0
2 0
0 1
1 0
0 0
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Appendix D
External cluster validation

I conducted a series of cluster validation statistics to evaluate hierarchical
clustering groupings and prove it offers a more meaningful grouping than the original
media system typology. By comparing my data-driven results to existing media
systems grouping, I am performing what Charrad et al. (2014) referred to as “external
cluster validation”, which involves the comparison of clustering results to an
externally validated results, which in my case are ideal media systems. First, I
compared within-group variances, which measure how tightly grouped the clusters
are. The variances within the media system clusters confirmed the visual
incosistencies, with Liberal system showing low variance (1.32), while the Democratic
Corporatist, Post-Communist, and Polarized-Pluarist clusters had average RFE
variances of 16.13, 13.48, and 10.81 respectively. In contrast, the variances within
hierarchical clusters show tighter groupings, with within-cluster variances ranging
between 0.00 and 2.21. Secondly, I ran Kruskal-Wallis test to compare whether there
are significant differences between cluster medians (Kruskal & Wallis, 1952). HCA
clusters showed a statistically distinct improvement (p = 0.00000), suggesting better
explanatory potential, comparing to media systems; result (p = 0.001), Lastly, I ran
silhouette analysis for my HCA results to measure how similar a country is to its
assigned cluster compared to other clusters (Monshizadeh et al., 2022). However, the
results indicated only weak-to-moderate cohesion (mean silhouette width = 0.38),
raising concerns about cluster stability. Small sample size of countries is often
attributed to inconsistencies in results, especially if data clusters vary in size (n = 12)
(Ibid.). The stability of the cluster groupings would have to be validated with an
expanded sample of countries. Nevertheless, by clustering countries based on the
risks scores of actual policy characteristics, rather than relying on ideal typologies,
this study shows how countries of varied media systems may share patterns within

their disinformation regulation.
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