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1 Introduction

One of the primary goals of test automation is to verify and validate that the System Under Test (SUT) works
as desired [1]. However, the rapid development cycles of Web User Interfaces (Ul) create challenges for test
automation in keeping up with changes done to web elements. Test automation may suffer from test
breakages after developers update the Uls of the SUT. These test breakages are not defects or bugs in the
SUT but failures in the test automation code [2]. Due to the fragility of test automation, even the smallest
updates to the SUT can break the test automation scripts, rendering them temporarily useless [3]. The most
common reason for test breakages is the changes made to the web elements [2]. When test breakages occur,
the test automation code requires additional maintenance [4]. The time required for this maintenance can
range from quick and simple fixes to slow and complex ones, but in all cases, it takes time away from
developing new features [5]. Web elements and element locators are different things. Web elements are the
text, headings, links, etc. that you can see on a Web page [6]. Element locators on the other hand are a way
to identify and find specific elements in Web pages [7]. Locators enable test automation to handle Web pages

as if a real user would be operating it [8].

To address this issue with test breakages happening and the reason being in the web element locator, this
thesis presents the possibility of Large Language Model (LLM) assisted Self-healing locators for Robot
Framework test cases. This approach could have a major impact on how Robot Framework test cases are
maintained in the future and has the potential for cost reductions for businesses with test automation
practices. Traditionally frequent maintenance of test automation will lead to best results in financial
perspective [3]. If test automation maintenance is neglected for long time periods during software
development, then the cost of repairing may be significant. If the enablement of Self-healing locators for
Robot Framework test cases could be done easily, results would be accurate, and the process be automatic,

then there might be a spot for LLMs to maintain test automation in the future.

Self-healing and robustness of element locators have been studied by many [9] [10] [11] [12], but without
the assistance of LLMs. Self-healing locators with the help of LLMs have only a few very recent studies
which to rely on, the VON Similo LLM method by Nass et al. [13] and Guiding ChatGPT to Fix Web Ul
Tests via Explanation-Consistency Checking by Xu et al. [14]. Both studies use very similar method to gain
the Self-healing of element locators and my thesis also uses some methods they introduced, like extraction
of element attributes and information from the SUT webpage. Both studies used Selenium and Java
combination as their test framework. In this thesis, | will build a Self-healing mechanism for Robot
Framework and SeleniumLibrary. Apart from earlier studies, | will also conduct testing with many different

LLMs, and test those capabilities to repair different types of element locators.

With this thesis, I’'m trying to create proof-of-concept on how the Self-healing mechanism could be

implemented into the Robot Framework. | am trying to broaden the knowledge from the LLM capabilities



and is there some LLM that could be suggested in the future for Self-healing practices with Robot
Framework? | dive into the reasons for test breakages, and how these match with Robot Framework with
SeleniumLibrary locator strategy. Finally, 1 present my results and analyze what were the capabilities of

LLMs at self-healing element locators and how the performance could be improved.

* Note to the reader: As the University of Helsinki guidelines allow the usage of LLMs in theses, ChatGPT-

4 has been used for grammar and vocabulary checking of this thesis.



2 Background

2.1 Software Testing

Whittaker, J.A. stated in his article “What is software testing? And why it is so hard?” that software testing
is arguably the least understood part of the software development process [5]. This statement has been done
over 20 years ago, but it may still have some grounding behind it. Even though, the testing processes have
developed all the way from Waterfall to VV-model and into the newest Agile methodologies [15]. Still, there
are challenges that remain [4]. Software testing is a process where developed software is verified and
validated against business and technical requirements [16]. Software testing is an important part of software

development as it identifies defects, flaws, and errors in the software [16].

Software testing can be divided into two different approaches: manual and automated testing [17] [18]. In
manual testing, the test personnel acts as an end user and executes planned test cases [18]. Test automation
executes the same kind of planned test activities which are automated using specific automation tools or
frameworks [18]. Both, manual and automated testing are crucial for overall software testing, because even
though there are benefits in automated testing, fully counting at test automation is not seen as possible

approach between practitioners [19].

2.1.1 Main Types of Functional Software Testing

The main types of functional software testing can be presented by tying it with the Software Development
Life Cycle model (SDLC) [15]. For every step of development process there exists a corresponding testing
level which can be observed from Figure 2.1. The V-model presents four different functional types of testing:
Unit testing, Integration testing, System testing, and (User) Acceptance testing [16]. Follow the VV-model,
from left to right and first down then up [16]. It is suggested that testing should be done by different
individuals at each level of testing, for example, developers performing testing at unit testing level and

business users at acceptance testing level [1].
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Figure 2.1: V-Model of Software testing, illustration based on Balaji et al. [15]

Unit Testing tests individual components and modules [5] [16] or a collection of those [5]. Unit testing is

the lowest level of testing and in most cases created and executed by the developers [20].

Integration Testing covers the part of connections and communication between developed components and
modules [20]. Integration testing ensures that the data flowing between different components was it new,
changed or affected by change is correct [16]. Performance testing should be done during the integration
testing phase, but because sometimes it takes too much effort from the environment and stakeholders at this

stage, it can also be postponed being performed at the acceptance testing level [16].

System Testing covers the whole software. At this level, all the new components and modules which are
created, changed, affected by change, or needed for the application are tested [16]. System testing validates
and verifies that the functional design specifications are met [16]. Regression testing should be conducted
after defects are discovered and bugs fixed to ensure that previously tested components and modules are still

functional after repairs [20].

Acceptance Testing or User Acceptance Testing can be called Beta testing, application testing or end-user
testing [16]. Regardless of the name used, at this phase, the developed software is tested by a mix of business
users to evaluate that the software matches the business requirements [16]. The software is tested in against
real-world scenarios and in this phase business users commonly find that software doesn’t do things it was
supposed to do or is not quite optimal doing so [16]. If testing is conducted like in V-Model, there should
not be any defects or bug findings at this level. Most of the defects and bugs are found at earlier phases of
testing [16].

As the V-model covers testing levels during the development phase, some organizations might incorporate
an additional level called release testing after moving to production, which verifies the production
environment [16]. V-model illustrates how each level should verify and validate the work done in earlier

level, and how development is used to guide testing with different phases of software development cycle.



This connection between different levels and phases enables us to identify important defects, errors, and

other problems early. [16]

2.1.2 Other Testing Types

Apart from the testing types presented earlier there exist multiple other types of testing such as black box,
white box, regression, release, reliability, usability, performance, security, smoke and sanity testing, etc.

[20]. All, but performance and security testing are part of functional testing types [20].

Performance and security testing are both non-functional testing types. The most popular types of
performance testing are Load testing and Stress testing. Stress testing is done to get an understanding of the
upper limits of the capacity in the system. Load tests on the other hand will determine the robustness of the
system. Security testing is important so organizations can protect their information and services. Security
testing is conducted either with a risk-based attacker mindset or based on the functional mechanisms existing
within the software. [20]

All the tests from earlier phases can be used as regression testing for each affected functionality after
subsequent software versions are developed and implemented into the software [5]. With regression testing,
it is ensured that after changes, updates, or modifications, the existing features of the software system are
not broken [21]. Regression testing can be carried at all levels of software testing either by doing it manually
or by automating it [22]. Some testing practitioners suggest that it is best to test as early as possible, but
some practitioners like to postpone regression testing as late as possible, and some might even practice
regression testing throughout the software development process. So, there exist different opinions on when

should we conduct the regression testing of a software system [22].

2.1.3 Costs of Testing

Testing a software is an expensive task, but the benefits of testing overcome the price of faults in the software
products [18]. Annual costs of erroneous software in the United States only were about 59.5 billion dollars
in the year 2000 [18]. According to studies, 50% of software maintenance costs come from testing practices,
and 80% of total testing costs are from regression testing [22]. It is estimated that most regression test cases

are run at least five times per project and one-fourth over twenty times [18].

It is important to test as early as possible. According to industry data, the costs of correcting and finding
defects are lower if detected early [23]. The average price of defect fixed rises exponentially after proceeding
from the coding phase to the testing phase and the price will double again if fixed in production. These can
be observed from the Costs of Fixing Defects at Different Stages of SDLC chart in Figure 2.2 [23]. Average
price of fixing defects at coding phase in year 2008 was approximately $977 US dollars, and fixing same

defect at production stage would have cost $14102, which is about 14 times more [23].



Costs of Fixing Defects at Different Stages of SDLC
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Figure 2.2: Costs of Fixing Defects at Different Stages of SDLC, based on charts by Lazic et. al. [23]

Doing more testing does not directly mean more costs if organizations automate the right parts of testing at
the right time [17], also automating all testing is not seen as possible or cost-efficient [22, 17]. By automating
the right parts of testing processes, organizations can improve the overall quality of software products, reach
earlier defect identification, and simultaneously lower the overall cost of testing [18]. Especially the smoke,
component, and integration tests are running constantly over the development of software and are good

candidates for test automation [18].

2.2 Test Automation

Test automation means the automation of software testing activities which are usually done manually by
human testers [17]. In test automation, the manual testing processes are scripted or recorded using enterprise
or open-source test automation tools and frameworks [18]. The test automation tool or framework will run
the test case according to the steps that the test engineer has scripted or recorded. It will execute every step
and activity that was created. If scripting is used, then the test automation will likely require some level of

knowledge in programming languages. [24]

Easy to understand model for test automation components is presented by Garousi & Mantyld in the
following way. According to them, test automation can be divided into four basic components: test engineers,
test automation tools, test cases or suites, and System Under Test [17]. These four basic components interact
in a very linear model to end up in the test automation process. Test engineers script or record test cases or
suites with test automation tools. After test scripts or recordings are created, those are then executed using
the test automation tool against SUT. Afterward, the test automation tool produces a test report for test

engineers to interpret. [17]

Engstrom & Runeson reported best practices for test automation from practitioners in their qualitative survey



of regression testing practices [22]. Practitioners' responses included running automated tests daily at the
module level and focusing automation testing below the user interface [22]. Wang et al. state that there are
only six best practices with a positive effect on test automation, validated by academic studies [25].
According to them validated best practices that help to improve test automation maturity are: define a clear
test automation strategy, provide sufficient resources, employ skilled professionals, select the appropriate
testing tools, set up effective test environments, and design the system under test with test automation in
mind [25].

Garousi & Mantyl4 list test types that are good candidates for test automation: unit, smoke, load, performance
tests, and tests that are similar to each other and contain large amounts of data, etc. [17]. When automating
tests, organizations should also consider that tests created can be reused, which tests are critical, is the focus
on high-quality test data and test scripts, are test results analyzed efficiently, adopt new technologies, is there
enough budget, and is the schedule too tight [17, 25]. Also, it’s important to have organizational and top
management support for test automation because there might exist resistance against software test

automation in organizations [17].

However, test automation is not total automation. It requires intervention from test engineers to diagnose
test results and fix broken tests. [18] In the long run, test automation can bring many different benefits to the
software testing processes, but it is not seen as a replacement for manual testing, because it’s seen as

impossible and cost-inefficient to automate all of testing [18, 19].

2.2.1 Test Automation Benefits and Maturity

Test automation will increase the efficiency of regression testing and help to reduce the time spent on manual
testing [18]. According to Garousi & Mantyla, the best pay-off with test automation will be achieved when
automating regression testing and other repetitive testing tasks [17]. Direct benefits of using test automation
reported by Taipale et al. are the quality improvement gained in the software, better test coverage in overall

and more testing done in less time via the ability to reuse the already scripted test automation [18].

Rafi et al. list nine different test automation benefits, which are well-supported by evidence from
experiments and case studies on implementing test automation, as detailed in their systematic literature
review [26]. Benefits they list for test automation benefits include improved product quality, higher test
coverage, reduced testing times, reliability, increased confidence in SUT, reusability, less human effort, cost

reductions and increased fault detection [26].

To gain these benefits in System Under Test, also the test automation itself must be mature enough [17, 25].
It would be best if SUT would be a generic system with a long life cycle, and its’ interface would be stable
without major changes [17]. Regarding test automation maturity Wang, Y. et al. have collected thirteen key
process area (KPA) best practices for assessing organizations test automation maturity [27]. Those maturity-
related best practices include test automation strategy, resources, test organization, knowledge transfer,

testing tools, environment and requirements, test design and execution, verdicts, test automation process,



measurements, and system under test [27].

Achieving a high level of test automation requires that mature practices are performed in each key process
area [27]. There exists a multitude of evidence in the literature that if immature test automation practices are
conducted it will lead to negative results. Selecting the wrong tools may lead to problems in organizational
performance, automating test cases which have better fit for manual testing are waste of time and money,

and inappropriate metrics may guide test automation in the wrong direction [27].

2.2.2 Known Challenges of Test Automation

Wiklund et al. (2017) made a systematic literature review of the challenges in test automation. They found
out that there are many different “socio-technical” challenges present in test automation processes. Those
could be divided into the following types of challenges: behavioral effects, business challenges, lack of
skills, test automation tool challenges, and challenges in SUT. Behavioral effects could include excessively
high expectations or negativity toward test automation. Business challenges often encompass a lack of time,
people, funding, and steering. Additionally, deficiencies in development, testing, management, and
automation skills are perceived as challenges. Test automation tools may also pose challenges if they are
coupled with inadequate development practices, quality issues, or technical limitations. Furthermore, the
quality, testability, complexity, and speed of the system under test are all challenges that impact on

automation effectiveness. [28]

Taipale et al. conducted a case study where interview results revealed that one major challenge associated
with test automation is the costs [18]. The challenge lies not only in the cost of implementing test automation
but also in the costs associated with maintaining it and manually analyzing the results [18]. Wiklund et al.
on the other hand presented this socio-technical system for the test automation development process where
it can be observed from Figure 2.3 that time and resources, automation quality, and the perceived value will
greatly affect the willingness to invest (costs) [28] As the test automation development is initially expensive
and people involved may have unrealistically high expectations towards the value. If the expected results

are not achieved it may result in the abandonment of test automation completely [28]
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Figure 2.3: Feedback between connected phenomena as presented by Wiklund et al. [28]

Regarding automated GUI testing the challenges are similar according to Nass et al. [4]. They list three main
groups where challenges occur: test execution fragility, tools and automation skills, and model based testing
challenges [4]. Some of the challenges will remain regardless of what practitioners do such as, challenges
with changing dynamic application or challenges with test automation tools. On the other hand, some
challenges can be solved like automation and programming skills and robust locating of GUI elements [4].
According to Nass et al. at least nine academic papers have attempted to solve problems with robust locating

of GUI elements and still the challenge exists [4].

Challenges may remain as Wang Y. et al. have discovered when there is a lack of guidelines on designing
and executing automated tests which would help the test automation practitioners to make development and
maintenance more efficient [27]. Also, they found there is a lack of the right metrics to measure and improve
test automation processes in general [27]. Similar challenges have been found in automating tests for GUI
applications where a large number of paths can be used to traverse the application and a lack of high-level

guidance for typical patterns on how to test GUI applications efficiently [29].

2.3 Robot Framework

Robot Framework (RF) is a generic open-source automation framework [30, 31]. Originally developed by
Nokia Networks from 2008 to 2015, and from 2016- onwards it has been supported by Robot Framework
Foundation [32]. Robot Framework is licensed under Apache License 2.0, and it is free to use without any
license fees [31] and has a rich ecosystem and a big open-source community around it, including multiple

Finnish companies [31, 32]. Robot Framework is used in this thesis as the testing framework.

Robot Framework has a highly modular architecture which can be observed from the Robot Framework

Architecture diagram in Figure 2.4. When Robot Framework is started, it processes the data, executes test



cases, and automatically generates logs and test reports [32]. Robot Framework has Built-in libraries,
separately developed external libraries, and supporting tools to help with automating: building, editing, and

running test automation [31].

Test Data

Robot Framewaork

T _Test library API

Test Libraries

Test Tools
-------------------------------------------------- Application interfaces

System Under Test

Figure 2.4: Robot Framework Architecture, from Robot Framework User Guide Version 7.0 [32]

Robot Framework has an easy syntax, and it utilizes human-readable keywords [32]. Keyword syntax can
be observed from the example of the Robot Framework test case file in Figure 2.5. With Robot Framework
test engineers can create test scripts without any demanding language and the design makes it easy to
maintain and reuse the created test scripts [24]. In Robot Framework test cases are collected under Test
Suites which may consist of one or many test cases [32]. Test cases are constructed from different available
keywords, which can be created under keywords title or to be imported from test libraries or from resource
files [32]. The test case is named based on the text in the first column, like “Valid login” in the example test
case file in Figure 2.5. The second column normally has all the keywords listed which are executed in a test
case [32]. Robot Framework test cases are executed from the command line, and the results of execution
will by default be an XML format output file and HTML report and log [32].

k% Sett 1NQg5 ok
Documentation A test suite with a single test for valid legin.

This test has a workflow that is created using keywords in
the imported resource file.
Resource login. resource

ek Test Cases ok

Valid Login
Open Browser To Login Page
Input Username demo
Input Password mode
Submit Credentials
Welcome Page Should Be Open

[Teardown] Close Browser

Figure 2.5: Robot Framework Test case file, from Robot Framework User Guide Version 7.0 [32]



Robot Framework report files in Figure 2.6 contain the results of all tests executed at specific suites in HTML
format. The report file will be bright green if all tests have passed and red if there are any failed test cases.

Report files have direct links to Log files which contain more detailed information about the failed test cases.

Robot Framework log files in Figure 2.7 have a hierarchical structure for showing the test suite, test case,
and test keyword details. Figure 2.7 contains one test case, and keywords for it, and also keywords for suite
setup and test teardown. Log files are essential for test engineers to gain knowledge about test results and
especially to understand what went wrong in a test case. Reports are seen as a better way to get a high-level
overview of test cases run, even though log files also include statistics. [32]

QuickStart Report 20220317 16:25:59 UTG102:00

2 minutes 27 seconds ago

Summary Information

Status: All tests passed
Start Time: 20220317 16:25:58.137
End Time: 20220317 16:25:59.140
Elapsed Time: 00:00:01.003
Log File: log.html
Test Statistics
Total Statistics + Total =+ Pass =+ Fall = Skip =+ Elapsed~ Pass/Fall/Skip
All Tests 5 5 0 0 00:00:01
Statistics by Tag + Total + Pass + Fall + Skip + Elapsed+ Pass/Fail/Skip
database 1 1 0 0 00:00:00
example 4 4 0 0 00:00:01
quickstart 5 5 0 0 00:00:01
smoke 4 4 0 0 00:00:01
variables 1 1 0 0 00:00:00
Statistics by Suite + Total + Pass + Fall ¢+ Skip + Elapsed+ Pass/Fail/Skip
QuickStart 5 5 0 0 00:00:01

Figure 2.6: Robot Framework test report file from Robot Framework User Guide Version 7.0 [32]

Test Execution Log

= [SUITE QuickStart 00:00:01.003

Full Name: QuickStart

Source: fUsers/jth/Code/QuickStartGuide/QuickStart rst

Start / End / Elapsed: 20220317 16:25:58.137 / 20220317 16:25:59.140 / 00:00:01.003

Status: 5 tests total, 5 passed, 0 failed, 0 skipped

+ |SETUP Clear login database 00:00:00.001

- [TEST User can create an account and log in 00:00:00.121
Full Name: QuickStart.User can create an account and log in
Tags: example, quickstart, smoke
Start/ End / Elapsed: 20220317 16:25:58.181 / 20220317 16:25:58.302 / 00:00:00.121
Status: PASS
+ |KEYWORD Create valid user fred, P4sswOrd 00:00:00.060
+ | KEYWORD LognLiesry . Attempt To Login With Credentials fred, P4sswOrd 00:00:00.057
+ | KEYWORD  LoginLieary Status Should Be Logged In 00:00:00.000
+ | TEARDOWN  Clear login database 00:00:00.001

Figure 2.7: Part of Robot Framework test execution log file from Robot Framework User Guide Version
7.0 [32]



2.3.1 Robot Framework Libraries

The Robot Framework software is built to be expanded to various needs and it can be done in numerous
different ways with libraries [31]. The Robot Framework core does not know anything about the SUT, and
the interaction is handled by test libraries [32]. Robot Framework installation is included with Built-In tools
and libraries such as Collections, DateTime, OperatingSystem, and String [31]. As Robot Framework is
written with Python [32], test engineers can also install external test libraries based on their needs or even
create their own internal libraries for Robot Framework by coding them with Python language [31]. Robot

Framework also allows libraries to be written in C if using Python C API [32].

The four most popular externally developed libraries based on the Robot Framework Foundation site are
SeleniumLibrary, Browser Library, HTTP RequestsLibrary, and AppiumLibrary. SeleniumLibrary is used
for web testing [31, 33]. Browser Library uses Playwright and has a more modern point of view for web
testing [31]. RequestsLibrary is used to interact with different Application Process Interfaces (API) and
testing the functionalities of APIs [34, 33]. AppiumLibrary can be used for testing different mobile devices
either with iOS or Android operating system [31]. In this thesis, I’m using SeleniumLibrary which enables

Robot Framework usage in web testing.

User can implement their own internal libraries as Python modules or classes. The library name will be the
same as the module or class implementing it. For example, the Python module “MyLibrary.py”, will
implement a library with the name “MyLibrary”. Keywords can be implemented inside libraries as Python
functions. Naming differs a bit and the function “def valid_login()” will be a keyword called “Valid Login”
inside Robot Framework. User-created libraries are imported to Robot Framework from the “Settings”

section by stating “Library MyLibrary”. [32]

2.3.2 Selenium Library

SeleniumLibrary for Robot Framework is a well-known web browser testing library that utilizes the
Selenium tool internally [35, 36, 37]. Selenium WebDriver modules are used internally to control a web
browser in the Selenium Library [35]. To enable the usage of SeleniumLibrary in Robot Framework tests,
the library must be first installed and then imported via the settings of Robot Framework, the importing
mechanism can be seen in line 3 in Figure 2.8 [37]. Keywords that SeleniumLibrary provides are generally
low level, so the best practice to implement these into test cases is to use Robot Frameworks higher-level
keywords to utilize SeleniumLibrary keywords internally [37]. Implementation of SeleniumLibrary
keywords can be seen in Figure 2.8, where the earlier presented Test case demo at Figure 2.5 has been

expanded with SeleniumLibrary keywords.



sk Settings sk
Documentation Simple example using SeleniumlLibrary.
Library SeleniumLibrary

sx% Variables sekk
${LOGIN URL} http://localhost:7272
${BROWSER} Chrome

#kk Test Cases sokk

Valid Login
Open Browser To Login Page
Input Username demo
Input Password mode
Submit Credentials
Welcome Page Should Be Open
[Teardown] Close Browser

sokk Keywords sk

Open Browser To Login Page
Open Browser ${LOGIN URL} ${BROWSER}
Title Should Be Login Page

Input Username
[Arguments ] ${username}
Input Text username_field ${username}

Input Password
[Arguments] ${password}
Input Text password_field ${password}

Submit Credentials
Click Button login_button

Welcome Page Should Be Open
Title Should Be Welcome Page

Figure 2.8: SeleniumLibrary keywords extending Figure 2.5: Test case file. Image from SeleniumLibrary
GitHub page [37]

2.3.3 Locating Web Elements in Robot Framework SeleniumLibrary

Locators which are used by Robot Framework and other languages can be divided into two sub-classes [2].
Attribute-based locators use element attributes like id, class, or name to identify elements. Structure-based
locators are based on the structure of the web page, and use strategies like Xpaths, relative Xpaths, or CSS

selectors to identify elements on the web page. [2]

Locating elements in SeleniumLibrary is based on locators that specify how to find an element on a web
page [35]. SeleniumLibrary supports multiple different strategies for finding elements such as id, class,
name, link, XPath expression, CSS selector, etc. Most often the locator is given as a string to the
SeleniumLibrary. The strategy can be explicitly specified with a prefix, or the strategy can be an implicit

XPath strategy. SeleniumLibrary also supports chaining of locators, usage of WebElements, and custom



locators. [35]

Explicit locator strategy is used with a prefix using either syntax strategy=value or strategy:value. Spaces
around the separator are ignored, as strategy:value and strategy : value are equivalent. Explicit locator
strategies which are supported by default at SeleniumLibrary can be observed from Table 2.1. [35]

Table 2.1: SeleniumLibrary Locator Strategies [35]

Strategy Match based on Example

id Element id id:example

name Name attribute name:example

identifier Either id or name identifier:example

class Element class class:example

tag Tag name tag:div

Xpath Xpath expression xpath://div[@id="example”]
CsS CSS selector css:div#example

dom DOM expression dom:document.images[5]
link Exact text a link has link: The example

partial link Partial link text partial link:he ex

sizzle Sizzle selector deprecated sizzle:div.example

data Element data-* attribute data:id:my_id

jquery jQuery expression jquery:div.example
default Keyword specific default default:example

behavior

SeleniumLibrary documentation suggests that using ID as a locator should be done whenever it is possible.
If IDs are not visible or are unstable then either tag, class, or CSS selectors are often an easy solution. In
more complex cases, XPath expressions are typically the best or only viable approach, downside is that

XPath expressions themself may have complex syntax. [35]

Implicit XPath strategy locators start with “//“, in other words using “//div” is equivalent to using explicit
xpath://div. In addition to explicit and implicit strategies, user may also use Selenium’s WebElement objects,
which requires first getting the WebElement from web page with using “Get WebElement” keyword for
example. In more complex lookup cases custom locators can also be created. [35]

2.3.4 Robot Framework Listeners

The Robot Framework listener interface enables modification and inspection of test data and results during
execution. The listener interface is called during the start or end of the suite, test, or keyword. This approach
enables modification of test scripts during the execution. Listener interfaces are implemented as classes or
modules that can be taken into use with “--listener MyListener” from the command line when starting the
robot or as a registered library. There are currently two different listener interface versions. Listener version

2 and 3, both having similar methods, but 3 being more powerful and generally recommended currently.



Listener version 2 allows inspection and sending information about execution, but with it user cannot modify
test execution data or results directly. Listener version 3 uses the same model objects as Robot Framework

itself and allows modification of test data and results during execution. [32]

Robot Framework listeners may be used as test libraries. That allows the library to get notifications from
listeners about the test execution. This allows listeners to make activities automatically to test cases at the
start or end of a keyword, test case, or test suite. The main benefit of using the listeners is that modifications
can be done dynamically based on execution data or results. This allows the modification of library instances,

keywords, and others while tests are still running. [32]

2.4 Artificial Intelligence

In October 1950 Alan Turing asked, “Can machines think”? As he presented his concept of the imitation
game which is now known as the “Turing test” [38]. Turing test is seen as one of the first concepts of machine
intelligence, and some extremists might even state it as the birth of Artificial Intelligence (Al) [39]. Factually,
the term artificial intelligence was coined for the first time at the Dartmouth meeting in 1956 by Professor
McCarthy [40]. The philosophy behind the Turing test is how humans use language and can machines imitate
it [38]. Some Al researchers state that the Turing Test itself is giving a bad name for the whole Al community
[39], because they were being blamed for not being able to create Al which would pass the Turing Test.

Turing test may have been impossible before [39], but recent advancements may have changed that [41].

The current level and capabilities of conventional Al as mainstream definition Al are seen as weak Al among
researchers [40]. That can also be observed from definitions like “Strong AI”, “Artificial General
Intelligence (AGI)” or “Human-level AI” [40]. All of these indicate that today’s Al is less than those
mentioned, but all of these are still only concepts and theories [40]. The vision of current AGI research is to
work as a guideline for future Al research because no real breakthrough has been made. However, some
believe that now is the time to pursue for true artificial general intelligence [42]. If AGI is achieved, it could
lead to superintelligence “which would greatly exceed the cognitive performance of humans in all domains

of interest” [42].

Al research and development has seen its summers and winters as shown in Figure 2.9 [43]. The development
of Al took big hypes in the 1960s and 1980s but had its downs in the 1970s and 1990s [43]. The latest “third
tide” hype started around 1997 after Deep Blue won against Gary Kasparov [43], first by advancement in
Machine Learning, and after that hype continued with advancement in Deep Learning [43]. After the release
of OpenATl’s large language model ChatGPT (Generative Pre-trained Transformer) in 2022 [43] [41], Al has

attracted worldwide attention [41].
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Figure 2.9: Modern history of Al presented by Toosi et al. [43]

The Capabilities of ChatGPT are enabled by Generative Al, which uses deep learning techniques with
tremendous amounts of data to train the Al [41]. Generative Al can produce human-like text and generate
creative content like pictures, videos, or music [41]. Itis even claimed that the old Turing Test has now been
passed by OpenAl’s latest version of ChatGPT-4 [44, 41]. The generative Al model is an example of highly
promising Al capabilities, and it is once again expected to revolutionize society and how we live [41].

Industry reports suggest that Generative Al could raise gross domestic product by as much as 7% [45].

Defining Artificial Intelligence explicitly is hard because, to this date, there is no widely accepted definition
for Al [40]. The current field of Al is scattered, and each researcher can make their own decisions on what
do they mean when defining their research under Al [40]. Famous Al practitioner Marvin Minsky defined it

as: “the science of making machines do things that would require intelligence if done by men” [43].

2.4.1 Generative Al

The generative Al model is seen as highly promising unsupervised form of machine learning, which
surpasses all previously presented generative models which lack generalization power [41]. The term
Generative Al refers to a computational technique that is capable of generating seemingly new and
meaningful content such as text, code, images, and music based on the training data [45]. Examples of
Generative Al implementations are tools like OpenAl’s chatbot ChatGPT and image generator DALL-E
[46]. ChatGPT is based on the GPT (Generative Pretrained Transformer) large language model [46]. These
kinds of generative Al tools are the result of different breakthroughs in the field of machine learning [46]
and neural networks [41]. Most notably the paper “Attention Is All You Need” which proposed a neural
network architecture called Transformers [41]. Paper presented a concept of self-attention which allows the

model to attend different parts of the input and while simultaneously generating the output [41].

This kind of breakthrough has allowed generative Al to step into the new era of Al development. Until very
recently machine learning was seen as limited predictive model which could observe and classify patterns

in given content [46]. Machine learning models used to rely on supervised learning models where humans



oversaw teaching models what they should do [46]. Newer models can learn self-supervised when massive
amounts of data are fed to the models. This type of self-supervised learning allows models to start generating
predictions based on training data sets [46]. Accuracy comes from the massive amount of data [46].
Generative Al does not only perceive and classify given content but can also create text, images, or music
based on it [46]. Although generative Als can be seen creating new content there are risks in using them.
Generative Als are currently prone to occasional hallucinations which refer to phenomena where generated
content is nonsensical to the given source input [41]. Responses might be seemingly correct but make no

sense and are incorrect [41, 45].

2.4.2 Challenges and Limitations of Generative Al

Different ways to present challenges and limitations of Generative Al have been presented. Khankhoje
presents five different categories for challenges: data quality, algorithmic biases, complexity of tools,
challenges in integration, and explainability [47]. Nah et al. go a bit further and divide challenges into four

main categories: Ethical, Technology, Regulations and Policies, and Economic challenges [41].

Seen ethical challenges are, harmful content, biases, over-reliance, misuse, privacy and security, and the
digital divide. The effectiveness of using Generative Al heavily depends on the quality of the training data.
If the data is inconsistent or contains inadequacies or biases, it may lead to false positives or negatives, thus
compromising the reliability [47]. Privacy and security are other important factors to consider as using

Generative Al may disclose sensitive or private information [41].

From the technological perspective, Nah et al. have listed challenges like hallucination, quality of training
data, explainability, authenticity, and prompt engineering. Hallucinations of Generative Al may lead to
answers that are incorrect or nonsensical. Generative Al might even generate fictitious outputs with false
information in them. Hallucinated answers may sound extremely convincing [46]. Prompt engineering is
seen as other important factor as with it we can mitigate these kinds of hallucinations. In other words, with
good and specific prompts users can improve the quality and reliability of the content generated by

Generative Al. [41] With prompting users can also manipulate Generative Al to give unethical answers [46].

Challenges seen in regulations and policies contain copyright controversies and governance as there exists
the lack of controllability over the Generative Al behaviour [41]. Economic challenges are tied with
unemployment caused by Generative Al and that some industries might be replaced totally with Generative
Al. [41]

Differing from Nah et al. listed challenges Khankhoje states that the integration and complexity of Al-driven
tools can also pose challenges as specialized skills and resources are required. There might be compatibility

issues when integrating tools to existing Continuous Integration/Continuous Deployment pipelines [47].



2.4.3 Large Language Models

Large Language Models (LLMs) are subcategory of generative Al and currently in the forefront making
generative Al known for the masses [48]. LLMs are computational models which have capability to
understand and generate human readable language [49]. LLMs are trained with extremely big amount of
data which allow them to generate fluent and precise text, phrases, and responses and align those with given
inputs [49]. LLMs also have robust arithmetic reasoning capabilities and excels in logical reasoning and can
understand the current context well [49] and can even generate code. Examples of easily accessible LLMs
are Open AI’s Chat GPT-3 and GPT-4, Meta’s Llama models, and Google’s Bert [48].

Even the smallest LLMs can write syntactically correct code, for example, Python code around 80% of the
time [50]. Austin et al. have tested the performance of different LLM models to solve problems written in
Python code, and the solving capabilities of the LLM get better related to the training set size of the LLM.
In other words, the bigger the LLM the better the results [50]. Bigger LLMs can also solve easy problems
more reliably than small LLMs, although there also exist problems that are unsolvable regardless of LLM
size [50]. The performance of LLM size related to problem-solving capabilities can be investigated from
Table 2.2 presented originally by Austin et al. They had a dataset of 100 Python code problems, and
performance could be improved by editing the dataset to be more clear and more specific. Percentage of
problems solved can be improved by using bigger models and with fine-tuning of datasets to be more precise.
[50]

Table 2.2: LLM Problem-solving capabilities related to model size by Austin et al. [50]

Model size Dataset edited % of Problems solved correctly
(k=100)
8B no 35 %
8B yes 45 %
68B no 48 %
68B yes 61 %
137B no 63 %
137B yes 79 %

2.4.4 Prompt Engineering for LLM

Inputs given to Large Language Models are called prompts and the practice of writing them prompt
engineering [51]. LLM operates on tokens which differs on how humans perceive language. So basically,
LLMs try to predict the next token that would fit to given input prompt and try to do it with the highest
possible continuation [52].

The performance of LLM is very sensitive to the prompts. Austin et al. suggest that prompt-tuning could
yield major improvements in the LLMs performance to solve problems related to coding languages. When

creating prompts for LLM, instructions should be clear, and specific and contain examples [51]. Austin et



al. have found out that including test cases and natural language descriptions in the LLM prompt, will lead
to the highest overall performance when solving problems with code languages [50]. Another way to
improve prompts is to use short prompts with compact examples, as it will help LLM to answer with best
results [50].

Prompt engineering can be done based on official OpenAl documentation [14]. OpenAl lists in their
documentation ways to improve results and guides how to execute prompt engineering. OpenAl
documentation for prompt engineering presents six strategies for getting better results from LLM: write clear
instructions, provide reference text, split complex tasks into simpler subtasks, give the model time to “think”,
use external tools, and test changes systematically. OpenAl also provides different tactics on how to use

these specific strategies when giving instructions to your specific LLM [53].

Xu et al. tied OpenAI’s documentation to their prompt engineering in their study “Guiding ChatGPT to Fix
Web Ul Tests via Explanation-Consistency Checking” in a way that for each prompt content line, there is a

corresponding “rule” in the OpenAls prompt engineering documentation like in Table 2.3 [14].



Matching Prompt: Context[pl, p2, p3] + Input[p8], Repair Prompt: Context[pl, p4, p5] + Input[p9], Self-

Table 2.3: The patterns of prompt and generation rules as presented by Xu et al. [14]

Correction Prompt: Context[p6, p7]

PID | Rule in OpenAls official Prompt Content
documentation
pl Use system instruction to give high You are a web Ul test script repair tool.
level instructions
p2 Split complex tasks into simpler To repair the broken statement, you need to choose the
subtasks element most similar to the target element from the given
candidate element list firstly.
Give me your selected element’s numericld and a brief
explanation containing the attributes that are most similar to
the target element.
p3 Provide examples Your answer should follow the format of this example:
“The most similar element’s numericld: 1. Because they
share the most similar attributes: id, xpath, text.”
p4 Summarize or filter previous To repair the broken statement, you chose the element
dialogue <selected element>as the most similar to the target element
from the given candidate element list.
p5 Specify the steps required to Now based on your selected element, update the locator and
complete a task outdated assertion of the broken statement. Give the result
of repaired statement.
p6 Use delimeters to clearly indicate This is a previous prompt: <Matching Prompt> This is your
distinct parts of the input previous answer: <Corresponding Answer>
p7 But your explanation for attributes <attributes>are
inconsistent with your selection and this will influence the
correctness of your answer. Please answer again.
p8 Use delimeters to clearly indicate Target element: <target element> Candidate elements:
distinct parts of the input <candidate element list>
p9 Broken statement: <broken statement>

2.5 The Concept of Self-healing

Self-healing as a concept can be described as an approach to detecting improper software operation and
subsequently initiating corrective actions without disrupting users [54]. In other words, it is the system's
ability to automatically recover from faults [54]. As software execution environments become increasingly
complex, and as software must continue to perform robustly, the adoption of self-healing mechanisms
becomes essential. This is because resolving problems can require considerable time and effort. [54] The
incorporation of Al technologies such as Large Language Models to enable self-healing into test automation

is motivated by the potential to enhance the efficiency and speed of test processes [47].

Park et al. categorize self-healing into three main methods: architecture-based, component-based, and log-
based. According to them architecture-based is more like external monitoring, which can’t make changes to

the target system, but uses the external environment to monitor, analyze, and reconfigure the target system.



Component-based focuses on the internal status of software and can make changes to target systems itself,
but sometimes lack knowledge of the problem due to lack of resources. Log-based suggests self-healing
based on logs generated by the target system. It is useful in searching for errors in log events but is unable

to make corrections if an event has not been logged. [54]

2.5.1 Test Breakage

When test automation code fails, the problem might be a test breakage [55]. Test breakage is defined as an
event where the test case raises an error or exception without the presence of a malfunction, defect, or bug
in the SUT [55]. This significantly differs from cases where a test fails and exposes failures in the SUT. In
such scenarios, developers must correct the application itself. However, in instances of test breakage, it is

the responsibility of the test automation developer to fix the test automation code [55].

Reasons for test breakages have been identified by earlier studies, and taxonomies of test breakages have
been created [2] [56]. Hammoudi has identified categories that cause test breakages in test automation, these
test breakages occur when we are testing Graphical User Interfaces (GUI) or Web applications [2]. A total
of 1,065 test breakage cases were analyzed, revealing five distinct causes: locators used, values and actions,
page reloads, popup boxes, and changes in user session times [2]. According to the Taxonomy table
presented by Hammoudi in Figure 2.10, we can see that 73.62% of breakages are caused by locators. A
second major reason for test breakages is the values and actions with 15.21%. About two-thirds (~68,5%) of
the locator-based test breakages are caused by Attribute-Based Locators and one-third (~31,5%) are caused

by Structure-Based Locators.



1.1.1.1 Automatically

—5.26%—|generated ID not found
1.1.1.2 Manual ID not
—5.36%—> poane @ o ne
o 1.1.1.3 Href
—5.07%=>' attribute not found
1.1.1 Element attribute not i
44.51%—» — 1.1.1.4 Alternative text
50.4005—»|  1-1-Attribute { found —>-63%—>  attribute not found
r ' Based Locators 5.9295— 1-1.2 Element text not | 5165 1115 Name attribute
found not found
1-Locators -
1.2.1 Hierarchy-based

73.62% |*23.1 9% >

1.2-Structure
Based Locators

locator target not found

{1 2.30%»
10.89%

1.2.2 Index-based locator
target not found

—4.22%—»

1.1.1.6 Type attribute
not found

—4.88%—»

1.1.1.7 Value attribute

‘ not found
Break Causes o 2.1 Invalid text field value 1.1.1.8 Class attribute
1.41%— input —4.51% not found
o L 0, .. li
_ S07%> 22 Missing value 442% > ibute not found
115.21%—» 2-Values/Actions —
2.3 Value deleted from
L 6.85%
“> " drop down list
1.882,—» 2.4 Unexpected assertion
value
| 3.579%—»] 1.60%—» 3.1 Page reload needed

3-Page Reloading

3.2 Page reload no longer
needed

1.97%—»

4.1 User session made
longer

1.41%—»
12.63%—»

4-User Session

4.2 User session made
shorter

1.22%—»!

2.72% > 5.1 Popup box added

5-JavaScript Popup
Boxes

“4.98%—»

2.25%» 5.2 Popup box deleted

Figure 2.10: Taxonomy for test automation script breakage as presented by Hammoudi [2], the total

number of cases was 1065.

Attribute-based locators are divided into two subgroups: the majority, which are element attribute not found-
based locators, and the minority, which are element text not found. The 'element attribute not found' category
includes nine different types: automatic ID, manual ID, link href attribute, alternative text, name, type, value,
class, and OnClick attribute. [2]

Structure-based locators are divided into two subtypes: hierarchy-based and index-based locator target not
found. Hierarchy-based locators fail because the DOM tree of the webpage changes after updates to the SUT.
Updates affect the Xpath locators, which may be different if the location of elements has been changed.
Index-based locators fail due to additions or deletions on the webpage, resulting in the locator matching a

different element than originally intended. [2]

Test breakages are closely connected and may occur multiple times with different causes in a single test
case. Tests should be run multiple times to allow other breakages to surface after the initial test breakage is

fixed. Hammoudi suggests that finding repairs solely for locators will have the largest overall impact on



reducing test breakages. [2]

2.5.2 Prior Work of Conventional Self-Healing Locator Methods

Multiple conventional methods for self-healing of Element Locators have been proposed. These
conventional methods don’t utilize LLMs in any form. Earliest of presented methods are dated to 2011 and
this far two different strategies to enable self-healing with conventional methods has been emerged. One of
these methods is to repair locators after failures occur and the other method focuses in generating resilient

and robust locators, so failures would not occur in the first place. [13]

Notably, approaches that focus on repairing element locators after failures occur are WATER by Choudhary
et al. [57] and COLOR by Kirinuki et al. [10]. The WATER method compares passing and failing element
locators from two different versions of the system under test. It uses equality or Levenhstein distance
algorithm to match locator attributes like (XPath, coordinates, visibility, index, and hash) [57]. A bit better
performing COLOR uses a very similar method than WATER that includes several locator attributes, but
also includes element position, images, and other properties, and based on those it suggests repair for element
locator [10].

Resilience and robustness of element locators have been studied by many, and several approaches have
attempted to create robust Xpath element locators. Studies include iteratively changing Xpath locators by
Montoto et al. [12], ROBULA+ by Leotta et al. [11], ATA-QV by Yandrapally et al. [9], and Similo and
VON Similo by Nass et. al. [13], to name a few interesting approaches. The solution by Montoto et al. for
robust locators is to iteratively change Xpath locators, starting from simple Xpath and adding sub-
expressions until Xpath can be declared unique to make them change-resilient [12]. ROBULA+ approach
by Leotta et al. is a novel algorithm that tries to generate robust Xpath locators. The idea is to start from the
Xpath root locator and then select all webpage DOM elements and start to modify Xpath using
transformations that affect (name, class, title, alt, value) attributes until only one webpage DOM element is
selected which will be the eventual unique robust Xpath locator [11]. Montoto et al. solution and ROBULA+
doesn’t fix anything, both just create unique robust locators that should work accordingly after updates

happen to SUT [11].

ATA-QV by Yandrapally et al. uses information from neighboring web elements to triangulate the correct
element locator. This allows ways to find the correct element locator even when attributes or other properties
of the element are deleted [9]. Similo and VON Similo are both multi-locator approaches which uses locator
attributes for identifying correct elements (id, xpath, label, tag) [13]. All of these ways have the prior
knowledge of earlier versions of the locator and SUT, so these use the history information to be able to fix
locators [9, 13]. The Similo attempts to identify element locators from set of candidates that have the most
similar attributes to the last working locator. VON Similo uses same kind of method as Similo but adds
visually overlapping nodes (VON) which increases the likelihood for locating correct elements. The VON
concept in VON Similo simplifies the number of potential locator elements in a webpage by combining them

into visual web elements [13].



2.5.3 Prior Work of Self-healing Locators with the Help of LLMs

Self-healing with the help of Large Language Models is a new concept and only a couple of studies exist.
Transformers by Khaliq et al. [58] is the first from the year 2022, VON Similo LLM method by Nass et al.
[13] from the year 2023 and Xu et al. [14] presented an approach of fixing Ul locators with ChatGPT from
year 2024. According to Xu et al. the existing techniques in Web Ul test repair focus on finding target
elements on the new web page that match the old ones so that the corresponding broken element locators

can be repaired [14] and this achieved with different candidate algorithms between studies [14, 13].

Transformers for GUI Testing: A Plausible Solution to Automated Test Case Generation and Flaky Tests by
Khalig et al. [58] is one of the earliest methods to incorporate LLMs (GPT2) to automated test case
generation and fixing of flaky tests. In the method implemented by Khaliq et al. they have an Appium server
using the Pytest framework which was connected to GPT2 through element classification. The focus was
more on generating test flows, but it was also capable of repairing flaky tests when the GUI is modified, by
automatically generating new test cases based on the updated GUI. [58] So, it’s fixing the test case around

a specific locator, and not the locator in a specific test case.

The VON Similo LLM method by Nass et al. combines their advancements with conventional approaches
with Similo and VON Similo and adds GPT-4 to that functionality to make it display some form of context
awareness [13]. According to their results adding LLMs like GPT-4 to the conventional approach, it enables
more accurate element locator fixes. LLM can understand the purpose of elements, analyze neighboring text,
and evaluate web page structures which helps in locating and fixing correct element and thus further reducing

the manual intervention and script maintenance [13].

VON Similo LLM method uses history information of broken locator to match it to candidate web elements
extracted from the SUT. This approach will select top ten candidates that will match desired properties like
id, class, name, Xpath of the broken target element. This list of top ten is then sent as part of a prompt in
JSON format to the LLM. With prompt engineering, LLM is instructed to answer with the most similar
candidate out of those 10 provided. The VON Similo LLM process can be observed from Figure 2.11.

> Camvert ton ten 3. Create LLM 4. Send prompt to
1. Rank candidates ' . P prompt based on LLM and retrieve
: Py » candidates to » . > -
using VON Similo JSON format candidates and the most similar
desired properties candidate

Figure 2.11: The VON Similo LLM process as presented by Nass et al. [13]

“Guiding ChatGPT to Fix Web Ul Tests via Explanation-Consistency Checking” presented by Xu et al. [14]
uses a similar approach to VON Similo LLM to repair broken element locators. They have used three
different conventional methods to extract candidates from SUT. Conventional methods include usage of
WATER, VISTA and Edit Distance (Levenshtein) algorithms for extracting top ten candidate element
locator that are best match to the broken target element locator [14]. An example of candidate elements



returned when using the WATER algorithm be seenin Figure 2.12, other approaches (VISTA, Edit Distance)
return similar candidates, but attributes differ. This approach is similar to the candidate algorithm used in
the VON Similo LLM approach.

{numericld=70, id="", name="new_category’, class="", xpath="/html[1]/body[1]/div[4]/form[1]/table[1]/tbody[1]/tr[2]/td[2]/input[1]’,
text="Categoryl’, tapName="input’, linkText="", x=363, y=278, width=261, height=21, isLeaf=true}

Candidate 1 {numericld=20, id="", name="", class="button-small’, xpath="/html[1]/body[1]/table[1]/tbody[1]/tr[1]/td[3]/form[1]/input[1]",
text="Switch’, tagName="input’, linkText="", x=951, y=121, width=51, height=20, isLeaf=true}

Target Element

{numericld=70, id=", name="name’, class="", xpath="/html[1]/body[1]/div[3]/form[1]/table[1]/tbody[1])/tr[2])/td[2]/input[1]’,
text="Categoryl’, tagName="input’, linkText=", x=403, y=295, width=261, height=21, isLeaf=true}

Candidate 6

Figure 2.12: An example that shows the target element to be matched, and a list of candidate elements

returned by WATER, presented as is in paper by Xu et al. [14]

Out of different conventional methods used by Xu et al. VISTA uses the Fast Normalized Cross Correlation
algorithm which return a list of elements at particular screen position that match the target element. WATER
uses different attributes (id, Xpath, class, linkText, name) to match the locator to the target element. Edit
Distance uses only Xpath similarity to produce the candidates for the broken target element locator [14]. The
exact workflow of test repair using ChatGPT by Xu et al. can be investigated in Figure 2.13.

. Broken Statement
driver.findElement(By.xpath("/html/body/div[7]...")).click();

1

o‘“ |

F“ Element 1

@ id:

0O1d and New XPath:
‘Webpages

6

Check: Matching Result

Check: Assertion

Repaies

If Repair Failure Statement

wEc <1

Figure 2.13: The workflow of Web Ul test repair using ChatGPT as presented by Xu et al. [14]

Performance results when using VON Similo LLM [13], or VISTA [14], WATER [14], Edit Distance +
LLM [14] methods can be observed in Table 2.4. VON Similo LLM has achieved 95% accuracy when
repairing broken element locators, Nass et al. used ChatGPT-4 in their study [13]. Xu et al. have achieved
accuracy varying from 61.9% to 87.1% between their different methods. Edit Distance which used only

Xpath to locate elements with ChatGPT-3.5Turbo being the highest performer [14].



Table 2.4: Results achieved when using LLMs to repair broken locators, excluding Khalid et al. work as it

repairs test cases around specific locators.

Technique LLM used Accuracy to repair broken
element locator

VON Similo LLM ChatGPT-4 95.0 %

VISTA + LLM ChatGPT-3.5Turbo 69.8 %

WATER + LLM ChatGPT-3.5Turbo 61.9 %

Edit Distance + LLM ChatGPT-3.5Turbo 87.1%




3 Methods

3.1 Research Objectives and Questions

The goal of this study is to address the following research questions:

RQ1: How can self-healing locators be enabled in Robot Framework test cases with the assistance of Large

Language Models?

RQ2: What kind of locators in Robot Framework test cases have the most potential to be repaired with the

assistance of LLM?
RQ3: What are the requirements for LLMs to be able to assist in repairing locators?
RQ4: How accurate are LLMs when suggesting repair for Robot Framework locators?

Based on prior work in the field of repairing and self-healing element locators, my hypothesis was that the
concept of self-healing locators could be successfully applied to Robot Framework test cases. The main
objective of this study was to determine how self-healing locators could be enabled for these test cases. A
crucial part of this self-healing process would be the assistance of LLMs. | assumed that some locators in
test cases might be impossible to repair without understanding the context. Based on that, | also aimed to
discover what kind of contextual information LLMSs require from the test cases and what is necessary for

suggesting repairs.

| sought to determine whether LLMSs can suggest repairs without using candidate algorithms, as employed
in prior work, and whether information from the old version of the SUT is necessary for enabling self-healing
locators. | hypothesized that self-healing locators could be achieved without prior knowledge of earlier
versions of the SUT, despite previous studies by Nass et al. and Xu et al. utilizing information from both old
and new versions of the SUT. Given the versatility of the Robot Framework, | envisioned that providing
sufficient information about the test case and the locator would enable LLMs to repair the locator based on

the information provided.

3.2 Research Context

In terms of testing, this research will focus solely on Robot Framework Ul test cases. Nass et al. have pointed
out that many studies suggest challenges are particularly prevalent in GUI test cases [4], which are the ones

that use element locators.

Test breakage-wise, the focus would be on the self-healing of locators with the assistance of LLMs.
According to Hammoudi [2] the majority of test breakages (~73.5%) were caused by broken locators.
Hammoudi suggested that the greatest benefits in fixing test breakages could be achieved by concentrating

on fixing locators. Based on the taxonomy presented by Hammoudi, | created Robot Framework test cases



that could be used to simulate locator-based test breakages against different versions of the System Under
Test (SUT).

To sufficiently answer research question 4: How reliable are LLMs when suggesting repairs for Robot
Framework locators? there was a need to include different LLMs in the execution phase where the self-
healing mechanism would be tested. By testing the self-healing ability with different LLMs, | could provide

information on whether there are significant differences when using different models.

3.2.1 Selecting Large Language Models

The selection of Large Language Models (LLMSs) for this research was based on the latest and most popular
LLMs that are easily accessible. Four of the models were instruction-finetuned, as shown in Table 3.1.
Instruction fine-tuning means that these models better follow the instructions given in the prompt and are
more helpful in general [59]. The selection included OpenAl’s latest models, GPT-3.5 Turbo and GPT-4
Turbo, Meta’s models, Llama 3 70B Instruct and Llama 3 8B Instruct, from Mistral: Mixtral 8x22B Instruct,
Mistral 7B Instruct, and Mistral Large, and Anthropic’s Claude 3 Sonnet. | wanted to include some of the
most popular LLMs available, such as GPT-4, as well as smaller models like Mistral 7B Instruct. This allows
me to assess the capability differences between models and determine if there is a model that could be
recommended in the future. Additionally, the cost of each model is a major consideration. For instance, the
cost for GPT-4 Turbo to process 1 million tokens is $30, whereas for Mistral 7B Instruct and Llama 3 8B
Instruct, it is only $0.07. There are also differences in context length between models, which is not within

the scope of this study, as my prompt length will be a maximum of about 1000 tokens.

Table 3.1. Selected LLMs: Input cost, output cost, and context token count extracted from Openrouter.ai

[60]

Model name Prompt cost Completion cost Context

($ per 1M tokens) ($ per 1M tokens) (tokens)
Claude 3 Sonnet $3 $15 200,000
GPT-3.5 Turbo $0,5 $1,5 16,385
GPT-4 Turbo $10 $30 128,000
Llama 3 8B Instruct $0,07 $0,07 8,192
Llama 3 70B Instruct $0,59 $0,79 8,192
Mistral 7B Instruct $0,07 $0,07 32,768
Mistral Large $8 $24 32,000
Mixtral 8x22B Instruct $0.65 $0.65 65,536




3.3 Experimental Study Design

3.3.1 Setting Up the System Under Test

One of the first tasks in this experimental study was to decide to either create the system under test or obtain
some ready-made boilerplate for its setup. Since the primary focus of this study was to enable self-healing
locators with LLMs for the Robot Framework rather than webpage creation, | decided to proceed with the
boilerplate option. After spending some time searching for potential boilerplates that were easy to use and
manage, | eventually chose the Rocket Django dashboard, which was well-suited for this experiment. The
free version of Rocket Django includes APIs, data tables, charts, and login functionality, and is both simple
and complex enough to facilitate the creation of real-world-like Robot Framework test cases. As Rocket
Django is Docker-ready, it can be deployed to run on localhost with a simple command: “docker-compose
up --build”. Docker Compose builds and loads all the necessary requirements, and by default, the dashboard

is hosted at localhost:5085. The landing page of the Rocket Django dashboard can be seen in Figure 3.1

° Rocket Q Yrstar 88 M (&
& Dashboard i .
$45,385 T Statistics this month
4 Starter Page ales this week
Top products Top Customers
86 Apps v $6800
DataTables & pelims $3320
3 00
Charts
o "
v N\ @ Eomesren s2487
$6400 \ ail@flowt ’
., .,
Tasks \ & Michael Gough %3555
" - ®, email@flowbite.com
B2 PRO DataTables %200 ~ S \
Thomes Lean
(@ PRO Charts e 0 ekt som $1842
$6000
[g] PRO File Manager O1Feb O02Feb O3Feb O04Feb OS5Feb O06Feb 07 Feb
@ e -
oR F F p b

() source Code

@ Ul Components . )
Last7 days v SALES REPORT > Last7.days FULL REFORT. >

e
»

Figure 3.1: Rocket Django dashboards graphical user interface (GUI) [Screenshot taken, 25.4.2024]

This approach made it easy to create another version of the Rocket Django dashboard that could be hosted
locally but on a different port (localhost:5095). Simultaneously it allowed me to develop Robot Framework
test cases against the original SUT. With this approach, | was able to first create passing Robot Framework
test cases against the original SUT and, after a simulated version update (new version of SUT running in
different port), run those same tests against a modified version of SUT, by just changing localhost port at
Robot Framework test scripts. The modified version of the SUT was achieved by making changes to the
Rocket Django dashboard HTML code. Changes made to the code can be observed from Figure 3.2.

All the Robot Framework test cases would pass against the original SUT (localhost:5085) and fail when run



against a modified version of SUT (localhost:5095).

Creating Robot Framewaork test cases for Systemn Under Test (SUT)
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Figure 3.2: Creating Robot Framework test cases for System Under Test (SUT)

3.3.2 Creating Robot Framework Test Cases

| started planning the test case creation by looking into the best practices of Robot Framework. Best practices
can be found in the Robot Framework Style Guide [61]. Style Guide suggested that existing standards from
Robot Framework User Guide should be used [32, 61].

As it was found out from test breakage taxonomy studies the greatest benefits would be gained by focusing
solely on fixing locator issues. | created the following plan for creating Robot Framework test cases which
would account for different locator breakage causes presented by Hammoudi [2]. The robot Framework test
case plan can be inspected in Table 3.2. While planning | found out that some of the locator types presented
in the test breakage taxonomy were not supported by Robot Framework SeleniumLibrary. There were four
attribute-based locators that were missing: alternative text, value, type, and OnClick. These were not
supported on the SeleniumLibrary locator strategy by default. For the “type attribute” I decided to make
support with Xpath expression, but for others, | decided not to include those into the plan as either those
would be very similar to the “type attribute” or I would have to do custom locators which are not in the scope

of this study.

Automatically and manually generated 1Ds not found were originally separated in the taxonomy, but as

SeleniumLibrary only sees unique 1Ds there was no reason to do those separately.



Table 3.2: Robot Framework Test Cases

Test | Locator Taxonomy Locator Test Case Name Selenium Locator
Id Base Type Strategy Used
Al Attribute Element text not found All Apps Are Xpath expression,
Visible At xpath://div[@id="example"]
Navigation
A2 Attribute Automatically and Theme Can Be id:example
manually generated id not ~ Toggled To Dark
found Mode
A3 Attribute Href attribute not found Navigation To link:example
Starter Page From href-example
Sidebar Is ' P
Functional
Ad Attribute Name attribute not found Task List Scripts name:example
Can Be Changed
A5 Attribute Type attribute not found Navigation To Type not supported by
Starter From Selenium, using xpath
Sidebar Is expression for selecting type:
Functional <[ @type="submit"]
A6 Attribute Class attribute not found Dashboard Search class:example
Has Label Attached
S1 Structure Hierarchy-based locator Statistics Table Xpath expression,
target not found Visible At xpath://div[@id="example"]
Dashboard
S2 Structure Index-based locator target ~ All Apps Are Xpath expression,
not found Visible At Sidebar xpath://div[@id="example"]
N/A Attribute Alternative text - Alternative text not supported
by default in Robot
Framework SeleniumLibrary
N/A Attribute Value - Value not supported by default
in Robot Framework
SeleniumLibrary
N/A Attribute OnClick - OnClick not supported by
default in Robot Framework
SeleniumLibrary

Robot Framework test cases for this study were developed using the plan created. Overall, 8 different test
cases were created that uses SeleniumLibrary to handle the website functionality. For each test case, |

included ‘Test Id’ as a test case [Tags], so they could be run easily separated if needed.

3.3.3 Running Tests Against Original SUT

To run test cases against the original SUT, navigate to the root of the test case folder using the command
line tool and type the command “robot --variable env Tests.robot”. In this command, I set the variable "env"
with the value "v1" as an argument to the test run. | configured it so that when the "env" value is "v1", it
points to the original SUT at localhost:5085, and when the "env" value is "v2", it points to the modified SUT
at localhost:5095. Initially, all eight test cases passed against the original SUT. A screenshot from the

command line shows my Test Suite run, which contains eight different tests with test IDs visible. The



screenshot of the test run can be seen in Figure 3.3.

Statistics Table Visible At Dashboard ::

Self-Heal.Tests
B8 tests, B passed, 8 failed

Self-Heal
8 tests, B passed, 8 failed

Figure 3.3: Screenshot from the command line. Test case run against original SUT

3.3.4 Changes Made to the System Under Test to Achieve Test Breakage

After creating the initial Robot Framework test set, it was time to modify the System Under Test (SUT).
Various modifications were made to the attributes such as id, class, label, and text, and to the DOM structure.
Following these changes, SUT v2 was built and deployed using the docker compose-up command. The new
version of the modified SUT was up and running at localhost:5095. The changes made are detailed in Table
3.3.

In hindsight, | realized that simulating the version update or SUT modifications could have been approached
differently. An alternative approach could have been to create test cases against the SUT with failing locators
from the beginning. However, this method seemed more authentic than simply modifying failing locators in

the Robot Framework code, so | decided to proceed with this approach.



Table 3.3: Changes made to the SUT

ID | Change Type Originally Modification

Al Element text ”PRO File Manager” ”File Manager”

A2 Element id id:theme-toggle id:theme-toggler

A3 Link text Starter Page Start Page

A4 Element name name:script name:scripts

A5 Button type type:submit type:button

A6 | Element class class:sr-only class:search-only

S1 Remove DOM element - Removed one DIV from

Dashboard

S2 DOM Element position Order of navigation elements Order of navigation elements

switch [DataTables, Charts, API, ..] [API, DataTables, Charts, ..]

3.3.5 Running Tests Against Modified SUT

The created Robot Framework tests were run against the updated SUT, now running at localhost:5095. This
time, the command used was “robot --variable env Tests.robot,” which changed the URL to the correct port.
As shown in Figure 3.4, all 8 out of 8 test cases failed. Robot Framework also displays the reasons for each

failure under the respective test cases.



File Manager Visible At Sidebar :: |
The text of element '//*[@id="sidebar"]/div/div[1]/div/ul/1i[7]/a/span" should
have been ‘PRO File Manager' but it was ‘File Manager®.

Theme Can Be Toggled To Dark Mode ::
Element 'id:theme-toggle' did not appear in 5 seconds.

Navigation To Starter Page From Sidebar Is Functional ::
Element ®‘link:Starter Page' did not appear in 5 seconds.

Tasks List Scripts Can Be Changed ::
Page should have contained element "name:script' but did not.

Navigation To Sign In Page Is Functional ::

Page should have contained element '//*[@type="submit"]' but did not.

Dashboard Search Has Label Attached ::
The text of element ‘class:sr—only' should have been "Search' but it was

Statistics Table Visible At Dashboard ::
Element with locator '//*[@id="main-content"]/main/div/div[1]/div[2]/h3" not

ALl Apps Are Visible At Sidebar :: |
The text of element '//*[@id="dropdown-dashboard"]/li[1]/a' should have been
DataTables' but it was 'API'.

Self-Heal.Tests
8 tests, @ passed, 8 failed

Self-Heal
8 tests, @ passed, 8 failed

Figure 3.4: Running tests against updated SUT version 2

3.3.6 Planning on how to integrate Self-healing Mechanism into Robot Framework

Initially I had a concept in mind how this integration of self-healing locator mechanism to Robot Framework
test cases would be done. | based my concept on relevant recent studies from Nass et al. [13] and Xu et al.
[14], and based on my initial assumptions | first decided not to include a candidate algorithm in my self-
healing mechanism. As | believed that | could provide enough resources for LLM from the test case and

SUT, so it could make suggestion on how to repair the broken locator.

The Self-healing mechanism itself was planned to be initialized in the “Test Teardown” part if a test failed.
In Robot Framework, both Suites and Tests have their own separate teardown mechanisms, which are
executed after each Test Suite or Test Case, regardless of the test outcome (pass or fail) [32]. So even if a
test fails, the keywords placed in teardown will be executed. The plan was that the self-healing mechanism
would be called from Test Teardown, when a test fails. It would first collect the required resources from the
test case and from the SUT, then proceed to create the prompt message for LLM API and send the request.
The LLM would respond with suggestions on how to repair the broken locator of the test case. After
receiving the response from LLM, the self-healing mechanism would automatically update the Robot

Framework code by changing the locator to the new one suggested. The recently repaired test case could



then run again, but only manually at this point.

After a few initial tests with first version of the self-healing mechanism using GPT-4, | noticed that there
was not enough context for the LLM to make repair suggestions for failed locators. GPT-4 was able to make
the correct locator suggestion on one of the test cases (test id=S2), as shown in Tables 3.2 and 3.3. However,
smaller LLMs like GPT-3.5 were unable to make any locator corrections and were only guessing or
hallucinating. At this point, | realized that without some kind of locator candidate algorithm, the results

would be inadequate.

3.3.7 Candidates

Recent studies using LLMs to repair locators, such as those by Nass et al. [13] and Xu et al. [14], employed
similar methods to derive candidates for the LLM. Both studies used the top 10 candidates and included
version history for the locators when they were still passing. Essentially, these studies compared locators

from two different SUT versions to find a match for the failing locator.

One might ask why we don’t simply extract the entire HTML page source from the SUT and send it to the
LLM instead of these candidates. While this could be an option if the SUT's HTML page size is small
enough, for a self-healing mechanism to be suitable for more general use, we must understand that larger
LLM prompt inputs can reduce the accuracy of locator repairs, according to earlier studies. Additionally, the
HTML page source might exceed the context size that an LLM can handle as input, and sending large
prompts also increases costs. This might change in the future as LLMs grow in size and context length

capabilities expand.

I was still hesitant about using locator version histories or databases, as this would require modifications to
existing continuous integration and continuous development systems when implementing this self-healing
mechanism. As a result, | first implemented a candidate method that would simply read the HTML page
source and the current failing locator. The best candidates could be found by matching the failing locator to
words in the source code using the Levenshtein distance algorithm with a sum weight of 2, provided by the
RapidFuzz Python package [62]. This resulted in a list of potential candidates with probability ratios, which
was then narrowed down to the 10 most probable candidates. With this method, | could already see
improvements, but there were still a lot of hallucinations from smaller-sized LLMs and some guessing from

the larger ones.

At this point, | realized | had no other option but to include the locator version history into the mechanism.
Initially, this was problematic because Robot Framework's SeleniumLibrary does not currently have built-
in functionality to fetch all attributes and information for a specific locator or do this for every visible locator.
A workaround for this problem was found in a study by Nass et al. [13] , which included a replication
package. From that replication package, | found JavaScript functions that could perform these specific
fetches. Since Robot Framework can execute JavaScript using built-in keywords, retrieving all necessary

information became straightforward. All passing locators are stored in TinyDB, a Python package that uses



JSON files as a database [63]. An example of a locator stored in the Locator DB can be seen in Table 3.4.

I named these candidate methods the Weak Candidate Method and the Strong Candidate Method, naming
was based on the quality of the candidates. The Weak Candidate Method does not have information about
the locator’s older versions. The Strong Candidate Method uses locator attributes and information stored in

TinyDB, which | refer to as the Locator Database in this thesis.

3.3.8 Retrieving and Storing Locators

This method was employed when using the Strong Candidate Method. | used JavaScript commands to
retrieve all the attributes and information of passing locators during execution. This method is similar to
what Nass et al. [13] used in their study, except | removed the text element from the JavaScript command as
it was causing problems for LLM requests by retrieving many line changes and empty lines. These text
elements would require slicing and stripping to be usable. Although there is significant potential for
improving the stored values, my main goal was to enable self-healing for Robot Framework locators, so |

did not explore this matter further.

An example of the attributes and other information stored in the Locator Database for “id” used in test case
ID A2 can be seen in Table 3.4. The final solution involved storing element attributes such as tag, class,
type, name, id, value, and title. Other information stored includes the element's position on the screen, width,
and height. DOM-related information retrieved and stored includes the number of children, Xpath, and

idXpath. Lastly, the locator used by the Robot Framework test case is saved as the last locator value.



Table 3.4: Example of attributes and information of passing locator stored to Locator DB

Locator Locator data stored in JSON format

id:theme-toggle "2 {
"tag": "BUTTON",
"class": "text-gray-500 dark:text-gray-400 hover:bg-gray-100

llnamell: IIII,
"id": "theme-toggle",

nvaluen: ||||,

"y": 15,

"width": 40,

"height™: 40,

"children™: 2,

"xpath™: “/html[1]/body[1])/nav[1]/div[1]/div[1]/div[2]/button[4]",

"locator"; "id:theme-toggle"

3.3.9 Weak Candidate Method

| started testing candidate methods by implementing first the Weak Candidate Method. | aimed to avoid
additional database integrations. Initially, | attempted to read the HTML page source, split it into words, and
use the RapidFuzz InDel distance algorithm to get a similarity ratio for different words. This approach
allowed me to produce a list of potential candidate elements for self-healing. For example, in the case of

“id:theme-toggle” this approach worked like a charm, see Table 3.5, but on many other occasions not so

well.
Table 3.5: Example of Failing locator and candidates with similarity ratios
Decsription Locator + (Similarity ratio in candidates)
Failing locator id:theme-toggle
Candidate 1 id="theme-toggler:84.85
Candidate 2 id="theme-toggle-dark-icon'.66.67
Candidate 10 sidebar-toggle-item=">PR0:48.78

How the Weak Candidate Method was included in the self-healing mechanism process flow can be observed
in Figure 3.5. The Weak Candidate Method had only two main functionalities: to collect candidates by



retrieving the HTML page source from the SUT and to create the top 10 candidates using the InDel distance
algorithm by comparing the failing locator to those retrieved from the SUT. The InDel distance algorithm
functionality is achieved through a Python package called RapidFuzz, which is a variation of the Levenshtein

distance algorithm [62].
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Figure 3.5: Self-healing mechanism process flow when using the “Weak Candidate Method”

3.3.10 Strong Candidate Method

The Strong Candidate Method retrieves locator information stored in the Locator Database for the failed
locator. | used the locator assigned to the test case as the ID that would match in the Locator Database. After
obtaining all relevant information for the failing locator, the self-healing mechanism executes a JavaScript
command in the SUT to retrieve all visible element locators along with their relevant information and
attributes. It then compares the failed locator information to all visible locators using the Levenshtein
distance algorithm with a sum weight of 2, provided by the RapidFuzz Python library [62]. The failing

locator and candidates derived from earlier steps in JSON format can be observed in Table 3.6



Table 3.6: Example of failing locator and candidates with similarity ratios

Type Locator stored in JSON format, (candidates include similarity ratio as
last value)
Failing locator {'tag": 'BUTTON', ‘class': 'text-gray-500 dark:text-gray-400 hover:bg-gray-100

dark:hover:bg-gray-700 focus:outline-none focus:ring-4 focus:ring-gray-200
dark:focus:ring-gray-700 rounded-lg text-sm p-2.5', 'type": 'button’, 'name": ", 'id";
‘theme-toggle’, 'value': ", 'title": ", 'x": 1161, 'y": 15, ‘width": 40, 'height": 40, ‘children":
2, 'xpath’: ‘/html[1]/body[1]/nav[1]/div[1]/div[1]/div[2]/button[4]', 'idxpath':
"I*[@id="theme-toggle", 'locator": 'id:theme-toggle'}

Candidate 1 {'tag": 'BUTTON', ‘class': 'text-gray-500 dark:text-gray-400 hover:bg-gray-100
dark:hover:bg-gray-700 focus:outline-none focus:ring-4 focus:ring-gray-200
dark:focus:ring-gray-700 rounded-1g text-sm p-2.5', 'type": ‘button’, 'name": ", 'id"
‘theme-toggler', 'value”: ", ‘title": ", 'x": 1161, 'y": 27, ‘width'": 40, 'height": 40, 'children':
2, 'xpath': ‘/htmlI[1]/body[1]/nav[1]/div[1]/div[1]/div[2]/button[4]’, 'idxpath":
II*[@id="theme-toggler]'}:95.93

Candidate 2 {'tag": 'BUTTON, ‘class": 'flex text-sm bg-gray-800 rounded-full focus:ring-4
focus:ring-gray-300 dark:focus:ring-gray-600', ‘type': 'button’, 'name’: *, "id": 'user-
menu-button-2', 'value': ", 'title": ", 'x': 1213, 'y": 31, 'width': 32, 'height": 32, 'children’:
2, 'xpath’: ‘/html[1]/body[1]/nav[1]}/div[1]/div[1]/div[2]/div[5]/div[1]/button[1]’,
"idxpath’; '//*[@id="user-menu-button-2"]'}:76.99{'tag": 'BUTTON, ‘class": 'p-2 text-
gray-500 rounded-Ig hover:text-gray-900 hover:bg-gray-100 dark:text-gray-400
dark:hover:text-white dark:hover:bg-gray-700', 'type": ‘button’, 'name": ", 'id": ", ‘value":
" title': ", 'x': 1081, 'y": 27, ‘width': 40, 'height': 40, ‘children’: 2, 'xpath'":
‘fhtml[1]/body[1]/nav[1])/div[1]/div[1]/div[2]/button][2]’, 'idxpath':
'fhtml[1])/body[1]/nav[1]/div[1]/div[1]/div[2]/button[2]'}:73.51

Candidate 10 {'tag: ‘A, 'class": 'inline-flex justify-center p-2 text-gray-500 rounded cursor-pointer
hover:text-gray-900 hover:bg-gray-100 dark:hover:bg-gray-700 dark:hover:text-
white', 'type": ", 'name". ", 'id": ", 'href": 'http://localhost:5095/#', 'title": ", 'x": 53.5, 'y":
686.5, 'width': 40, 'height': 40, ‘children': 1, 'xpath':
'Ihtml[1])/body[1]/div[1]/aside[1]/div[1]/div[2]/a[1]’, 'idxpath':
II*[@id="sidebar]/div[1]/div[2]/a[1]}:66.09

How the Strong Candidate Method was included into the self-healing mechanism process flow can be
observed in Figure 3.6. The Strong Candidate Method had two main functionalities. First, it collected
information on working/passing locators during test case executions. If keywords/locators passed, it would
retrieve other relevant information and attributes from the SUT using a JavaScript command, which extracts
all the necessary data from the element locator. To avoid duplicates, it would only store new information if

the element locator information was not already stored.

The self-healing process involved first fetching attributes and information of the failed locator from the
Locator Database and then retrieving information and attributes of all visible locators in the SUT. It would
then create the top ten candidates for the LLM using the InDel distance algorithm, the same as used in the
Weak Candidate Method.
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Figure 3.6: Self-healing mechanism process flow when using the “Strong Candidate Method”

3.3.11 Self-healing Library

For the self-healing mechanism, I created an internal Python library called “SelfHealLibrary.py,” which was
placed in the libraries folder of the Robot Framework project structure. It contained the following basic
functionalities: collecting candidate locators for the LLM, creating the LLM prompt, logging, sending

requests to the Openrouter.ai API, and repairing code based on the suggestions.

The library also functions as a listener, enabling the collection of crucial information about the test case
during execution. It implements the listener keywords “start test” and “end library keyword.” The “start test”
listener keyword is used solely to record the test case name and save it as a Python variable. The “end library
keyword” listener keyword has either one or two functions. If the Weak Candidate Method is selected, it
will collect the test error message and set the failed locator into a Python variable if a failing keyword is
detected, as seen in Figure 3.5. If the Strong Candidate Method is selected, it has two different purposes
depending on the keyword results, as shown in Figure 3.6. If a keyword fails, it performs the same functions
as in the Weak Candidate Method, collecting the test error message and setting the failed locator into a
Python variable. However, when a keyword passes, it checks if the keyword was called from
SeleniumLibrary and whether the keyword had a locator in use. If it did, it fetches information and attributes
from the SUT for that specific locator. These two keywords are the listener part of the library.

The main keyword of this self-healing library is “Make Request For LLM,” which is called from Robot
Framework test cases in the Test Teardown part, based on the test status. If a test fails, a request is made to

the LLM, if the test passes, nothing happens. It is crucial to set this “Make Request For LLM” keyword



before closing the browser, as it will collect potential candidate locators based on the selected Weak or
Strong Candidate Method from the SUT. After that, it proceeds to create the message for the LLM,
appending our LLM prompt message with the test error message, test case name, failed locator attributes
and information, and the top 10 candidates. Next, it makes a request to the Openrouter.ai API with the
specific LLM selected as the model and the LLM prompt created as the message payload. The API should
respond with the LLM’s response containing the correct locator and solution description in JSON format.
The final step is to find and replace the locator in the Robot Framework test scripts with the correct locator

provided by the LLM. This process is illustrated in the diagram in Figure 3.7.

"Make Request for LLM" keyword steps

Create Message for Request to Answer with correct Find and replace the
Get Candidates LLM 9 Openrouter API with locator and solution locator from Test
specific LLM description scripts

Figure 3.7: Make Request. for LLM keyword steps

3.3.12 Openrouter.ai API for LLM

I used the Openrouter.ai API to make requests to different LLMSs. This allowed me to easily test a multitude
of different models by simply changing the model name in the test automation scripts. Openrouter.ai
provides a standardized API that requires no changes in the code when switching between models or
providers. Openrouter allows usage through OpenAl’s client API, making the process simple. [ only needed
to generate my own API key, include the model and messages in the LLM prompt, and | was ready to send

requests. Pricing is automatically based on your API key usage.

The cost of using Openrouter.ai was very affordable. It allowed me to monitor credit usage from their site. |
made a total of 311 requests to the Openrouter.ai API for different LLMs during this thesis, and the total

cost was $2.14.

3.3.13 Prompt Engineering for LLM

Initial prompt messages were made based on prior work on using LLM to repair test cases by Xu et al [14].
First version of prompt messages can be observed from following Table 3.7. | thought that with this one |
could get sufficient answers from LLMs, but the results were not what I initially expected. | noted that you
have to be very precise when making prompts for LLMs, and in this case when the “answer” format was too

broad and the answers varied.



Table 3.7. First version of LLM prompt

Description Role Content

LLM Role system You are a Robot Framework GUI test script repair tool.

Test Error message user Robot Framework Test using SeleniumLibrary failed with
following error message: + TEST_ERROR_MSG

Broken locator in user Locator used: + BROKEN_LOCATOR

Robot Framework

scripts

Test Case Name user Robot Framework Test Name: + TEST_CASE

Candidates user Here is a list of 10 potential locator candidates with similarity
ratio values: + CANDIDATES

Answer user "Please, give your answer as the correct element locator value. "
"Example: correct_locator: locator_value™
"After that, make line change and tell how you ended up in the
solution."

After carefully fine-tuning my prompt, the final version looked like the one presented in Table 3.8. The role
remained the same, instructing the LLM to act as a Robot Framework GUI test script repair tool. Following
this, I included the test context-related messages: the test error message, the failing locator, and the test case
name. This was followed by a list of 10 potential candidates provided by the candidate methods. The last
message in the prompt was the answer format and an example. Providing a clear and precise example and
instructing the LLM to respond in JSON format made a huge difference. Almost all the answers after this

change were in the same format, regardless of which LLM was used.

Table 3.8: Final version of LLM prompt with Weak Candidate method

Description Part of message

Giving a role for {'role": 'system’, ‘content": "You are a Robot Framework GUI test script repair tool."}

LLM

Test Error {role": 'user', ‘content': "Robot Framework Test using SeleniumLibrary failed with

message following error message: Element 'id:theme-toggle’ did not appear in 5 seconds."}

Broken locator in {'role": 'user', ‘content’: 'Broken element locator used: id:theme-toggle'}

Robot Framework

scripts

Test case name {'role"; 'user', 'content': 'Robot Framework Test Name: Theme Can Be Toggled To
Dark Mode'}

Candidates {'role": 'user', ‘content": "List of 10 potential locator candidates which was retrieved
from tested web page with similarity ratio values: id="theme-toggler':84.85id="theme-
toggle-dark-icon':66.67id="theme-toggle-light-icon":65.12id="tooltip-
toggle':58.82sidebar-toggle-item=":54.05md:items-center:53.33items-
center:51.85sidebar-toggle-item=">U1:50.00sidebar-toggle-
item>Server:48.78sidebar-toggle-item=">PR0:48.78"}

Giving example {'role": 'user', ‘content': 'Please, give your answer in json format, without json suffix.

on how LLM In example replace locator_value with your suggestion.Example: {correct_locator:

should answer locator_value, solution_description: solution}'}




4 Results

The self-healing mechanism, utilizing both the Strong and Weak Candidate Methods, was executed once
with each selected Large Language Model (LLM) for the entire test set. Initially, tests were run with the self-
healing mechanism enabled. After automatic code changes were made based on the LLM responses, the test
cases were rerun to obtain the final results. Due to this test setup, the locator suggestion made by LLM had
to be precise to be able to repair the test case. The results included many near-correct answers, most of which
contained issues with the presence of extra quotes in the locator's syntax. An example of these extra quotes
could be provided by presenting the correct locator change id:theme-toggler and the near correct locator

change id: ‘theme-toggler’.

Exact results, including examples and repaired locators, can be found in Appendix 7. The locators used,
particularly XPath locators, are not always explicit and may vary in some answers while still being correctly
repaired. This is because element locators can use multiple strategies to identify specific elements. All
responses from the LLMs have been manually analyzed, and the answers have been recorded in the

replication set [64].

Table 4.1: Presenting test case ID, locator strategy and locators originally and altered versions

ID | Locator Strategy Locator originally Locator modification

Al Element text ”PRO File Manager” ”File Manager”

A2 Element id id:theme-toggle id:theme-toggler

A3 Link text Starter Page Start Page

A4 Element name name:script name:scripts

A5 Button type type:submit type:button

A6 Element class class:sr-only class:search-only

S1 Remove DOM element - Removed one DIV from

Dashboard

S2 DOM Element position Order of navigation elements Order of navigation elements

switch [DataTables, Charts, API, ..] [API, DataTables, Charts, ..]

Both Llama models provided answers in a different JSON style than the others, which caused problems on
the Python code side. Suggested locators for both Llama LLMs were manually changed in the code, and the

test cases were run manually afterward to obtain results for those models.

4.1 Self-healing Results with Weak Candidate Method

When using the Weak Candidate Method, the best element locator repair accuracy was achieved by using
GPT-4 Turbo, which successfully repaired test cases A2, A5, and S1, surpassing all other LLMSs in

comparison. Mistral 7B Instruct and Llama 3 8B Instruct were more prone to hallucinations than others in



the comparison between different test cases. In particular, Mistral 7B Instruct struggled to suggest anything

close to correct. A list of correct locator repairs can be seen in Table 4.2.

LLM-wise, ChatGPT-4 Turbo correctly repaired the locator for 37.5% of the test cases. Claude 3 Sonnet and
Mixtral 8x22B Instruct followed, each repairing 25% of the test cases. Llama 3 8B Instruct, Llama 3 70B
Instruct, and Mistral Large each managed to repair 12.5% of the test cases correctly. GPT-3.5 Turbo and

Mistral 7B Instruct did not repair any test cases using the Weak Candidate Method.

Test case-wise, the best results were achieved with test case A2, which used ID as the locator strategy. Four
out of eight LLMs correctly repaired test case A2. The other four LLMs were close to repairing test case A2
but made minor syntax mistakes, resulting in failure. Similar cases, where repairs were almost successful
but had syntax errors, were seen in test cases A4 and A5. Test case A5 was correctly repaired by GPT-4
Turbo, Mixtral 8x22B Instruct, and Mistral Large. Test case S1 was correctly repaired by GPT-4 Turbo and
Llama 3 70B Instruct. Test case S2 was correctly repaired only by Claude 3 Sonnet. Test cases Al, A3, A4,
and A6 were not correctly repaired by any of the LLMs.

Table 4.2: Self-healing results when using the Weak Candidate Method

Claude @ GPT- GPT-4 Llama3 Llama Mistral Mixtral Mistral
3 3.5 Turbo 8B 370B 7B 8x22B Large
Sonnet  Turbo Instruct  Instruct  Instruct Instruct
Al Fail Fail Fail Fail Fail Fail Fail Fail
A2 Pass Fail Pass Pass Fail Fail Pass Fail
A3 Fail Fail Fail Fail Fail Fail Fail Fail
Ad Fail Fail Fail Fail Fail Fail Fail Fail
A5 Fail Fail Pass Fail Fail Fail Pass Pass
A6 Fail Fail Fail Fail Fail Fail Fail Fail
S1 Fail Fail Pass Fail Pass Fail Fail Fail
S2 Pass Fail Fail Fail Fail Fail Fail Fail
Correct 2/8 0/8 3/8 1/8 1/8 0/8 2/8 1/8
Repairs | oo (o) (37.5%)  (125%) (125 %) (0 %) (25 %) (12,5%)

4.2 Self-healing Results with Strong Candidate Method

When using the Strong Candidate Method, the best element locator repair accuracies were achieved by using
GPT-4 Turbo and Mistral Large. These models were able to repair test cases from A2 to S2, achieving locator
repair rates of 87.5%. Llama 3 70B Instruct was close, being able to correct six locators in total. Mistral 7B
Instruct on the other hand struggled and could not repair any of the locators in the test case set. A list of
correct locator repairs can be seen in Table 4.3.



Overall, results when using the Strong Candidate Method were much more accurate than when using the
Weak Candidate Method. A correct locator repair rate of over 50% was achieved by five different Large
Language Models, with GPT-4 Turbo and Mistral Large leading the pack at 87.5% accuracy, followed by
Llama 3 70B Instruct with 75% accuracy, and GPT-3.5 Turbo and Llama 3 8B Instruct each achieving 50%

accuracy.

Test case-wise, the best results were achieved when repairing test cases A2 and A6, which used ID and class
as locator strategies. Additionally, test cases A4 and S1 were correctly repaired by five different LLMs. Test
case A4 used the element's name as a locator, and in test case S1, had a DOM element was removed from

the SUT. Test case Al was not successfully repaired by any of the LLMs in comparison.

Table 4.3: Self-healing results when using the Strong Candidate Method

Claude GPT- GPT-4 Llama3 Llama Mistral Mixtral Mistral
3 3.5 Turbo 8B 370B 7B 8x22B Large
Sonnet  Turbo Instruct  |struct  Instruct Instruct
Al Fail Fail Fail Fail Fail Fail Fail Fail
A2 Pass Pass Pass Pass Pass Fail Pass Pass
A3 Fail Fail Pass Fail Fail Fail Pass Pass
Ad Fail Pass Pass Pass Pass Fail Fail Pass
A5 Fail Fail Pass Fail Pass Fail Fail Pass
A6 Pass Pass Pass Pass Pass Fail Pass Pass
S1 Fail Pass Pass Pass Pass Fail Fail Pass
S2 Fail Fail Pass Fail Pass Fail Fail Pass
Correct 2/8 4/8 7/8 4/8 6/8 0/8 3/8 718
repairs | 5505 (50%)  (87,5%)  (50%) (75%) (0 %) (37,5%)  (87,5%)

4.3 Cost Per Test Set Run Using Openrouter.ai

By using Openrouter.ai, | was able to track the pricing of different Large Language Models and provide
approximate self-healing costs per test set (tests from Al to S2) for each LLM used. The prices for running
the entire test set using the Weak Candidate Method can be found in Table 4.4, while prices for the Strong
Candidate Method are in Table 4.5. The price difference is due to the length of candidates provided to the
LLM, which increases the cost of the input prompt, as the LLM outputs were similar in length most of the
time. The cost difference is about three times lower for the Weak Candidate Method than for the Strong
Candidate Method.

When using the Weak Candidate Method, GPT-4 Turbo and Mistral Large were the most expensive to use.
However, when switching to the Strong Candidate Method, Mistral Large became the costliest of the

compared LLMs. Overall, the cheapest LLM for self-healing locators was Llama 3 8B instruct.



Table 4.4: Pricing for running the whole test set (8/8) with selected LLM when using the Weak Candidate

Method
Number | Claude GPT- GPT- Llama Llama Mistral Mixtral  Mistral
of runs 3 3.5 4 38B 370B B 8x22B Large
Sonnet Turbo Turbo Instruct Instruct Instruct Instruct
1x $0.02 $0.002 $0.04 $0.0002 $0.002 $0.0004 $0.003 $0.04
100x $2 $0.2 $4 $0.02 $0.2 $0.04 $0.3 $4

Table 4.5: Pricing for running the whole test set (8/8) with selected LLM when using the Strong Candidate

Method
Number | Claude GPT- GPT- Llama Llama Mistral Mixtral  Mistral
of runs 3 3.5 4 38B 370B 7B 8x22B Large
Sonnet Turbo Turbo Instruct Instruct Instruct Instruct
1x $0.07 $0.007 $0.15 $0.001 $0.02 $0.002 $0.015 $0.17
100x $7 $0.7 $15 $0.1 $2 $0.2 $1.5 $17

4.4 Potential Design Flaw

Test case Al was not correctly repaired by any of the LLMs using either the Weak or the Strong Candidate
Method. This might be due to a flaw in the combination of test case and LLM prompt syntaxes. If we look
at the syntax for test case Al in Figure 4.1, we can observe that the test case uses the variable
“${FILE. MANAGER LOCATOR}” as the locator, which should contain the text “PRO File Manager.”

The locator itself can be seen in Figure 4.2.

The change made to the SUT was renaming "PRO File Manager" to "File Manager." So, | am not changing
the locator but the text that should be found by the locator. The element locator is correct and should not be
changed. The problem is that in my LLM prompt, | specifically ask for the locator to be repaired by stating:
“Please, give your answer in JSON format, without JSON suffix. For example, replace locator value with
your suggestion. Example: {correct_locator: locator_value, solution_description: solution}.” The changes

should be made to the text, and since | am not directly asking for that, the LLMSs are struggling in this case.

File Manager Visible At Sidebar
[ ]

[ ] Al
Wait Until Page Contains Element ${FILE_MANAGER_LOCATOR}
Element Text Should Be ${FILE_MANAGER_LOCATOR} PRO File Manager

Figure 4.1: Test Case Al syntax



${FILE_MANAGER_LOCATOR} //*[@id="sidebar"]/div/div[1]/div/ul/1i[7]/a/span

Figure 4.2: File Manager Locator Variable

This leaves little to no room for a correct repair to be possible for this test case. However, the solution
descriptions from three LLMs suggest that the locator was correct and other approaches should be taken to
repair this test case. GPT-4 Turbo’s solution description included the following: “No change is required in
the locator. It points accurately to the sidebar element where the 'File Manager' text is seen. Instead, check
for updates or changes in the text content within the application. The expected text should be updated to

'File Manager' if the application now reflects this new text instead of 'PRO File Manager'.”

Similar solution descriptions were provided for test case Al by Mixtral 8x22B Instruct and Claude 3 Sonnet.
Mixtral's solution description was very direct: “The locator seems to be correct based on the provided
information. However, the expected text in the test case is 'PRO File Manager' while the actual text is 'File

Manager'. You should update the expected text in your test case to 'File Manager' to resolve the issue.”

In the end, as | see there is still a small possibility to get this case corrected with the help of an LLM, | left
it as part of this accuracy evaluation. The rest of the solution descriptions are in the thesis replication set
[64].



5 Discussion

5.1 The Concept of Self-healing Mechanism

I envisioned this thesis as a proof-of-concept, which would present the enablement of self-healing locators
for Robot Framework test cases. There exist prior studies where practitioners have used LLMs to repair
failing locators, but this might be one of the first studies where this self-healing mechanism for locators is
enabled in the Robot Framework context. My self-healing mechanism relies on the Robot Framework
architecture which allows the creation of new custom testing libraries. These libraries can be integrated

easily and can extend existing testing environments created with Robot Framework.

The Self-Healing Library created heavily depends on the Robot Framework's Listener API architecture. This
allowed me to perform the self-healing process while the test case itself was still executing. All the steps for
self-healing occurred in real time and had no significant effect on the length of the test case. The default
timeout for Robot Framework SeleniumLibrary keywords when not finding the correct locator is 5 seconds.
This self-healing mechanism took a total of 1-3 seconds to create the request for the LLM and repair the

locator.

This concept is definitely not fully developed. | see a need for additional enhancements to the self-healing
library code, including the addition of a self-correction mechanism for LLM responses, automatic reruns for
test cases, and automatic commits and pushes to the version management system. Furthermore, the current
level of LLM prompting does not adequately serve all types of test keywords. | would suggest that keywords
which directly use locators, for example, checking if elements exist, should have a different prompt than
those which check for specific text in an element with a given locator. This issue was highlighted by the

inability of LLMs to repair test case Al.

5.2 Accuracy of LLMs in Repairing Locators

Overall, | think that the accuracy of correct repairs from LLMs are on par with prior studies related to this
subject. Although, achieving that was not the real goal of this study. The Accuracy of both GPT-4 Turbo
and Mistral Large was 87,5%, but it is actually a full 100%, because test case Al, is not repairable with the

given LLM prompt instructions.

| had hypothesis that LLM could be able to repair locators without history knowledge of the locator attributes
and information. Based on my results, this is possible but not practical in a real-world context. Without using
candidate methods, | was able to get GPT-4 Turbo to correctly repair one test case, S2, where elements had
switched positions. Implementing the Weak Candidate Method improved the results slightly. With the Weak
Candidate Method, GPT-4 Turbo was able to repair three locators in total, but the overall results were

underwhelming. GPT-3.5 Turbo, Llama 3 70B Instruct, and Mistral 7B Instruct were not able to make any



correct repair suggestions with the Weak Candidate Method.

The best accuracy was achieved with the Strong Candidate Method, which had access to a locator database
containing locator attributes and information that could be compared against the current SUT. Using this
method, both versions of GPT, both versions of Llama, and Mistral Large were able to achieve over a 50%

repair rate.

The most surprising result was the accuracy of Llama 3 8B Instruct with the Strong Candidate Method.
Llama 3 8B Instruct was the cheapest model used in this study, as shown in Tables 4.3 and 4.4, yet it achieved
higher repair rates than Claude 3 Sonnet and Mixtral 8x22. This could indicate that Llama 3 8B Instruct may

have some additional knowledge about Robot Framework or locator syntax that the other models lacked.

5.3 Locator Types

From the results collected when running the self-healing mechanism with the Strong candidate method, we
noticed that some locators and test cases were repaired more frequently than others. Test cases and locators
that were more likely to be repaired by the self-healing mechanism with different LLMs were A2, A4, A6,

and S1. Of these, three were attribute-based, and one was structure-based.

When using Strong candidate method, test case A2, which used “id” as a locator, was repaired a total of 7
times out of 8 by different LLMs. A4, which used “name” as a locator, was repaired 6 times out of 8. A6,
which used “class” as a locator, was repaired 5 times out of 8. Test case with id S1, using XPath where one
div element was removed from the SUT, was repaired 5 times out of 8. This could indicate that other locator
types, like “link” and “type,” and changing text element positions are too difficult for smaller LLMs to repair
correctly. The fact that S2, where text elements changed positions, was repaired only by the high-level
models (GPT-4 Turbo, Mistral Large, and Llama 3 70B Instruct) suggests that these models may have more

contextual capabilities to understand what has happened and not just directly try to repair the locator.

5.4 LLM Prompting

During the development of this self-healing mechanism, | found that LLM prompting is a major factor for
success. Based on prior studies by Xu et al. and Nass et al., | created my own LLM prompt. I'm not entirely
sure if all the lines in the prompt I currently send to the LLM are necessary. However, when evaluating the
current set of different instructions, I don’t know what to leave out. I see that it is important to give the LLM
a role, and provide the test case context by including the test case name, test error message, and the failing

locator. Locator candidates are a must, and giving an example of how the LLM should respond is essential.

Initially, I had a version where LLM answers were not instructed to be in JSON format. That led to a situation
where responses from the LLM varied, making it impossible to create functional code that could parse the
correct locator from those answers. After providing direct instructions and an example of how to answer in

JSON format, the quality of responses improved. Only a couple of LLMs struggled with consistently



providing JSON responses, both struggling models were Llamas, 8B, and 70B Instruct.

5.5 Candidate Methods

Based on my results the context that LLMs requires are either the whole HTML page source or some kind
of candidate locator which to match the failing locator. Sending the whole HTML page for the LLM was not
tried in this thesis, so I can’t directly suggest that using candidate methods for a self-healing locator is a
must. But, it definitely cuts costs from the LLM prompts sent by reducing the token count from both input
and LLM output.

Although a candidate method without locator history knowledge was possible, 1 would use historical

information when trying to self-heal locators automatically with LLMs.

5.6 LLM Assisted Test Automation Maintenance

To achieve optimal results in maintaining test automation, it is essential to perform regular updates, as one
of the main causes of test failures is broken element locators. We should consider utilizing Large Language
Models (LLMs) for maintaining test automation. Based on the results, leading LLMs like GPT-4 Turbo and
Mistral Large are highly capable of repairing element locators. This approach necessitates enhancements to
the current self-healing mechanism, such as automatic reruns and version management functionality for

repaired locators.

Referencing Tables 4.3 and 4.4, using the GPT-4 Turbo model for self-healing an entire test set (8
locators/test cases) 100 times with the Strong candidate method would cost approximately $15. Thus,
repairing 800 locators would cost $15. For other accurate models like Llama 3 70B Instruct and Llama 3 8B
Instruct, the cost for self-healing 800 locators would be $2 and $0.10, respectively. If self-healing is
performed daily for 800 locators, the annual cost would be: GPT-4 Turbo: $15 x 365 = $5475, Llama 3 70B
Instruct: $2 x 365 = $730 and Llama 3 8B Instruct: $0.10 x 365 = $36.50. According to a survey made by
Koodiklinikka, 2022 [65], the average hourly rate for software development consultancy is about 93.50€,
approximately $101.50.

Without using a self-healing mechanism, a test engineer must perform the following tasks to maintain a
single locator: read test logs, find the failing test case, analyze the issue, open the system under test, navigate
to the failing locator page, analyze what is wrong with the locator, change the locator in the test scripts, rerun
test cases, and push changes to version management. This process is the basic flow if everything goes
smoothly. Even if only a single locator is changed weekly, it could lead to costs like 52 x $101.50 = $5,278.
This is comparable to the cost of using GPT-4 Turbo with a self-healing mechanism for (800 locator repair

tries per day) x 365 days = 292,000 times a year for a single locator.

If we flip these numbers and consider what we would get with one hour of consultancy work, which costs

approximately $101.50, we would get approximately 5410 locator repair attempts with GPT-4, 40600



attempts with Llama 3 70B Instruct, and a whopping 812000 locator repair attempts with Llama 3 8B
Instruct. Of course, some of these repairs would not work, and the test cases and locators could not be

repaired, but even with 50% accuracy, this could be highly beneficial to implement.

5.7 The Flaw in Test Case Design

My experimental design had a flaw in the test cases | created, specifically in Test Case Al, which is almost
impossible to repair with the given LLM prompt and test setup. | discovered this issue after attempting self-
healing using the Strong Candidate Method. Despite this, | decided to keep the test runs and results as they
were, primarily because | found it interesting to see if any of the LLMs could produce a correct solution for

that particular test case. However, it turned out that no correct repairs were made this time for Test Case Al.

What was more delightful was the fact that three of the LLMs tested, Claude 3 Sonnet, GPT-4 Turbo, and
Mixtral 8x22B Instruct were able to identify and explain that the locator was actually correct, but the text
was not, and saying that a different approach was needed to repair the test case. This demonstrates the

impressive contextual awareness of these models, which was amazing to discover.



6 Conclusions

6.1 Answering Research Questions

This study aimed to identify ways to enable self-healing locators for Robot Framework test cases. | wanted
to determine how self-healing locators could be implemented in the Robot Framework context, what the
requirements are for doing so, whether some types of locators are easier for LLMSs to repair, and how accurate
different LLMs are at making these repairs. The study was conducted in an experimental fashion, where a
self-healing library was built and the self-healing of Robot Framework test case locators was tested with a
set of different LLMs.

My main research question was to find out (RQ1): How can self-healing locators be enabled in Robot
Framework test cases with the assistance of Large Language Models? | presented a solution for self-healing
locators in Robot Framework, which utilized a custom-made Robot Framework library. This library used
Robot Framework's internal listener APIs to collect the necessary information for locator repairs and to
create candidate locators in two different ways. It employed the Openrouter.ai APl to communicate with

multiple LLMs and autonomously repair locators during test execution.

The second research question was (RQ2): What kind of locators in Robot Framework test cases have the
most potential to be repaired with the assistance of LLMs? According to my results, larger LLMs like GPT-
4, Mistral Large, and Llama 3 70B Instruct are capable of repairing a variety of locator types used in Robot
Framework with SeleniumLibrary. Almost all of the LLMs that were compared could provide repair for test
case id A2, where the locator was changed from “id:theme-toggle” to “id:theme-toggler”. Although this
repair was simple, it suggests that using ID as a locator could be beneficial in the long run when using self-

healing locators.

The tested locator types included six different element attributes: element text, id, link text, name, type, and
class. Additionally, there were two different structural changes in the locators: one where an element was
removed from the page and another where element positions were switched. GPT-4 and Mistral Large were
able to repair 7 out of 8 test cases, the only one that couldn’t be repaired was test case A1, where the element
text was changed. This test could not be repaired by any other LLMs either, indicating that the problem was
in the test setup and LLM prompt, not in the LLM capabilities. Solution descriptions provided by Mixtral
8x22B Instruct, GPT-4, and Claude 3 Sonnet suggested that the locator itself in test case A1 was correct and
that the repair should be done differently in the test case. This shows great contextual awareness from the

mentioned LLMs.

The third research guestion was (RQ3): What are the requirements for LLMs to assist in repairing locators?
Based on the results and findings of this study, | highly suggest that LLM self-healing requires instructed
LLM prompting and the use of a candidate algorithm method, which provides clear choices for the LLM.

By giving LLMs instructed commands in the input message prompt, we can get answers in a manner that



enables direct changes to Robot Framework scripts, thus enabling the self-healing of locators. The results
suggest that using some kind of locator candidate algorithm is essential to achieve self-healing of locators
with the help of LLMs. Based on my findings, without provided candidates, self-healing was not possible in

a way that could be implemented for further usage.

The fourth research question was (RQ4): How accurate are LLMs when suggesting repairs for Robot
Framework locators? Based on my results, accuracy is, in most cases, correlated with the size and cost of
the LLM. The accuracy of GPT-4, Mistral Large, and Llama 3 70B Instruct was great, with results suggesting
that GPT-4 is the best candidate for further research in this matter. A similar conclusion was reached by
Nass et al. [49]. Mistral 7B Instruct was not able to repair any of the locators using either the Weak or the
Strong Candidate Method and hallucinated more than any other LLM. Llama 3 8B and 70B Instruct had
problems answering with the correct JSON format, which affected the way results were collected from those

LLMs answers.

Prior studies by Nass et al. [13] and Xu et al. [14] used LLMs with version history information for the
locators. This study suggests that it is possible to achieve some level of self-healing locators without
knowledge of prior locator versions, although the capability is not on par with those using locator history
information. Overall, the results with the best performing LLMs exceeded my expectations in the self-
healing of locators. These results provide valuable insights into how this self-healing mechanism could be

implemented in Robot Framework and within a business environment.

6.2 Limitations

Although the test cases created and tested in this study simulated real-life test scenarios for multiple locator
types, this also posed a limitation in terms of the results. The number of test cases used doesn’t demonstrate

how accurate some of the LLMs would be if larger test sets were introduced.

Additionally, the method we used to extract attributes and information from SUT webpage elements should
be revised in the future. The solution used in this thesis employed the same JavaScript command as Nass et
al. [13]. There is potential for improvement by adjusting which attributes and information of the commands

are necessary and determining which should be used to achieve the best results from the LLMs.

A potential threat to the validity in this thesis is the small sample size of different test cases created. The test
cases were created according to the Robot Framework SeleniumLibrary locator strategy and were
implemented based on the test breakage taxonomy presented. Eight different test cases were made to match
each strategy to the corresponding test breakage type. The number of test cases used does not provide the
best accuracy results regarding the abilities of the LLMs compared in this study, but it does offer a rough

estimate of what is possible.



6.3 Future Research

Based on these conclusions, practitioners should consider whether fine-tuning LLM prompting could further
improve results. By inspecting the results of the test case with ID Al, it was evident that the test setup and
the LLM prompt made it impossible to repair in the first place. | suggest that different Robot Framework

test keyword types could benefit from different prompt styles.

Further research is needed to determine if we could achieve improvements in self-healing locators in Robot
Framework test cases using different LLMs with self-correcting prompts, as used by Xu et al. [14]. Self-
correction was not within the scope of this study. | believe it requires substantial new logic on the Robot
Framework library side and for the LLM prompts. However, it could enhance the accuracy of some LLMs,
as the results indicated that some repairs were nearly correct or very close to being correct. This suggests

that with minor adjustments and more instructions, those repairs could eventually be correct.

Lastly, the current solution requires manual intervention after self-healing is done and the code is changed
according to LLM locator suggestions. Currently, the user has to run tests manually after self-healing to get
the results for the repaired test cases. However, in Robot Framework, there are ways to run failed test cases
directly after a test case has failed, which would automate this process. Further development could also
include automatic version management, where a subprocess could command, for example, Git to commit

changes and push them to the version management system.
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7 Appendix

7.1 Original Locators and Repair Examples

Table 7.1. Original locators used in test cases

Id Locator
Al Pro File Manager
A2 id:theme-toggle
A3 link:Starter Page
A4 name:script
A5 II*[@type="submit"]
A6 class:sr-only
S1 I*[@id="main-content"]/main/div/div[1]/div[2]
S2 /*[@id="dropdown-dashboard"]/li[1]/a
Table 7.2. Examples of locator repairs
Id Locator
Al File Manager
A2 id:theme-toggler
A3 link:Start Page
A4 name:scripts
A5 II*[@type="button"]
A6 class:search-only
S1 [I*[@id="main-content"]/main/div[1]/div[2]
S2 /I*[@id="dropdown-dashboard"]/li[2]/a




7.2 Weak Candidate Method

Table 7.3: Self-healing results with Weak Candidate Method for Test Case Al

LLM Repair Test case Al locator repair suggestion

Example File Manager

Claude 3 Sonnet Fail [l*[normalize-space(.)="File Manager']

GPT-3.5 Turbo Fail I*[@id="sidebar]/div/div[1]/div/ul/li[7]/a/span

GPT-4 Turbo Fail I*[@id="sidebar/div/div[1]/div/ul/li[7]/a/span

Llama 3 8B Instruct Fail #sidebar > div > div > div > ul > li:nth-child(7) > a > span

Llama 3 70B Instruct Fail id:'sidebar’

Mistral 7B Instruct Fail [*[@id="sidebar']/div/div[1]/div/ul/li[7]/a

Mixtral 8x22B Fail [*[@id="sidebar']/div/div[1]/div/ul/li[7]/a/span

Instruct

Mistral Large Fail [*[@id="sidebar"]/div/div[1]/div/ul/li[7]/a/span[contains(text(),
'File Manager")]

Table 7.4: Self-healing results with Weak Candidate Method for Test Case A2

LLM Repair Test case A2 locator repair suggestion
Example id:theme-toggler
Claude 3 Sonnet Pass id=theme-toggler
GPT-3.5 Turbo Fail id="theme-toggler'
GPT-4 Turbo Pass id=theme-toggler
Llama 3 8B Instruct Pass id:theme-toggler
Llama 3 70B Instruct Fail id="theme-toggler'
Mistral 7B Instruct Fail id="theme-toggle">
Mixtral 8x22B Pass id:theme-toggler
Instruct
Mistral Large Fail id="theme-toggler'

Table 7.5: Self-healing results with Weak Candidate Method for for Test Case A3

LLM Repair Test case A3 locator repair suggestion
Example link:Start Page

Claude 3 Sonnet Fail link:href="#a'

GPT-3.5 Turbo Fail link:Starter Page

GPT-4 Turbo Fail link:href="#a'

Llama 3 8B Instruct Fail lla]@href="#starter']

Llama 3 70B Instruct Fail "link:Starter"

Mistral 7B Instruct Fail link:#a

Mixtral 8x22B Fail xpath://a[text()='Starter Page']

Instruct

Mistral Large Fail ink:href="#a'




Table 7.6: Self-healing results with Weak Candidate Method for Test Case A4

LLM Repair Test case A4 locator repair suggestion
Example name:scripts

Claude 3 Sonnet Fail name='"scripts'

GPT-3.5 Turbo Fail name="description’

GPT-4 Turbo Fail name='"scripts'

Llama 3 8B Instruct Fail xpath://script

Llama 3 70B Instruct Fail name="scripts"

Mistral 7B Instruct Fail {"candidates": [{"locator\ value":
"name="scripts"'},{"locator\_value": "name="description"},{
"locator\_value": "script"},{"locator\_value": "<script>"
}{"locator\_value": "<script>"},{"locator\_value": "<script>

Mixtral 8x22B Fail name='"scripts'

Instruct

Mistral Large Fail <script

Table 7.7: Self-healing results with Weak Candidate Method for Test Case A5

LLM Repair Test case A5 locator repair suggestion
Example [[*[@type="button"]

Claude 3 Sonnet Fail [//button[@type="submit']

GPT-3.5 Turbo Fail type="button’

GPT-4 Turbo Pass [[*[@type="button']

Llama 3 8B Instruct Fail [linput[@type="submit']

Llama 3 70B Instruct Fail [*[type="button']

Mistral 7B Instruct Fail {/'[@type="button']'/}

Mixtral 8x22B Pass [*[@type="button']

Instruct

Mistral Large Pass [*[@type="button']




Table 7.8: Self-healing results with Weak Candidate Method for Test Case A6

LLM Repair Test case A6 locator repair suggestion
Example class:search-only

Claude 3 Sonnet Fail class="sr-only'>Search</span>

GPT-3.5 Turbo Fail class="sr-only'>Search</label>

GPT-4 Turbo Fail class="sr-only'>Search</label>

Llama 3 8B Instruct Fail [Ispan[@class="sr-only"][contains(.,'Search")]

Llama 3 70B Instruct Fail xpath://*[@class="sr-only' and text()='Search']

Mistral 7B Instruct Fail class="sr-only'>Search</span>

Mixtral 8x22B Fail [Ispan[contains(text(),'Search")]

Instruct

Mistral Large Fail class="sr-only'>Search</span>

Table 7.9: Self-healing results with Weak Candidate Method for for Test Case S1

LLM Repair Test case A7 locator repair suggestion
Example [*[@id="main-content"]/main/div[1]/div[2]

Claude 3 Sonnet Fail [*[@id="main-content]//h3

GPT-3.5 Turbo Fail I*[@id="main-content’)/main/div/div[1]/div[2]/h3

GPT-4 Turbo Pass id=main-content

Llama 3 8B Instruct Fail data-date="1717794000000'

Llama 3 70B Instruct Pass id:main-content

Mistral 7B Instruct Fail Jldiv[@id="main-content']/main/div/div[1]/div[2]/h3

Mixtral 8x22B Fail [*[@id="main-content’]/main/div/div[1]/div[2]/h3

Instruct

Mistral Large Fail /Ih3[contains(text(), 'Statistics Table"]

Table 7.10: Self-healing results with Weak Candidate Method for Test Case S2

LLM Repair Test case A8 locator repair suggestion
Example /I*[@id="dropdown-dashboard"]/li[2]/a

Claude 3 Sonnet Pass [*[@id="dropdown-dashboard"]//a[normalize-

space(.)='DataTables']

GPT-3.5 Turbo Fail /I*[@id="dropdown-dashboard"]/li[1]/a

GPT-4 Turbo Fail [I*[@id="apps-dropdown']/li[1]/a

Llama 3 8B Instruct Fail #dropdown-dashboard > li:nth-child(1) > a

Llama 3 70B Instruct Fail id="dropdown-dashboard'

Mistral 7B Instruct Fail [*[@id="main-content"]/main/div/div[1]/div[2]/h3

Mixtral 8x22B Fail [I*[@id="dropdown-dashboard‘)/li[1]/a[text()='"DataTables"]

Instruct

Mistral Large Fail /[*[@aria-controls="dropdown-dashboard}/li[1]/a




7.3 Strong Candidate Method

Table 7.11: Self-healing results with Strong Candidate Method for Test Case Al

LLM Repair Test case Al locator repair suggestion

Example File Manager

Claude 3 Sonnet Fail [I*[@id="sidebar]/div/div[1]/div/ul/li[7]/a/span

GPT-3.5 Turbo Fail II*[@id="sidebar]/div[1])/div[1]/div[1]/ul[1]/1i[7]/a[1])/span[1]

GPT-4 Turbo Fail II*[@id="sidebar]/div[1])/div[1]/div[1]/ul[1]/1i[7]/a[1])/span[1]

Llama 3 8B Instruct Fail Jlspan[@class="mI-3"]

Llama 3 70B Instruct Fail [Ispan[@class='ml-3" and contains(text(), 'File Manager")]

Mistral 7B Instruct Fail {"xpath":
“/htmi[1]/body[1]/div[1]}/aside[1]/div[1]/div[1]/div[1]/ul[1]/i[5]
fa[1])/span[1]"}

Mixtral 8x22B Fail [*[@id="sidebar]/div/div[1]/div/ul/li[7]/a/span

Instruct

Mistral Large Fail [*[@id="sidebar"]/div/div[1]/div/ul/li[7]/a/span[contains(text(),

'File Manager")]

Table 7.12: Self-healing results with Strong Candidate Method for Test Case A2

LLM Repair Test case A2 locator repair suggestion
Example id:theme-toggler

Claude 3 Sonnet Pass id:theme-toggler

GPT-3.5 Turbo Pass id:theme-toggler

GPT-4 Turbo Pass [*[@id="theme-toggler']

Llama 3 8B Instruct Pass //button[@id="theme-toggler']

Llama 3 70B Instruct Pass id:theme-toggler

Mistral 7B Instruct Fail {”xpath™:"/html[1]/body[1]/nav[1]/div[1]/div[1]/div[2])/button[4]"}

Mixtral 8x22B Pass id:theme-toggler

Instruct

Mistral Large Pass id:theme-toggler




Table 7.13: Self-healing results with Strong Candidate Method for for Test Case A3

LLM Repair Test case A3 locator repair suggestion
Example link:Start Page
Claude 3 Sonnet Fail /ntml[1])/body[1]/div[1]/aside[1])/div[1]/div[1]/div[1]/
ul[1)/1i[3)/a[1]
GPT-3.5 Turbo Fail link:http://localhost:5095/start/
GPT-4 Turbo Pass xpath:/I*[@id="sidebar]/div[1]/div[1]/div[1]/ul[1]/1i[3]/a][1]
Llama 3 8B Instruct Fail Ni[@class="flex items-center p-2 text-base text-gray-900

transition duration-75 rounded-lg hover:bg-gray-100 group
dark:text-gray-200 dark:hover:bg-gray-700"]

Llama 3 70B Instruct Fail xpath:///htmI[1]/body[1]/div[1]/aside[1]/div[1]/div[1]/div[1]
Jul[2]/i[3])/a[1]

Mistral 7B Instruct Fail

Mixtral 8x22B Pass xpath=//a[contains(@href, ‘/start/")]

Instruct

Mistral Large Pass xpath:/html[1]/body[1]/div[1]/aside[1]/div[1]/div[1]/div[1]/

ul[L]/1i[3)/a[1]

Table 7.14: Self-healing results with Strong Candidate Method for Test Case A4

LLM Repair Test case A4 locator repair suggestion
Example name:scripts

Claude 3 Sonnet Fail select[name="scripts']

GPT-3.5 Turbo Pass name=scripts

GPT-4 Turbo Pass xpath=//*[@id="main-content']

/main[1]/div[1]/div[1]/div[2]/div[1]/div[1]/div[2]/div[1]/table[1]
/tbody[1]/tr[1]/td[4]/span[1]/select[1]

Llama 3 8B Instruct Pass [Iselect@name="scripts’]

Llama 3 70B Instruct Pass name:scripts

Mistral 7B Instruct Fail “vbnet{"tag": "SELECT","class": "w-full py-1 px-2 mb-1 border
border-gray-200 rounded dark:border-gray-600 dark:bg-gray-700
dark:text-white",""name™: "scripts”,"id": "","value": "check-db-
health.py"} ™™

Mixtral 8x22B Fail id: scripts

Instruct

Mistral Large Pass name:scripts




Table 7.15: Self-healing results with Strong Candidate Method for Test Case A5

LLM Repair Test case A5 locator repair suggestion
Example [*[@type="button"]

Claude 3 Sonnet Fail /html[1])/body[1]/main[1]/div[1]/div[1]/form[1]/button[1]

GPT-3.5 Turbo Fail [*[@id="id_username']

GPT-4 Turbo Pass xpath=/html[1]/body[1]/main[1]/div[1]/div[1]/form[1]/button[1]

Llama 3 8B Instruct Fail [linput[@type="submit']

Llama 3 70B Instruct Pass xpath:/I*[@type="button' and @class="w-full px-5 py-3 text-base
font-medium text-center text-white bg-primary-700 rounded-Ig
hover:bg-primary-800 focus:ring-4 focus:ring-primary-300 sm:w-
auto dark:bg-primary-600 dark:hover:bg-primary-700
dark:focus:ring-primary-800]

Mistral 7B Instruct Fail [//button[@type="button’]

Mixtral 8x22B Fail [Ibutton[@class="w-full px-5 py-3 text-base font-medium text-

Instruct center text-white bg-primary-700 rounded-lg hover:bg-primary-
800 focus:ring-4 focus:ring-primary-300 sm:w-auto dark:bg-
primary-600 dark:hover:bg-primary-700 dark:focus:ring-primary-
800

Mistral Large Pass xpath=//button][ @type="button']

Table 7.16: Self-healing results with Strong Candidate Method for Test Case A6

LLM Repair Test case A6 locator repair suggestion
Example class:search-only
Claude 3 Sonnet Pass /Iform//label[contains(@class,'search’)]
GPT-3.5 Turbo Pass xpath:/htmi[1])/body[1]/nav[1]}/div[1]/div[1]/div[1])/form[1]/label[1]
GPT-4 Turbo Pass xpath://html[1]/body[1]/nav[1]/div[1])/div[1]/div[1]/form[1]/label[1]
Llama 3 8B Instruct Pass /Nlabel[@class="search-only']
Llama 3 70B Instruct Pass xpath://*[@class="search-only']
Mistral 7B Instruct Fail tag:LABEL
Mixtral 8x22B Pass xpath:/html[1]/body[1]/nav[1]/div[1]/div[1]/div[1]/form[1]/label[1]
Instruct
Mistral Large Pass xpath:/html[1]/body[1]/nav[1]/div[1]/div[1]/div[1]/form[1]/label[1]




Table 7.17: Self-healing results with Strong Candidate Method for for Test Case S1

LLM Repair Test case A7 locator repair suggestion
Example [*[@id="main-content"]/main/div[1]/div[2]

Claude 3 Sonnet Fail /html[1])/body[1])/div[1]/div[2]/main[1]/div[1]/div[2]/h3[1]

GPT-3.5 Turbo Pass [*[@id="main-content’]/main[1]/div[1]/div[2]/h3][1]

GPT-4 Turbo Pass [*[@id="main-content’]/main[1]/div[1]/div[2]/h3][1]

Llama 3 8B Instruct Pass /[div[div/h3[@class="flex items-center mb-4 text-lg font-semibold
text-gray-900 dark:text-white']

Llama 3 70B Instruct Pass [*[@id="main-content’]/main[1]/div[1]/div[2]/h3][1]

Mistral 7B Instruct Fail {"broken\_locator": "//*[@id="main
content’)/main/div/div[1]/div[2]/h3","locator\_candidates™: [{"tag":
"H3", "index": 87.86},{"tag": "H3", "inde

Mixtral 8x22B Fail /html[1])/body[1]/div[1]/div[2]/main[1]/div[1]/div[2]/h3[1]

Instruct

Mistral Large Pass [*[@id="main-content’]/main[1]/div[1]/div[2]/h3][1]

Table 7.18: Self-healing results with Strong Candidate Method for Test Case S2

LLM Repair Test case A8 locator repair suggestion
Example [I*[@id="dropdown-dashboard")/li[2]/a

Claude 3 Sonnet Pass [*[@id="dropdown-dashboard')/li[1]/a

GPT-3.5 Turbo Fail [*[@id="dropdown-dashboard')/li[1]/a

GPT-4 Turbo Pass [I*[@id="dropdown-dashboard‘)/li[2]/a[1]

Llama 3 8B Instruct Fail /la[contains(@href, 'api/product)]

Llama 3 70B Instruct Pass [[*[contains(@href, '/tables/)]

Mistral 7B Instruct Fail [*[@id="dropdown-dashboard']/li[1]/a

Mixtral 8x22B Fail [*[@id="dropdown-dashboard']/li[1]/a

Instruct

Mistral Large Pass [I*[@id="dropdown-dashboard')/li[2]/a][1]
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