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Governmental Internet censorship can be defined as the practice of blocking access to infor-
mation on the Internet instigated by a country’s leadership. While most countries practice
Internet censorship, the degree of it varies greatly by country. In many authoritarian countries
Internet censorship is used to suppress opposing political views and restrict access to objective
information, which makes them especially interesting targets for Internet censorship research.

China is one of the most aggressive censors in the world, and the country operates arguably
the world’s most elaborate Internet censorship systems. The system in China’s main Internet
infrastructure that filters packets travelling between China and the outside world is known
as the Great Firewall. The Great Firewall is one of the oldest and most well-known packet
filtering systems in the world, and it has been the target of active research since its birth.
The Great Firewall censors web traffic crossing China’s digital border mainly by disrupting the
normal flow of DNS queries, and HTTP and HTTPS requests. The Great Firewall also has
components that target specific protocols and tools that help users circumvent governmental
Internet censorship. Together these components form a comprehensive and dynamic system
that has been effective in separating China from the global Internet.

In this thesis we provide an overview on governmental Internet censorship with a strong focus
on functionality of the Great Firewall of China. We discuss the functionalities of different
components of the Great Firewall and describe what results regarding their effectiveness and
extent of censorship have been uncovered. Through this literature review we aim to provide an
overview of how the Great Firewall functions, what methods exist to circumvent it, as well as
what role the different censorship and circumvention methods play both in China and in the
global Internet censorship landscape.
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1 Introduction

Internet censorship can be defined as the practice of removing, manipulating, or blocking
access to information on the Internet. Internet censorship overall ranges from companies
regulating what is allowed within their company’s digital premises to large-scale censorship
orchestrated by governments. Censorship usually targets a specific group such as citizens
of a country, people participating in a social movement or users of a digital service. Cen-
sorship is used as a tool to control what the targeted group is able to access and do on
the Internet.

Governmental Internet censorship is Internet censorship that is in some way instigated
by a country’s leadership. Governmental Internet censorship is large-scale censorship that
affects nearly all residents of a country and is used for national control of the Internet.

A decrease in Internet freedom has been an ongoing trend around the world for many years
now [77] [41] [61]. Many countries practice some level of Internet censorship [54] [61], but
the severity and primary targets of censorship vary by country as does the associated
legislation. Internet censorship is mostly guided by national laws. In western countries
Internet censorship has been used for example to restrict access to child abuse material
or sites infringing on copyright laws: In Finland there is a law that allows the National
Bureau of Investigation (Finnish: Keskusrikospoliisi) to maintain a secret list of sites
reported to contain child abuse material that Internet Service Providers (ISPs) can choose
to censor for their customers [1]. As another example, the USA has extensive copyright
legislation that is used to back up requests for take downs of infringing content online [81].

Internet censorship can also be used by governments for political control. It has been
shown that aggressive governmental Internet censorship is connected to authoritarianism
[41] [25] [29] [13], where Internet censorship is used to suppress opposing political views
and restrict access to objective critical information. The main disadvantages of digital
authoritarian practices to citizens are increased unreasonable surveillance, restrictions to
freedom of expression, prevalence of disinformation, and increased obstacles to critical
information [29]. All of this makes authoritarian countries especially interesting targets
for Internet censorship research.

China has arguably the world’s most elaborate Internet censorship systems. The system in
China’s main Internet infrastructure that filters packets travelling between China and the
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outside world is known as the Great Firewall (GFW). The Great Firewall is a black box to
largely everyone else except its operators, but being one of the oldest and most well-known
packet filtering systems in the world, it has been the target of active research since its
birth. Since it is possible to probe the system from both outside and inside of China, it is
possible to infer information about how the system works and how it is evolving.

The Great Firewall censors web traffic crossing China’s digital border mainly by disrupting
the normal flow of Domain Name System (DNS) requests [47] [9], and Hypertext Transfer
Protocol (HTTP) and Hypertext Transfer Protocol Secure (HTTPS) requests [70] [46] [20].
The Great Firewall also has components that target specific protocols and services whose
aim is to help users circumvent the above mentioned web censorship [89] [6] [91]. Together
these components form a comprehensive and dynamic system that has been effective in
separating China from the global Internet.

In this thesis we provide an overview on governmental Internet censorship with a strong
focus on functionality of the Great Firewall of China. We discuss the functionalities
of different components of the Great Firewall and describe what results regarding their
effectiveness and extent of censorship have been uncovered. Through this literature review
we aim to provide an overview of how the Great Firewall functions, what methods exist
to circumvent it, as well as what role the different censorship and circumvention methods
play both in China and in the global Internet censorship landscape. While the censorship
methods used in the Great Firewall have also been implemented in other countries and
the related circumvention techniques can be used elsewhere as well, the focus of this thesis
is on how the methods have been implemented in China specifically.

The rest of the thesis is structured as follows: In Chapter 2 we discuss the basic concepts
in Internet censorship and introduce the most common methods used by governments to
censor the Internet. We also introduce a basic research setup commonly used in Internet
censorship research targeting large national packet filtering systems. In the following three
chapters we take a deeper look into the different functionalities of the Great Firewall. In
Chapter 3 we describe the DNS censoring capabilities of the Great Firewall and discuss
related DNS specific circumvention methods. Chapter 4 is dedicated to censorship of
HTTP and HTTPS and circumvention methods that are specific to the two protocols. In
Chapter 5 we discuss the workings of generic Internet censorship circumvention protocols
developed to circumvent Internet censorship of any kind as well as how these protocols are
being censored in China. In Chapter 6 we discuss challenges related to Internet censorship
research. Chapter 7 concludes the thesis.



2 Internet censorship

In this chapter we introduce the basic concepts of Internet censorship. Our focus is on the
protocols that are under censorship in China through the Great Firewall. In Section 2.1 we
introduce basic concepts in Internet censorship and explain common and useful terms. In
Section 2.2 we revise DNS, HTTP and HTTPS protocols from Internet censorship point of
view and explain how each of the protocols is commonly censored. In addition, we take a
look at how the methods compare in terms of global popularity. In Section 2.3 we discuss
how packet filtering systems such as the Great Firewall are commonly studied. In order
to better understand the Great Firewall specific research results in chapters 3 through 5,
it is useful to be familiar with the context in which the censorship takes place. For this
purpose we briefly introduce the Internet landscape in China from an Internet censorship
point of view in Section 2.4.

2.1 Basics of Internet censorship

In the context of Internet censorship, a censorship device is a device in the network
whose purpose is to block access to specified resources or services on the Internet. A cen-
sorship device is commonly referred to as a censor and the words are used interchangeably.
It is customary to also refer to the humans who operate these devices as censors, but to
avoid confusion, when we need to specifically refer to the goals and motivations of the
humans operating the censorship devices, we refer to them as operators. The operators of
the censorship system use censorship devices to automate the censoring process. The op-
erators dictate which resources or services should be blocked and configure the censorship
devices accordingly.

In an Internet censorship scenario we have a user, a resource on the Internet the user is
trying to access, and a censor who is configured to block access to the resource. This
basic setup is depicted in Figure 2.1. The resource, for example a web page, is hosted on
a server. The user typically uses a client software, such as a web browser, to access the
resource on the server. In order to block the user’s access to the resource, the censor needs
to be located in the network sense between the client and the server. More specifically,
the user’s request for the target resource needs to pass through the censor in order for the
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Figure 2.1: Internet censorship scenario. The censor is in between the client and the server and inspects
the packets passing through. The yellow circles represent other nodes in the network.

censor to inspect and subsequently interfere with the request.

A censor observes the traffic passing through it, and in case it notices traffic towards
a resource categorised as unwanted it moves to block the connection between the client
and the server. How the censor detects unwanted traffic is dependent on the protocol
carrying the traffic. A censor can block a connection by dropping the unwanted packets
or by crafting and injecting packets to the client and the server that cause them to stop
communicating with each other.

Censorship devices can be categorised into two categories based on their characteristics.
An in-path censor is a networking device that does packet forwarding as its main function-
ality but also has censorship capabilities [84] [54] [17] [62]. An in-path censor can be for
example a router that has software with censorship capabilities installed and configured
on it. Since in-path censors have full access to the packets passing through them, they can
manipulate the contents of the original packets or completely drop them, as well as inject
crafted packets to the connection between the client and the server. Because an in-path
censor does censoring in addition to its normal networking operations such as packet for-
warding, in-path censors tend to operate under strict time constrains and usually cannot
do time-consuming analysis on the packets.

A censor is said to be on-path if it is not an actual node on the network path from the
client to the server, but instead it only inspects packets passing through the point where
it is connected to the path [84] [54] [17] [62]. An on-path censor is typically a specialized
middlebox that can do time-consuming packet analysis since it has no other purpose except
to censor traffic. An on-path censor cannot manipulate or drop the original packets, it
can only interfere with a connection by injecting new crafted packets. Most components
of the GFW are on-path censors.

Governmental Internet censorship devices overall tend to reside close to the censoring
nation’s border routers, measured by hops, and be deployed in high ranking Autonomous
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Systems (ASes) and in large ISP networks with many customers [54] [69] [8].

In Internet censorship collateral damage is an important concept that refers to content
that is blocked as a consequence of censorship but which the operators of the censorship
system did not intend for the censorship device to block. An example would be a scenario
where a censor is blocking all websites that contain a predefined keyword in their domain
name. In this case innocent sites whose domain names coincidentally contain this keyword
would be censored as collateral damage. Usually the operators are vary of causing collateral
damage with their censorship system and censorship circumvention techniques often try
to leverage this by making it too expensive for censors to block something due to excessive
collateral damage.

2.2 Common Internet censorship methods

Web traffic is the number one target of Internet censorship. This means when a government
wants to censor something on the Internet, they aim their censorship at the protocols that
form the core of web browsing: DNS, HTTP or HTTPS. When a user types in an URL to
their browser or clicks a link that takes them to a website, the browser first makes a DNS
query to solve the domain name to its IP address. This is the first chance for the censors
to interfere. The act of manipulating DNS responses with the goal of preventing the
client from receiving the correct IP address is called DNS censorship. After the client has
solved the domain name to its IP address, the browser makes an HTTP or HTTPS request
towards the server the IP address belongs to. This is the second chance for the censors to
interfere. The act of interfering with the normal HTTP or HTTPS request-response cycle
is called HTTP or HTTPS censorship respectively.

In this section we discuss how DNS, HTTP and HTTPS censorship work. We concentrate
on these methods specifically due to their prominence in the global Internet censorship
landscape as well as due to how DNS, HTTP and HTTPS censorship components form the
core functionality of the Great Firewall of China. While we cover these methods separately,
it is good to note that countries can utilize multiple different censorship methods at the
same time, meaning a single user can be under DNS, HTTP, HTTPS and other forms of
censorship simultaneously.

Before we explain how DNS, HTTP, and HTTPS censorship work, it is necessary to
understand how censors can severe a TCP connection through a TCP reset attack.
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Figure 2.2: A TCP reset attack. The censor injects RST packets into the TCP connection in order to
severe it and block all further communication between the client and the server.

TCP reset attack

A TCP reset attack can be used to severe a TCP connection between two endpoints. It
is a common way for on-path censors in practice to block access to a resource after they
have detected through other means, such as through an HTTP request, that someone is
accessing unwanted content. A TCP reset attack can be thought of as a tool the censor
can use to enforce DNS, HTTP, or HTTPS censorship.

A TCP reset attack utilises a normal and intended mechanism of the TCP protocol, namely
the RST flag which is used to indicate the sending side has encountered some kind of error
and it aborts the connection. Figure 2.2 depicts the steps in a TCP reset attack: First,
a censor inspects a packet carrying a TCP segment passing through it in the network
and uses some criteria to determine this is a connection it wants to censor. What criteria
is being used depends on the application layer data being carried in the TCP segment.
Second, the censor crafts two packets with TCP segments where the TCP RST flag is set,
and sends the crafted packets to the client and the server or to only one of them depending
on the implementation of the censor. The packets carrying these segments are referred to
as RST packets. If the RST packets are correctly crafted, once the client or the server
receives such a packet, it aborts the TCP connection without any further exchanges. The
censor achieves its goal of severing the connection between the client and the server.

In order for a censor to accurately inject RST packets into the TCP connection, the censor
needs to know the status of the connection [84] [17]. The censor needs to correctly utilize
state information, such as sequence and acknowledgment numbers and what parts of the
handshake have been completed, to craft the segments so that they look acceptable in
the context of that particular TCP connection. If the crafted segments do not follow the
protocol properly, they might be ignored by the end points and the connection does not
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terminate. In practice this means censors have to maintain Transmission Control Blocks
(TCB) that contain state information per connection. TCBs are an important part of the
TCP protocol in general and not something specific to Internet censorship. The client and
the server, also create their own TCBs as part of the protocol and update those as they
send and receive TCP segments. A censor is said to be stateful if it maintains TCP state
information.

DNS censorship

Before we introduce DNS censorship, let us recapitulate in slightly more detail how the
DNS protocol works. DNS is an Internet wide distributed database that is used to map
domain names to IP addresses [34] [35]. An example of a domain name is www.helsinki.fi
where www. is the subdomain and .fi is the top-level domain. DNS is most often used
when a user types a URL containing a domain name into their browser’s search bar or
clicks a link, and the browser sends out a DNS query to find out the IP address matching
the domain name. The browser sends the query to a recursive DNS solver also known as
a DNS resolver. The resolver is a DNS server that solves the client’s query by contacting
other DNS servers in the DNS resolution chain until the authoritative name server for
the domain in question tells the recursive resolver the IP address of the domain name it
requested. The resolver returns this answer to the client, and in case of web browsing, the
browser now knows where to send the HTTP or HTTPS request to. DNS records can be
cached in the browser, the resolver or elsewhere in the DNS chain to speed up the queries.

DNS was originally designed to be an unencrypted protocol and it most often runs on top
of UDP for efficiency [34] [35]. DNS can also be used on top of TCP which is used for
example when the reply is larger than the maximum UDP frame. The standard port for
DNS is 53.

DNS queries can be censored primarily in two ways: either a censor is on the path between
the client and the resolver, or the resolver itself does not return legitimate replies to the
queries it receives. These two situations can also occur at the same time.

The case where the resolver itself is acting as the censor is depicted on the left side of
Figure 2.3. When the resolver itself is the censor, DNS censorship works as follows: The
user tries to access a website through a browser, and the browser sends a DNS query to a
recursive resolver, such as the resolver of the user’s ISP or an open resolver that answers
queries made by any client. The resolver reads the domain name from the DNS query and
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Figure 2.3: DNS censorship. The left side depicts a scenario where the resolver itself is the censor. The
right side depicts a scenario where the censor is on the path between the client and the resolver.

checks this against a list of blocked domains or keyword rules it has [61] [47] [66]. The
list can contain rules such as *.youtube.com, which would block youtube.com regardless
of the subdomain used. If the domain name in the request matches a rule or a blocked
domain on the list, instead of replying to the DNS query with the actual IP address of
the requested domain, the resolver returns a false reply with an IP address that redirects
the user to another server under control of the censor. This false reply will also poison
the local DNS cache of the client. The server returns a blockpage that tells the user the
site they were trying to access is being censored. Instead of a blockpage censors can also
return DNS related error messages indicating the domain is non-existent or that the DNS
server encountered an error, or return replies with private IP addresses [9] [66].

A user can choose the DNS resolver they want to use and switch to a resolver that does
not censor DNS queries. However, it is still possible for the censor to be on the path
between the client and the resolver and interfere with the queries. This is the overall
model after which the GFW works. This type of DNS censorship is depicted on the right
side of Figure 2.3. In this case, DNS censorship works in the following way [47] [8]: The
user tries to access a website and the browser sends a DNS request as described above.
The request is forwarded from router to router on its way to the DNS resolver, and at
some point the request passes through the censor. Since the request is unencrypted, the
censor is able to read the domain name written on the request. The censor runs a similar
comparison to its list of blocked domains as described above and if the domain matches
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a blocking rule, the censor moves to interfere. The censor crafts a fake DNS reply that
contains an IP address that will redirect the user to a server that returns a block page.
The censor sends this fake reply back to the client. In the most common case, the censor
is an on-path censor and is unable to prevent the original DNS query from reaching the
DNS resolver, which means the DNS resolver will also reply to the request. However, in
the network sense the censor is usually located closer to the client and hence the fake
reply will arrive earlier than the legitimate reply from the resolver. The client processes
the first reply that arrives which is almost always the fake one that redirects the user to
a blockpage. The client ignores the legitimate reply that arrives later.

If the client is using DNS over TCP, the censor has no need to inject a fake reply, but can
use a more simple method to interfere with the DNS queries. After the censor perceives
a DNS query for a blocked domain passing through it over a TCP connection, the censor
can use a TCP reset attack to severe the TCP connection between the client and the DNS
resolver before the client receives the DNS reply [54] [47].

HTTP and HTTPS censorship

In a similar manner, before introducing HTTP and HTTPS censorship, let us briefly
recapitulate HTTP and HTTPS from the point of view of Internet censorship. HTTP is
a well-known application layer protocol used most often to request webpages and other
data over the Internet [39]. HTTP works in a stateless request-response manner where a
client sends a request and the server responds. An HTTP request comprises of three main
sections: a request line, possibly multiple headers, and an optional body section. From
the point of view of Internet censorship, the request line, which contains the path to the
resource the user requested, and the Host-header, which contains the domain name of the
webpage, are the parts censors are interested in. Most often HTTP content is exchanged
over TCP. Pure HTTP messages are exchanged in plaintext.

HTTP censorship works very similarly to how DNS queries are censored by an on-path
censor between the client and the server [70] [54] [46]: A user attempts to navigate to a
webpage on their browser either through a link or by typing the URL of the site to the
browser’s search bar. After the browser has resolved the domain name to an IP address
through DNS and formed a TCP connection with the server hosting the webpage, the
browser sends an HTTP GET request to the server requesting the webpage. The request
travels through the network until it passes through a censor which maintains a list of
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Figure 2.4: HTTPS censorship. The censor observers an unwanted domain name in the SNI header and
uses a TCP reset attack to severe the connection between the client and the server.

blocked domains or keywords. The censor looks at the Host-header in the HTTP request,
and if the Host-header matches an entry in the blocking list, the censor injects an HTTP
response that redirects the user to fetch a blockpage created by the censor. The legitimate
HTTP response that later arrives from the original server is ignored since the browser
already received a response to the request. Instead of returning a blockpage the censor
can alternatively sever the underlying TCP connection through a TCP reset attack. The
censor can also consider other fields in the HTTP request in addition to the Host-header.

HTTPS is the secure version of HTTP [71], where the application layer data is encrypted
using Transport Layer Security (TLS) [72]. This means that the TCP payload that con-
tains the HTTP data is not transported in plaintext. In order to encrypt the application
data, a handshake is needed. The TLS handshake is performed right after the three-way
TCP handshake has completed. During the handshake, the client and server among other
things authenticate the server and generate symmetrical session keys that are used to
encrypt the content of the following communication.

From an Internet censorship point of view there is one extension header often included
in the first TLS handshake message the client sends, the ClientHello, that is especially
important. Many web servers host multiple domains which means websites can share the
same IP address but have different domain names. Each domain has its own certificate
so the server needs to know the domain the client is trying to access in order to present
the correct certificate during the handshake. This domain name is given in an extension
header of the ClientHello message called the Server Name Indication (SNI) [15]. The SNI
header is sent in plaintext since not enough information has yet been exchanged for the
handshake to be encrypted. This enables censors to read the domain name the client is
trying to access even when the following HTTP data is encrypted.
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Censor Method % During Study Period % All-Time
HTTP censorship 49 69
HTTPS censorship 41 44
Internet shutdowns 29 40

DNS censorship 24 46
IP or port blocking 9 30

Bandwidth throttling 6 13
Protocol fingerprinting 6 13

BGP attacks/disruption 1 11

Table 2.1: Internet censorship methods as measured by Master and Garman [61]. The numbers tell the
percentage of studied countries that used the method during the study period as well as the percentage
of countries that had used each method overall. Table modified from Master and Garman. In the original
DNS censorship is listed as DNS tampering, HTTP censorship as HTTP/URL/keyword filtering, and
HTTPS censorship as TLS-based filtering and the order of the rows is different.

HTTPS censorship works similarly to how HTTP censorship works; only the location of
the requested domain name is different. The basic setup in HTTPS censorship is depicted
in Figure 2.4. A user accesses an HTTPS website, and after a DNS resolution the browser
forms a TCP connection with the server and starts the TLS handshake. A censor on the
path between the client and the server inspects the packets passing through it, and if it
perceives a ClientHello message with a forbidden domain in the SNI extension header, it
uses a TCP reset attack to severe the TCP connection between the client and the server
before the TLS handshake finishes and actual data is exchanged [20] [54] [46]. In most
research, HTTPS censorship, TLS censorship, and SNI censorship, all refer to the same
practice of censoring HTTPS connections through the SNI header.

Role of DNS, HTTP and HTTPS censorship globally

In 2023 Master and Garman [61] conducted a systematic literature review to gather data
on which censorship methods were being used now or had been used in the past in dif-
ferent countries around the world. They studied around 70 countries most of which are
high profile censoring countries and combined results from their literature review with
quantitative data from different censorship measurement platforms.

Table 2.1 summarizes their results. According to Master and Garman HTTP and HTTPS
censorship are the most prominent forms of Internet censorship globally [61]. Out of these
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Figure 2.5: Popularity of DNS, HTTP and HTTPS censorship methods as measured by Jin et al. [54].
Figure by Jin et al.

two methods HTTP censorship is measured as the most used censorship method in the
world. As can be seen from the table, HTTP censorship is not only the most used method
during the study period but is also historically the most popular method. Popular in this
context means that a method is being used in more countries than any other method. Due
to the global scale of the study, the results only record whether a method is being used at
all in each country, and it does not take into account for example how prevalent a method
is compared to other Internet censorship methods within the same country.

These results are further supported by another global study by Jin et al. [54]. Compared
to the study by Master and Garman, Jin et al. studied a much larger set of 177 countries
and instead of a literature review, they gathered measurement data themselves through
vantage points in each country. Their results are summarized in Figure 2.5. According
to Jin et al. the most common combination of methods is using HTTP and HTTPS
censorship together, although a sizeable number of countries utilize all three methods,
DNS, HTTP, and HTTPS censorship simultaneously. Similarly to Master and Garman,
their study also only recognizes whether a method is overall being used in a country.

According to both studies, while most high censoring countries censor both HTTP and
HTTPS, in countries where less censorship or fewer methods are observed, HTTP is over-
represented as the sole censorship method [61] [54]. This indicates that there is a number
of countries that have not updated their Internet censorship systems to include HTTPS
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censorship despite the prominence of HTTPS in modern web browsing. To better illustrate
the role of HTTPS in the modern web, according to Google Chrome’s own statistics [50],
from the ten countries they used as representatives in their measurements, 88 - 99% of
web traffic in early 2025 was HTTPS. Every country that wants to censor web traffic in
any meaningful way needs to block both protocols, since only censoring one would provide
an easy way to host censored content on websites using the other protocol. A positive
interpretation of these results would be that multiple countries are unwilling to further
invest in Internet censorship, even if they have done so in the past.

Master and Garman also found evidence of ongoing persistent DNS censorship in multiple
countries, such as China, Iran, Myanmar and United Arab Emirates. However, according
to their results, DNS censorship is not widely adopted around the world compared to
other censorship methods, and no country they studied is using DNS censorship as its
only Internet censorship method. On the global ranking of Internet censorship methods
by popularity DNS censorship ranked fourth behind Internet shutdowns, HTTP-, and
HTTPS censorship (Table 2.1). Jin et al. also arrived at the same conclusion: DNS
censorship is not prevalent around the world. According to their results only China and
Iran are in any meaningful way censoring regular DNS over UDP.

According to historical data Master and Garman collected, the role of DNS censorship
seems to have diminished over time, which can also be seen from Table 2.1 when com-
paring the All-Time column with the percentages observed during the study period [61].
The authors speculate that this might be due to there being multiple relatively easy and
effective methods to circumvent DNS censorship, which might make DNS censorship seem
unworthwhile for most censors to implement and manage in today’s Internet. It might
also be that HTTP(S) based methods are deemed sufficient and more proficient at the
task.

Other Internet censorship methods

For the sake of completeness, we should mention a few other prominent Internet censorship
methods, that will not be covered in detail in this thesis but still deserve a mention.
Table 2.1 provides a good overlook of the diverse set of Internet censorship methods
that governments around the world can utilise. In addition to DNS, HTTP and HTTPS
censorship, other Internet censorship methods include Internet shutdowns, IP address
blocking (listed in Table 2.1 as IP or port blocking), and bandwidth throttling. Protocol
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fingerprinting is an advanced method also employed in the Great Firewall of China, and
we cover protocol fingerprinting in Chapter 5. Border Gateway Protocol (BGP) attacks
are not very common and we will not explain them here.

Government ordered Internet shutdowns have become an increasingly common method
to censor the Internet [13] [55]. An Internet shutdown is an intentionally caused outage
where access to Internet is entirely removed from an area for a controlled amount of
time typically during political unrest with the goal of making digital communication and
information sharing difficult. Despite Internet shutdowns being a prominent censorship
method, shutdowns are not very common in China [25].

IP address blocking has historically been an important method to censor the Internet
[54] [61]. IP address blocking refers to a censor maintaining a blacklist of IP addresses
that it blocks access to. If a censor notices a packet with a blacklisted IP destination
address passing through it, it moves to interfere with the connection. IP address blocking
was more widely used in the past, but on the modern Internet it can easily cause too
much collateral damage if used carelessly. A single web server with one IP address can
host multiple web domains, and if the censor blocks the server by its IP address with
the intention of censoring one unwanted domain hosted on the server, the other domains
also become blocked as collateral damage. Despite this, some censors, including the Great
Firewall of China, still utilize their existing IP address blocklists [23], and IP address
blocking can also be used as a complementary method to make more complex censorship
methods efficient through something called residual censorship [91].

Residual censorship is a functionality that well-resourced governmental censors such as the
GFW can employ: after detecting and blocking an unwanted connection through protocol
specific means, such as HTTPS censorship, the censor records the triple (client IP address,
server IP address, server port) and blocks all further communication associated with that
triple with TCP RST packets to both directions for a short period of time [16]. Residual
censorship is likely a mechanism that helps to save computing resources of the censor: the
censor can replace a computationally more expensive analysis with a simple lookup for
the consequent requests between the same client and server that are likely to follow.

Port blocking refers to blocking all traffic towards a certain port [61]. Port blocking enables
censors to essentially block whole protocols, since blocking all traffic towards the HTTPS
port 443 for example would censor all traffic using that port.

Bandwidth throttling is the act of artificially considerably slowing down traffic towards
or originating from selected targets on the Internet, so much so that the target becomes
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Figure 2.6: Probing a packet filtering system from inside the censoring country. The observer connects
to a VPS inside the country and sends probes to a server outside of the censoring country to test for
censorship. Blue nodes are under control of the observer.

practically unusable from the censored region for a period of time [61] [92]. A typical
target would be a social media platform. The benefit of bandwidth throttling is that it
is a relatively invisible censorship method, as from the users point of view it might seem
like the issue is with the platform itself.

2.3 Studying packet filtering systems

Most countries do not publish information about their Internet censorship systems or how
they work. This means censorship systems such as the GFW are essentially a black box to
anyone else except their operators, and research is often the only way to infer information
about how these systems work. In this section we describe a common research setup used to
study packet filtering systems. This high-level description is based on the research articles
used throughout the thesis, and we cite a non-exhaustive list of prominent examples here
[47, 9, 53, 70, 20, 46, 23, 37, 36, 6, 91, 54]. In this discussion we call the entity researching
the censorship system an observer and refer to the censoring regime simply as the country.

Studying the structure and behaviour of a packet filtering system usually involves sending
packets through the censoring devices and measuring the response against the expected
result. If the component of the censorship system under test, such as HTTPS censors, work
bi-directionally, the observer can try to probe the system both from inside and outside to
gain the most information.
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Probing the system from inside the country commonly requires a few nodes. The setup
described here is depicted in Figure 2.6. The first node is a computer outside of the
country that the observer can use to connect to a Virtual Private Server (VPS) or another
computer under control of the observer located inside the country. The observer uses this
computer to send test instructions to the VPS. The VPS is then used to send test probes
through the censorship system to simulate how a citizen of the country would request a
resource hosted outside the censoring country. The test probes pass through the packet
filtering system, aiming to reach either a public web server hosting the requested resource
or a control server of the observer. The test probes may or may not solicit a response
from the packet filtering system while passing through it. The result, either the legitimate
target resource or an injected response by the censors, is captured by the VPS and possibly
by the control server. The received reply is recorded and compared to the expected result.

Probing the system from outside of the country can be done with a similar setup, but the
probes are naturally sent from the observer’s computer outside of the country to a VPS
or a public web server inside the censoring regime. The results can then be collected from
the probing computer and possibly also from the VPS inside the country.

Internet censorship research commonly studies either what or how something is being
censored. When the focus of a study is on what is being censored, it means aiming to
accurately find out the blocking rules or domain lists being used in the censoring nodes.
Often the only way to find out what domains are being blocked is to send a large number
of queries for different domains through the censoring system and see which ones are being
censored and which ones are not. Identifying the expected result without censorship is not
always simple due to for example geotargeting. Since it is practically impossible to test
all domains against a system, it is necessary to form some form of base pool of domains.

A common way to form these base pools is to use some global domain ranking that ranks
domains based on their popularity. Before being discontinued in 2022, a common choice
of domain ranking for research purposes was Amazon’s Alexa Traffic Rank. The practice
of using global domain rankings in research has also been questioned, due to how different
rankings rarely agree on popularity of domains and how there has been evidence of how the
rankings are susceptible to manipulation [68]. To counter this, Le Pochat et al. developed
the Tranco ranking [2] that aims to be a more research oriented domain ranking that is
hardened against manipulation and that combines ranking results from multiple global
domain ranks to achieve more accurate results. After its creation the Tranco ranking has
been used in multiple Internet censorship studies.
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In addition to testing popular domains, for country specific studies, research groups often
include country specific domain lists into the base pool, such as local lists provided by
Citizen Lab [27]. These types of regional domain lists typically comprise of domains that
are known to contain material on sensitive topics that have been reportedly been censored
in the country in question.

After probing a system against a base pool, it is possible to gather statistics such as
the percentage of censored domains and to classify the censored domains to gain more
insight on how Internet censorship is being used in that particular country. A domain
categorization tool from FortiNet called FortiGuard [85] is commonly used in Internet
censorship research to categorise websites or individual pages based on their "dominant
content". The FortiGuard categorisation includes categories such as "news and media" and
"personal websites and blogs" for example. How the base pool was formed and at what
time influences results of domain based analysis and is something that needs to be taken
into account especially when comparing results between studies made by different groups.

2.4 Internet censorship landscape in China

China has been recorded to be one of the most aggressive censors in the world [54] [61].
In the 2024 Freedom on the Net ranking by an American non-governmental organisation
Freedom House the six worst offenders of global Internet freedom were China tied with
Myanmar, then Iran, Russia, Cuba, and Vietnam, with China being the worst offender
for the 10th consecutive year [41]. As a result, China has for years been a major target of
Internet censorship research.

The Internet censorship landscape in China is characterised by the thorough governmental
control over Internet infrastructure, national companies and information on citizens [95].
Internet censorship in China is so efficient precisely due to how censorship is enforced
both through technical means in the Internet backbone through the Great Firewall and
in social media applications, as well as in legislation that binds both individual citizens
and businesses. Countries such as China and Russia follow an ideology that has been
called "cyber sovereignty", according to which countries should be allowed to control their
national networks similarly to how they control their physical borders [75].

Multiple government ministries together oversee the enforcing of digital censorship in
China and the management of the Great Firewall also falls under their responsibility
[25]. Governmental control through ministries ensures censorship policies are uniformly
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implemented throughout China.

There are only few internet exchange points that are all controlled by the government, and
all ISPs connect to the outside world through these [25]. The largest ISPs, China Telecom,
China Unicom and China Mobile, are state-owned and dominate the telecommunication
market [46] [25] [24]. ISPs, cloud providers and other companies in China are legally
obliged to hand over their data to the government for inspection if asked [95] [57]. Internet
companies periodically receive orders from the government to censor certain topics and a
company faces considerable negative consequences in case it fails to comply [25]. VPNs are
heavily regulated and can be used only after government approval for specific purposes.
It is illegal to use an unapproved VPN, which means many Chinese and international
commercial VPNs are illegal in China. It is also illegal to spread information about or
provide services to bypass the GFW.

Building of the Great Firewall apparently started in the late 90’s under the name of
"the Golden Shield Project" [47]. Internet censorship has been built into the Internet
infrastructure of China since the beginning [95], and this is likely one of the reasons why
China has managed to build such sophisticated and comprehensive censorship systems.

Even though the intentions of the Chinese government are not clearly documented, the
purpose of the GFW can be inferred from the sites and topics it censors: The purpose of
the GFW is to block Chinese citizen’s access to selected resources abroad with the goal of
controlling information about the government [70] [95] [25]. Another purpose seems to be
to make civil organizing and protesting more difficult [56] [95]. The role of the GFW is
to block popular foreign applications and services such as Facebook, Instagram, Twitter,
and YouTube, since the Chinese government cannot easily control the content posted on
these platforms, which forces most Chinese people to use domestic alternatives for social
media that are strictly monitored and censored through social media censorship [26].

Some topics have been controversial in China for a very long time and tend to always
be censored. Permanently taboo topics in China include the Tiananmen square protest
and massacre, independence of areas under the Chinese rule such as Taiwan and Tibet,
democracy and multi-party systems, the Falun Gong movement, human rights, dissidents,
civil organizing and censorship circumvention [70] [95] [28]. Foreign news sites that cover
Chinese issues are often censored. More recent topics the Chinese government wants
to strictly control the narrative of include COVID-19 and the oppression of the Uighur
ethnic minority in Xinjiang [70]. In addition to these topics for example porn is actively
censored in China [42] [43]. The degree of digital censorship is not uniform across China
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as for example the Uighur minority in Xinjiang is censored and monitored much more
excessively and invasively than majority Chinese citizens [29].

In authoritarian countries the amount of Internet censorship and tactics used to employ it
often fluctuate. Many countries increase the amount of censorship or implement harsher
policies during politically sensitive times, such as during elections, protests or mobilizations
[13] [32], or as a reaction to controversial events [57] [10]. China is not an exception and has
been recorded to tighten its censorship policies during political events such as important
meetings of the Chinese Communist Party (CCP) and conversely to censor less aggressively
after such events are over [6] [91].

Internet censorship by the GFW seems to be limited to mainland China: areas under the
influence of the Chinese government, such as Hong Kong and Taiwan, are almost never
affected by the GFW and its censorship [70].

Social media censorship is prominent in China and it is an area of digital censorship
that has been well researched [10] [56] [93] [57]. Even though the focus of this thesis
is on the GFW, for the sake of completeness, we discuss social media censorship here
briefly and will not come back to this later in the thesis. While social media censorship
is different from Internet packet filtering, they are complementary tactics used to achieve
control over information in every corner of the Internet: the GFW censors content that
is hosted outside of China, while social media censorship is used to censor content hosted
on domestic Chinese applications and services. It can be argued that the GFW is what
makes social media censorship in China so effective, since it forces normal Chinese citizens
to use censored domestic applications instead of global alternatives.

Social media censorship targets posts, videos and audio by looking for banned keywords or
other signs of forbidden content [10] [56] [93] [57]. Content or accounts that are flagged for
containing sensitive keywords are hidden or removed. Social media companies in China
have to comply with national censorship laws that make them legally responsible for
content posted on their services [95] [57]. These laws are often purposefully vague and can
be used arbitrarily, pushing companies to over-censor, since it is safer. Many applications
and public computer services such as Internet cafes implement real ID identification to
easily trace any activity back to a real person [29]. In addition to social media sites, search
engine results [10] and email are also censored [58]. Search engines that do not comply
with the national censorship laws cannot operate in China. As an example, Google used
to be available in China, until it was driven out of the country by the government due to
Google allowing its customers access to an uncensored version of their search engine [24].



3 DNS censorship in the Great Fire-
wall

In this chapter we take a look at DNS censorship in the Great Firewall of China and
what methods have been studied to circumvent it. The Great Firewall is a packet filtering
system that affects traffic travelling between China and the rest of the world, which means
a Chinese user would encounter DNS censorship of the GFW when trying to use an
open DNS resolver outside of China. In Section 3.1 we discuss how DNS censorship
has been implemented in the GFW, what kind of domains are censored through DNS
censorship, and how DNS censorship of the GFW has been studied. In Section 3.2 we
take a look at what research has been conducted about DNS censorship carried out by
DNS resolvers themselves, since this affects the comprehensiveness of DNS censorship and
available circumvention options in China. In Section 3.3 we discuss what DNS specific
ways have been developed to circumvent DNS censorship, the most prominent of such
methods being encrypted DNS.

3.1 DNS censorship

Records of the GFW using DNS censorship can be traced back to at least year 2002 [8]. At
the time DNS censorship provided a more permanent and flexible way to block a website as
opposed to simply statically blacklisting the website’s IP address [60]. According to early
studies focusing on DNS censorship in China by Lowe et al. in 2007 [60] and Anonymous
et al. in 2014 [8], it seems the DNS censorship in the GFW stabilized to its current
model quite early on before year 2007. The system has not undergone major architectural
changes since then.

China is globally the number one country to censor through DNS, both over UDP and
TCP [54]. This is likely one of the reasons why DNS censorship of the GFW has been the
target of much research despite how DNS censorship is globally a relative unused method:
China is one of the few countries in the world that uses DNS-based techniques to enforce
large-scale national censorship [61].
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Figure 3.1: DNS censorship by the GFW (IPv4). Instead of directing the user to fetch a blockpage,
DNS censors of the GFW return publicly routable IP addresses that do not belong to it. This directs to
user to unexpected or non-existent landing pages.

DNS censorship model

The GFW’s DNS censorship system is an on-path censor that censors DNS over UDP
by injecting fake replies to DNS queries that contain blocked domain names or keywords
[47] [9] [8]. When censoring DNS over TCP the GFW uses the most common method in
general to block any communication over TCP, a TCP reset attack [47] [54]. The system
is bi-directional which means it censors queries passing through it in both directions, and
the system can be probed from both inside and outside of China. The GFW seems to only
block DNS queries sent to the standard port 53 and sending DNS queries to other ports
does not trigger the censorship system [47] [9]. The DNS censors seem to be located at
border ASes in China [8].

Even though the way the GFW censors DNS queries over UDP follows the common model
described in Section 2.2, the way the GFW crafts its fake replies is unusual. Most other
countries with DNS censorship systems return an explicit block page that explicitly tells
the user the domain they were trying to access is blocked [9]. This gives a sense of
transparency. However, to IPv4 queries (type A queries), the GFW returns publicly
routable IP addresses usually belonging to large American companies such as Facebook,
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Twitter or Dropbox [47] [9] [54]. The DNS censorship model of the GFW is depicted in
Figure 3.1. The addresses are returned from a periodically changing pool that consist of
around 1800 IPv4 addresses [47]. Around 600 of these addresses make up 99% of the IP
addresses used in the fake replies. There seems to be a connection between the requested
domain and the IP address returned in the fake reply, since querying specific domains
elicits responses from specific subpools of IP addresses instead of the whole pool [9] [47].
This practice of returning publicly routable IP addresses makes it more challenging from
Internet censorship research point of view to automatically detect when a reply is fake,
since the landing pages can contain varying content instead of a static blockpage.

For IPv6 queries (type AAAA queries) the GFW simply returns a non-existent IP address
[9] [47]. For one DNS query it is possible to receive a fake reply from multiple DNS censors
which increases the chances of a fake reply being the first to make it to the client and
also helps cover for cases where a single censoring device is unable to handle all requests
passing through it.

The DNS censorship system manages to block the censored domains practically every time
when the query is sent from inside China [47]. It seems there are sometimes cases when
the legitimate reply arrives first and this is suspected to be due to the censors having
reached their computational limits, but according to Hoang et al. [47], this happens as
rarely as 1% of the time. The system seems to be slightly less effective in censoring queries
that come from outside of China to DNS servers inside China in which case the fake reply
arrives first 89% of the time.

The blocking rules of the DNS censorship system are revised and updated from time to
time [47]. It seems likely the system is managed both automatically and manually, since
most of the time domains are blocked very quickly after they have been created on the
Internet, but in some cases it can take multiple months for a domain to be censored.

Censored domains

There are multiple quite comprehensive studies from recent years which have focused on
the GFW from different perspectives. One area of key interest when studying packet
filtering systems is the domains the system censors, and this is case with the GFW as
well.

In 2021 Hoang et al. [47] developed a longitudinal measurement platform called the
GFWatch that measures the GFW’s DNS censorship by testing domains daily and report-



3.1. DNS CENSORSHIP 23

ing the domains’ status as censored or uncensored. Hoang et al. built their base pool
of domains by combining top-level domain zone files with Citizen Lab test lists [27], the
Tranco ranking [2], and domains from the Common Crawl project [30] that provides free
web crawl data to researchers. Their base pool is quite diverse and extensive, and due to
including top-level domain zone files has the advantage of staying up-to-date as domains
are created on the Internet. They report testing on average 411 million domains each day.

Hoang et al. probed the GFW from outside of China from an academic network in the
USA towards two hosts under their control within China in different ASes [47]. The target
hosts have no DNS resolution capabilities, which means that all responses are injected by
the GFW. If any censorship is detected, they verify the censorship by querying the same
domains in reverse direction from within China towards their control servers in the USA.
A domain is tested three times a day to counter false negatives that might arise from
packet loss or from the GFW occasionally failing to censor a blacklisted domain. They
only test DNS over UDP.

According to their results the GFW censored more than 331 000 domains through DNS
censorship in 2021 [47]. This is likely the largest number of censored domains discovered
and tested in research focusing on DNS censorship of the GFW. Hoang et al. estimated
that around 41 000 of the censored domains were overblocked and did not host any sensitive
information, but were rather blocked as collateral damage due to the domains accidentally
matching blocking rules.

Hoang et al. analysed the censored domains and categorised them with FortiGuard. 45,5%
of the blocked domains were unpopular smaller websites that were FortiGuard could not
categorise. Otherwise the largest categories of blocked domains were "business", which in-
cludes general business sites (examples of sites belonging to this category are linkedin.com
or alibaba.com), "pornography", and "information technology", which includes sites whose
main content is computer or mobile phone peripherals or services (examples are apple.com
or stackoverflow.com). Business and information technology were the two most represented
categories in Alexa’s top 1 million domains at the time [9], so domains from those ate-
gories were likely well represented in the Tranco ranking that Hoang et al. used as part
of their base pool. Hoang et al. categorised domains only after reducing each domain
to its shortest fully censored parent string in order to avoid popular sites with numerous
subdomains dominating the results. As an example, instead of categorising censored do-
mains en.wikipedia.org and zh.wikipedia.org separately, only their common parent string
wikipedia.org is categorised.
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Hoang et al. Anonymous et al. Jin et al.
Tested domains 534 000 000 1 000 000 1908 − 3953∗

Censored domains
UDP

311 000 (0,06%) 23 995 − 24 636∗∗ (2,4%) 366 - 759 (19,2%)

Censored domains
TCP

- - 384 - 795 (20,1%)

Top categories
1. Uncategorised
2. Business
3. Pornography

1. Proxy avoidance
2. Personal websites
3. Explicit violence

1. News and media
2. Search engines
3. Proxy avoidance

Table 3.1: DNS censored domain results from Hoang et al. [47], Anonymous et al. [9] and Jin et al. [54].
Number of censored domains are given for DNS over UDP and DNS over TCP if reported. Percentage of
censored domains over all tested domains is given in parenthesis for each result. *The number of tested
domains is not reported for China but is between these numbers. **The number of censored domains
increased during the study period.

Anonymous et al. [9] studied the GFW’s DNS censorship around the same time in 2020.
They executed their tests by sending DNS queries from an academic network in the USA
towards a VPS they controlled inside China. Anonymous et al. report the GFW to
be censoring 23 995 domains, which had increased to 24 636 towards the end of their
nine month study period. They also categorised their test domains with FortiGuard and
they used Alexa’s top 1 million domains from 2019 as their base pool. In their results,
"proxy avoidance", which includes sites that provide information on how to bypass Internet
censorship, "personal websites", which are websites hosted by individuals where the main
content is the owner’s own ideas, and "explicit violence" are the most censored categories of
DNS blocked domains in China. These results clearly differ from Hoang et al.’s results. The
high number of personal blog sites being censored in Anonymous et al.’s results is possibly
due to the GFW’s DNS blocking list containing subdomain rules such as *.thumblr.com
that match a large number of personal blog sites combined with the fact that Alexa’s
domain rankings often contain sites from popular blog services [47]. Anonymous et al.
presumably only tested DNS over UDP but they do not mention it explicitly.

A third study from recent years that reports on DNS censorship in China is the global
study by Jin et al. [54] that was briefly introduced in Section 2.2. Jin et al. conducted
DNS over UDP queries from RIPE Atlas probes [74] and DNS over TCP queries from
SOCKS proxies within China, towards their control server outside of China. Both Atlas
probes and SOCKS proxies are essentially networks of nodes that can forward requests.
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Jin et al. formed their base pool of domains for each country by combining Alexa’s top
1000 domains with the global sensitive domains list and country specific lists from the
Citizen Lab. They do not report on the number of censored domains in China, only
that their base pool size varied by country (between 1908 and 3953 domains) and that
China censored 19.2% of tested domains with DNS over UDP and 20.1% with DNS over
TCP. They used FortiGuard for domain classification and found "news and media", "search
engines and portals" and "proxy avoidance" to be the three most censored categories in
China. Since Jin et al. measured DNS censorship over both UDP and TCP, they report
that blocked domains in China were mostly consistent between the two protocols.

The relevant results from the three above studies are summarised in Table 3.1. The results
regarding the number and categories of blocked domains are not consistent between the
three above studies, even though all studies were conducted around the same time and
used similar probing setups. The difference in number of censored domains is naturally
dependent on the size of the base pool. Other than that, which domains were selected
to form the base pool seems to greatly affect the categorisation results. This highlights
how domain related Internet censorship results at least with currently prominent test
methods are not easily comparable between studies and cannot be used to derive definite
conclusions. Since Hoang et al. tested the highest number of domains from diverse sources
it is safe to assume the GFW censors at least 311 000 domains and that this number
includes domains the other studies did not discover.

Interestingly, instead of only censoring the Internet for Chinese users the GFW has also
been recorded to geoblock foreigners from accessing Chinese websites [47]. Hoang et al.
report that some of their test queries targeting Chinese websites that originate from outside
of China solicit a fake reply from the GFW, but can be normally accessed from inside of
China. The website they used as an example of geoblocking was a governmental website.
Currently there are no records of any large scale geoblocking, but it is certainly something
the DNS censorship system can be used for if the Chinese government wishes to do so.

3.2 DNS censorship by resolvers

Let us briefly take a look at research that has focused on censorship carried out by the
DNS resolvers themselves, globally or in China. This type of censorship is not directly
carried out by the GFW but since it affects the comprehensiveness of DNS censorship and
available circumvention options in China, it is still a topic of interest to people studying
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DNS censorship in China.

Pearce et al. [66] studied open DNS resolvers in 2017 from an Internet censorship point
of view and measured that globally only 0,31% of DNS responses they received from open
resolvers were manipulated. 88% of tested DNS resolvers did not manipulate any results.
A response counted as manipulated if it failed to meet their consistency standards, where
the idea was to take into account that a legitimate reply does not necessarily always contain
the same IP address but the address in the reply can come from a pool of addresses owned
by that domain. For testing DNS resolvers, they developed a system called Iris that sends
queries to a large set of open DNS resolvers around the world. Their domain base pool
was combined from the Citizen Labs lists of sensitive domains, presumably the global one,
and approximately the same number of domains randomly selected from Alexa’s top 10
000 domains. It is unclear where geographically the system was deployed during their
tests, but it seems very unlikely they ran their experiments from within China.

Globally, most of the manipulated results they received were from Iranian resolvers, with
China being second [66]. The aggregated median for manipulated responses per a Chi-
nese resolver was around 5%. Responses from Chinese resolvers accounted for 1% of all
responses, but 15% of all manipulated ones. However, it seems that their tests cannot
differentiate between local manipulation by the resolver itself and country-wide manipu-
lation such as injections from the GFW. Thus it seems likely their results for Iran and
China actually represent DNS injections by national firewalls and not by open resolvers
in the country. This is further supported by the fact that the manipulated results they
receive from China characteristically contain a public IPv4 address more than 99% of the
time. On the other hand, the domains they query from Chinese resolvers are censored
quite inconsistently, some only 50% of the time, which seems unlike previously recorded
behaviour of the GFW.

In order to draw definite conclusions on whether open resolvers within China manipulate
their responses, the DNS queries would have to originate from China and not transit
through border ASes. Due to the legislation in the country, it can be expected that both
resolvers owned by ISPs and open resolvers have to censor their results or they cannot
operate.

Results from Niaki et al. [62] further support the conclusion that open resolvers around the
world largely do not censor their results. Niaki et al. run a longitudinal Internet censorship
measurement platform called ICLab that measures different forms of Internet censorship
from vantage points around the world. They reported in 2020 that while DNS resolvers in
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at least 56 countries, both open and local (presumably ISP owned), do manipulate their
results, they do so in very small numbers. They do not give specific results for China.

3.3 Circumventing DNS censorship: Encrypted DNS

If a Chinese user is subjected to DNS censorship when using a domestic DNS resolver
(such as depicted on the left side of Figure 2.3), the censorship can be evaded by changing
resolvers to a non-censoring open resolver outside of China. However, this causes the DNS
query to pass through the GFW which censors the query either by injecting a fake reply
(see Figure 3.1) or by severing the client’s TCP connection to the resolver. This means
the censor on the path between the client and the resolver needs to be defeated in order
to successfully circumvent DNS censorship in China. Probably the most prominent DNS
specific method that has been studied for this purpose globally is encrypted DNS: either
DNS over TLS (DoT) [51] or DNS over HTTPS (DoH) [49].

In DoT the DNS messages are encrypted with TLS encryption so that the requested
domain and other information is not sent in plaintext [51]. DoT also protects the integrity
of the messages so they cannot be tampered while in transit. DoT works over UDP and
operates on port 853. In DoH the DNS queries are wrapped in HTTPS requests, usually in
the body of a HTTP POST request [49]. As was recapitulated in Section 2.2, HTTPS uses
TLS to encrypt the HTTP payload, so DoH messages are also encrypted using TLS. DoH
uses the standard HTTPS port 443. Both methods encrypt the communications between
the client and the recursive resolver. If a DNS resolver is capable of either DoT or DoH
it is called an encrypted DNS resolver. On the client side using DoT or DoH typically
requires configuring a browser to use encrypted DNS.

From a censorship perspective, the key difference between DoT and DoH is that DoT
uses a distinct port which makes it easy to identify when someone is using DoT. That
does not affect the encryption, but it is possible for censors to block the usage of DoT
completely by blocking all traffic on port 853. Trying to censor DoH by blocking the
HTTPS port 443 would block all other HTTPS traffic as well, which is not a desirable
state for censors. This possibly makes DoH the better encrypted DNS from Internet
censorship circumvention point of view.

Jin et al. studied the effectiveness of DoT and DoH from Internet censorship point of view
in 2021 [53], and one of the countries they studied was China. In order to find out whether
DoT or DoH could help circumvent DNS censorship in China, they made encrypted DNS
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queries for sites under DNS censorship and measured which sites became available by
using encrypted resolvers outside of China. They sent the queries from four cloud servers
in geographically different locations in China towards encrypted resolvers that are known
to not manipulate results.

Overall, they were able to unblock 37% of the sites they tested with the help of encrypted
DNS [53]. The domains that were unblocked by the usage of encrypted DNS were mostly
categorized by FortiGuard as sites related to "proxy avoidance", "pornography" and "news
and media". The remaining 63% are domains that are further blocked by other methods,
mostly by the GFW’s HTTPS censorship. A large number of sites are also directly blocked
based on their IP addresses. Switching to a different encrypted resolver did not affect the
results for a specific vantage point within China, which is to be expected.

Using encrypted DNS resolvers can help defeat a DNS censor on the path between the client
and the resolver, but it achieves complete circumvention of DNS censorship only if the
encrypted resolver itself is not manipulating the results. With this in mind, Jin et al. also
studied censorship carried out by the encrypted resolvers themselves [53]. They studied
3813 DoT resolvers and 75 DoH resolvers and observed that globally around 1.5% of all
encrypted DNS responses were manipulated. 2/3 of studied resolvers censored at least
one domain, which is a considerably higher percentage compared to unencrypted resolvers
[66]. Significant percentages of globally manipulated domains seemed to be related to
blocking of adult content and gambling, or information technology sites. The authors
speculate this to be the result of encrypted DNS resolvers commonly offering options to
filter sites unsuitable for underage users. Overall, manipulation of DNS responses by
encrypted resolvers does not seem to be politically motivated and encrypted resolvers can
likely be used to assist in circumvention of governmental Internet censorship.

In order to hinder the privacy increasing effect of encrypted DNS resolvers, some open
resolvers are directly IP address blocked by the GFW and cannot be accessed from within
China. Basso [12] studied the availability of global encrypted DNS resolvers from within
China in 2021 by testing 123 DoT or DoH resolvers. According to the results, 93% of DoT
queries and 89% of DoH queries succeeded. Google’s and Cloudflare’s DNS encrypted
resolvers were the most blocked, which is supported by results from Jin et al. who also
report some of Google’s encrypted DNS resolvers being blocked in China, for example
the encrypted version of the famous 8.8.8.8 [53]. The results indicate that a significant
number of encrypted resolvers are still accessible from within China and can be used for
censorship circumvention.
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Even though encrypted DNS can assist in circumvention of DNS censorship, encrypted
DNS also has some technical weaknesses: Encrypted DNS only protects the messages
exchanged between the client and the recursive resolver, so it is still technically possible
for a censor to interfere with messages exchanged between the resolver and the other DNS
servers, which could cause the resolver to cache and return a manipulated IP address [53].
This type of cache poisoning does not seem very practical for governmental censors around
the world, but it is a technical possibility.

It is also possible to accurately fingerprint websites solely based on their observed des-
tination IP addresses, which decreases the privacy increasing effect of encrypted DNS
[48]. Hoang et al. reported in a 2021 study how they successfully fingerprinted 95% of
sites they categorized as both popular and sensitive solely based on the sites’ destination
IP addresses. So far there is no evidence of such fingerprinting methods being used for
censorship purposes.



4 Web traffic censorship in the Great
Firewall

In this chapter we cover HTTP and HTTPS censorship in the Great Firewall and what
protocol specific methods have been studied to circumvent either type of censorship. In
Sections 4.1 and 4.2 we discuss how HTTP and HTTPS censorship respectively have
been implemented in the Great Firewall. In Section 4.3 we cover an HTTPS specific
circumvention method called ESNI. In Section 4.4 we discuss TCP-based circumvention
techniques that have been used to circumvent HTTP and HTTPS censorship, as well as
a similar but new TLS-based method.

HTTP censorship has historically been an important form of Internet censorship in China
and early studies of HTTP censorship by the Great Firewall date back to 2002 [94] [95]
[28]. As websites around the world started to transition from HTTP to HTTPS the GFW
had to reflect this change. It seems the GFW started to censor HTTPS by the SNI header
somewhere between 2017 and 2019 [84] [23]. Today, the focus of web traffic censorship is
on HTTPS. According to Cloudflare’s statistics [5], in February 2025 around 83% browser
traffic from China towards websites hosted on Cloudflare’s servers was HTTPS. According
to Jin et al. [54] China is the second biggest HTTP and HTTPS censor in the world right
behind Iran.

4.1 HTTP censorship

The GFW censors HTTP by looking for banned keywords in the HTTP requests, either
on the request line or the Host-header [70]. After an HTTP censor has detected a banned
keyword in the request, the censor uses a TCP reset attack to severe the connection. Much
like in its DNS censorship, the GFW does not return a blockpage that would indicate to
the user the site they are trying to access is being censored, but utilises TCP reset as a
less transparent way of blocking the connection. The GFW censors HTTP on all TCP
ports.

After the censor has injected RST packets, residual censorship is used to block all further
communication between the server and the client for 90 seconds [70] [84]. It seems in the
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early stages of HTTP censorship in the GFW, residual censorship could last for as long as
30 minutes and also block access to uncensored sites during the penalty period [94]. Such
drastic censorship was likely deemed excessive as Internet usage became more widespread
and part of everyday life.

Rambert et al. studied the GFW’s HTTP censorship in 2021 [70]. They sent HTTP
requests between multiple VPS:es both from outside and inside of China, and inserted
sensitive keywords into different places in the requests. Rambert et al. used a rather
unconventional method of choosing which keywords to test: they extracted sensitive key-
words from titles of Wikipedia pages in English, Standard Chinese, and three other Chinese
language variants, and combined these with keywords that were recorded by Xia Chu [31]
to have been blocked by the GFW’s HTTP censors in 2014. The keywords by Xia Chu
were also selected from Wikipedia pages. On top of these two keyword lists they used a
list from CitizenLab [26], that contains keywords that are censored in popular chat appli-
cations in China. Overall, their keyword list contains a total of 17 366 words all of which
are expected to be censored in China.

Rambert et al. discovered by accident during their probing tests that the GFW seems to
maintain two separate lists of censored keywords the HTTP requests are checked against
[70]. The first of the lists is a static list that triggers censorship every time a request
contains a word from this list. The second, much longer list, contains keywords that trigger
censorship only if the request line contains the English word "search". This indicates that
the HTTP censorship system has at least at some point been focused on blocking access
to foreign search portals with the aim of making it difficult to search for information on
forbidden topics. It is possible that different keyword lists are also used for inbound and
outbound traffic, since traffic entering China seems to be more strictly censored compared
to traffic leaving China.

Even though HTTP is less relevant in today’s Internet, the HTTP censors’ keyword lists
are still being actively updated [70]. Rambert et al. repeated their probing tests weekly
for a month and observed changes in the censors’ keyword lists with a median number
of 270 weekly additions and 400 removals per VPS acting as a HTTP client. This seems
like a very high number of weekly changes to the keyword lists. They also retested the
451 keywords from Xia Chu that were all censored in 2014 and found that only 15%
of the keywords were still being censored in 2021. The keywords that remained in the
censors’ lists were all words pertaining to topics that are permanently controversial in
China, examples of which were discussed in Section 2.4.
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Only 8% of the keywords in the CitizenLab’s chat application list are being censored
by the GFW’s HTTP censors, indicating that keyword lists by major chat applications
and censors in network infrastructure are maintained separately and do not contain much
overlap [70]. Unfortunately Rambert et al. do not report on where these differences stem
from or what kind of keywords are in the overlap. It would be interesting to know how
the censored topics differ between the two areas.

The HTTP censors seem to miss requests around 25% of the time likely due to hitting their
computational limits [70]. This makes the GFW’s HTTP censorship system considerably
less robust than its DNS censorship system which has around 99% success rate under
normal constrains [47].

The GFW only censors HTTP requests, and HTTP responses are not being censored [70]
[65]. However, in the early 2000’s, HTTP censorship in the GFW also included censorship
of HTTP responses by keywords in the actual website data [94]. According to Park et al.
[65] the GFW’s HTTP response censorship was discontinued somewhere between years
2008 and 2009. This was likely due to the GFW of the time being able to censor HTTP
responses only around 51% of the time since the RST packets it injected often reached the
client too late.

4.2 HTTPS censorship

The GFW censors HTTPS requests by looking for blocked domains in the TLS SNI ex-
tension header in ClientHello messages [20] [23]. The censor severs unwanted connections
through a TCP reset attack by sending RST packets to both the client and the server.
This means China’s HTTPS censorship follows the overall model described in Section 2.2,
which is also globally the most common way to censor HTTPS connections [54].

While China censors HTTPS in a very common way, a recent study has revealed further
details about the architecture of the GFW’s HTTPS censors. In 2021 Bock et al. [20]
discovered that the GFW has two types of on-path HTTPS censors that are colocated
and work together as a pair in a redundant manner. This means that instead of multiple
HTTPS censors it might more accurate to say the GFW has multiple pairs of HTTPS
censors.

One censor is a primary censor while the other one seems to act as a backup for the
primary one [20]. The primary censor is the one that under normal circumstances inserts
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TCP RST packets after detecting an unwanted domain. The backup censor does not act
at all if it notices the primary censor successfully reacted to the ClientHello. However,
if the primary censor for some reason fails to inject the RST packets, the backup censor
tries to save the situation by injecting one TCP RST packet after it observes the second
client-side packet in the TLS handshake, the ClientKeyExchange. Bock et al. inferred
that the censors might not internally share any state information but instead the backup
censor simply decides to either inject RST packets into the connection or discard its TCB
depending on whether it observed on the line the RST packets injected by the primary
censor.

The GFW’s HTTPS censors successfully block requests around 97% of the time [20] [84].
Bock et al. inferred this to be the probability of either one of the HTTPS censors blocking
the connection. Both the primary and the secondary censor block the same domains,
bi-directionally, and on all TCP ports.

Whether HTTPS requests trigger residual censorship and for how long seems to have
changed with time: In 2017 Wang et al. [84] reported HTTPS requests triggering residual
censorship for 90 seconds, but in 2019 Chai et al. [23] reported this to have changed to
60 seconds. In 2021 Bock et al. [20] recorded no residual censorship of HTTPS requests.
However, in 2024, Hoang et al. [48] reported residual censorship affecting both HTTP and
HTTPS connections. It is unclear whether these inconsistencies reflect some unknown
property of the GFW or simply reflect changes made to it by its operators.

In order to gain insight on the number and categories of domains under HTTP and HTTPS
censorship in China, let us take a look at three recent studies. In 2024 Hoang et al. [46]
made an extensive study focusing on the HTTP and HTTPS censorship of the GFW.
According to their results, out of as many as 1.02 billion domains tested, the GFW cen-
sors 943 000 pay-level domains by HTTPS censorship and 55 000 by HTTP censorship
(as an example, helsinki.fi is a pay-level domain). This is likely the largest number of
domains tested and discovered in research of the GFW’s web traffic censorship. Following
their previous work with GFWatch [47], Hoang et al. developed a similar longitudinal
measurement platform called the GFWeb that measures the GFW’s HTTP and HTTPS
censorship by testing domains daily and reporting the domains’ status as censored or un-
censored [46]. They formed the base pool in the same way as they did in their previous
study on the GFW’s DNS censorship [47], which makes the numbers between the two
studies quite comparable. Based on these results, the GFW censors three times more
domains through HTTPS censorship as compared to DNS censorship. However, Hoang et
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al. also tested twice as many domains against the HTTPS censors as compared to DNS
censors, which very likely increases the number of discovered censored domains. It still
seems likely HTTPS censorship covers more domains than DNS censorship.

There are also two smaller studies from recent years that have focused on HTTP and
HTTPS censorship in China. Chai et al. studied China’s HTTPS censorship in 2019 and
report that 21 446 sites out of Alexa’s top 1 million domains at the time were blocked
by the GFW’s HTTPS censorship [23]. They conducted their tests between one VPS in
China and one in the US. Jin et al. report that in 2021 China censored 22.1% of their
tested domains with HTTP keyword filtering and 24.1% with HTTPS censorship [54]. The
base pool they used was fairly small, between 1908 to 3953 domains, and it was the same
they tested DNS censorship with. These three studies do not agree on the top censored
categories, and the categorisation results seem to be largely domain pool dependent.

All three studies agree that the domain or keyword lists used in HTTP, HTTPS, and/or
DNS censorship are not the same, but have some overlap [23] [54] [46]. All studies then
again give wildly different results regarding the sizes of overlaps between different methods,
so the only conclusion to be drawn is that the methods share some blocked domains and
that the censored domain or keyword lists are extremely likely maintained separately for
different components of the GFW. Policy consistency is interesting from a circumvention
point of view, since if a country censors domains inconsistently between different methods,
it increases the effectiveness of using protocol specific circumvention methods that defeat
only one type of censor [54], such as encrypted DNS.

Since we have discussed HTTP and HTTPS censorship, let us also briefly take a look at
HTTP/3 from the point of view of Internet censorship. HTTP/3 [14] is a new version
of HTTP that uses QUIC [52] as its underlying protocol, which in turn works on top of
UDP. HTTP/3 has been seen as promising from the point of view of Internet censorship
resistance due to its built-in encryption and faster connection set up times, which tend to
be negatively affected by censorship circumvention tools [37].

In 2021, Elmenhorst et al. [37] empirically evaluated how HTTP/3 and QUIC were be-
ing censored in China, India, Iran and Kazakhstan. Their results show that HTTP/3
requests were less frequently censored than HTTPS requests and at the time they did not
find proof of any countries specifically targeting HTTP/3 with censorship. This is likely
due to HTTP/3 being a very new protocol that has not been widely deployed yet. IP
address blocking of servers in China and India affects HTTP/3 traffic the same way it
affects HTTPS, however, this is not censorship specifically targeted at HTTP/3 or QUIC.
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Figure 4.1: Encrypting the ESNI header in TLS ClientHello. Abbreviations in the figure stand for: SPS
= server public share, SpS = server private share, CPS = client public share, CpS = client private share,
SK = symmetrical key.

Elmenhorst et al. point out that if a protocol such as HTTP/3 is seen as threatening
from the censor’s point of view, it is possible for a country in the early stages of adoption
to completely block all traffic using said protocol without significant collateral damage.
China has done this in the past with other privacy enhancing protocols [19].

4.3 Circumventing web traffic censorship: Encrypted
Server Name Indication

The problems caused by the plaintext SNI header are well known, and methods for en-
crypting the server name indication have been developed to enhance the privacy of HTTPS
connections. The two most prominent methods are two proposed extensions to TLS 1.3
known as Encrypted Server Name Indication (ESNI) and Encrypted Client Hello (ECH).
ESNI and ECH are actually an earlier and a finalized version of the same work-in-progress
Internet-Draft (RFC) [73]. Since ESNI is an earlier version of the method, its implemen-
tations have been studied more extensively in Internet censorship context and we will
concentrate on ESNI in this chapter, even though ECH is the finalized version that will
become an actual TLS extension. From Internet censorship point of view ESNI and ECH
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provide the same effect - they encrypt the domain name of the target web server in the
ClientHello. Both ESNI and ECH add a new extension header into the ClientHello that
contains the domain name the client is trying to reach but in encrypted form. In ESNI the
header is called the ESNI header. The original SNI header can contain a dummy value or
be empty. The main difference between ESNI and ECH is that ESNI encrypts only the
domain name in the ESNI header where as ECH encrypts also other information. From
here on we talk about ESNI.

In order to encrypt the ESNI header, the client and server need sufficient keys, but at the
beginning of the handshake key information has not yet been exchanged. ESNI adds an
additional Diffie-Hellman key exchange [59] to the start of the TLS handshake to solve
this problem [73]. The symmetrical key created with this Diffie-Hellman key exchange is
then used to encrypt the ESNI header in the ClientHello. The keys negotiated here are
only used to encrypt the ESNI header and the normal TLS key exchange follows after this.

The steps in encrypting the ESNI header are depicted in Figure 4.1. In order to prepare
for ESNI connections, the server first generates a pair of public-private shares and adds
the public share to its DNS record (step 0) [73] [87]. Now, when a client makes a DNS
query for the server’s A or AAAA record, it also makes a query for the server’s public
share through a TXT record (step 1). The client generates a pair of public-private shares
(step 2), and combines the generated private share with the server’s public share to create
a symmetrical key (step 3). With this symmetrical key, the client encrypts the value of the
ESNI header and sends the ClientHello to the server together with the client’s public share
(step 4). The server then uses the client’s public share and provided cipher information
to derive the same symmetrical key which it uses to decrypt the domain name from the
ESNI header (step 5). Rest of the handshake continues much like in regular TLS.

Since this process is reliant on a DNS query, it is meaningless to use ESNI, unless the
DNS query for the server’s domain is also encrypted. This means encrypted DNS, DoT
or DoH, must be used for the DNS query in order for the domain name of the server to
be truly invisible to censors. This also means that attacks that work against the DNS
infrastructure also impact ESNI. If a user wants to use ESNI to circumvent censorship,
they must use it for all of their connections, since otherwise it becomes feasible for the
censor to block all ESNI traffic without any significant collateral damage.

In addition to studying the role of HTTPS censorship in China, Chai et al. also studied
what impact ESNI could have on HTTPS censorship in the country [23]. According to
their results 84.5% (39 787) of all censored domains they tested were directly blocked
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by IP address, indicating that most sites would remain censored even after DNS and SNI
censorship had been circumvented. Through ESNI they were able to unblock only 66 sites,
meaning only 66 sites were simultaneously not blocked by IP address, had ESNI enabled
and were targets of HTTPS censorship. This means that at the time of writing ESNI
could not be used to circumvent HTTPS censorship in China in any meaningful way.

With sampled testing, Chai et al. noticed that many of the IP address blocked sites
seemed innocuous but were cohosted together with sensitive sites, suggesting that a large
number of the blocked sites were collateral damage [23]. Most studies from recent years
have not concentrated on IP address blocking in the GFW, so the results from Chai et
al. are quite informative and indicate that the GFW still strongly relies on its IP address
blocking system to censor the Internet. The authors note how these results highlight the
importance of VPN based circumvention methods that completely hide the destination IP
address.

At the time of the study support for the ESNI extension was limited, as out of all major
cloud providers and browsers only Cloudflare and Firefox supported ESNI [23]. Chai et al.
also note that many Chinese users use browsers modified by local Chinese companies that
reportedly self-censor. ESNI or ECH are very unlikely to be included in these browsers,
and this can further hinder the adoption in China. In 2019, none of the 14 countries they
studied, including China, blocked ESNI.

Not long after, the situation changed in China. In 2020 Bock et al. from GFW Report
reported how China had suddenly started to block all connections that used ESNI [19].
This means that the operators of the GFW quickly reached the conclusion that completely
blocking ESNI does not cause collateral damage they are not willing to take. If a censor in
the GFW observes a ClientHello with ESNI enabled, it puts residual censorship in place
and drops the packet, making ESNI censors in-path censors. ESNI censors are a separate
new component to the GFW, and the HTTPS censors do not seem to be the ones that
impose ESNI censorship [20]. Similarly to HTTPS censorship, ESNI censorship happens
on all TCP ports[19]. While Bock et al. report the censorship to be bidirectional, in
the same year another study by Alice et al. recorded ESNI censorship to have changed
to unidirectional, meaning only requests from China are censored [6]. At least in 2020
ECH was not yet censored in China [19]. How ESNI or ECH censorship evolves in China
remains to be seen.
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4.4 Circumventing web traffic censorship: TCP- and
TLS-based methods

Methods that utilize features of the underlying protocols have also been studied and used
in circumvention of HTTPS censorship. One such approach is called TCP fragmentation.
The basic idea in TCP fragmentation is to utilize the feature of TCP that allows TCP seg-
ments to be fragmented into multiple segments at the sending side and to be reconstructed
again at the receiving side. On-path censors that utilize TCP reset attacks maintain TCP
state information for connections they monitor but do not always correctly implement
TCP segment reconstruction [63] [19] [17]. Thus fragmenting a TCP segment to multiple
segments might confuse the censor and cause it to miss the SNI header. The GFW is
known to have mechanisms for TCP segment reassembly that do not work perfectly [63]
[19] [17]. TCP fragmentation can work against censorship of any protocol that runs on
top of TCP, such as HTTP, HTTPS or DNS over TCP, but since HTTPS is arguably the
most prominent of such protocols, we discuss TCP fragmentation here in the context of
HTTPS censorship circumvention.

Utilizing TCP fragmentation in practice means finding the points at which to fragment
the TCP segment so that a request that would otherwise be censored does not trigger the
censor [19] [20]. As an example, in the case of HTTPS censorship, one simple fragmentation
tactic would be to fragment the segment so that the SNI header is either split into two
fragments or pushed out of the first fragment, and to possibly send the fragments in reverse
order. Since trying different combinations of tactics can be a lot of manual work, Bock et al.
[18] created a genetic algorithm tool called Geneva which learns TCP related circumvention
tactics that work for the network location the tool is being run from and automatically
applies the tactics. Using Geneva, Bock et al. [19] [20] found and demonstrated successful
TCP fragmentation tactics against both the HTTPS and ESNI censors of the GFW.

A new study from 2024 by Hoang et al. [46] shows that the GFW has recently fixed some
previous deficiencies it had in TCP fragment reassembly and the GFW currently correctly
reassembles out-of-order TCP fragments and is able to correctly read and block the SNI
header from such segments. Hoang et al. hypothesise that this is the GFW’s answer
to automated tools such as Geneva, and the usage of such tools will likely become more
difficult in the future.

A very similar new method called TLS record fragmentation was proposed by Niere et
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al. in 2023 for HTTPS censorship circumvention [63]. In addition to fragmenting TCP
segments it is also possible to fragment TLS records. The basic idea is to force a TLS
message to be fragmented among multiple TLS records that are still encapsulated within
one TCP segment, or possibly within multiple TCP segments. The goal is to force the
SNI header out of the first TLS record and cause the censor to miss it.

Niere et al. [63] successfully circumvent the GFW by using TLS record fragmentation
only and also by combining TLS and TCP fragmentation. The authors demonstrate that
while the GFW has mechanisms to counter TCP fragmentation, it does not currently
account for TLS record fragmentation. Compared to TCP, TLS is a higher level protocol
in the TCP/IP stack which means manipulating TLS related elements often requires less
privileges on a system and this might make TLS record fragmentation easier to implement
in practice. Niere et al. also note that TCP and TLS based circumvention techniques are
interesting from the point of view of QUIC which combines elements from both protocols
to work on top of UDP. Time will tell whether TLS record fragmentation will establish
itself as a staple circumvention method much like TCP fragmentation.

Another circumvention method that can work against stateful censors is called TCP state
confusion [84]. TCP state confusion is a method that can work against stateful censors,
so all censors that maintain state information through TCBs for TCP connections they
monitor. The basic idea in TCP state confusion is to send TCP segments to the censor
that cause the censor’s TCB to become desynchronized from the client and server’s TCBs
[84] [17]. If the censor updates its state differently from the client and the server, the
censor likely ignores following packets in the connection as defective, and the client and
the server can communicate freely. Similarly to TCP fragmentation, TCP state confusion
can be used against censorship of any protocol that runs on top of TCP, but since HTTP
and HTTPS are the most prominent protocols affected, we cover TCP state confusion in
the context of HTTP and HTTPS censorship circumvention.

Since a single censor can only reflect one TCP implementation at a time, it is possible to
exploit corner cases that stem from differences between TCP implementations to purpose-
fully craft packets that desynchronize the censor [84]. The inserted segments can have
varying attributes that break the protocol on purpose such as out-of-window sequence
numbers, incorrect checksums, duplicate packets or packets unexpected in that state of
a connection. One example that can work against the GFW, is to insert a RST or FIN
packet early in the connection which causes the censor to discard its TCB for that con-
nection. When inserting segments from the client side the purpose is that the segments
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only affect the censor but are ignored by the server. This can be achieved for example by
manipulating the Time To Live (TTL) values in the packets so that the segments reach
the censor but not the server, or by inserting a wrong checksum, which would cause the
server to discard the packet but not the censor. In case of the GFW, the checksum tactic
has been recorded to work, since the censors do not validate the checksum unlike the end
points do.

Likely the biggest challenge in utilizing TCP state confusion against censors in practice
is the heterogeneity of the network [84]: In addition to censors of the GFW, ISPs can
have their own middleboxes that manipulate packets in unexpected ways. Censors of the
GFW that censor the same protocol can also behave slightly differently from each other
due to differences in software versions. In addition to this, TCP state confusion tactics
that work against censors of one protocol do not necessarily work against censors of other
protocols [17]. These types of variations in the network can cause TCP state confusion
strategies to work differently at different times and in different network locations. Even
without accounting for the heterogeneous network landscape, TCP state confusion relies
on finding differences in TCP implementations, which often requires large amounts of
meticulous work.

Thus, the only way to practically find successful TCP state confusion tactics is to au-
tomate the process. Wang et al. [84] studied TCP state confusion tactics against the
GFW’s HTTP censors in 2017 and in the process developed a tool called INTANG that
automatically attempts to find TCP state confusion tactics that best work for that par-
ticular network location and target server. They find four new tactics that work against
HTTP censors and the combined average success rate for accessing censored content over
HTTP from their vantage points within China when using INTANG is 98.3%, which is
very high.

Similarly Bock et al. [17] used Geneva [18] to find TCP state confusion tactics in four
different countries, China included. Their focus was on finding tactics that can be run
completely from the server-side without requiring any client participation, which could
improve the ease and safety of using circumvention tools in high censoring countries. They
list eight different TCP manipulation sequences that work against the GFW, however the
success rates of different tactics and protocols wary greatly: the highest reported success
rate against HTTP censors is 54%, against HTTPS censors 55%, and against DNS censors
89% with some tactics practically not working in China. It is interesting to note that while
they searched for server-side circumvention methods for five different protocols, DNS, File
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Transfer Protocol (FTP), HTTP, HTTPS and Simple Mail Transfer Protocol (SMTP) in
four different countries, China, India, Iran and Kazakhstan, China was the only country
that censored all five protocols, and it was considerably more difficult to find successful
tactics there compared to the other countries.



5 Censorship of circumvention tools
in the Great Firewall

Packet filtering systems such as the Great Firewall censor common protocols such as
DNS, HTTP, and HTTPS through different types of censors. In order to efficiently evade
national packet filtering systems, researchers and developers have created protocols and
software that aim to defeat censorship of any protocol all at once. The goal of such generic
censorship circumvention tools is to completely hide both the destination domain name and
IP address as well as all message content exchanged in sensitive connections. Additionally,
these circumvention tools try to make their traffic flows appear as invisible to the national
censors as possible to avoid drawing attention. The terms circumvention software and
circumvention tool are used interchangeably and both refer to the software implementation
of a circumvention protocol. Censorship circumvention tools share many attributes with
Virtual Private Networks (VPNs) but their goal is more focused: VPNs offer general
privacy and also hide the destination IP address, but the purpose of circumvention tools
is to specifically bypass national packet filtering systems which often imposes additional
difficulties.

In this chapter, we discuss generic circumvention tools as well as how the Great Firewall
tries to prevent their usage. In Section 5.1 we introduce the basic concepts that circum-
vention protocols rely on and what methods censors have developed to identify and block
said protocols. Since both circumvention tools and censorship systems around the world
are actively being developed, there is an ongoing cat-and-mouse game between the censors
and circumvention tool developers where advances on one side drive the development of
the other. To better illustrate this in the context of the Great Firewall, in Section 5.2 we
take a closer look at how two famous circumvention protocols, Tor [79] and Shadowsocks
[76], have been blocked in China. Section 5.3 details a relatively new development in the
Great Firewall: how the Great Firewall managed for a period of time to efficiently and
completely passively censor multiple fully encrypted circumvention protocols where it pre-
viously needed considerable amount of more complicated active work to achieve the same.
In Section 5.4 we briefly discuss some known tactics for making circumvention protocols
more resistant to censorship.
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Figure 5.1: Proxying requests over a packet filtering system. The client forms a secure tunnel with the
proxy located outside of the censoring regime and accesses the target server through the proxy.

5.1 Generic circumvention tools and their censorship

Many censorship circumvention tools are proxies [33]. Figure 5.1 depicts the basic principle
of proxying requests over a national packet filtering system: Proxy servers running the
circumvention software are located outside of the censoring regime and users can install a
client that enables them to connect to the proxy. The goal is to establish a secure tunnel
between the client and the proxy, so that the packet filtering system in between them, such
as the GFW, does not react to packets sent in the connection. After the tunnel has been
established, the client securely transfers a request, such as HTTPS request, to the proxy.
When packets from the client pass through the packet filtering system, the destination
IP address that is visible to the censor is the IP address of the proxy and not the target
server. The IP address of the target server and the request are encapsulated in the secure
tunnel and are not visible to the censor. After receiving a request, the proxy forwards the
request to the actual target server and returns the target server’s reply back to the client
through the secure tunnel.

Different circumvention tools have taken different approaches in creating the secure tunnel
and hiding their traffic from the censors, but overall the approaches can be divided into
two broad categories: a circumvention tool either tries to make the traffic seem equivalent
to completely random noise or exactly like innocent, non-circumventing traffic. The idea is
that if the censors cannot confidently tell circumventing traffic apart from allowed traffic,
they cannot block the circumventing traffic without risking too much collateral damage.

In order to understand the methods circumvention tools use to create the secure tunnel, it



44 CHAPTER 5. CENSORSHIP OF CIRCUMVENTION TOOLS IN THE GFW

is necessary to understand what the censors are looking for when they are trying to detect
and subsequently block traffic originating from circumvention tools: Fingerprinting is
the act of trying to detect unique features of a service, in this case features of circumvention
traffic [33]. Censors try to detect some unique pattern or attribute of traffic originating
from a circumvention tool that can be used to differentiate it from allowed traffic with
sufficient confidence. In principle all and any information can be used as a basis for
fingerprinting: patterns in values exposed in packet headers, statistical packet information
such as packet lengths, payload byte entropy, or communication patterns are few examples
[91] [6]. Byte entropy measures the randomness of a byte: if a payload’s byte entropy is
high, it means the fraction of 1s and 0s in each byte is close to 50/50, meaning the payload
resembles random data. Some fingerprints can be undeniable signs that the traffic is
what the censor suspects it to be while others act as indications for the censor to gauge
further information to confirm its suspicions. While fingerprinting is used by censors to
try to identify circumvention traffic, circumvention tool developers or researchers can also
fingerprint the censors by inspecting packets injected by the censors. Information gained
this way can be used in the development of circumvention software.

Following the classification by Dixon et al. [33], methods that circumvention tools use to
create the secure tunnel can be categorized to the following three groups: randomization,
mimicry, and tunnelling. All methods aim to make it difficult for censors to fingerprint the
traffic. Let us note that conventional encryption schemes, such as using TLS to encrypt
the application payload of HTTP traffic, naturally help in hiding the data that is being
exchanged, and encryption is an essential part of any circumvention software. However,
conventional encryption schemes tend to expose metadata about the connection through
plaintext handshakes or unencrypted headers that are full of information the censors can
use, such as the target server’s destination IP address [33]. Circumvention software needs
to cover these information leaks and more in order to circumvent aggressive and well-
resourced censors such as the GFW.

Randomization based traffic obfuscation techniques aim to hide all fingerprintable infor-
mation by having all bytes in the connection, starting from the first byte of the first data
packet exchanged after the TCP handshake, to appear completely random [33]. Random-
ized traffic is also known as fully encrypted traffic [91]. The basic idea is to encrypt the
traffic and then further obfuscate it to hide any plain text bytes and statistical patterns.
Obfuscation here refers to hiding patterns from the message for example by XOR:ing the
message with a known string, and the process is reversible to anyone who knows the mech-
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anism used: it is not the same as encryption. The goal is to appear thoroughly random
in order to make it difficult to distinguish which protocol is being used.

In order to encrypt the data flow, the client and the proxy need to create encryption keys.
The actual data is encrypted with a symmetrical key, which needs to be negotiated first.
For this, the client and the proxy use a Diffie-Hellman key exchange. In the Diffie-Hellman
key exchange protocol both the client and the server (which in this context is the proxy)
generate a private share, that they keep for themselves, and a public share, that they send
to each other [59]. Both parties use their private share and the other side’s public share
to create a symmetrical key.

The challenge that randomization based circumvention tools face is that this initial key
exchange also needs to look like random data. For this reason such circumvention tools
modify the Diffie-Hellman key exchange so that the public shares are not exchanged as is
but are obfuscated with out-of-band information and the messages include random junk
or padded data to further obfuscate any patterns [7] [90].

After the client and the proxy have established a shared key, the symmetrically encrypted
communication is also further obfuscated to fully randomize it, since it is still possible
to derive statistical patterns from conventionally encrypted traffic, which could expose
protocol information [33]. The messages can be further XOR:ed with pseudorandom data,
and packet sizes as well as the timing of when the messages are sent can be randomized.

Randomized protocols are believed to be difficult for censors to efficiently fingerprint since
all traffic essentially looks like network noise. However, randomized traffic has a distinct
fingerprintable feature, which is precisely the randomness of the traffic. Most normal web
traffic starts with plain text bytes, so the high byte entropy even in the first data packet
sets randomized traffic apart from normal traffic. This can and has been used by censors
to detect and block randomized circumvention traffic [91].

Examples of censorship circumvention protocols that use randomization are Shadowsocks
[76], ScrambleSuite [90] and obfs4 [7]. Shadowsocks is a popular proxy circumvention pro-
tocol that utilizes randomization to secure its traffic, meaning its working principle quite
closely follows the model described above. ScrambleSuite and obfs4 are more specifically
obfuscation protocols that integrate with other protocols to create a secure tunnel through
national packet filtering systems. Both work on top of TCP and use randomization to
hide the application layer traffic they are carrying. Even though ScrambleSuite and in
principle obfs4 as well are protocol independent and can be used to obfuscate many ap-
plication layer protocols, both are commonly used to obfuscate traffic from an anonymity
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Figure 5.2: Passive analysis and active probing. The censor notices a suspicious connection through
passive analysis and actively probes the server to gain more information. If the server confirms the censor’s
suspicions and reveals itself as a circumvention proxy, the censor can block the IP address of the proxy.

tool called Tor.

Tor [79] is an anonymity network, and it is often used for censorship circumvention despite
it technically not being a circumvention tool. Tor consist of a network of encrypted relays
that are operated by volunteers [3] [89]. By routing traffic through this network, Tor hides
the client’s IP address from the target server, and the target server’s IP address from
anyone inspecting the traffic before it leaves the network. Tor has a list of ’main entrance’
relays, also called public bridges, that are used to access the network, but in countries
with high censorship, these are usually blocked by IP addresses. To allow censored users
access to Tor there exist hidden private bridges that can be used to access the network
if the public bridges are not available. The idea is that it is easy for anyone to know a
handful of private bridges, but very difficult for someone to know all of them. Bridges can
run obfuscation protocols to create a secure tunnel through which clients can connect to
them and to make it less likely for censors to find and subsequently block the bridges [38]
[36].

The remaining two traffic obfuscation methods are mimicry and tunnelling. In mimicry
the goal is to make the circumventing traffic appear as normal traffic from a target protocol
by for example prepending an innocent looking target protocol header into the packet to
fool the censor [33]. The target protocol can be for example HTTP or DNS. The challenge
in mimicking other protocols is that circumvention tools rarely implement the whole target
protocol and thus often fail to follow the semantics of it, which provides a way for censors
to fingerprint mimicking circumvention traffic from normal traffic of the target protocol.

In tunnelling the idea is to leverage an uncensored protocol and hide circumvention traffic
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inside it as a payload [33]. Circumvention traffic has been tunnelled for example in We-
bRTC [86] streams instead of video content [11] and even real-time video game traffic has
been studied as a potential carrier for circumvention traffic [45]. The goal in tunnelling is,
similarly to mimicking, to ensure that the tunnelled circumvention traffic believably looks
like normal traffic of the tunnelling protocol.

Now that we know what circumvention tools are trying to accomplish and how, let us
take a look at what methods the censors use to try to identify and prevent the usage
of these tools: The act of censors analysing packets passing through them to look for
fingerprints of circumventing traffic is more specifically called passive analysis [90]. If a
censor recognises a fingerprint during passive analysis, it can try to confirm its suspicions
by actively probing the (proxy) server the client is accessing [90] [6] [91]. This passive-
active combination method is depicted in Figure 5.2. Through the active probes the censor
either tries to simulate a genuine connection or to otherwise elicit a response from the server
that would enable the censor to confirm the server is a proxy running a circumvention
service. If the proxy accepts the connection or otherwise confirms the censor’s suspicions,
the censor can render the proxy unusable by blacklisting its IP address. After that, all
further connection attempts from clients to that proxy will be efficiently blocked based
on the proxy’s IP address in the destination IP address field and the proxy will become
unusable to clients from within that censoring regime. IP address blocking is unlikely to
cause extensive collateral damage in this scenario since circumvention proxies are rarely
cohosted together with non-circumvention services [6].

In principle, censors can also probe suspicious servers without any initial trigger from
passive analysis [38]. However, since active probing can be used to verify the results of
passive analysis and passive analysis helps in targeting probes to suspicious servers, the
tactics complement each other well and are commonly used together. Circumvention tools
often contain functionality to defend against active probing.

5.2 Passive analysis and active probing

The GFW has censors that perform passive analysis as well as probers that perform
active probing [6] [91]. The GFW has had active probers at least since 2011 [88], and
both the passive analysis and the active probing systems of the GFW have evolved greatly
over time. In this section we take a look at two examples of how the Great Firewall
has censored circumvention protocols, Tor and Shadowsocks, through the combination of
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passive analysis and active probing.

Censorship of Tor

Based on old posts on the Tor website the GFW has targeted Tor at least since 2008. In
the beginning the censorship was based on simpler methods such as blocking access to the
main website of the Tor project to make it more difficult to gain information about the
tool and access the network [67]. A year later the main entrance relays were IP address
blocked in China [80], and in 2011 the GFW started to dynamically use passive analysis
together with active probing to also block Tor’s hidden bridges [89].

The Chinese censors managed to fingerprint Tor by the TLS cipher list that the Tor client
sent in its Client Hello message when connecting to a bridge [89] [88]. The cipher list was
previously identical to the one used by Firefox, but it had then become something only
Tor used, enabling the censors to mark all connections that used this TLS cipher list as
suspicious during passive analysis. After a connection was marked, the censors probed the
bridge the client was accessing and similarly tried to make a Tor connection to it. The
probes seemed to happen at 15 minute intervals, which suggested that the GFW used some
form of probing queue that was processed every 15 minutes. If the bridge accepted the Tor
connection from the prober, the censor blacklisted the IP address and port combination of
the bridge, making Chinese users unable to use that bridge. The bridge could be blocked
within minutes of the first user connecting to it [38]. After this incident circumvention
tool developers were able to make Tor more censorship resistant by deploying and using
obfuscation protocols.

According to Winter and Lindskog [89] the active probes came from a large pool of IP
addresses that the GFW had spoofed from the largest ASes in China. Three years later
Ensafi et al. [38] studied the GFW’s active probing mechanism in the context of Tor
censorship and deduced that even though the IP addresses in the probes vary greatly,
the probes seem to originate only from few processes [38]. From this they hypothesise
that the active probing system is actually a network of distributed proxies that forward
probe packets from a centrally controlled system. Ensafi et al. gained this insight by
fingerprinting the active probers based on patterns they observed in multiple TCP fields.
It also seems the 15 minute queue system from 2012 had been replaced by a near real time
probing mechanism by the time of the study, since in their tests most of the probes now
arrived after under a second from the first test user connecting to their bridge.
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Whether different Tor integrated obfuscation protocols work in China or not evolves with
time as older protocols become unusable and new ones are developed. The latest Tor
related obfuscation protocol research seems to have been done in 2018 by Dunna et al.
[36], but it is difficult to say whether the provided results are still accurate today.

Censorship of Shadowsocks

The Shadowsocks protocol has intermittently been blocked by the GFW multiple times.
Alice et al. [6] studied in detail one such period of blockage Shadowsocks experienced in
2019. In order to narrow down what attributes the GFW used as signs of Shadowsocks traf-
fic during passive analysis, they sent random data of varied entropies and lengths though
the GFW towards their test Shadowsocks proxies and observed which packets triggered
active probes from the GFW. Alice et al. discovered that the GFW examined the byte en-
tropy and length of the first data packet sent after the TCP handshake. Since Shadowsocks
is a fully encrypted protocol, even the first packet in the Shadowsocks TCP connection
has high byte entropy. In addition to this, the length distribution of Shadowsocks packets
resembled the distribution of the traffic it carried, typically HTTPS, since Shadowsocks
did not properly pad the obfuscated packets but only added a constant number of bytes
to it. The GFW was able to use the high byte entropy and HTTPS typical packet length
as an indication that the traffic might be Shadowsocks traffic. Next, in order to confirm
its suspicions, the GFW actively probed the server (proxy) the client was accessing.

In addition to discovering the fingerprints used by the GFW, Alice et al. also thoroughly
analysed the active probes their test proxies received [6]. The GFW could send three
different types of probes to the suspected Shadowsocks proxy: probes consisting of ran-
dom data of various lengths, exact replays of previous successful connections, or replays
of first packets of previous connections with some of the original bytes manipulated in
tactical places. Tactical places here mean bytes where for example different encryption re-
lated values negotiated in the beginning of the Shadowsocks connection are placed. Some
Shadowsocks proxies block exact replays of previous connections, so manipulating bytes
in a way that the resulting message still structurally follows the Shadowsocks protocol
can increase the likelihood of the probe being accepted as a new legitimate connection.
If the Shadowsocks proxy answered to the probing in a Shadowsocks typical way, the
GFW blocked the proxy’s IP address. After the IP address was blacklisted the GFW
dropped all packets originating from the proxy. Once blacklisted, the proxy could become
unblocked later without the GFW sending more probes to confirm whether the server was
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still running Shadowsocks.

Similarly to active probes the GFW sent to Tor bridges, the probes to the Shadowsocks
proxies came from a large constantly changing pool of IP addresses [6]. It is quite safe to
assume the same proxy network is being used to send probes to proxies running different
circumvention tools, even when the centralised system behind it needs to have protocol
specific functions to properly fingerprint different tools.

Alice et al. note that only few of their Shadowsocks proxies were actually blocked during
the study period despite the proxies receiving massive amounts of active probes from the
GFW [6]. This lead them to hypothesise that the actual blocking of circumvention servers
in the GFW might be human controlled. This hypothesis is further supported by the
fact that censorship of the Shadowsocks protocol has been reported to clearly fluctuate
with the surrounding political climate in China. Users in China have reported their
Shadowsocks servers becoming blocked especially close to politically sensitive events, such
as important congress meetings of the Chinese Communist Party (CCP) or the anniversary
of the Tiananmen square massacre. After such sensitive events were over users in China
reported their Shadowsocks proxies becoming unblocked again. This is an interesting
example of how Internet censorship in China combines automated and manual elements,
and also how the surrounding political events affect the degree of censorship.

Alice et al. disclosed their findings to the developers of the two Shadowsocks implementa-
tions they used in their tests and at least one implementation made modifications to their
code that successfully enabled their servers to become unblocked in China again [6].

5.3 Fully passive censorship of circumvention tools

In November 2021 there was a new development in the GFW’s censorship of circumvention
protocols: the GFW was now capable of completely passively detecting and blocking
randomization based circumvention traffic in real time [91]. This new type of censorship
affected many popular circumvention and obfuscation protocols such as Shadowsocks and
obfs4. As was discussed in Section 5.2, the GFW has been passively analysing and actively
probing randomized protocols for a long time, but this new censorship system achieved the
same or better results without any active probing. The new system seems to be separate
from the passive-active censorship system and they work in parallel. Similarly to previous
blockings of Shadowsocks, the launch of this new passive censorship system coincided with
a politically sensitive event, in this case an important meeting of the Chinese Communist
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Party.

Wu et al. [91] studied this new censorship system extensively between years 2021 and
2023. According to their results, the new system passively analyses traffic, and implements
efficient heuristics that exempt traffic that is very unlikely fully encrypted circumvention
traffic, and blocks everything else. In principle the system whitelists traffic instead of
blacklisting, which can work well against randomized protocols [33] [90].

The heuristics use fingerprints of common protocols, byte entropy, and the number, frac-
tion, and position of printable ASCII characters in the first data packet to make its
assessment [91]. The first rule is that if the first 3 to 6 bytes of the packet match TLS or
HTTP, even if the rest of the packet does not follow the protocol, these connections are
exempt. TLS and HTTP are likely explicitly exempt first in the beginning of the system’s
checklist to rule most traffic out immediately and to do the other checks only to a small
fraction of traffic. Secondly, the system allows connections where the first six bytes, half
of the characters, or 20 contiguous bytes are printable ASCII. The idea is likely to allow
plaintext protocols that are susceptible to other censorship methods. Lastly, if the byte
entropy in the packet is sufficiently low, the connection is likely to get exempt. Otherwise,
the packet is dropped. Some of the rules overlap, such as the printable ASCII character
rules and first bytes of HTTP.

After the first packet has been dropped, the client - server pair is put under residual
censorship that lasts for 180 seconds [91]. During the residual censorship all TCP packets
are dropped from the client to the server, but not the other way around. The GFW
likely limits the number of connections it residually blocks since if multiple connections
are initiated the duration of the residual blocks decreases. Likely in order to not over block
and to save resources, the GFW only monitors around 26% of all connections with this new
system and only IP addresses that belong to AS’s that are from popular VPS providers
which are often used to host circumvention servers. The 26% rule is likely enough due
to the residual censorship that blocks subsequent communication attempts between the
same client and the server.

According to Wu et al., the system only affects TCP traffic and all ports can experience
blocking [91]. Blocking does not trigger unless the TCP handshake has been fully com-
pleted. The GFW waits for 5 minutes after the TCP handshake to see the first TCP
packet, and only the first packet is analysed. Wu et al. simulated the heuristics of the
GFW in a network where usage of circumvention tools is not expected and observed the
rules to block innocent traffic only around 0,6% of the time, which is likely close to the
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false positive rate of the new system. In large censorship systems such as the GFW, having
a low false positive rate is important, since frequent unintended censorship could likely
lead to backlash.

Based on their findings Wu et al. suggested improvements to different circumvention
protocols, such as prepending a customisable string of printable ASCII characters to the
start of first data packet or adding additional zeros or ones into the packet to skew the
byte entropy attributes. In February 2023, the strategies adopted by circumvention tools,
including multiple different implementations of Shadowsocks, were still effective in China.

5.4 Censorship resistant circumvention

Censorship based on passive analysis and active probing can be avoided either by evading
the passive traffic analysis or by responding discreetly to active probes. It is good practice
for censorship circumvention tools to defend in both ways.

In defeating passive analysis, fragmenting the client-side TCP segments can help con-
fuse the censor, since that will change the statistical attributes of the traffic flow such as
packet length distribution. In Alice et al.’s tests, servers that had a tool that fragmented
the client-side packets received considerably fewer active probes [6]. However, these tools
are unfortunately also fingerprintable [6], and Winter et al. [89] point out that packet frag-
mentation methods have their limits: client side fragmentation, if it successfully evades
censorship and does not cause active probing, would need to be enabled on all users in the
censoring country, or otherwise the server would be probed and possibly blocked. Frag-
mentation from the proxy side does not have this issue, but if the censor makes its decisions
based on the first client-side packet, this does not provide an answer. On the other hand,
the mitigation methods provided by Wu et al. [91] prove that sometimes even simple
modifications the first client-side packet can help avoid passive analysis. Circumvention
techniques based on mimicry can also efficiently resist whitelisting censorship systems such
as the one discussed in Section 5.3, but mimicry can be challenging to implement correctly
[33]. Overall, passive analysis can be avoided, if the circumventing traffic does not have
fingerprints the censor is able to identify with reasonable confidence.

In defeating active probing, circumvention servers should always reply discreetly and con-
sistently in different error cases to avoid creating unique edge cases that can be used by the
censor to fingerprint the proxy by the way it responds to probes [6]. We discuss responses
to error cases, since naturally if the proxy accepts the connection without any errors, this
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already confirms the censor’s suspicions. When the proxy receives a connection attempt it
does not understand, it can respond for example by timing out the connection, by aborting
the connection with a TCP reset packet, or by closing the connection with a FIN/ACK
packet. If the proxy responds differently depending what application errors the probes
from the censor trigger, it is possible for the censor to statistically fingerprint the proxy
with a large number of probes.

As an example Alice et al. [6] managed to fingerprint different Shadowsocks implemen-
tations by simulating a prober and recording the answers from their proxies. Depending
on the attributes of the probe, such as length of the salt in the Shadowsocks message or
the length of the whole probe, the proxies respond in different ways when the probe does
not correctly adhere to the Shadowsock protocol. This makes it possible for the censor
to map the thresholds at which probe lengths the proxy changes its behaviour, which
creates a Shadowsocks implementation specific pattern, allowing for fingerprinting. There
is no clear evidence of censors using this method in practice, but Alice et al. note that
the GFW already sends multiple probes of lengths that match the behaviour thresholds.
Authenticating the clients and using strong ciphers help in defending against probes that
are exact replays of previous connections.



6 Discussion

Challenges in Internet censorship research

While Internet censorship research is often practically the only way to obtain information
about governmental Internet censorship, it is also not without its limitations. Domain
related results seem to be highly affected by what domains were tested and in what
numbers and numerical results between different studies are not easily comparable. Many
Internet censorship studies also only reflect the situation in a specific country at the specific
moment in time when the study was conducted. High censoring countries tend to update
their censorship systems actively and these kinds of studies inevitably become outdated
relatively fast. Said studies do serve to provide historical data but they only do so for
a single point in time. This leads to a situation, where different research groups repeat
similar studies every few years to capture developments in countries of interest.

To counter this long-standing trend, there are some projects whose main focus is to provide
longitudinal data either globally or from a specific country and censorship method. Such
Internet censorship and interference observatories actively measure and report on the
state of Internet freedom in the world while providing researchers with vital data about
Internet availability and censored domains worldwide. Some notable projects are Censored
Planet [22], OONI [64] [40], The Citizen Lab [78], ICLab [62], Quack [82], and Access
Now [4]. A non-governmental organization Freedom House also makes yearly reports on
the status of Internet freedom around the world that provide valuable information on
the political context of Internet censorship as well as its impacts from a human rights
perspective. GFWatch and GFWeb developed by Hoang et al. are examples of long-term
observation projects that monitor the GFW specifically [47] [42] [46] [43]. Both projects
aim to better provide long-term data on web traffic censorship in China and to better
capture developments of the GFW.

Some Internet censorship studies also only measure whether in a technological sense In-
ternet censorship can be observed in a country overall without taking into account the
purpose or the actor behind the censor. This is something that needs to be taken into
account when drawing conclusions from research results, since in real life the surround-
ing context of the censorship matters. It is understandable that evaluations of political
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context might be out of scope for many research groups consisting mostly of computer
scientists, whose focus is on the technical execution of Internet censorship. Reports by In-
ternet rights activist groups or political science studies focus on the intention, effects, and
surrounding political context of Internet censorship, but on the contrary lack information
about the actual technological implementations. Ultimately, Internet censorship research
needs to be a multi-disciplinary effort, since both technical and human aspects need to
be taken into account when forming an accurate picture of Internet censorship globally or
within a country.

Even though Internet censorship research is often motivated by the will to help citizens
in oppressive regimes, in addition to circumventing governmental Internet censorship the
developed circumvention methods can also be used to access content for criminal purposes.
This might be an inevitable side-effect of greater anonymity on the Internet, but it is a
side to censorship circumvention that has not been much discussed, at least not in research
context.

Overall, discussions about Internet censorship and its ethics ultimately come down to
what kind of censorship is considered acceptable and what oppressive. According to a
global survey conducted by the Internet Society in 2013, most people want some level of
censorship on the Internet, mostly to make the Internet a safer place [44]. The survey
collected answers from more than 10 000 people from 20 countries around the world
regarding different aspects of Internet usage. It is evident not all governmental Internet
censorship is seen as oppressive. From a research point of view however, it is interesting to
concentrate on the negative side of Internet censorship: how governments abuse Internet
censorship to manipulate the public opinion and oppress the human rights of their citizens.
According to the survey, most people do think freedom of expression should be guaranteed
on the Internet and see access to Internet as a basic right.

There have also been some concerns on how most Internet censorship research is concen-
trated on countries that are known to be offenders [61] [62]. This might lead to blind
spots when it comes to keeping up to date with Internet censorship developments in more
traditionally liberal countries. For example, relatively little research has been done on
Internet censorship in European countries [83] [21] or the USA [81].

While the USA is not an active target of Internet censorship research, it is necessary to
mention that multiple companies in the country have had unfortunate ties to governmental
Internet censorship in other countries, particularly in China [95]. An especially notori-
ous example is the telecommunications giant Cisco Systems, who built multiple Chinese
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Internet backbone networks and helped enable the large-scale censorship of today. Since
much of China’s Internet backbone at least in the beginning of the century ran on Cisco’s
routers, they have likely been involved in the active maintenance of the systems and have
provided help in configuring the routers for censorship purposes.

Future directions

Circumvention tools that hide both the domain and the IP address of the target server are
likely the most efficient methods to circumvent the Great Firewall. It makes it unnecessary
to defeat different censors of different protocols separately, and circumvention tools and
VPNs are also the only methods that enable circumvention of IP address blocking. How-
ever, due to the legislation in China, obtaining or sharing information about, as well as
running and using circumvention tools or VPNs has been made purposefully difficult and
poses a risk to users. Circumvention tools and VPNs are actively under the watching eye
of the government and China has in recent years only tightened its legislation surround-
ing circumvention tool and VPN usage [25]. This hinders the adoption of such tools and
also raises the bar high enough so that only users with sufficient technological knowledge
and motivation can circumvent censorship. Circumvention methods that do not require
active participation from the user would help level the playfield and nullify the effects of
governmental Internet censorship for as many people as possible. Extensions to common
protocols that undermine existing censorship methods, such as encrypted DNS, ESNI or
ECH, have in this regard the potential to reach mainstream adoption on a different scale
from circumvention tools or VPNs, however, their adoption will not go smoothly in high
censoring countries such as China.

Overall, it seems unlikely that Internet censorship policies in China will considerably
relax in the near future, as there are only signs of opposite developments with China
tightening its legislation surrounding Internet censorship [25] and increasing the number
of censored domains in recent years [54] [47] [9]. In addition to tightening national control,
China has also been exporting their model of state-controlled Internet to questionable
authoritarian leaderships in developing countries around the world by providing both
networking infrastructure and tools of mass surveillance, as well as training governments
in using said infrastructure to enforce digital authoritarianism [29]. According to Freedom
House, in 2024 global Internet freedom declined for the 14th consecutive year [41].



7 Conclusions

In this thesis we discussed governmental Internet censorship and how it has been imple-
mented in the national packet filtering system of China, the Great Firewall. Governments
around the world utilize diverse methods to control what their citizens can access on the
Internet. HTTP and HTTPS censorship are the most used methods around the world to
censor web traffic. High censoring countries such as China and Iran also employ DNS cen-
sorship to make their web traffic censorship more comprehensive. Since the inner workings
of governmental Internet censorship systems are not public knowledge, Internet censorship
research aims to uncover in detail the technological methods used in these systems as well
as which domains are being censored.

China has consistently ranked among the most aggressive Internet censors in the world.
The Great Firewall has DNS, HTTP, and HTTPS censorship components that under nor-
mal circumstances manage to censor their target protocols almost every time. The Great
Firewall censors an extensive number of domains and blocks access to most large western
social media platforms and news sites which the Chinese government cannot control. In
addition, the Great Firewall censors a considerable number of domains that host content
critical of the government as well as content related to human rights and Internet freedom.

Compared to censorship systems in many other countries, the Great Firewall is not trans-
parent in its censorship and users are not informed when their request has been censored:
The DNS censorship system of the Great Firewall returns publicly routable IP addresses
that redirect to pages of legitimate businesses that make it difficult to automatically detect
when a query has been censored. HTTP and HTTPS traffic is censored through TCP reset
attacks without presenting the user with a blockpage indicating the request was censored.

Circumvention protocols have been developed to circumvent governmental Internet cen-
sorship and these tools make it possible to bypass DNS, HTTP and HTTPS censorship
of the Great Firewall. However, the Great Firewall actively aims to censor circumven-
tion tools through its passive analysis and active probing systems and whether different
tools are usable from within China or not varies with time. Sharing information about and
providing circumvention services has also been made difficult in China through legislation.

In the field of Internet censorship China is an industry leader that showcases a model of
a state controlled national Internet that many other authoritarian countries with similar
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ambitions can try to replicate. The different components of the Great Firewall are still
being developed and maintained actively and this is expected to continue in the foreseeable
future. In order to capture these future developments it is crucial that research and
longitudinal measurement projects targeting the Great Firewall continue from here on as
well.
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