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Situational and Individual Risk Factors for Cybercrime Victimization in a Cross-

national Context 

 

Abstract 

Routine Activity Theory (RAT) and the general theory of crime have been widely 
employed to understand cybercrime victimization. However, there is a need to integrate 
these theoretical frameworks to better understand victimization from a cross-national 
perspective. Method: A web-based survey was conducted among participants aged 15 
to 25 years from the U.S., Finland, Spain, and South Korea. Results: Factors related to 
RAT were associated with increased victimization in all four countries although results 
varied between the countries. Low self-control was associated with victimization in the 
U.S., Finland, and Spain but not in South Korea. Using decomposition analysis, we 
discovered that the association between low self-control and victimization occurred both 
directly and indirectly through measures of RAT. Discussion: Our study demonstrates 
the need to integrate theories to better understand the dynamics of victimization. 
Despite the usefulness of RAT, other theories should be taken into consideration when 
investigating cybercrime victimization. 

 
Keywords: cybercrime, victimization, Internet, social media, routine activity theory, 
general theory of crime 
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Introduction 

The rapid development of information and communication technology has 

contributed to the increasing use of the Internet and social media, facilitating people’s 

everyday life. The Internet and social media platforms offer their users many beneficial 

services that can ease people’s daily routines. These platforms offer possibilities to 

create and maintain professional and personal social networks as well as share and 

consume information with people who have similar interests. They can also function as 

a source of fulfilling individuals’ social and psychological needs, such as 

belongingness, self-esteem, and avoiding loneliness (Gonzales & Hancock, 2010; Kim, 

Larose & Peng, 2009; Seidman, 2013). For example, these platforms can provide 

opportunities to reduce loneliness and the discrepancy between desired and existing 

social relationships (Perlman & Peplau, 1981). Further, loneliness is an important factor 

in predicting an individual’s psychological health (Baumeister & Leary, 1995) as lonely 

and depressed people tend to develop addictive or compulsive Internet behavior which 

can lead to other negative social outcomes such as hostility or depression (Griffiths, 

2000; Kim et al., 2009; Yen et al., 2008). 

According to Internet Live Stats (2019), annual user growth of the Internet 

exceeds global population growth. Internet Live Stats (2019) estimates that nearly 57% 

of people in the world are using the Internet. At the same time, the number of social 

media users nearly tripled between 2010 and 2017 from 0.97 billion to 2.46 billion and 

is estimated to exceed three billion users in the year 2021 (Statista, 2019). The use of 

the Internet and social media is not evenly spread but varies between regions and 

countries. As of June 2019, it was estimated that 89% of people living in North America 

were using the Internet while other parts of the world had lower percentages, with 

Europe at 87%, Asia at 52%, and Africa at 40% (Internet World Stats, 2019). In its 
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essence, the Internet may be considered a massive network of connected computers, 

while social media can be described as a vast network of people known and unknown to 

each other, interacting through the Internet (Reyns, Henson & Fisher, 2011). 

The Internet with its numerous different services and social networks is 

not only a playground for ordinary people looking for relief from daily activities. It is 

also a mediating tool for criminals to engage in illicit activities and seek victims 

(Bossler & Holt, 2010; Marcum, Higgins & Ricketts, 2010; Yar, 2005). The increasing 

number of Internet and social media users means there is an increase in the opportunity 

to find suitable targets for those committing criminal acts online. Therefore, cybercrime 

has become a growing threat to people living in technically advanced countries (Meško, 

2018). 

Widespread routine-like usage of the Internet and social media 

corresponds with general crime trends where the rate of traditional crimes is decreasing 

(Griffiths & Norris, 2020; Office for National Statistics, 2015; Tcherni, Davies, Lopes 

& Lizotte, 2016), while the rate of crimes utilizing information and communication 

technology is increasing (Kivivuori, Aaltonen, Näsi, Suonpää & Danielsson, 2018; 

Office for National Statistics, 2015; Tcherni et al., 2016). This change in criminal 

offending is likely to result in a situation where an increasing number of adolescents 

and young adults are victimized irrespective of their nationality or location on the globe. 

Adolescents’ and young adults’ behavior compared with older age groups is usually 

more risk driven, as younger individuals are more susceptible to peer pressure leading 

them into high-risk behaviors, such as deviant or criminal acts (Akers, 1999; Warr, 

1993). This can further lead youth to both commit criminal acts and be exposed to 

online offenders.  
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People who commit crime are also likely to become victims of crime. This 

victim-offender overlap is well established in previous research (Gottfredson & Hirschi, 

1990; Kerstens & Jansen, 2016; Kranenbarg, Holt & Gelder 2019; Ngo & Paternoster, 

2011). Crimes are typically concentrated among a small number of individuals, making 

it more likely that the same individuals are being repeatedly victimized (Ellonen & 

Salmi, 2011; Finkelhor, Ormrod, Turner & Hamby, 2005; Martinez, Lee, Eck & 

SooHyun, 2017). Therefore, it is important to understand the factors behind cybercrime 

victimization and develop new possible intervention strategies so that the cycle of 

victimization can be prevented as early as possible. 

Previous research using established theories of crime causation have 

focused on online victimization, its multiple aspects, and factors behind victimization 

(Leukfeldt, 2014; Marcum, 2008; Ngo & Paternoster, 2011; Näsi, Oksanen, Keipi & 

Räsänen, 2015; Reyns, 2011). For example, Marcum (2008) using Routine Activity 

Theory found that among college freshmen in the U.S. (N = 483), exposure to offenders 

and target suitability increased the likelihood of cyber victimization. Whereas, Ngo and 

Paternoster (2011) using general theory of crime and Routine Activity Theory, found 

that among U.S. college students (N = 282) neither individual nor situational 

characteristics consistently impacted the likelihood of cyber victimization and low self-

control was only partially related to cyber victimization. Outside the U.S., Reyns (2011) 

employed Routine Activity Theory in a study with British citizens (N = 5,985, age 16–

91 years), and found that exposure to offender and target suitability did in fact increase 

the probability of becoming a victim of cybercrime.  

In our cross-national study, we approach cybercrime victimization from a 

social psychological standpoint using the combined criminological framework of 

Routine Activity Theory (Cohen & Felson, 1979) and general theory of crime 
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(Gottfredson & Hirschi, 1990). Moreover, we examine whether both low self-control 

and risky online routines are associated with cybercrime victimization and whether the 

effect of low self-control is mediated via increased risky routines. This combined 

framework has been utilized in explaining offline violence victimization (Ren, He, Zhao 

& Zhang, 2017; Stewart, Elifson & Sterk, 2004; Turanovic & Pratt, 2014) and online 

victimization (Ngo & Paternoster, 2011). In our study, we test the combined framework 

in a cross-national setting. We focus on online victimization of adolescents and young 

adults in well advanced information societies with high Internet penetration 

percentages. 

Cybercrime 

In this study, cybercrime refers to criminal offenses such as slander, threat 

of violence, identity theft, fraud, or sexual harassment taking place on the Internet. As 

cybercriminals are not restricted by national borders, defining cybercrime becomes 

problematic as these crimes often span several legal jurisdictions. Moreover, because 

cybercrime legislation differs from one country to another, we will rely on self-report 

survey-data of victimization rather than jurisdiction specific legal definitions. This is 

feasible given the cross-national focus of the study. Utilizing this self-report approach 

for cybercrime is common in previous research (see Bossler & Holt, 2010; Kaakinen, 

Keipi, Räsänen & Oksanen, 2018; Oksanen & Keipi, 2013; Reyns et al., 2011). 

In general, cybercrime involves offenses directed at individuals using 

computers and computer networks as mediating tools. These offending acts may range 

from cyberstalking and cyber harassment to hate crimes, identity theft, fraud, and 

threats of a sexual and violent nature (Bossler & Holt, 2010; Hay & Ray, 2019; Marcum 

et al., 2010; Yar, 2005). Studies show the global annual financial loss credited to 

cybercrime is in the billions of dollars and millions of people have fallen victim to it 
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(Gañán, Ciere & van Eeten, 2017; Saini, Rao & Panda, 2012). Cybercrime victimization 

is considered just as harmful as victimization taking place in the physical world. 

Wigderson and Lynn (2013) found that many forms of cybercrime are negatively 

associated with the well-being of adolescents and that cyber victimization can, in fact, 

influence adolescents more than traditional forms of victimization (see Bren & Li, 

2005). A possible explanation for this is because nearly every Western adolescent has 

their own Internet access at home, therefore the home does not safeguard them from 

potential dangers (Mason, 2008). Living at home with parents does not always imply 

getting help from parents, especially since cyber bullying and cybercrime can go easily 

unnoticed (Hay, Meldrum & Mann, 2010). 

Routine Activity Theory 

One of the popular theories in crime victimization research is Routine 

Activity Theory (RAT) developed by Lawrence Cohen and Marcus Felson (1979). RAT 

is a situational theory, where crime is most likely to occur when a motivated offender 

and suitable target meet in a situation lacking a capable guardian. The opportunity for 

such a situation is created by the routine lifestyles of a suitable target, who becomes 

visible to the offender, and other social actors. Therefore, crime is not a random 

occurrence, but rather, follows the routine patterns of social life (Marcum, 2008). Also, 

according to the theory, there are always motivated offenders seeking suitable targets 

(Cohen & Felson, 1979). 

RAT was originally developed to explain conventional crime in the 

“physical world” when a motivated offender and a suitable target meet in a situation 

which is lacking a capable guardian. According to Felson (2016), cybercrime follows 

the same principals as crime in the physical world even though an offender, victim, and 

capable guardian do not coexist in the same physical space and time. Space and time 
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will only change the nature of crime but not its meaning (Felson, 2016). Thus, RAT has 

been applied to a wide range of cybercrime studies over the past years (Bossler & Holt, 

2009; Holt & Bossler, 2008; Holt, Leukfeldt & Van De Weijers, 2020; Marcum et al., 

2010; Näsi et al., 2016; Reyns, 2011; Reyns et al., 2011).  

Routine Activity Theory has also received criticism regarding its 

suitability to explain cybervictimization (Yar, 2013: Leukfeldt & Yar, 2016). Some 

studies have shown limitations of using RAT to explain cybercrime victimization, 

especially when the strict definitions of its three core components have been followed: 

motivated offender, target suitability, and absence of guardianship. This is mainly 

because in the digital world, suitable target and a motivated offender do not necessarily 

converge within a shared time and space (Leukfeldt & Yar, 2016; Näsi, Räsänen, 

Kaakinen, Keipi & Oksanen, 2016; Reyns et al., 2011; Yar, 2005). In earlier online 

victimization research, guardianship has been measured in a variety of ways, but a large 

portion of the research has focused on an individual’s social network as a source of 

guardianship (Holt & Bossler, 2008; Näsi et al., 2016).  

Self-Control in General Theory of Crime 

General theory of crime was introduced by Michael Gottfredson and 

Travis Hirschi in 1990 and is combined with RAT in this study. A key element in 

general theory of crime is self-control. Low self-control, which is commonly manifested 

as impulsivity (White, Moffitt, Caspi, Bartusch, Needles & Stouthamer-Loeber, 1994), 

has been considered to explain the susceptibility to both committing crime and being 

victimized in physical and digital contexts alike (Gottfredson & Hirschi, 1990; Reyns et 

al., 2014; Schreck, 1999; Tagney, Boone & Baumeister, 2018). 

According to general theory of crime, people with low self-control tend to 

act impulsively and look for immediate gratification without thinking about the long-
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term effects of their actions. Therefore, people with low self-control are more likely to 

commit crime or deviant acts than people with high self-control. Low self-control also 

increases the risk of victimization (Bossler & Holt, 2010; Kranenbarg et al., 2019; 

Schreck, 1999; Schreck, Wright & Miller, 2002). For instance, self-control can 

influence individual’s daily routine so that they engage in activities that make them 

more visible to offenders, resulting in higher odds for them to become a victim of crime 

(e.g., Reisig & Golladay, 2019). 

Because self-control and the impact of self-regulation affect the quality of 

individuals’ life, self-control has been extensively studied in social psychology. 

According to previous research studies (Baumeister & Heatherton, 1996; Baumeister & 

Leary, 1995; Hofmann, Luhmann, Fisher, Vohs & Baumeister, 2013; Tagney et al., 

2018), people with good self-control are doing well in their lives, are happier, and they 

face fewer hardships than people with low self-control. With strong self-control, the 

individual is able to control one’s own behavior and see the long-term consequences of 

one’s actions. On the other hand, low self-control is not the reason for committing 

crimes, but rather, strong self-control acts as a deterrent between the actor and the 

crime. 

Individuals engaging in risky behavioral and lifestyle routine-like 

activities are at a greater risk of victimization both offline and online (Cohen & Felson, 

1979; Felson, 2016). Earlier studies suggest that individuals with low self-control are 

more likely to take part in risky activities such as aggressive or delinquent behavior 

because they find this type of activity to be fun or exciting (Gottfredson & Hirschi, 

1990; Kulig, Pratt, Cullen & Unnever, 2017; Pratt, 2016). By doing so, these individuals 

expose themselves as suitable targets to motivated offenders, thus increasing their risk 

of getting victimized in a situation lacking guardianship, both in offline and online 
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contexts (e.g. Kulig et al., 2017; Reisig & Golladay, 2019; Reisig, Pratt & Holtfreter, 

2009; Turanovic & Pratt, 2014).  

This study 

This study aims to investigate if RAT and general theory of crime together 

could be used to analyze online victimization among adolescents and emerging adults 

cross-nationally. Moreover, we analyze whether the association between low self-

control and cybercrime victimization is mediated via increased involvement in risky 

online routines. This theoretical framework has been utilized in earlier studies (Reisig & 

Golladay, 2019; Ren et al., 2017; Stewart et al., 2004; Turanovic & Pratt, 2014), but this 

is the first study to extend these tests and examine cybercrime victimization in a cross-

national context using representative samples from four countries across three 

continents. 

The research questions are:  

1. Are routine activities on the Internet and self-control associated with 

adolescents’ and emerging adults’ cybercrime victimization? 

2. Does low self-control have indirect connection to cybercrime victimization 

through measures of routine activity theory? 

 

Method 

Participants 

Participants of the study were adolescents and young adults aged 15 to 25 

years who entered the study from the U.S. (N = 1212, 50.2% female, Mage=20.1, 

SDage=3.19) in January 2018, Finland (N = 1200, 50% female, Mage=21.3, SDage=2.85) 

in March–April 2017, Spain (N = 1212, 48.8% female, Mage=20.1, SDage=3.16) in 

March 2019, and South Korea (N = 1192, 50.4% female, Mage=20.6. SDage=3.24) in 
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March 2019. In order to achieve data that mirrored the current population estimates of 

each examined country, the data were demographically balanced for age, gender, and 

living area in all four countries (for details, see Oksanen, Sirola, Savolainen & 

Kaakinen, 2019).  

Procedure 

A volunteer participant pool managed and maintained by a global data 

provider company Dynata (formerly known as Survey Sampling International), was 

used to recruit respondents to the study. Dynata serves a wide range of industries with 

online data collection and robust panels. A 15-minute web-based survey was used for 

data collection in all four countries using previously validated measures that have been 

widely used in earlier comparative research. The survey was originally designed in 

Finnish and it was translated into English. The translation went through a back-

translation process to affirm the survey’s internal consistency and accurate matching of 

the items. Next, the English version was translated into Korean by proficient Korean 

and English speakers and later into Spanish by proficient Spanish and English speakers. 

Both, the Korean and Spanish translations went through the back-translation process to 

ensure internal consistency and accurate matching of the items. 

Measures 

The dependent variable, cybercrime victimization, was measured with the 

question “In the past three years, has someone committed a crime against you online?” 

with a yes or no response. If the participants answered yes, they were then asked to 

choose the type of crime committed from a dropdown list. Options in the dropdown list 

were: 1) Slander or defamation of your character, 2) Coercion or a threat of violence, 3) 

Identity theft, 4) Fraud, 5) Sexual harassment, and 6) Other, which? In case the 

participant chose option 6 they were asked to write the type of crime into a free text 
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box. The cut-off of three years was selected because of its use in previous victimization 

studies and because online victimization is a relatively rare life event (Kaakinen et al., 

2018; Näsi et al., 2015). 

A total of eight independent variables from our data were selected 

including both theoretical and control measures. Three components of RAT included 

exposure to a motivated offender, target suitability, and guardianship. We are using 

similar measures for these components as previous studies (e.g. Marcum, 2008; 

Marcum et al., 2010; Näsi et al., 2016). Self-control was measured as the key concept 

from general theory of crime. Age and gender were used as control variables. All 

independent variables showed acceptable inter-item reliability. Descriptive statistics of 

independent variables and their reliability coefficients (Cronbach´s alpha) are 

introduced in Table 1.  

(Table 1 around here)  

Exposure to motivated offender. Exposure to motivated offenders was 

measured by creating two variables. The variable Danger Sites was created by using the 

question “How often do you use the following online sites and services.” Options were 

“Dark web (for example: Tor, Freenet, I2P),” “Online casino sites or other sites by 

gambling companies,” and “Online gambling forums or gambling communities.” Each 

option had a response scale from 0 (never) to 3 (daily). The final danger sites scale 

ranged from 0 to 9. Social Media Sharing was created from questions “How often do 

you share content in social media” and “How often do you upload pictures of yourself 

into social media.” The response scale was from 1 (Less than once a year) to 7 (Daily). 

Target suitability. We measured target suitability using the Compulsive 

Internet Use Scale (CIUS; Meerkerk, Van Der Eijnden, Vermulst & Garretsen, 2009) 

and created a variable for Offending Messaging. The CIUS uses 14 items to measure 
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compulsive use of the Internet. The assumption behind CIUS is that a person is not 

addicted to the Internet itself but rather to particular social media services or other 

online activities, such as online gambling, which results in compulsive Internet use. 

Consequently, resulting in higher risk of getting victimized (Dihr, Chen & Nieminen, 

2015; Griffiths, 2000). The response scale for CIUS ranged from 0 (Never) to 4 (Very 

often). 

Aggressive behavior was measured by creating a variable called Offending 

messaging using the question “How often do you send messages in social media that 

offend or threaten other users?” The higher the participant scores, the higher the risk of 

being noticed as a suitable target by offenders. The response scale for Offending 

messages ranged from 1 (Never) to 7 (Daily). 

Absence of guardianship. We treat the absence of guardianship as a lack 

of meaningful social relationships that is manifested in feelings of loneliness. This was 

measured using the Revised UCLA three-item Loneliness Scale (R-UCLA; Hughes, 

Waite, Hawkley & Cacioppo, 2004) which is used as a unidimensional measure of 

loneliness. R-UCLA scale has been used widely in multinational loneliness studies (De 

Jong Gierveld & Van Tilburg, 2010). The response scale ranged from 1 (Rarely) to 3 

(Often).  

Self-Control. Self-Control is a key concept in general theory of crime 

(Dussault, Brendgen, Vitaro, Wanner & Tremblay, 2011). Here, it was measured using 

the Eysenck Impulsiveness Scale (EIS; Eysenck & Eysenck, 1978). The scale is 

composed of five items. The response scale ranged between 0 and 5, with higher scores 

indicating higher level of impulsivity. One of the items (“Do you usually think carefully 

before doing anything?”) was reverse coded prior to the analyses.  
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Control factors. We used the participants’ gender (0 = male, 1 = female) 

and age as control factors. Age was treated as a continuous variable.  

(Table 2 around here) 

Statistical techniques 

First, we calculated the percentage of respondents who reported to be 

targets of cybercrime at least once in the past three years. Descriptive findings in Table 

1 include rates of cybercrime victimization for each country. We then examined the 

effect of the selected independent variables representing exposure to motivated 

offender, guardianship, and target suitability, on the probability of being a victim of 

cybercrime. We used logistic regression because of our dichotomous outcome variable. 

We were also interested in whether the impact of the independent variables was 

constant across the four countries.  

For the mediation analysis, we used The Karlson–Holm–Breen (KHB) 

KHB method in Stata 15.1. This was conducted with the khb command (Kohler, 

Karlson & Holm, 2011). KHB is a decomposition method that solves issues related to 

comparison of nested nonlinear models (Mood, 2010) and, thus, is able to estimate 

mediation effects that are robust to rescaling bias (Karlson, Holm & Breen, 2012). KHB 

gives an estimation of variance explained by mediator Z in nonlinear models. It also 

solves issues arising especially in comparison of nonlinear models (Mood, 2010). Our 

models included all three mediators at the same time and age and gender as controls. 

We report how much of the total effect is explained by the mediators. We also 

bootstrapped the KHB models with 10,000 replications and provided total mediating 

effects for each country.  

Results 
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Cybercrime victimization was substantial in each of the studied countries, 

with 4.3 to 7.9 percent of the respondents reporting being a target. The rates of 

cybercrime victimization (Table 1) were highest in Finland and lowest in South Korea. 

In the U.S., 85 (7.0%) participants reported cyber victimization, while the same 

frequency was 95 in Finland (7.8%), 87 in Spain (7.2%), and 51 (4.3%) in South Korea. 

All four countries combined and both genders considered, the most common forms of 

cybercrime faced by the victims were slander or defamation of one’s character and 

coercion or a threat of violence. Sexual harassment was the least common form of 

reported cybercrime.  

The most common reported form of cybercrime among female participants 

was slander or defamation of one’s character followed by sexual harassment, while the 

least common was fraud, except in Finland. In Finland, fraud was the most common 

form of crime among female victims followed by slander or defamation of one’s 

character and sexual harassment. The most common form of cybercrime faced by male 

respondents was slander or defamation of one’s character, except in the U.S., where 

coercion or a threat of violence was the most common form of cybercrime. Table 3 

reports the unstandardized regression weights (B), their standard errors, odds ratios 

(OR) and p-values. Also, chi-square (χ²) log likelihood coefficients are presented for 

each model with the pseudo-coefficients of the determination (Nagelkerke Pseudo R²). 

(Table 3 around here) 

Logistic regression analysis revealed that the participants who reported 

using danger sites more often also had a higher risk of being cyber victimized (Table 3). 

This finding was consistent in all four countries (U.S. OR = 1.26, p < 0.001, Finland OR 

= 1.168, p < 0.05, Spain OR = 1.181, p < 0.01, South Korea OR = 1.206, p < 0.05). 

Other variables based on RAT revealed mixed support as results varied between 
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countries. Sharing content online increased the risk of cyber victimization only in Spain 

(OR = 1.167, p < 0.001) and sending offending messages only in South Korea (OR = 

1.311, p < 0.01). Loneliness increased the risk of victimization in Finland (OR = 1.149, 

p < 0.05) and Spain (OR = 1.196, p < 0.05) but not in the U.S. or South Korea. Of the 

control variables, only older age was found to increase the risk of cyber victimization in 

the U.S. (OR = 1.081, p < 0.05). In the final logistic regression model, low self-control 

was associated with cybercrime victimization in the U.S. (OR = 1.179, p < 0.05), 

Finland (OR = 1.346, p < 0.001), and Spain (OR = 1.163, p < 0.05), but not in South 

Korea. 

(Figure 1 around here)  

Figure 1 reports how much of the total effect is explained by the mediators 

in the KHB analysis. Results showed that all of the three RAT-related factors mediated 

the relationship between impulsivity and cybercrime victimization very well in South 

Korea (from 19.12% to 23.03%) and reasonably well in Spain (from 10.95% to 

14.27%). However, in the U.S., only exposure (17.58%) and suitability (12.05%) 

mediated the relationship between impulsivity and cybercrime victimization. In Finland, 

RAT-related factors did not mediate the relationship between impulsivity and 

cybercrime victimization (from 1.52% to 4.76%). We found that the mediating effect of 

all three RAT-related factors remained in the U.S. (9.4%, SE 2.5%, p < .000), Finland 

(3.4%, SE 1.2%, p = .004), Spain (10.4%, SE 2.7%, p < .000), and South Korea (10.1%, 

SE 2.4%, p < .000). 

Discussion 

Understanding the threats young people face while using the Internet and 

social media is vital in the fight against online crime. It is imperative to gain better 
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understanding of the factors associated with cybercrime victimization in an effort to 

reduce cyber victimization and provide increased safety and security online.  

We took an approach in which we used RAT with its three key elements 

and expanded it with the core element of general theory of crime, namely low self-

control, to study cybercrime victimization factors with well-balanced comparative 

cross-national data from four countries. General theory of crime utilizes notions from 

RAT and these two theories are considered consistent with one another as they have 

been integrated in previous crime victimization studies on conventional crime (e.g. Ngo 

& Paternoster, 2011; Ren et al., 2017; Stewart et al., 2004; Turanovic & Pratt, 2014).  

The relationship between the variables associated with RAT and 

cybercrime victimization varied between the countries examined, as many of the 

variables failed to be significantly related to cybercrime victimization in every country. 

Exposure to motivated offender from RAT was the only factor throughout all four 

countries with statistical significance. This finding is similar with what Näsi and 

colleagues (2016) noted in their cross-national study on adults’ online harassment 

victimization. Low self-control (i.e., impulsivity) failed to be statistically significant in 

South Korea. It is also important to note that compulsive Internet use was the only RAT 

associated variable which had no statistical significance in any of the countries in our 

study. The amount of variance accounted for (Nagelkerke Pseudo R²) was moderate in 

Finland (0.099), but stronger in the U.S., Spain, and South Korea, varying between 

0.128 and 0.167. The results suggest that our model is useable in a cross-national 

context, but future studies should pay more attention to the chosen RAT-related 

variables. 

Young age, risk-driven lifestyle, and peer pressure are factors contributing 

to cyber victimization. In existing victimization and harassment studies, age has been a 
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statistically significant factor in explaining victimization: the younger the Internet user 

is the higher the risk of victimization (Näsi et al., 2016; Staksrud, Ólafsson & 

Livingstone, 2013). In our study, age was a significant contributor only in the U.S. This 

could be because of changes in the way the Internet is being used today by adolescents. 

Younger people have been more active users of the Internet and social media (Näsi et 

al., 2016), but it could be that among the 15 to 25 year old age group, the Internet is 

being used in similar ways and equally actively regardless of the age of the respondent. 

In our study, we did not ask the participants if they have changed the way they use the 

Internet, and how they utilized it in the past. Future studies could be constructed to 

study possible changes and the meaning of these changes for cyber victimization. 

In existing online harassment studies, women tend to be more commonly 

the victims of sexual harassment (e.g., Duggan, 2014; Näsi et al., 2016). In our study, 

the most common type of cybercrime female respondents experienced was slander or 

defamation of one’s character, except in Finland, where fraud was the most common 

crime. This raises questions if online sexual harassment has truly decreased or is sexual 

harassment so common on the Internet that it is no longer considered a criminal act, but 

rather something that is simply part of online communities. Either way, this possible 

change in crime types should be taken into consideration in future studies.  

The RAT-related factors, exposure to motivated offender, target 

suitability, and absence of guardianship partially mediated the relationship between low 

self-control and cybercrime victimization. In previous studies, a similar mediating role 

of risky lifestyles has been noted especially in terms of conventional or “real-life” 

crimes (e.g., Ren et al., 2017; Stewart et al., 2004). Under this theoretical model, low 

self-control leads to exposure, suitability, and lack of guardianship, and further to 

cybercrime victimization. However, the findings of our study could indeed suggest that 
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the significance of self-control should be reviewed in future studies as its effects are 

mediated by RAT-related factors.  

Limitations 

The foremost strength of our study is the comparative data samples from 

four different countries covering three different continents. They allowed for the 

comprehensive examination of cybercrime victimization in a multi-national context 

using two established criminological theories from a social psychological perspective.  

Given that our analyses were based on cross-national survey data, the 

participant responses could contain a variety of biases in terms of criminality 

classification. In addition, the possible participants’ (un)willingness to report having 

been cybercrime victimized should be noted since willingness to report victimization 

could vary between countries and cultures. However, the self-report approach to 

victimization research has been utilized in previous studies and yielded meaningful 

results (Bossler & Holt, 2010; Kaakinen et al., 2018; Oksanen & Keipi, 2013; Reyns et 

al., 2011). The cross-sectional design of our study makes it possible to test the 

mediation model only on a theoretical basis. Our theoretical approach should be tested 

further in future longitudinal studies. 

Conclusions and implications 

Despite the usefulness of RAT, other aspects, such as self-control should 

be taken into consideration when exploring cybercrime victimization. This study 

demonstrates the need to expand and test established theories of crime and cybercrime 

victimization cross-nationally in order to better understand the global phenomenon 

more comprehensively.  

We included four different countries from across three different continents 

in our study. All four countries can be considered as societies with high Internet and 
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social media penetration percentages (Internet World Stats, 2019; Statista 2019). At the 

same time, it can be argued the studied countries differ substantially from each other, 

especially when it comes to cultural and societal factors. These differences between the 

studied countries could explain the differences observed in our final results. Our 

recommendation is that future studies should continue analyzing cross-national 

differences in cybercrime victimization. Studies should consider different cultural and 

societal factors, such as to what extent people in different cultures are thought to control 

their impulses, and how parents follow, limit, or control adolescents’ Internet use. Our 

dataset of four countries (only four level-2 units) limited our ability to run multilevel 

assessment to study country level variance. We recommend this to be a research area for 

future studies.  

Based on the results of our study, several general recommendations and 

guidelines can be made for cybercrime victimization situations. First, more information 

and services about cybercrime and cybercrime prevention should be targeted and made 

available for parents. Without cybercrime awareness and proper training, the prevention 

of cyber victimization will not be successful. As long as adults or other family members 

fail to provide aid for adolescents in time of a problem, no meaningful impact can be 

made.  

Second, the more adolescents and young adults use social media services, 

the higher their risk of being victimized. This does not mean that disconnecting them 

from the Internet or social media services is the solution. This could disconnect 

adolescents from supportive peer groups and harm their social life. Instead, parents 

should negotiate and delimit the amount of time adolescents spend online and observe 

what their children share over the Internet and, importantly, with whom.  
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Third, parents, schoolteachers, policy makers, and social media 

administrators should encourage children to share their online experiences with adults, 

especially if children face cyber harassment or cybercrime. They should also be 

encouraged to report possible cybercrime experiences to the local law enforcement 

agencies. Lastly, as children start using the Internet and social media at an early age, 

responsible online behavior should be promoted as early as possible, just like parents 

normally would do in the physical world.   
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Table 1. 

Descriptive statistics. Categorical variables are presented as frequencies (n) and relational proportions (%). Continuous variables are presented as 

means (M), standard deviations (SD) and Cronbach’s alphas (a). 
 
 

  United States Finland Spain South Korea 
 M SD Range α M SD Range α M SD Range α M SD Range α 

Danger Sites 0.80 1.79 0–9 0.863 0.93 1.37 0–9 0.703 1.10 1.90 0–9 0.842 0.43 1.30 0–9 0.852 

Social Media Sharing 7.37 3.62 0–14 0.762 5.25 3.08 0–14 0.764 7.60 3.44 0–14 0.752 4.73 3.36 0–14 0.717 

Compulsive Internet Use 21.73 13.54 0–56 0.948 18.79 11.13 0–56 0.929 22.18 12.66 0–56 0.938 23.14 12.81 0–56 0.953 

Offending Messaging 1.74 2.23 0–7 - 0.58 1.31 0–7 - 1.55 2.16 0–7 - 0.90 1.65 0–7 - 

Loneliness 5.52 1.86 3–9 0.821 5.53 1.78 3–9 0.830 5.11 1.77 3–9 0.809 5.23 1.73 3–9 0.843 

Impulsivity 1.90 1.61 0–5 0.685 1.96 1.69 0–5 0.745 2.05 1.59 0–5 0.665 1.56 1.47 0–5 0.631 

Age 20.05 3.19 15–25 - 21.29 2.85 15–25 - 20.07 3.16 15–25 - 20.61 3.24 15–25 - 

Cat.variables coding n %    n %    n %    n %   

Cybercrime victim Yes 85 7.01   95 7.92   87 7.18   51 4.28  
  No 1127 93.0   1105 92.1   1125 92.8   1141 95.7  
Gender Male 604 49.83   600 50   621 51.24   591 49.58  
  Female 608 50.17    600 50    591 48.76    601 50.42   
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Table 2. 

Zero-order Correlation Matrix. Correlated variable = cybercrime victimization. 

 

 United States Finland Spain South Korea 
Variables N = 1212 N = 1200 N = 1212 N = 1192 

Danger Sites 0.244** 0.117** 0.225** 0.231** 

Social Media Sharing 0.059* 0.041 0.171** 0.113** 

Compulsive Internet Use 0.122** 0.092** 0.155** 0.120 

Offending Messaging 0.129** 0.115** 0.158** 0.212 

Loneliness 0.073* 0.072* 0.135** 0.099** 

Impulsivity 0.109** 0.115** 0.103** 0.061* 

Gender 0.062* -0.052 0.004 -0.031 

Age 0.095** -0.031 0.091** -0.022 

* p < 0.05. ** p < 0.01.     
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Table 3.  

Logistic Regression Country Tables for Cybercrime Victimization, by type of routine activity and low self-control. 

 United States Finland Spain South Korea 
Variables B SE OR B SE OR B SE OR B SE OR 

Control Variables 
            

Gender -0.132 0.253 0.876 -0.274 0.251 0.760 0.205 0.243 1.227 -0.143 0.309 0.866 

Age 0.077* 0.039 1.081 -0.028 0.040 0.972 0.077 0.040 1.080 -0.016 0.046 0.984 

Exposure             
Social Media Use 0.231*** 0.052 1.260 0.155* 0.069 1.168 0.167** 0.058 1.181 0.187* 0.078 1.206 

Social Media Sharing -0.015 0.039 0.985 -0.003 0.038 0.997 0.155*** 0.043 1.167 -0.013 0.056 0.987 

Suitability             
Compulsive Internet Use 0.013 0.011 1.013 0.015 0.010 1.015 0.003 0.012 1.003 0.023 0.014 1.023 

Offending Messaging 0.043 0.060 1.043 0.092 0.074 1.097 0.043 0.060 1.044 0.271** 0.091 1.311 

Guardianship 
            

Loneliness 0.039 0.072 1.039 0.139* 0.065 1.149 0.179* 0.073 1.196 0.118 0.097 1.125 

Low Self-Control             
Impulsivity 0.164* 0.079 1.179 0.297*** 0.068 1.346 0.151* 0.077 1.163 0.030 0.105 1.030 

             
Constant -5.158*** 0.969 

 
-3.496*** 0.993 

 
-7.568*** 1.068 

 
-4.390*** 1.165 

 

Model χ² 63.617*** 
  

51.361*** 
  

84.486*** 
  

55.230*** 
  

Nagelkerke R² 0.128     0.099     0.167     0.152     

* p < 0.05. ** p < 0.01. *** p < 0.001.             
Coefficients (B), Standard errors (SE)            
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Figure 1. 

The Relation Between Low Self-control and Cybercrime Victimization Mediated by RAT-related Factors. 


