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1. Introduction

It has been predicted that sufficiently powerful quantum computers will be built within
the next 20 years [33]. Such computers could break a significant portion of modern
cryptographic methods using Shor’s algorithm.

Twenty years may sound like a long time, but even though such quantum comput-
ers do not exist yet, we should start preparing for them. An adversary could store data
encrypted using non-quantum-safe methods today and wait until quantum computers be-
come available. Once quantum computers exist, the adversary could break the encryption
using this new technology. If data encrypted today remain sensitive long into the future,
it should be protected in a quantum-safe way. Fortunately, experts of cryptography are
already considering how to update today’s security protocols to make them quantum-safe.

One of the largest international standardization bodies, the National Institute of
Standards and Technology (NIST), develops cybersecurity standards that are widely
adopted. NIST is the de facto global standards organization when it comes to information
security, and nearly all other standardization organizations follow its recommendations.
NIST recognizes the quantum threat, and in August 2024 NIST released three quantum-
safe cryptography standards [34][42][43]. This thesis provides an in-depth introduction to
one of these standards, the Module-Lattice-Based Key-Encapsulation Mechanism (ML-
KEM)[34] standard and its security.

In the second chapter, we discuss why cryptography is important and examine the
cryptographic and mathematical preliminaries required. In the third chapter, we introduce
the Module Learning With Errors problem, which is the hard problem at the core of ML-
KEM. Chapter 4 discusses the working principle of ML-KEM and Chapter 5 includes the
security proofs. The classical security proof follows the works of Dennis Hofheinz, Kathrin
Hovelmanns and Eike Kiltz in [24] and [23]. The quantum proof is based on the works
of Tsunekazu Saito, Keita Xagawa and Takashi Yamakawa in [37]. Finally, Chapter 6
brings all of the above together.



2. Preliminaries

In this chapter, we begin with a discussion on the importance of cryptography and the
threat posed by quantum computers. Next, we provide the cryptographic and mathemat-

ical prerequisites necessary for understanding security.

2.1 Role of cryptography in security

We will now discuss the importance of cryptography from Nokia’s perspective. A radio
access network (RAN) is part of a mobile telecommunication system, which connects
user equipment, such as a phone or a computer, to a core network using radio access
technology. The core network provides core services we expect from mobile phones, like
messages, voice calls and internet access. RAN contains all the components required to
connect a phone to the core network, including antennas, radio network controllers and
base transceiver stations.

As the information a user accesses on their personal mobile phone is sensitive, numer-
ous safety mechanisms are in place to ensure privacy and protection. These mechanisms
are defined by standards created by the 3rd Generation Partnership Project (3GPP),
which specifies the architecture of the systems, including algorithms used and their tasks.
The secure environment is defined by 3GPP TS 33.401 for LTE and by TS 33.501 for 5G
[1][2]. These standards utilize protocols like TLS (Transport Layer Security) and IPsec
(Internet Protocol Security), standardized by Internet Engineering Task Force (IETF).
These protocols rely on cryptographic schemes like Diffie-Hellman.

The security of cryptographic schemes is derived from the presumed hardness of a
certain mathematical problem. These assumptions hold true when only classical comput-
ers are considered. However, the situation changes drastically with quantum computers.
In 1994, Peter Shor discovered a quantum algorithm capable of solving efficiently factor-
ing and discrete logarithm problems [39]. As a result, all systems whose security relies on
these problems can become vulnerable to attacks with quantum computers. The vulner-
able schemes include encryption schemes like RSA public key encryption, Diffie-Hellman
key exchange, and elliptic curve encryption schemes. If sufficiently large quantum com-

puters become available, all data secured using these methods will be at risk, posing a



4 CHAPTER 2. PRELIMINARIES

significant threat to mobile phone security.

Even though sufficiently efficient quantum computers do not exist yet, we should
already start preparing for their appearance. Transitioning to new security systems takes
a significant amount of time. Moreover, there is a possibility that an adversary could
store data encrypted using non-quantum-safe methods and wait until quantum computers
become available. Once such computers exist, the adversary could use them to break the
encryption and access the data. Therefore, if data encrypted today remains sensitive far in
the future, where quantum computers may exist, it should be protected in a quantum-safe
manner. [33]

Fortunately, there are still mathematical problems where quantum algorithms have
not been successfully applied. For instance, quantum computers have little impact on the
security of hash functions and symmetric encryption. A few years after Shor’s algorithm
was published, another quantum algorithm was introduced by Grover [21]. Grover’s algo-
rithm can be applied to hash algorithms, but it is not extraordinarily fast. By increasing
the size of the key or hash, symmetric-key and hash function systems can be considered
secure. [9]

The academic field that studies cryptographic methods resistant to both classi-
cal and quantum computers is known as post-quantum cryptography. This field differs
from quantum cryptography, which studies ways to use quantum mechanics for design of
cryptographic methods. In post-quantum cryptography, all designed algorithms remain
classical, i.e., using them does not require a quantum computer. However, they are secure
against attacks by both classical and quantum computers. Currently, four main fami-
lies of post-quantum algorithms are considered for the design of quantum-safe methods.
The first is hash-based signatures, which utilizes hash functions. The second family is
multivariate polynomial schemes, which are based on the difficulty of solving systems of
multivariate polynomials over finite fields. The third is code-based cryptography, which
relies on difficult problems in coding theory. The fourth family is lattice-based cryptog-
raphy, which uses lattice problems. The last one is the category we will focus on in this
thesis. In addition, there are some proposed schemes that do not fall into these families,
such as those based on the conjugacy search problem in braid groups. [14]

The international community has begun considering how today’s security protocols
should be updated to post-quantum era. One of the largest international standardization
bodies is the National Institute of Standards and Technology (NIST), an agency of the
United States Department of Commerce. NIST develops widely used standards through
formal processes and rigorous studying. Another key organizations is the Internet En-
gineering Task Force (IETF), which provides standards related to the internet. Nearly
all other standardization organizations, including 3GPP, follow the recommendations of

NIST and IETF in the area of post-quantum cryptography.
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In 2016, NIST initiated a process to standardize post-quantum algorithms. Ini-
tially, they received 82 candidates, but through evaluation and analysis, the list was
narrowed down to three. The standard specifications of these three algorithms were re-
leased in August 2024. In this thesis, we focus on one of the three new standards: the
Module-Lattice-based Key-Encapsulation Mechanism (ML-KEM). As the name suggests,
the algorithm specified by this standard is based on lattice problems.

Many security standards in 3GPP rely on cryptographic methods that quantum
computers could eventually break. This poses a significant threat for mobile phone se-
curity, making it highly likely that 3GPP standards will be updated to incorporate the
new post-quantum algorithms recommended by NIST. Therefore, NIST’s post-quantum
standards will play a crucial role in our efforts to move towards a quantum-safe future

and are of great interest to organizations like Nokia.

2.2 Basics of cryptography

Cryptography is the science of encrypting and decrypting data. It allows us to send
sensitive information privately so that only the intended recipient can read it. [35] The
original readable data that we want to send is called plaintert. The encryption algorithm
is a mathematical function that encrypts this plaintext into an unreadable form called
ciphertext. The ciphertext can be decrypted back into plaintext using the decryption
algorithm. The algorithm requires a key, which specifies how the algorithm encrypts and
decrypts the data. Encrypting the same plaintext with different keys will result in different
ciphertexts. In practice, keys are long random bitstrings that are stored in encrypted form
in computers and similar devices. If a recipient wants a ciphertext to be decrypted, they
need to know the key.

Symmetric-key encryption uses the same key for both encryption and decryption.
Let us consider Alice and Bob, who are trying to send each other messages securely. Alice
chooses a key and uses it to encrypt a plaintext message into a ciphertext. She securely
transfers the key to Bob. After sending the key, she can send him ciphertexts, knowing
that only him, with the key, can decrypt them. This method works very quickly and is
effective if there is a secure way for Alice to transfer the key to Bob. For example, Alice
and Bob could meet in person to exchange the key, which they can use to decrypt and
encrypt messages between each other.

However, if one needs to send a message to someone without having a secure way
to transfer a key, this method does not work. In such cases, asymmetric, or public key,
cryptography, which uses a pair of keys, is needed. One key, known as the public key, is
used for encryption, and the other, called the private key, is used for decryption. The

public key, as the name suggests, is public and anyone can see it and use it to encrypt
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data. The holder of the private key is the only one capable of decrypting the message
that has been encrypted with the public key. This way, there is no need to transfer the
secret key.

Alice chooses two keys that are mathematically linked to each other. She makes
one key public so that anyone can see it while keeping the other key secret. Bob, who
wants to send a message to Alice, sees this public key and uses it to encrypt his message
to Alice. Only Alice’s secret key can decrypt the resulting ciphertext, and Bob can send
the ciphertext to Alice, while knowing that only she can read it.

Unfortunately, asymmetric schemes are inefficient and require significant compu-
tational power to send large messages. If we want to send a large message or multiple
messages, we use a hybrid cryptosystem known as Key-Encapsulation Mechanism (KEM),
which combines both asymmetric and symmetric encryption schemes. In a KEM, asym-
metric encryption is used to send a symmetric key, which can then be used to efficiently
encrypt messages using symmetric encryption. We will discuss these different methods in
more detail in the section 2.3.

A person or algorithm attempting to break an encryption scheme is called an ad-
versary. The initial instinct might be to keep the entire encryption scheme secret from
the adversary. However, in practice, a cryptographic scheme may have hundreds or even
thousands users, making it impossible to guarantee that the scheme remains secret. There-
fore, relying on keeping the scheme secret is not a feasible solution. An encryption scheme
should be designed to remain secure even if the adversary knows its working principle and
manages to obtain the ciphertext. Our goal is to keep only the key secret, minimizing the
possibilities for breaks because of information leakage.

We can go even further and require that the working principle of the scheme is com-
pletely public. This allows multiple researchers to test and study the scheme extensively,
ideally finding its weaknesses before a real-life adversary can find them. Schemes that are
deemed secure after this rigorous study are standardized by various organizations. Then
users do not need to know all the details of the scheme and can simply select a standard
and follow its recommendations. Standardization also provides a way for multiple systems

to work together and ensures interoperability. [35][27]

2.3 Encryption schemes and their properties

Let us formalize the discussion of the previous section. The plaintext message space M is
a set of all possible messages that can be encrypted by the encryption scheme. A plaintext
in this space is denoted as m € M. We also have a key space I that defines all possible
keys k € IC that the scheme can use, and a ciphertext space C that includes all possible

ciphertexts ¢ € C that the scheme can produce.
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An encryption scheme II is defined by three algorithms: key generation (Gen),
encryption (Enc), and decryption (Dec) algorithms. We denote the scheme as: Il =
(Gen, Enc, Dec).

A symmetric encryption scheme is presented in Algorithm 1. An asymmetric, or

Public Key Encryption (PKE), scheme is displayed in Algorithm 2.

Algorithm 1 Symmetric encryption scheme I1

Gen(1"): The key generation algorithm Gen generates a key k for a scheme according
to some distribution. We denote this as k <— Gen(1™). Here, n is the security parameter
of the system, presented in unary form, which we will introduce later.

Enc(k,m): The encryption algorithm Enc takes as input the key k and plaintext m,
and produces a ciphertext c. We denote this as ¢ - Enc(k, m).

Dec(k, c): The decryption algorithm Dec takes as input a key k and ciphertext ¢, and

returns the original plaintext m, denoted as m < Dec(k, c). [27]

Algorithm 2 Asymmetric or public key encryption scheme II

Gen(1"): The key generation algorithm Gen generates two keys (pk, sk). The private
key sk is kept secret, while the public key pk is made public.

Enc(pk, m): The encryption algorithm Enc takes as input the public key pk and plain-
text m. It produces a ciphertext ¢ and we denote this as ¢ < Enc(pk, m).

Dec(sk,c): The decryption algorithm Dec takes as input the secret key sk and ci-
phertext ¢, and returns the original plaintext m. We denote this as m < Dec(sk, c).
27

As previously mentioned, asymmetric schemes are inefficient, so instead, we use a
Key-Encapsulation Mechanism (KEM) where a public key encryption scheme is used to
send a symmetric key. This key can then be used to symmetrically encrypt messages.
The working principle is similar to that of asymmetric schemes in Algorithm 2, but KEM
does not allow the user to choose a message to be encrypted. In KEM, the encryption
algorithm generates a symmetric key and returns it to the user. It also returns a ciphertext
that contains the key in encrypted form and which is sent to the recipient. The recipient
then decrypts the ciphertext using the decryption algorithm to obtain their copy of the
symmetric key. The generic KEM is shown in the Algorithm 3.

For the symmetric encryption scheme to be perfectly correct, we require that for
every key k € K and a plaintext m € M it holds that Dec(k,Enc(k,m)) = m.
Similarly, for the asymmetric scheme, perfect correctness is defined with the equation
Dec(sk,Enc(pk,m)) = m. Some encryption schemes are not perfectly correct, rather,

their internal design will cause some infrequent errors.
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Algorithm 3 Key-encapsulation mechanism II

Gen(1"): The key generation algorithm Gen generates two keys (pk, sk) € K. The
private key sk is kept secret, while the public key pk is made public.

Enc(pk): The encryption algorithm Enc takes as input the public key pk and generates
a shared symmetric key K according to some distribution. It produces a ciphertext c
from the shared key K and returns both the key K and the ciphertext ¢ to the user.
Dec(sk,c): The decryption algorithm Dec takes as input the secret key sk and ci-
phertext ¢, and returns the shared symmetric key K to the user. This is denoted as

K <« Dec(sk,c). [27]

We define a looser correctness definition for public-key encryption, where we allow
the scheme to make mistakes occasionally, but not too often, because otherwise the qual-
ity of the scheme would suffer. For fixed keys (pk, sk), the most probable decryption
error occurs with a probability max,,c Pr[Dec(sk, ¢) # m|c <= Enc(pk, m)]. We take an
average of this probability over the key space. If this average probability is smaller than
0, such that

E[m%(l Pr[Dec(sk, c) # m|c < Enc(pk,m)]] <o

me
we say PKE is d-correct. When PKE is perfectly correct it makes no decryption errors
and ¢ is zero.

We can also view d-correctness as a game where an adversary A plays a correctness
game Ggog displayed in Algorithm 4. In this game, there is an imaginary game master,
called the challenger, who challenges the adversary A to play. The challenger runs the key
generation algorithm (line 1), generating a pair of a secret and a public key. It gives both
keys to the adversary A, who then outputs a message m and gives it to the challenger,
denoted as m <« A(pk,sk) (line 2). The adversary A wins the game if the message it
outputs induces a decryption error. The challenger evaluates whether the message causes
an error in lines 3 and 4.

If the PKE is d-correct, there is an upper bound on A’s success. The probability of

A winning the game and triggering a decryption failure is given by
A

28][24]

Secure public-key encryption algorithms are always probabilistic; they output a
different ciphertext when run multiple times, even with the same key. They utilize a
random coin. We flip a coin, resulting in a random bit. We then flip a coin multiple times
and form a random sequence of bits, denoted as r, which serves as a source of randomness

in the public-key encryption scheme. A new r is chosen randomly from a coin space,
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Algorithm 4 Correctness game Gaog [24]. We use a notation [-] to denote a boolean
value of a statement.

1: (pk, sk) < Gen(1")

2: m <« A(sk, pk)

3: ¢ < Enc(pk,m)

4: return [Dec(sk,c) # m]

denoted as R, every time the encryption algorithm is executed. This randomness is
crucial for the security of the scheme because repeated patterns could be exploited by
an adversary. For example, when people send messages, they often use common short
words or phrases that can be guessed, such as "hello” at the beginning of an email.
Additionally, communication protocols include many repeating message patterns as part
of their standardized interaction procedures. If these phrases are always encrypted to
the same ciphertext, an adversary could detect the repeated patterns and infer their
meaning. Most of the time, this randomness inside encryption is not explicitly denoted,
as it is assumed to hold implicitly. However, if we want to specifically indicate this, we
use the notation Enc(pk, m,r) instead of Enc(pk, m).

We want to evaluate how well our scheme produces different ciphertexts over a coin
space. For a fixed plaintext and a public key pk, we encrypt the message using all possible
values in the coin space and measure the probability of the most probable ciphertext.
The min-entropy for an encryption algorithm is defined as the negative logarithm of this
probability as:

(o, m) := ~logy max Pr [c = Enc(pk, m, )]

If there exists a lower bound such that ~(pk, m) > ~ for all values of pk and m, we say
that the PKE is y-spread.
If a PKE is v -spread, it follows that the probability of obtaining specific ciphertext
is small. Consequently, for every possible ciphertext ¢ € C, it holds that
Pr [c = Enc(pk, m;r)] <277

r<R

This ensures that no ciphertext becomes overly probable when encrypting any message

with any public key. [23]

2.4 Security definitions

An adversary can attempt many different types of an attack against the scheme. If we
want to prove the security of our scheme, we need to model these real-world threats

mathematically. We create mathematical models to capture how much information an
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adversary can obtain in these different attack types. Similar to the correctness game, we
construct an attack game played between the adversary and a challenger. The challenger
is again an entity that runs these games and validates if the adversary has succeeded.
These games are modeling the attack, specifying what it entails and what it means for
the adversary to break the scheme. We aim to provide the adversary with at least as much
knowledge and power in these attack games as an attacker would have in an equivalent
real-life scenario. On the other hand, the games are defined so that if an attacker would
succeed in a real-life scenario, then the corresponding adversary in the idealized game
would also succeed.

There is a risk that the adversary can obtain a ciphertext, so in some attack games,
the adversary is given access to the ciphertext and attempts to gain information from it.
Additionally, there is a possibility that the adversary could impersonate someone else and
deceive the user of the cryptographic scheme into sending the adversary the ciphertext
of a plaintext the adversary has selected. To simulate this, some attack games allow the
adversary to query the encryption of plaintexts it chooses.

Let C(m) denote the distribution of ciphertexts that the encryption algorithm pro-
duces when encrypting the message m over all possible keys and random coins. We
consider the scheme to be secure if the produced ciphertext reveals little to nothing about
the plaintext from which it was generated. This means that the plaintext should be inde-
pendent of the ciphertext, and that the ciphertext distribution should not change when
two different messages are encrypted. For every mg, m; € M, it should hold that C(my)
and C(m;) are identical or at least indistinguishable. In a corresponding attack game,
the adversary may choose two plaintexts, and one of them is encrypted to a ciphertext.
Given the ciphertext, the adversary should not be able to determine which of the two
plaintexts was encrypted. This property, known as indistinguishability, forms the basis
for most attack games.

If the scheme is perfectly secure, the adversary would not obtain any information
about the plaintext even with unlimited computational power. It could only guess which
plaintext was encrypted and would succeed with a probability of 1/2. But it has been
proven that in a perfectly secure scheme the key must be as long as the sent message
itself. Most of the time, this condition is unattainable, making perfectly secure schemes
rarely used. Most modern cryptography relies on computationally secure schemes, which
are unbreakable when the adversary uses realistic computational power.

In the real world, no adversary has unlimited computational power, so we do not
worry about such a case. Instead, we focus on adversaries that are efficient. An efficient
adversary is defined as one with polynomial running time ¢. This means that there exists
a polynomial p(n) = a - n®, for some constants a and ¢, such that the adversary’s running

time t satisfies t < p(n). Here, n represents the security parameter of the scheme, which
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is chosen based on the desired level of security. The larger the value of n, the more secure
the system, in the sense that it can resist more powerful attacks. Greater security usually
comes at the cost of efficiency. Often, n represents the length of the key.

We allow an adversary to succeed in breaking the scheme with some very small
probability, which in practical usage, we are not concerned about. We allow the success
probability to be negligible, i.e., it grows slower than any inverse polynomial n~¢ for all
large enough value of n. A function ¢(n) is negligible, if for all polynomials p(n), there
exists an integer N such that for all integers n > N it holds that e(n) < p(n)~'. Then, for
an adversary A, the probability of successfully breaking the scheme should be negligible
such that for some negligible function €(n) it holds that Pr[A Succeeds| < €(n).

Negligible functions satisfy the following calculation rules. Let £; and €5 be negligible
functions, and let p(n) denote an arbitrary polynomial. Then, functions e3 = €1(n)+e2(n)
and g4 = p(n) - £1(n) are also negligible. [27]

Based on these discussions, we define a scheme to be secure if every probabilistic
polynomial-time adversary A, carrying out a specific attack succeeds with only a negligible

probability.

2.4.1 Indistinguishability Attacks

In this subsection, we introduce two common attack scenarios; Indistinguishability under
Chosen-Plaintext Attack (IND-CPA) and Indistinguishability under Chosen-Ciphertext
Attack (IND-CCA). The IND-CPA is displayed in Algorithm 5 and IND-CCA in Algo-
rithm 6 [27]. However, we would like to emphasize that there is a wide variety of attack
scenarios and even a single security proof may use multiple of them. In Chapter 5, we
encounter many different attack games. Understanding the logic behind these common
cases makes it easier to work with other attack scenarios.

The adversary is given access to the public key and, depending on the type of
attack, access to some oracle. An oracle is a black-box system, meaning the adversary
can provide inputs and receive outputs but has no knowledge of the internal working of
the oracle. The adversary can only gain knowledge of oracle’s behavior by observing the
input-output interaction. When an adversary has access to an oracle, this is denoted
using the superscript indicating the oracle. In the IND-CPA scenario, the adversary A
is given oracle access to the encryption algorithm, allowing it to encrypt any message it
chooses. This is denoted as AP**) In the IND-CCA scenario, the adversary A is given
additional oracle access to the decryption algorithm, denoted as AFro(pk.),Dec(sk.)

Let IT = (Gen, Enc, Dec) be a public key encryption scheme and A a probabilistic
polynomial-time adversary. The adversary has access to either encryption or both en-

cryption and decryption oracle depending on which game we are playing. Challenger runs
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the key-generation algorithm and generates keys (line 1). The public key is given to the
adversary, who then generates two plaintexts mg, m; € M for the challenger (line 2). It
is crucial that messages mg and m; are of the same length. Typically, schemes produce
larger ciphertext for larger plaintext. If the adversary gives two different length messages
to the challenger, it would receive two different length ciphertexts and could easily deduce
which text is which, thus always winning the game. [27] We denote the adversary choosing
the messages as mg, m; <+ APPr)(pk), where |mg| = |my| in the IND-CPA scenario. It
is important to note that a real-world attacker may deduce some information from the
length of the ciphertext. These games are mathematical models, and they do not account
for all types of attacks.

The challenger randomly selects a challenge bit b, denoted as b & {0,1}, and uses it
to determine which of the plaintexts provided by the adversary will be encrypted (line 3).
It encrypts the chosen plaintext my, into a challenge ciphertext ¢* < Enc(pk, my). This
challenge ciphertext is then given to the adversary, who tries to distinguish which of the
two plaintexts was encrypted and deduce the bit b using oracles accesses it has (line 4).

In the IND-CCA scenario, the adversary is given oracle access to the decryption
algorithm, allowing it to request the decryption of any ciphertext it chooses. However, it
is prohibited from querying the decryption of the challenge ciphertext, as doing so would
allow it to always succeed in determining which plaintext was encrypted.

The adversary can make as many queries to the oracle as it wishes and, after some
time, outputs its guess bit O’ (line 5). The output of the game is defined to be 1 if A
correctly guessed the challenge bit such that b’ = b, and 0 otherwise. We use the notation
[-] to indicate the truth value of the statement inside. If the attack game returns 1, we

say that A has won the game.

Algorithm 5 IND-CPA game Ginp.cpa

(pk, sk) < Gen(1™)

mo, my < APCPE) (pk) where |mg| = |ma.
b&{0,1}

c* < Enc(pk, my)

Y — AEnC(pk,-)(pk,’c*)

return [b =]
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Algorithm 6 IND-CCA game Ginp.cca
. (pk, sk) < Gen(1™)

1

2: Mg, my < AFRk:)Declsk) (pL) where |mo| = |my.
3 b < {0,1}

4: ¢* < Enc(pk,my)

5 b «— AEnc(pk,-),Dec(sk,-)(pk,’C*)

6: return [b =0’

If the adversary is simply tossing a coin and making a random guess, it succeeds in
these attack games with a probability of 1/2. If it is able to determine which text was
encrypted with a probability higher than 1/2; we need to be concerned that it is gaining
some information about the plaintext from the ciphertext. To quantify this, we define a
measure called advantage, which tells us how well the adversary is performing compared to
the ideal that they gain no information. An IND-CPA advantage of adversary A against
the scheme II is defined as

1
AdvINP-CPA(A) = Pr[Ginp.cpa = 1] — 5 (2.1)
If the adversary is just guessing at random, the advantage is zero. We say that the
scheme is IND-CPA secure if any probabilistic polynomial-time adversary has a negligible
advantage in the IND-CPA game, i.e., it succeeds with probability that differs from that
of random guessing just with a negligible amount. [8]
We can define a similar advantage for the IND-CCA game and obtain the IND-CCA
advantage as follows
1
AdV{—[ND_CCA (A) = Pr[GIND—CCA = 1] - 5 (22)
We say that the scheme is IND-CCA secure if any probabilistic polynomial-time adversary

has only a negligible advantage. [8]

2.4.2 Advantage of distinguishing two games

We extend the definition of advantage to distinguishing between two games, Gy in Algo-
rithm 7 and G, in Algorithm 8. The adversary A alternates between the games and tries
to determine whether it is interacting with Gy or GG;. A returns a bit ¢’ indicating which

game it believes it is interacting with.

Algorithm 7 The game G|
1: Rules for the game G|
2: b+ A

3: return b
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Algorithm 8 The game G,
1: Rules for the game G,
2: b «+— A

3: return ¥’

If the adversary A is effective at distinguishing between the two games, its proba-
bility of outputting 1 when interacting with Gy is higher than when interacting with Gj.
Conversely, if A cannot distinguishing between the games, it will return 1 with the same
probability, regardless of which game it is interacting with. The advantage of adversary

A in distinguishing between games Gy and G is defined as:
Adv(A) = |Pr[G; = 1] — Pr[Gy = 1] (2.3)

If A cannot distinguish games, the advantage is zero.[8|

2.5 Reduction

Unfortunately, today’s security schemes are too complex for us to prove them secure in
the information-theoretic sense. We would need mathematical tools that do not yet exist,
and providing full proof of security would require a breakthrough in complexity theory.
Instead, we rely on empirical evidence. If a problem has been studied for long time — say,
a decade — by many researchers and organizations, and they have been unable to find an
efficient algorithm to solve the problem, we can assume that the problem is hard to solve.

There is a limited number of problems that can be trusted to be sufficiently analyzed.
Additionally, many of these well-studied problems would result in inefficient and poorly
functioning security schemes, so we need more problems that we can trust to be hard. To
achieve this, we use a method called reduction. If we believe that a problem P is hard to
solve, we can use this conjecture to prove the hardness of another problem, denoted R.
This way we can find new problems that we can trust to be difficult.

We start with the knowledge that the problem P seems to be hard to solve. The
problem P can then be reduced to a problem R by showing that if an adversary could
solve R, it could also solve P. But since we assume that the problem P cannot be solved,
we can conclude that R cannot be solved either. [§]

When we find a hard problem that can be used to construct an efficient security
scheme, we again use a reduction to prove the security of the scheme. We conjecture
that problem P is hard, meaning that no polynomial-time algorithm can solve it with
non-negligible probability. Now, we want to prove the security of a cryptographic scheme
II. Real-life breaking attempts are modeled by an adversary A playing an attack game

against the scheme. We construct another adversary A’, which attempts to solve problem
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P by using adversary A as a subroutine. This construction is designed so that if A succeeds
in the attack game and thus succeeds to break II, then A’ will succeed in solving P. [27]

We say that this reduction is tight, if the running times and success probabilities
for adversaries A and A’ are approximately the same. This ensures that if the problem
is hard for A’ — meaning the running time of A’ is large and success probability is low —
then the same holds for A. When the reduction is non-tight, A may be significantly more
efficient compared to A’. It may succeed with a significantly higher probability or it may
be significantly faster. In this case, the reduction does not directly guarantee that the
scheme is secure. If problem P is hard for A’, reduction can only provide an asymptotic
analysis of the security. [37]

We use the sequence-of-games approach, that is also called the game hopping ap-
proach, in reductions. We construct a sequence of games Gy, G, . . ., G, where the game
Gy is the attack game against Il for the adversary A and the last game G, is solving
the problem P for the adversary A’. We aim to transition from game G to game G,, by
introducing intermediate games, where each game’s success probability differs from that
of the previous game in a small, calculable, way.

Let us consider intermediate games G; and G;;1. Sometimes, these games are essen-
tially the same, but certain quantities are reformulated while preserving the behavior of
the game. These changes do not affect the outcome and success probability of the game,
ie.,

Pr[Gisy = 1] = Pr[G; = 1] (2.4)

but they make the proof more readable. Other times, the two games proceed identically
unless some event F' occurs. Then the success probabilities between the games differ only

by the probability of F' occurring, and we can write an upper bound
| Pr[G;y1 = 1] — Pr[G; = 1]| < Pr[F] (2.5)

We then show that the probability of F' occurring is negligible, and it follows that the
success probabilities of these games differ only negligibly.

The third way the two games can differ is based on indistinguishability. Games G;
and G, differ in such a way that distinguishing between them would mean that the
adversary could differentiate between two indistinguishable distributions [40]. Let P, and
P, be distributions that are assumed to be indistinguishable. There exists a distinguishing
algorithm D that alternates between games G; and G;y;. When D receives as input a
value sampled from the distribution P,, it outputs 1 with probability Pr[G; = 1]. When
D receives an input sampled from P, it outputs 1 with probability Pr[G;,; = 1]. Since

the distributions Fy and P; are assumed to be indistinguishable, the notion
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is negligible [40].

We analyze the sequence of games Gy, G4, ..., G, examining each pair G;, G;;1 and
applying one of the three Equations (2.4),(2.5) or (2.6) to each pair. Then we have shown
that the success probability of each game differ from the previous one only negligibly or
not at all. Consequently, the success probability of the first game, Gq, differs from that
of the last game, G,,, at most negligibly. [40]

Since the first game in the sequence, Gy, is the attack game against II for adversary
A, and the last game, G,,, is the attack game where A’ attempts to solve problem P,
then the success probabilities of these two attack games differ at most negligibly. Since
we assume that the problem P is hard to solve, A" can win the attack game of solving
the problem P with only negligible probability. It then follows that A can also win the
attack game against Il only with negligible probability, thereby proving the security of
the scheme IT under the assumption that the problem P is hard to solve. [40]

However, in some cases, analyzing the sequence of games reveals that the success
probabilities of A winning the attack game against II differ significantly more than a
negligible amount from A’ solving the problem P. In such cases, the assumption that the
success probability of solving problem P is negligible does not guarantee that the success

probability of the attack game against II is also negligible.

2.6 Random oracle model

Designing a game-hopping sequence and providing proofs for each step is often challenging
or even impossible without certain assumptions. We now introduce the Random Oracle
Model (ROM), where we assume the existence of idealized black-box oracles. This as-
sumption enables the use of mathematical tools that make reductions significantly easier
and allows us to prove a much wider range of cryptographic schemes to be secure.

A random oracle takes an input and returns a random output. However, the random
oracle is consistent, meaning that for the same input, it will return the same output. The
oracle generates values “on-the-fly” as needed.

Initially, the random oracle, denoted as G, is defined with an empty list Lo of
input-output pairs (m;,r;). When a query m; is made, the oracle checks from the list
if this query has already been made. If the query has been previously made, it returns
the corresponding output value r; from the list. If not, the oracle uniformly generates a
new value r; and adds the input-output pair to the list. The behavior of random oracle
is illustrated in Algorithm 9.

Choosing values on-the-fly is a valuable feature of the random oracle model, known
as programmability, and it is often utilized in ROM reductions. In such a reduction, there

is an algorithm A’ that uses another algorithm A as a subroutine. When A makes queries
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to the random oracle, A" answers these queries and can randomly generate values for A
like in Algorithm 9. All queried values are stored in the list, allowing A’ to track which
values the adversary A queries. [27]. This property is referred to as preimage awareness.
24

Algorithm 9 Random oracle G(m) [23]:
- if: Ir s.ith. (m,r) € Lg

1

2: return r

3: else :

srER

5 Lg:=LaU{(m,r)}
6

: return r

The random oracle behavior seems like a behavior of hash functions. A hash function
maps an arbitrarily sized input into a fixed-sized output, called a hash. [35] Originally,
hash functions were used to save memory in data storage. Quite soon their properties
were noticed to be suitable for cryptographic purposes.

The hash function, denoted by H, is initialized by allocating N empty entries.
The hash of a data string x is denoted as y = H(x). Different data strings produce
distinct hashes. If two different data strings were to produce the same hash, it is called
a collision. In cryptography, we only use hash functions that produce collisions with a
negligible probability; these are known as collision resistant hash functions. Collision
resistance also implies preimage resistance, which means, that given a hash y, it should
be difficult to find an input value x that produces it. Collision and preimage resistance
make hash functions suitable real-world approximations for random oracles. From the
point of view of a user, their behavior appears to be similar to a random oracle. [§]

When designing a cryptographic system, we use random oracles in theoretical mod-
els. In practical implementations, we replace them with collision resistant hash functions
and assume that they behave similarly to their idealized versions. Even if the chosen hash
function turns out not to be collision resistant and does not behave like a random oracle,

we can restore security by replacing the hash function with a more secure one. [27]

2.7 Quantum random oracle

In post-quantum security we want to design classical cryptographic systems that are
secure even when an adversary has a quantum computer. In such a case, the adversary
can make quantum queries to the random oracle.

We view a qubit as a linear combination of the form [b) = «|0) + §|1), where

{]0),[1)} represents the orthonormal basis, and «, 3 € C are the probability amplitudes
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satisfying the relation |a|* + |3]* = 1. A quantum register consists of multiple qubits
and can be expressed as [1)) = 3= (p,p5-5,)e{0,137 Abrba--b,) 0102 - - - by), Where ap,p,..0,) € C,
and it holds > 4,..5,)c{0,1}7 |(b1by-by |2 = 1. The orthonormal basis of the register is
{161b2 - - - bn) } (b16g--br)eg0,13n- When we measure the register with respect to this orthonor-
mal basis, the outcome will be the state |biby---b,) with a probability of |op,p,.b,)[*
We can also express the probability of obtaining a specific basis state of the register,
denoted as |z), using a projection operator (),. This operator acts on the register as
Q: |Y) = ag |x). Since |z) is an orthonormal basis vector, it has a norm of 1. Then the
probability of observing the state |z) is given by the squared norm ||Q, |¢) ||2.

We have a register state |z), and a target state |y), where z € {0,1}" and
y € {0,1}™. Honest parties have only classical access to a random oracle H, but now an
adversary has quantum access to it. The quantum random oracle is a unitary transfor-
mation Op such that

Onl)ly) — |2)ly © H(x))

Let [¢) = Yooy @a|7,y) be a quantum state of the adversary. The adversary can
query |¢) from the random oracle and receive 3, c(o 13n 0|7, y ® H (7)), meaning that the
adversary can query all the values of x at once! In this Quantum Random Oracle Model
(QROM), where we assume the existence of quantum random oracles, many classical
proof techniques, such as programmability and preimage awareness are no longer suitable.

Therefore, we need new methods to prove security. [10]

2.7.1 One-Way to hiding in QROM

To illustrate the difficulty of working in the Quantum Random Oracle Model (QROM),
we study the one-way to hiding from [44] by Dominique Unruh. We derive the one-way
to hiding lemma, which has a significant impact on post-quantum reductions. We omit
many details of the proof, but we aim to showcase how quantum mechanics complicates

proof techniques. The full proof can be found in [44].

Algorithm 10 The game G

12 & {0, 1)
2: b« AHO)(z, H(z))

3: return V'

Let H : {0,1}" — {0,1}" be a random oracle. Our goal is to show that H(x) is
indistinguishable from a uniformly random y when H is viewed as a random oracle. In
the game formulation, we define two games, G in Algorithm 10 and G%' in Algorithm 11.

In game G}, the adversary A receives as input a random value x and its hash H(z). In
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Algorithm 11 The game G

1 (z,y) & {0,137
2: b <+ AHO(z,y)

3: return V'

game G, it receives two random values x and y. The adversary’s goal is to distinguish
whether it is interacting with game G or G, and it outputs a bit to indicate its guess.
The adversary has oracle access to the function H in both games. To demonstrate that

the hash is indistinguishable from a uniformly random ¥, we need to show that
| Pr[Gy = 1] = Pr[G{ = 1] (2.7)

is negligible [44].

In a classical setting, we could construct a specific adversary B, presented in Algo-
rithm 13. The adversary B is given two random inputs z and y, and it outputs a bitstring
a’. It simply receives an input and outputs value specified by Algorithm 13. If this output

is z, i.e., 2’ = z, we say that B wins a game G* displayed in Algorithm 12.

Algorithm 12 The game G%

1 () & {0, 13
2: o' < B (xz,y)

3: return [z = 2]

Since B is a probabilistic algorithm specified by Algorithm 13, it does not simply
return = and automatically win the game G?. The adversary B uses A as a subroutine,
providing it with = and either H(z) or a random y as input. While B runs the adversary
A as a subroutine, it knows the values A queries from the random oracle. We have defined
B in such a way that it outputs a value x, and wins the game G?, if A queries = from
the oracle H during its execution. Then the adversary B succeeds with a probability is
denoted as Pr {GB = 1} 44].

The distinguisher algorithm A is given two inputs: x and either y or H(z). Its goal
is to distinguish whether the second input is uniformly random y or a hash H(x). The
adversary is allowed to query values from the oracle H and receive the corresponding
outputs. If H did not resemble a uniform distribution, A could analyze the distribution
formed from the oracle queries and deduce whether the second input is y or H(x). How-
ever, since we are modeling H as a random oracle, its outputs are uniformly distributed.
Then the only way for A to determine whether the second input is uniformly random or
equal to H(x) is by querying the oracle H with the value x and comparing the result with

the second input. When the adversary A queries x from H, the adversary B will win the
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game GB. Since A is also a probabilistic algorithm, it does not simply query x from the
random oracle H to determine which game it interacts with [44]. Instead, it queries the
values randomly. Let X be the input space that contains all possible values of . The
size of the input space is denoted by |X|. Then, A queries z from the random oracle with
a probability of 1/]X| [44].

Thus, we have reduced the indistinguishability of H(z) from a random y, i.e., the
hiding of H(x), to the probability of randomly guessing z, i.e., the one-wayness. If the
input space is large, the probability of querying x is very low. This holds even when B
gets = as an input [44].

Algorithm 13 Classical algorithm B(x)

1y &Y

y1  H(x)

b {01}

V<« A (x,y)
if: I(z,y1) € Ly
return z

else:

o & x

return 2’

But in the quantum setting things are not as straightforward. Let |®(z,y)) denote
the initial state of the adversary A in the game Gj. This state depends on the input
values x and y, and can also be expressed as |z,y). The quantum random oracle operates
on the state as Oy |z,y) = |z,y ® H(z)). The adversary A makes a sequence of such
queries, and the state after 7 queries is (Og)"|®(x,y)). After ¢ queries, we obtain the
final state of A, denoted (Op)?|®(z,y)). Similarly, in the game G4!, let the initial state of
A be |¥(z,y)). Then the state after i queries is (Og)’ |¥(z,y)), and the final state after
q queries is (Og)? |V (x,y)).

In a classical setting, the output bit of A indicates its guess on whether it is inter-
acting with game G or G¢. Here, we measure A’s final state and the result similarly
indicates A’s guess. The proof in [44] does not specify the quantum measurement used
for this purpose, as Unruh intends the proof to hold for any measurement. We will denote
the generic quantum measurement as Measure(-).

The random oracle H is randomly selected from the set of functions {0,1}" —
{0,1}™, while the value z is chosen from the input space X and y from the output
space ). Let a be the probability for the selected values H,x, and y. Given these

values, we denote the probability of measuring 1 from the final state in the game G as
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aPr[Measure((Og)?|®(x,y))) = 1]. A similar probability can be calculated for the game

G#. We sum over all possible values of H,z and y, and obtain the total probabilities as:

Pr{GS‘ = 1} = > aPr[Measure((Op)?|®(z,y))) = 1]

Hay
P1r[G’14 = 1} = > aPr[Measure((Op)!|¥(z,y))) = 1]
Hyuy

In the quantum mechanical setting, it is not straightforward to define what it means
for A to query x from the oracle H. The adversary A can query a superposition Y ¢ |, y)
from H and receive a quantum state >,y |2,y ® H(x)). However, A cannot gain infor-
mation about the output without performing a measurement. So, can we say that A has
queried x from the oracle in this scenario? Furthermore, each quantum random oracle
query alters the state, preventing us from gaining information about the past queries. We
would need to either copy or measure the state during the execution. But any measure-
ment would alter the state and disturb the ongoing execution of A.

To address these challenges, we define a quantum version of the adversary B in
Algorithm 14. This version runs A but stops its execution at a random query to perform
a measurement on the state. The measurement yields an output = for B with the same
probability that A would obtain it if A attempted to gain information about x. If the
measurement returns x, then B succeeds in the game GP. After each round, A’s execu-
tion is restarted to ensure that the measurement does not interfere with A’s subsequent
execution.

The adversary B picks the random value i & {0,...,q} with a probability 1/q. It
stops the execution of A just before the ith query and obtains A’s state, which is either
(O) = ®(z,y)) or (Of)¥(z,y)) depending on which game A is interacting with.
The adversary B then measures the state and yields the value of x with a probability
[|Qe(Or) @ (z, y))||? or ||Q(On) ¥ (x,y))||>, where @, is the projection operator
for |x). We sum over all possible values of H,z,y and i to obtain the total probability of

B’s success denoted as:

Pr(@% =1] = 3 21Qu(0n) ¥, y))IP

H7x7y’i
or

Pr(% =1 = 3 211Qu(0n) (e, 9)IP

H,xy,i
depending on which game A is interacting with.
If A makes g queries to the random oracle H, it has been proved by Unruh in [44]
that it then holds that

‘Pr[GA =1] - pPr|Gi = 1}’ < 2¢\/Pr[GE = 1] (2.8)
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Algorithm 14 Quantum algorithm B(z,y)

i {1,2,...,q}
2: Run A(z,y) just before the ith query |z’) to H
3: ¢/ < Measure(|2'))

4: return z’

which we refer to as the one-way to hiding lemma.

Indistinguishability is a crucial feature employed in many reductions. Consequently,
the one-way to hiding lemma is widely used in the QROM, and all QROM reductions we
encounter in this thesis, such as those in [37][26][15][23], rely on it. Unfortunately, the
square root in the lemma introduces non-tightness in the theorems that employ it. This
lemma has made many security theorems non-tight and has made it difficult to provide a
tight proof in the QROM.

Suppose we have proven the security of a scheme II based on the hardness of a
problem P using the one-way to hiding lemma. This means that the advantage of solving
the problem P serves as an upper bound for the advantage of breaking II. Since the
one-way to hiding lemma is used, the advantage of breaking II is bounded by square root
of the advantage of solving the problem P. As P is assumed to be hard, this advantage of
solving it is negligible. For a small value, taking a square root increases it. This causes
the advantage of breaking the scheme II to be much greater than the advantage of solving
the problem P. The hardness of the problem P does not directly provide security for the

scheme II.

2.7.2 Simulating quantum random oracles

We can either accept a non-tight proof or avoid relying on the one-way to hiding lemma.
In practice, often the consequence of the latter is that we do not derive security from
IND-CPA or IND-CCA definitions. Instead, we derive security from non-standard security
notions, which we will encounter in Chapter 5. However, when using non-standard security
notions and avoiding the one-way to hiding lemma, we will face another challenge when
working with QROM.

If the scheme includes hash functions, we model them as random oracles in the ROM.
In the reduction, we have an adversary A’ that uses another adversary A as a subroutine.
In QROM, adversaries can exploit quantum mechanics and make quantum queries to the
random oracles they have access to, meaning they can query superpositions of inputs.
If A’ does not have direct access to any quantum random oracle, it must simulate itself
responses to the quantum queries made by A. However, if A’ has access to a random

oracle, it can respond to A’s queries by querying the random oracle. There are three
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methods for simulating quantum random oracles against an adversary, as outlined in [37].
We omit the details and only briefly mention the three strategies. The important result
is that this simulation increases the running time of A’ [37].

Let g represent the number of queries made to the quantum random oracles. The first
method, proposed in [46], simulates a quantum random oracle using 2¢-wise independent
hash functions. This approach increases the running time of A’ by O(¢?).

The second method, introduced in [10], employs a quantum-secure pseudorandom
function (PRF) for simulation. In this case, the running time increases by O(q - t,f),
where ¢,, ¢ denotes the time required to evaluate PRF.

The third method involves using a real hash function and treating it as a random or-
acle, similarly to how real hash functions are idealized in ROM. This simulation increases
the running time by O(q - thesn), Where tpqq, is the time needed to evaluate the hash func-
tion. We do not take a specific stance on which of these three simulation methods should
be chosen. Instead, we generalize the running time for simulation as O(q) - tro, where
tro represents either O(q), t,f or thash, depending on the chosen simulation method.

Because of the one-way hiding lemma and the time cost of simulating quantum

oracles, it has proven to be challenging to provide tight security in the QROM.



3. Module Learning With Errors

In this chapter, we introduce a lattice problem known as Module Learning With Er-
rors (MLWE), which serves as the foundation for the NIST’s Module-Lattice-Based Key-
Encapsulation Mechanism (ML-KEM). We begin by introducing lattices and discussing
the hardness of lattice problems. Next, we examine the Learning With Errors (LWE)
problem, which was introduced by Odev Regev. We then extend this problem by adding
structure to define the Module version of the LWE problem, i.e., MLWE. We conclude
with a discussion on the hardness of the MLWE problem.

3.1 Lattice-based cryptography

Lattice-based cryptography is a very promising area in post-quantum cryptography. These
encryption schemes often enjoy strong security proofs and are usually relatively efficient
and simple, compared to other post-quantum algorithm families. The use of lattices in
cryptography was introduced by Ajtai in 1996 [3], and since then, the field has developed
into a broad and active research area. [9]

A lattice is a set of points in an n-dimensional space with a regular and repeating
structure. Let (column) vectors by, by, ..., b, € R™ be linearly independent and form the
basis of the lattice. The lattice is then defined as the set of vectors generated by this basis

using all possible linear combinations with integer coeffcients:

ﬁ(bl,bz,...,bn) = {szbz X EZ} (31)
i=1

We can also represent the lattice using a matrix of the basis vectors such that B =
[b1,bs, ..., b,] € R™*". The lattice generated by the matrix B is given by

LB)={Bx:zecZ"} (3.2)

[9].
There are several presumably hard problems related to lattices. For example, the

Shortest Vector Problem (SVP), where we aim to find the shortest nonzero vector in the
lattice. Another example is the Shortest Independent Vectors Problem (SIVP), where

24
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we aim to find n linearly independent vectors si,s,...,s, that minimize the quantity
max; |[s;]].

Typically, one tries to find only an approximation of the solution for these problems,
as finding the exact solution would be too time-consuming. We define an approximation
factor . With this relaxation in the SIVP, we aim to find the value of max; ||s;|| within
a factor of v from the optimal minimized value. This variant is denoted as SIVP,. [2§]

The best-know algorithm for solving lattice problems is the LLL algorithm, intro-
duced by Lenstra, Lenstra and Lovasz in 1982. This polynomial-time algorithm solves
the SVP with an approximation factor of 29 where n is the security parameter. Un-
fortunately, the achieved approximation factor is large, which limits the applicability of
this algorithm. Following its introduction, the LLL algorithm was improved by Schnorr
in 1987. The improved algorithm achieves better approximation factor, but at the cost of
running time. Since the 1980s, many additional attempts have been made to develop more
efficient algorithms for lattice problems. Numerous elegant methods have been proposed,
but no significant breakthroughs have been made. All known algorithms still exhibit expo-
nential time complexity for approximation factors 4 < p(n). This highlights the relative
inefficiency of these algorithms compared to algorithms designed to solve other problems.
For example, factoring integers can be done with subexponential-time algorithms such as
the number field sieve, yet cryptographic schemes based on factoring are still considered
secure. Given this context, we can safely conjecture that there is no classical polynomial-
time algorithm for solving lattice problems with polynomial approximation factors, and
that solving lattice problems using classical computers is computationally hard.

Ever since Shor introduced his algorithm in 1994, researchers have attempted to solve
lattice problems using quantum algorithms. However, no one has succeeded thus far. It
appears that Shor’s algorithm and other known quantum algorithms are not applicable
to lattice problems. All existing quantum algorithms for solving lattice problems exhibit
similar time complexities to their classical counterparts. This leads us to conjecture that
there is no polynomial-time quantum algorithm for solving lattice problems, and that

lattice problems remain hard to solve, even with quantum computers.

3.2 Learning With Errors

The Learning With Errors (LWE) problem was introduced by Oded Regev in 2005 [36]
as an extension of the learning parity with error problem to higher moduli. In the LWE
problem, we are trying to solve linear equations with errors.

Let Z, denote a set of integers {0,1,2,...,¢ — 1}, and let Zq represent the space
of vectors of length n whose entries belong to the set Z,. We choose a vector s. We

also choose vectors aj, ay, ..., a, independently and uniformly from Zj, for some integer
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g =q(n) < p(n). We form linear equations of the form:

s-a; = ¢;(mod q)

S -as = ca(mod q)

S - a, = ¢,p(mod q)

Given the vectors aj,as . .., a,, and the results of these linear equations ¢y, ¢, . .., ¢y, the
vector s can be solved in polynomial time using Gaussian elimination. However, when we
add noise terms ey, e, ..., e, € Z,, specified by a probability distribution x : Z, — R™,
the equations become computationally hard to solve. The noise distribution y is typically
set to be a discrete Gaussian distribution centered at zero with a width parameter agq.

[36] The equations with errors take the form:

s-aj; +e; = ¢;1(mod q)

S - ay + ey = cp(mod q)

S an, + en = ¢p(mod q)

Attempting to solve the vector s from these noisy equations is computationally hard. In
Gaussian elimination, each step involves taking linear combinations of these equations,
which causes the noise terms to accumulate, thereby amplifying the error. By the end of
the process, the accumulated error becomes so large that solving s becomes infeasible.[4]

We can write the above linear equations with errors in the matrix form as

As+e=c (3.3)

T contains

where e = (e1, €a,...,em,)T is the noise vector and the vector ¢ = (¢1, ¢a, ..., ¢)
the results of the linear equations. The problem where we aim to solve the vector s from
these noisy equations is known today as the search version of the LWE problem.

If all the noise terms are chosen according to a probability distribution y on T = R/Z
(which is isomorphic to [0,1)) and number ¢ is a prime, we can establish an equivalence
between the search version and the distinguishing version of the LWE problem. In the

distinguishing version of the LWE, we have m independent samples of the form
1
(a;, 6(3,- -8) + €;)

where e; is chosen from Z, according to x on T. We denote the distribution of these

independent samples (a;, %(ai -8) +¢;) as Ag,. The goal is to distinguish these samples
following the distribution Ag, from samples chosen uniformly from Z,. So, we are trying
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to distinguish between two distributions. As noted in Chapter Two, aiming to separate
two distributions is a common practice in cryptography, and the distinguishing version is
the one typically used in reductions. The distinguishing version of the LWE problem is
commonly referred as the LWE problem.

The distinguishing version can also be interpreted using linear algebra. If we have
m samples a;, we can construct a matrix A, where the rows are the samples a;. Then,
the matrix version of distinguishing LWE can be formulated by choosing a matrix A
uniformly from Z,"*". Let s € Z," be a secret vector. We construct equations of the
form ¢ = A - s + e and the same number of elements are chosen uniformly from Z,. We
try to distinguish these elements from each other. [28]

The reduction from the search version to the distinguishing version of LWE can be
seen rather easily. If we solve the search version, we obtain the secret vector s and can
use it to compute errors e; = ¢; — a; - 8. Then, we can distinguish samples with small
errors from uniform samples without error, thereby solving the distinguishing version of
the LWE. However, the reduction from the distinguishing LWE to the search version is
not as trivial. The equivalence was proven by Regev in [36].

Let ¢ be a prime. We choose an integer | uniformly from Z,. We begin by solving
the first element of the secret vector, denoted as sg. We consider a sample (a;, ¢;) and
transform it into the form (a; + (1,0,...,0),¢; + (k) for some k € Z,. If the sample had
been chosen uniformly, the transformed sample would be uniform as well. If the sample
is of the form (a;, a; - s+ ¢;), the transformation returns (a; + (1,0,...,0),a; -s+ 1k +¢€;).
If £ # sy and as ¢ is a prime, then this distribution is uniform as [ masks the error. If
k = s¢, the transformed sample is of the form (a; + (,0,...,0), (a; + (1,0,...,0)) -s+¢€;)
and follows the distribution Agy;,. Since we can solve the distinguishing LWE problem,
we can separate this distribution from the uniform one, and we can determine whether
k is equal to sy or not. There are ¢ < poly(n) possible values for the integer k, and we
can test them all to find the correct value for k. We repeat this procedure to find the
remaining elements of s. [4] [36] Now we can solve the search version based on the fact
that we can solve the distinguishing version of LWE.

The LWE problem has been studied extensively since its introduction. There are
three main strategies for solving LWE. One strategy is to solve the search version using an
exhaustive search. The goal is to directly find a suitable s such that the quantity ||A-s—c||
is minimized. The second strategy is to solve the distinguishing version by implementing
algorithms designed to solve another lattice problem: the Short Integer Solution problem
[28][4]. We use one such algorithm to find a short vector v such that v- A = 0. If the
studied m samples are of the foom ¢ = A -s+e, thenv-c=v-(A-s+e) =v-e which
follows Gaussian noise distribution y. If the samples ¢ are uniformly distributed, then

the quantity v - ¢ is uniformly distributed as well. Depending on the noise distribution,
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we may be able to distinguish it from a uniform distribution, allowing us to solve the
distinguishing version of the LWE problem. In the third strategy, we view the search
LWE problem as a Bounded Distance Decoding (BDD)[4] problem in a lattice. If the noise
distribution is Gaussian, most of the noise is within three times the standard deviation
from the center. We interpret the point As as the lattice point and the sample c as a
point close to the lattice. The distance of ¢ from the lattice point As is then bounded
by three standard deviations. We give the sample point ¢ to the BDD algorithm, which
attempts to find the closest lattice point within this bound. The result is the point As,
from which we can obtain the secret s. [4]

There are several algorithms that exploit these three strategies, but all of them have
exponential running times. This leads us to conjecture that the LWE problem is hard for
classical computers. However, we would like to note that the LWE problem is relatively
new, and new algorithms may be discovered with more time and research.

The LWE problem is also assumed to be hard for quantum computers. In the original
article [36], Regev provided a quantum reduction from the SIVP, problem to LWE. It is
conjectured that for an approximation factor v < O(1), SIVP, is computationally hard

to solve. If this conjecture holds, then LWE can also be considered hard.

3.3 MLWE

Unfortunately, cryptographic encryption schemes based on the LWE problem are ineffi-
cient due to the size of the public key [28]. The efficiency can be improved by adding
more structure to linear equations. We now introduce the module version of LWE, where

we sample from a different algebraic structure than 7Z,.

3.3.1 Modules

In this subsection, we will introduce the concept of modules generally, and then focus on
one specific type of a module: module over the ring of integers of a cyclotomic number
field. We will provide all necessary background, ensuring that readers with no previous
familiarity with these concepts can follow the discussion.

We denote the set of all single-variable polynomials with rational number coefficients
as Q[X]. The set of single-variable polynomials with integer coefficients is denoted as
Z[X]. Let g(X) be a polynomial in Q[X]. A root of this polynomial is called an algebraic
number, and we denote one such number as &.

A monic polynomial is a polynomial in Q[X] whose leading coefficient is 1, i.e., a
polynomial of the form 2™ + ¢, 12" ' 4+ --- + cix + ¢o with n > 1 and ¢; € Q. If the

polynomial g(X) that defines an algebraic number £ is monic, irreducible in Q[X], and
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there is no other monic polynomial of lower degree with the same root &, we say that
g(X) is the minimal polynomial of £. If the coefficients of the minimal polynomial of &
are all integers, then ¢g(X) € Z[X], and & is classified as an algebraic integer. [28] [32]

Let us examine whether the complex number ¢ is an algebraic integer. This complex
number i is a root of the monic polynomial X2 + 1. Furthermore, there is no monic
polynomial of lower degree that has the root 4. Thus, X2+ 1 is the minimal polynomial of
i. Polynomial X2+ 1 belongs to the set Z[X], and it follows that i is indeed an algebraic
integer.

Let F and F be fields such that ' C E. We say that £ is an extension of F. The
degree of this field extension is defined to be the dimension of E as a vector space over F'
[18]. We now denote the smallest extension field of Q that contains all elements of Q with
addition of an algebraic number ¢ as Q(£). This finite extension of the rational number
field is called the number field, and from here on we denote Q(§) simply as K.

The algebraic number ¢ has a minimal polynomial of degree n over Q. Thus, there
cannot exist any polynomial in Q[X] of smaller degree than n for which ¢ is a root, which
implies that a, 1" 4+ a,_ 26" 2 + -+ + a1€ + ag = 0 holds only when all coefficients
a; are zero. Consequently, the roots of unity {1,£,&%,...,£"" !} are linearly independent
and form the basis for K as a vector space over Q. Therefore, the degree of K is n. [2§]

We continue with our example and examine the complex number i. We aim to
generate an extension field of Q, i.e., the number field of i, denoted as K = Q(¢). For a
set to be a field, it must be closed under addition, multiplication and division (excluding
the division by zero). Simply adding the number i to @ would not result in a field, as
these operations would not be closed within this set. However, the set {a + bi : a,b € Q}
is a field as it is closed under addition, multiplication and division. It also contains the
element i. Therefore, this set is the number field Q(7), the smallest field containing both
Q and i. The field Q(7) forms a two-dimensional vector space over the rational field Q,
with 1 and ¢ as the basis elements. Thus, the degree of this number field is two.

A ring is an algebraic structure consisting of a set equipped with two operations:
addition and multiplication. These operations satisfy the ring axioms, which state that
the ring forms an abelian group under addition, a monoid under multiplication, and that
multiplication is distributive with respect to addition. The set of all algebraic integers
belonging to the number field K satisfy the ring axioms, and is called the ring of integers
of K. We denote this ring as R. [32] Now that we understand what rings of integers are,
we will focus on a specific instance. However, to proceed, we first need to explore a few
additional number-theoretic concepts.

The vth root of unity is a root of ¥ — 1. The vth primitive root of unity w, is a root
of the polynomial 2¥ — 1, but not a root of any other polynomial 2% — 1 with d < v. As

the roots of unity satisfy the equation z¥ — 1, it holds that (w,)” = 1. These definitions
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can be applied over any field or ring. When applied to the field of complex numbers, the
roots of unity take the form w, = e*™/¥ € C. The 2vth root of unity is periodic, satisfying
the relation wg? = wg,, and symmetric, i.e., wS = —wS, for a non-negative integer o
[38].

Let the set Z} denote all coprimes of v that are smaller than v itself. The vth

cyclotomic polynomial is a polynomial of the form
@,(X) = I[ (X —wl) € 2[X]
JEL,
All numbers of the form w® where k& € Z7, are roots of this polynomial. Thus, the
degree of this cyclotomic polynomial is given by the number of elements in the set Z;,
ie, n=|Z. [32]

With these concepts, we can define the ring of integers of the cyclotomic number
field. If an algebraic integer £ is a vth primitive root of unity, then the number field
K = Q(¢) is called a cyclotomic number field. The ring that contains algebraic integers
belonging to this cyclotomic number field is called the ring of integers of the cyclotomic
number field. It can be shown that for the cyclotomic number field, the associated ring of
integers is R = Z[¢]. [30] [32] The ring Z[¢] contains all numbers of the form a,,_£"~* +
Ap_oE" 2+ - + a1€ + ag, where a; € Z, and the degree n corresponds to that of the
cyclotomic polynomial. [25]

The elements in the ring of integers of the cyclotomic field R = Z[¢] are numbers
that can be expressed as "polynomials” of £. By mapping & — X, we can represent these
elements in the ring of polynomials of the form a,,_1 X" ' +a,_o X" 2+ - -+a; X +ag, where
a; € Z. [28] For n as a power of two, R is isomorphic to ring consisting of polynomials of

degree at most n — 1, with addition and multiplication modulo X™ 4 1, i.e,
R=7Z[X]/(X"+1) (3.4)

[28]. The isomorphism to Z[X]/(X™+ 1) is particularly important, because most encryp-
tion schemes based on cyclotomic number fields use the ring Z[X]/(X™ + 1) for sampling.
We will return to this ring later.

For example, the number i is a root of X* — 1, and it is not a root of any other
polynomial of the form X? — 1 with d < 4. Therefore, 7 is a 4th primitive root of unity.

The coprimes of number 4 are Z! = {1, 3}, and the 4th cyclotomic polynomial is
Py X)= (X —iNX - = (X =) (X +i)=X>+1

which has a degree of 2. Since 7 is both an algebraic integer and a 4th primitive root of
unity, the number field Q(7) is a cyclotomic number field. The associated ring of integers
is the set of R = Z[i] = {a+bi : a,b € Z}. Then R is isomorphic to the ring of polynomials
Z[X]/(X? +1)., and the isomorphism is by mapping a + bi to a + bX.
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A module M is an algebraic structure that generalizes the notion of a vector space.
Recall that a vector space V' is an abelian group consisting of vectors v. These vectors
can be scaled by scalars f, which are elements of a field F. The multiplication between
scalars is defined by the calculation rules of fields, and a different set of rules produces a
multiplication between a scalar and a vector, producing a scaled vector of the form f - v.
We use the same symbol, -, to represent both the multiplication between a scalar and a
vector and the multiplication between two vectors. The operations in the vector space
satisfy the distributive properties f-(vy+ve) = f-v1+ f-vg and (f1+ f2) v = fi-v+ fo-v,
as well as the associative property defined as (f; - f2) -v = f1-(f2-v).

Similarly to a vector space, an R-module, denoted M, is an abelian group consisting
of elements m, which can be scaled by scalars r belonging to a ring R. Then, the scaled
element is of the form r - m. The distributive and associative properties are defined
similarly to those of a vector space, but in this context, the scalars are elements of a ring
and the vectors are elements of the module. [32]

We use this general definition of a module to define a module over the ring of integers
of the cyclotomic number field. From now on, K denotes the cyclotomic number field and
R denotes the ring of integers of the cyclotomic field. Let K? denote the set of elements
that are tuples of the form (zg,1,...,24) with 2; € K. If a subset M C K¢ is closed
under addition and multiplication by elements of R, then this subset M is a R-module,
called a module over the ring of integers of the cyclotomic number field. We will use this
specific module for sampling in LWE, when we introduce a module version of LWE.

We define canonical embeddings
0;(&) = ¢ for any j € Z (3.5)

which maps the root of unity to its higher powers. For general element x € K, which is
represented in the basis (1,£,&%,...,6" ) as @ = mg + 21& + 226% + -+ + 1, 1E"71, the

canonical embedding is defined by
0j(x) = w0 + 218 + w2 + -+ + T &5

Since j can take values of v’s coprimes, there exist n = |Z}| such embeddings. We use

the canonical embeddings to define a trace for an element in the number field as
Tr(z) = > oj(z). (3.6)
J

The root of unity defining the 4th cyclotomic number field K = {a+bi : a,b € Q} is
i. The canonical embeddings are: o1(i) — i and o3(i) — 1> = —i. For a generic element
in the field a + bi, where a,b € Q, the embeddings are:

oila+bi)=a+b-01(i) =a+bi
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and
os(a+bi)=a+b-o3(i) =a—bi
We observe that these embeddings are complex conjugates to each other. This is an

important fact, and its implications will be discussed in the next subsection. The trace

for an element in K is given by
Tr(a+ bi) = o1(a + bi) + o3(a + bi) = a+bi +a—bi = 2a

which is a rational number.

An integral ideal I C R of the ring R is a subgroup that is closed under multiplication
[28]. This means that for all » € R and all € I it holds that the product rz € I. A
fractional ideal, also denoted as I, is a subset of K such that dI C R, for some d € R,

where dI is an integral ideal. The inverse of fractional ideal is defined as a set:
I''={zeK:2I CR}
and the dual of fractional ideal is given by:
I"={zx e K:Tr(zl) CZ}

The dual ideal of the ring, R, is often referred to as the codifferent.

For example, let us show that the set I = {24+ 2Bi: A, B € Z} is an integral ideal
of the ring of integers of the 4th cyclotomic number field K = {a + bi : a,b € Q}. For
all elements in the ring, r = a + bi € R and for all elements © = 2A + 2B7 € I, where
a,b, A, B € 7, the product

re = (a+ bi)(2A + 2Bi) = 2(Aa — Bb) + 2(Ab+ Ba)i

always belongs to I. Thus, the set is an integral ideal. Furthermore, [ is also a fractional
ideal. It is a subset of K, and for all integers d € Z, the set dI is an integral ideal. This
can be proven by similar calculation as we did above. Let us also calculate the inverse
and dual of I. Let x = 21 + 291 € K, where x1, 25 € Q, denote a general element in K.

The inverse of I contains elements of K of the form

that belongs to the ring R. This holds for all values of A and B when x; and z, are
multiples of 1/2. Hence, the inverse of I is the set I7™' = {x; + @91 : 71 = 5,29 =

%2, where 2, z}, € Z}. The trace of 1 is

Tr(zl) = {Tr(2(Ax; — Bag) + 2(Axg + Bx1)i) : A, B € Z, 1,29 € Q}
= {4Axy — 4By : A,B € Z,x1,22 € Q} (3.7)
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The dual of I contains all elements from this group that are integers. The term 4Ax; is an
integer for all values of A when x; are multiples of 1/4. Applying a similar deduction for
To, we find that the dual of I is the set IV = {z14xq9i : 21 = %,
As a final note, let us calculate the dual of the ring R, i.e., the codifferent. For A+ Bi € R,

x/
Ty = 3, where 2,7} € Z}.

the trace of 2R is

Tr(zR) = {Tr((Azy — Bxs) + (Aze + Bxy)i) : A, B € Z,x1, 72 € Q}
= {2A£B1 —2Bxy: A, BE€Z,x1,29 € @} (38)

Which is a subset of R when 7 and x5 are multiples of 1/2. Therefore, the codifferent is
RY ={x1 + x9i : 2y = %/1,332 = %/2, where 2, z, € Z}.

From the above example, we observe an interesting fact: the elements in the codif-
ferent are multiples of 1/2 of the elements in the ring R, such that RY = %R. In other
words, the codifferent is a scaled version of R. This observation can be generalized to
hold for cyclotomic number fields generated by adjoining a power-of-2 root of unity to
the rational number field in the following way. Let m = k? for some k € Z, be the degree
a power-of-2 cyclotomic field. The elements of the ring of integers of the mth cyclotomic
number field, r € R, are related to the elements of the codifferent ' € RY by relation
r =m/2-r". This means that all the elements in the codifferent can be easily transformed
to elements in the ring of integers. [31]

Some R-modules, but not all, have a basis. However, in our case, where K is a
cyclotomic field, there always exists a pseudo-basis. There always exist nonzero ideals Iy
of R and linearly independent pseudo-basis vectors (by); in K¢ that generate the module
M. The module can be expressed as 3.¢_; I - by. The cardinality of this pseudo-basis is
called the rank of the module, denoted by d.

3.3.2 Module lattice

Now that we have introduced modules over the ring of integers of a cyclotomic number
field, we turn our attention to mapping these modules to lattices. In this subsection, we
describe ring homomorphisms for the cyclotomic number field, which enables us to embed
modules into lattices and define the concept of module lattices.

We continue with our example of 4th cyclotomic number field K = {a+bi : a,b € Q},
where the basis of K over Q is (1,7). We aim to represent elements of the number field
as two-dimensional vectors to map these elements to lattices. Let a 4+ bi € K for some
a,b € Q. A natural first approach would be to take (1,7) as a basis and form a vector
(a,b)T. However, this definition causes problems with geometric quantities, such as the
norm, which lead to issues in security reductions. [30] While we will omit the details of

these problems, it has been established that the approach we describe next provides a
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geometrically better alternative.

Instead, we will use canonical embeddings in Equation (3.5). We construct a vector
from all these embeddings called the canonical embedding vector, o : K — C", defined
as oc(y) = (0;(y))jez; -

For example, the canonical embedding vector of the element a + bi in K = Q(¢) is

o1(a+ bi) a+ bi

e C?
O'g(a + b’L)

Uc(a + bl) =

a—bi
We observe that the embeddings o, and o3 are complex conjugates of each other, as
03 = 1. Then, the embedding o3 can be represented using the embedding .

This fact can be generalized. We can represent all embeddings using only the first
half. To formalize this, we define the set [v/2] = {0,1,...,v/2 — 1} for even v. Using
this, we can separate the first half of v’s coprimes Z} into a set J = [v/2]NZ}. Then, the

relation

0v3(6) = 3,(©) (3.9)
holds for all j € J.

The canonical embedding vector is in the space C™. The basis vectors of this space
are typically denoted as e; = (1,0,...,0)7, e, = (0,1,0,...,0)%,... e, = (0,...,0,1)T.
We will reindex these basis vectors to match the indices of the embeddings, denoting
them as e; and e,_; for all 7 € J. This notation is often counterintuitive. For example,
in the case of K = Q(i), the canonical embedding vector is in a two-dimensional space
where the basis is typically denoted as e; = (1,0)7,e; = (0,1)T. However, here we
will reindex the basis to match coprimes 1 and 3, so the basis vectors are reindexed to
e; = (1,0)",e3 = (0,1)".

With these reindexed basis vectors combined with the relation in Equation (3.9),

the canonical embedding vector for € K can be represented as:
oc(z) =) oi(z)-e;+0,j(z) e, (3.10)
J

for all j € J.

Continuing with the example of the 4th cyclotomic number field, the coprimes of
the number 4 are Z, = {1,3}, and the dividing set is [4/2] = {0,1}. Therefore, the set
of first half of the coprimes is J = {1}. Then the canonical embedding vector can be
represented in the form:

oc(a+bi) => oj(a+bi)ej+os_j(a+bi)es; = (a+bi)e; + (a— bi)ey
j=1

We notice that canonical embedding vectors belong to a subspace H C C", defined
as:

H = {(z;)jez; € C" :such that Vjz,_; = 7;}
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We will now change the basis of this space to represent the canonical embedding vectors
as real-valued vectors. The new basis vectors are defined as h; = %(ej +e,_;) and
h,_; = %(ej —e,_;) for all j € J. Then, the basis of the canonical embedding vector in

Equation (3.10) can changed by applying the transformation:

i | 1|1 1| o4z
Ll &

separately for each 7 € J. Using this transformation, we define an embedding oy : K —
R™ which maps an element x € K to a real-valued vector such that

O'H(QT) = Z(%‘hj + a:,,_l-hy_j) c R" (312)

J

Let us continue with our example of the 4th cyclotomic number field. Previously,
we represented the elements in this field as the canonical embedding vector of the form
(a + bi)e; + (a — bi)es. For a generic element in the field = a + bi, where a,b € Q, we

can change the basis using Equation (3.11) and obtain

nl 11 11
sl V2 |—i i V2 =i
Then, o (a+bi) = v/2a-h; +/2b- hs, where the basis vectors are h; = %(el +e3) and

h; = %(el — e3). The resulting vector belongs to the real-valued vector space R2.

o1(a+ bi) a+ bi

o3(a + bi)

-]

a—bi

As we have successfully represented an element in the number field as a real-valued
vector, we can map modules to lattices. A module lattice is a special type of a lattice,
where the structure of a module is imposed on the lattice. As the lattice is in the real
vector space, we can use the map oy for this purpose. Let M C K% be an R-module.
The elements in the module are tuples of the form (zg,z1,...,24). Each z; is mapped
separately into the real vector space. We do this with an embedding og = (oy,...,0n) :
K% — RN, with N = nd, where n is the degree of the number field K. The resulting
lattice is in the N-dimensional vector space. When the entire module M is mapped, we
call the set og(M) a module lattice. [31] [28]

3.3.3 Module version of the LWE

Using the above concepts and discussions, we can formulate a ring version of the LWE
problem introduced a year after the LWE problem by Lyubashevsky et al. in [31]. As we
noted earlier, the cryptographic schemes based on the LWE problem are inefficient. The
authors of [31] aimed to improve the efficiency by adding more structure to the problem.
Instead of sampling elements from Zy, we now sample elements from the ring of integers

of a cyclotomic number field R.
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Let R, = R/qR denote the quotient ring for some integer ¢, which is the set of
equivalence classes r + ¢R for r € R. Similarly, for the codifferent, let R, = RY/qR".
For the example of the 4th cyclotomic number field, the ring is of the form R = {a + bi :
a,b € Z}. Let us choose ¢ = 2, which forms the ring 2R = {2a + 2bi : a,b € Z}.
Then, there are four equivalence classes: 0 + 2R, 1+ 2R,i + 2R and 1 + i + 2R, and the
quotient ring is R/2R = {a + bi : a,b € Zy}. The codifferent is the set R = {a + bi :
a = %/,b = %, where o',V € Z}. Then, the set 2R" is the set {a + bi : a,b € Z}. The
equivalence classes are now: 0+ 2R, % + 2R, %z + 2R, % + %z + 2R, and the quotient ring
is Ry ={a+bi:a=%0b="Y, where ',/ € Z}.

When this example is generalized, we find that, for a generic cyclotomic field, the
quotient ring is given by R/qR = {xo+ 1§ + -+ + 21" 2o, ,Ty1 € Zy}. By

mapping & — X, we obtain a homomorphism from this set to
R, 2 {vg+m X+ +x, 1 X" ' imo,..., 201 €Z,} mod (X" +1) (3.13)

which contains n — 1 degree polynomials with coefficients from Z,. The multiplication
and addition in this ring are performed modulo X™ + 1.

In the ring LWE setting, the public value a; is sampled from the ring R,, while the
secret s is chosen from the codifferent R,/. The decision to sample from these rings is not
self-evident and could have been set differently. For example, both a and s could have
been sampled from R,. However, this choice to sample a; from R, and s from R(\]’ emerges
naturally in the security reductions in [31] and provides an analogy between the LWE and
the short integer solution problem. It also enhances security in the ring LWE setting by
allowing the largest amount of error while still being able to recover the secret from the
noisy products.

The cryptographic schemes based on the ring LWE are indeed more efficient than
those based on LWE. But the ring LWE can be shown to be only as hard as lattice
problems on certain special classes of ideal lattices, which limits their security. On the
other hand, the LWE problem has been proven to be as hard as certain extremely hard
lattice problems, but cryptographic schemes based on it are inefficient. The Module-LWE
(MLWE) problem, introduced in [12], serves as a generalization of the LWE and the ring
LWE. MLWE provides a middle-ground approach between these two extremes, allowing
the construction of sufficiently efficient cryptographic schemes, while also being provably
as hard as standard lattice problems for module lattices.

In MLWE, we will use an R-module M C R?. Let the set (RY)? contain tuples
of the form (xy,xs,...,z4), where each entry belongs to R(\]/. We sample a; and s from
()"

We also define the circle group Trv = K/RY, which consists of "small” elements

that we will use as errors. For example, for the 4th cyclotomic number field K = Q(i) =
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{a+bi:a,be Q} and its ring of integers RV = {a+bi:a=%,b="Y, where d,V € Z},
the circle group is Ty = {a +bi:a,b € [0,1)}.

To construct MLWE, we also need distributions for sampling. Let D, denote a
normalized continuous Gaussian probability distribution with width r; € R*. We have a
vector of widths r = (ry,79,...,7,)%. A vector sampled using the Gaussian distribution
is denoted as D, = (D,,, D,,,..., D, ). Elements in the cyclotomic number field can be
represented as real-valued vectors, as described in Equation (3.12). These vectors exhibit
internal structure, and we require that components z; and z,_; are sampled with the same
width, such that r; = r,_;. We use a gamma distribution I'(2,1) with shape parameter
2 and scale parameter 1 for this purpose. When each z; and z,_; for j € J are sampled
independently from I'(2, 1), the widths are r; =r,_; = a\/T\/n_asj for some o > 0. We
denote distribution I'(2, 1) over the cyclotomic number field K as ¢ and call it an elliptic
Gaussian distribution. [28]

Implementing an efficient Gaussian sampler while protecting against timing attacks
has proven to be challenging. In a timing attack, an adversary attempts to gain informa-
tion about the scheme by analyzing the running times of operations. To address this issue
Alkim et al. [5] proposed replacing the elliptical Gaussian distribution used in sampling
with a centered binomial distribution in practical applications. The centered binomial
distribution resembles the elliptical Gaussian distribution while being computationally
efficient to sample. It has been shown that this change does not compromise the security
of the scheme. The centered binomial distribution for a positive integer 7 is defined by
sampling 1 pairs (a;, b;) uniformly from ({0,1}?)"” and computing >°7_, a; — b;. Next, we
will present the MLWE problem as it is described in [28], but later the distribution will
be replaced with the centered binomial distribution.

Let ¢ > 2 be a prime, n be the dimension of R and d the rank of the module M. The
dimension of the module lattice is then N = nd. Let ¢ be an elliptical Gaussian probabil-
ity distribution over the cyclotomic number field K. We choose a vector s € (Rg)d, and
a vector a is sampled uniformly at random from the module (R(\J/)d. A perturbation e is
sampled according to ¢ from K, and we form a sample (a;, %(ai -s) +e). Given arbitrarily
many independent samples of this form, it is difficult to distinguish them from an equal
number of samples chosen uniformly from Tgv. Trying to distinguish samples of the form
(a, %(a - 8) + e) from samples chosen uniformly from Tgv is know as the distinguishing
version of module-LWE or simply the MLWE problem.

In the search version of MLWE, the perturbation e is sampled according to a Gaus-
sian probability distribution over Tgv. Given samples of the form (a;, %(ai -8) + e), it is
computationally hard to recover the vector s from these samples.

We can interpret the search version of MLWE using linear algebra, though it is not

as straightforward as the algebraic interpretation of the standard search LWE. We will
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demonstrate this only for rings whose dimensions are power of 2. Then, we can sample
from the ring R, instead of the codifferent R;/. Using the isomorphism in Equation (3.13),
we obtain the quotient ring R, = Z,[X]|/(X"+1). Elements in this quotient ring are n —1
degree polynomials, where coefficients are elements of Zj,.

Now we sample the elements of the MLWE problem from R¢ = (Z,[X]/(X™ 4 1))%.
We sample a vector a; = [a;1,a;2,...a;q)" from Rfll, where each entry is a polynomial of
degree n — 1. We want to represent these polynomials as matrices. In the ring RZ, the
multiplication between elements is calculated in modulo (X™ 4 1). We need to preserve
this structure in our matrix interpretation, which can be achieved by representing each
polynomial a;; as a negacyclic matrix of the form Rot(a; ;). For the coefficients of the

polynomial of the form b = Z?:_()l b;x', we define

bo by - —b
Ro) = |
b bs o b

Then, the sampled vector can be rewritten as a; = [Rot(a; 1), Rot(a;2),...Rot(a;q)]".

Given m samples a;, we can construct a matrix A as follows

ROt(CLLl) s ROt(CLLd)
A= : : (3.14)
Rot(am,1) -+ Rot(am.a)

Now, the MLWE problem can be viewed as a special case of the LWE problem, where the
matrix A has the above structured form. This structure makes the problem easier to solve
compared to LWE, which lacks such structure. Nevertheless, MLWE is still considered
hard, as we will discuss in the next section.

Continuing with the example of the 4th cyclotomic number field, this ring has a
dimension that is a power of 2. We will sample from the set (R,)? = (Z,[X]/(X? + 1))%
Let ¢ = 2 and d = 2. We choose a vector s = (1 + X, X)?, and sample a vector a; =
(1,14+X) = (ay 1, a1 2) uniformly from (R,)¢. We sample an error vector e; = 0.05+0.225X
according to Gaussian distribution from Txv. We then form a sample (ay, %(al -8) +e1),

where
1+X 2 2 2
(ar-s) = [1,1+ X]| - o [(mod X2 1) =14 X + X 4+ X(mod X* +1) =2X =0

where X2 4 1 = 0 holds because of the modulus X? + 1. Additionally, the coefficient of
2X satisfies 2 mod 2 = 0. Then,

1
§(a1 -8)+e; =040.05+0.225X = 0.05+ 0.225X
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and the first sample becomes

1
(a1, 5 (a1 5) + 1) = ( 1,1+ X],005 + 0.225X>

We sample another vector ag = (0,1) = (ag,1, a22) and es = 0.0335+ 0.22X. The number

of samples is now m = 2. We form a matrix

ROt(CLQJ) ROt((lzg)

Rot(az1) R0t<al,2)]

1
For the element a;; = 1+ 0- X, we calculate Rot(a; 1) = {0 . Calculating similar

results for the other elements, we obtain the matrix

1 01 -1

011 1
A —

001 0

00 0 1

Denoting the secret vector as a real-valued vector whose entries are the coefficients, we
have s = (1,1,0,1)7, and similarly for the error vector, e = (0.05,0.225,0.0335,0.22)7.
The MLWE problem can then be interpreted as a LWE problem of the form (A, 3(A-s)+e)
where the rows of A are the samples of the LWE.

3.4 Hardness of MLWE problem

The Shortest Independent Vector Problem (SIVP)., is a well studied lattice problem and
serves as a primitive for our reduction. In (SIVP),, given a lattice basis B € Z™*", we
try to find n linearly independent vectors si,ss...s,, where s; € £(B), that minimize
the quantity ||S|| = v - max; [|s;||. [9] Here, the number v is the approximation factor.
Finding the exact minimum of the quantity would be too difficult, so this factor makes
the task a little bit easier. The problem is still hard, but the cryptographic scheme based
on it is more efficient.

The fastest known classical algorithm for solving SIVP exhibits exponential time
complexity, and thus we can conjecture that this problem is computationally hard for
classical computers. Since the discovery of Shor’s algorithm, there have been attempts
to solve lattice problems using quantum computers with no success so far [9]. It is con-
jectured that no quantum algorithm can solve this problem in polynomial time for an
approximation factor v < poly(n), which provides assurance that (SIVP), is computa-

tionally hard for quantum computers. The number n is the security parameter, which can
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be scaled depending on the desired security level. The larger the value of n, the harder
the problem.

The security of the MLWE problem relies on a variant of (SIVP)., over modules,
denoted as (Mod-SIVP).,,. This variant is less studied than the ordinary SIVP. It may
be possible that an adversary could exploit the internal structure of modules to solve
(Mod-SIVP),, but no such algorithm is currently known for module ranks greater than
1. The quantum reduction from (Mod-SIVP),, to MLWE was established by Langlois and
Stehle in [28]. This reduction involves several intermediate steps, each imposing specific
restrictions on the parameters of the MLWE problem.

We begin by generalizing (SIVP),. In the Generalized Independent Vector Problem
(GIVP)? the goal is to find n = dim(L(B)) linearly independent vectors si,ss,...s, €
L(B) such that max; ||s;|| < v-¢(L(B)). Here ¢ is some real-valued function of a lattice.
By setting the function ¢ to so called smoothing parameter for which it holds that n. <

M, and setting 7' = 7/n. we obtain a reduction from (SIVP), to (GIVP)Z
28]. We further restrict (GIVP) to module lattices, denoting this restricted version as
(Mod-GIVP)T;.

Let n denote a security parameter, ¢(n) be a negligible function, and 2 < ¢ <
i
nomial time to solving the MLWE. As long as the problem (Mod—GIVP)zi is considered
hard, the MLWE problem can also be considered hard.

We define the advantage for the MLWE problem by considering two games, illus-

poly(n). Then, there exists a quantum reduction from solving (Mod-GIVP)” in poly-

trated in Algorithms 15 and 16. In game Gy, we have samples of the form A -s+e. We
use the notation <- R, to denote the sampling of a polynomial from the ring R,, whose
coefficients are sampled according to the binomial distribution. In game G, the samples
b are chosen uniformly at random. The goal of an adversary B is to distinguish between
these two games, and this corresponds to the distinguishing version of MLWE. We can
use Equation (2.3) and define the advantage of an algorithm B solving the distinguishing
MLWE as

AAMIWE(BY = | Pr[Gy = 1] — Pr[Gy = 1] (3.15)

m,k,n

[11]. The parameters m and k define the sizes of the matrices and vectors, and 7 deines the
centered binomial distribution used for sampling. We have conjectured that the MLWE
problem is computationally hard for both classical and quantum computers; therefore this

advantage is negligible.
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Algorithm 15 Game G| Algorithm 16 Game G,
11 A& Rk 11 A& Rk
n m . $ m
2: (s,e) < RY x Ry 2: b+ R
3:b=A-s+e 3: b/<—B(A,b)
4 4
)

. ¥ < B(A,b)

. return b’

: return ¥




4. Module-Lattice-Based

Key-Encapsulation Mechanism

In 2016, the National Institute of Standards and Technology (NIST) initiated a process
to standardize quantum-resistant cryptographic signature and key-encapsulation schemes.
NIST received numerous proposals and after a rigorous evaluation process, selected four
algorithms — three signature algorithms and one key-encapsulation algorithm — to be
developed into official standards. The selected key-encapsulation algorithm is known
as Kyber, and its security relies on the difficulty of the Module Learning With Errors
problem. NIST has standardized a slightly modified version of the Kyber under the name
of the Module-Lattice-based Key-Encapsulation Mechanism standard (ML-KEM). In this
chapter, we introduce ML-KEM algorithm, as specified in [34]. The standard does not
contain extensive background information. Therefore, most of our discussion will be drawn
from the documentation of Kyber, [11] and [6], as these two articles provide reasoning
behind the design decisions.

In the ML-KEM, there are two global parameters, n = 256 and ¢ = 3329, which
specify the cyclotomic ring being used. Additionally, there are five global parameters
k,ni1,m92,d, and d,. Parameter k specifies sizes of the keys by defining the dimensions of
matrices and vectors used in the protocol. The parameters 7; and 7, define the distri-
butions used for sampling. Parameters d, and d, determine the size of the encoded and
compressed ciphertext. The parameters can be chosen from three different sets, which are
presented in Table 4.1. Each set has it own advantages and disadvantages with respect
to the security-efficiency trade-off. The ML-KEM-1024 is the most secure, but it is also
the least efficient.

Scheme k m n d, d,
ML-KEM-512 2 3 2 10 4
ML-KEM-768 3 2 2 10 4
ML-KEM-1024 4 2 2 11 5

Table 4.1: Parameter specifications for different ML-KEM schemes

42
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The MLWE problem discussed in the previous chapter applies to the ring of integers
of any cyclotomic number field. In the ML-KEM, the dimension of the ring is chosen to
be n = 256, which is a power of 2. Then the codifferent R" is a scaling of the R and it
can be mapped to R. Instead of sampling from the codifferent RZ, we can sample public
and secret values from R,.

Using the isomorphism between R and Z[X]/(X™+1), we choose to sample from the
ring R = Z[X]/(X"+1). The corresponding quotient ring is R, = Z,[X]/(X™+1), where
the global parameters n = 256 and ¢ = 3329 are used. The ring Z,[X]/(X™ + 1) consists
of 255-degree polynomials of the form f = fo+ f1X + -+ fo55X?%, where f; € Z,, with
addition and multiplication performed modulo X" +1. This ring is particularly convenient
to work with as arithmetic operations can be performed efficiently using the Number The-
oretic Transformation, an optimization technique for polynomial multiplication, which we

will introduce later. Then the MLWE problem (A, %(A -s)+e) is constructed by choosing

d mxd

a vector s from (R,)? sampling a matrix A uniformly from (R,)™*¢, and sampling the
error vector e from (R,)? according to the binomial distribution.

Instead of representing elements of (R,)? in the negacyclic form, as in Equation
(3.14), we will use pseudocode in algorithms where the coefficients of polynomials of the
above form are represented as vectors f = (fo, f1,..., fos5) € 2256. This representation
allows us to sample elements of R, from Z2.

Then, an element v in Rfll is a vector with d components. Each component v[i] is a
vector representing a polynomial in R,. Thus, we can sample vectors from (Z2*°)?. Sim-
ilarly, each element in the matrix A from R;”Xd is a polynomial represented as a vector.
Then matrices can be sampled from (Zg‘%)mx‘l. When calculating A - v, each element-
wise operation involves the multiplication between two polynomials modulo (X" +1). For
large polynomials, this operation becomes computationally inefficient. To address this,
we introduce the Number Theoretic Transformation (NTT), an optimization method for
efficiently performing polynomial multiplication. This technique reduces the computa-
tional cost of these operations, enabling efficient calculations. After presenting the NTT,
we describe a public-key encryption scheme based on the MLWE problem. Finally, we

explain the working principles of the key encapsulation mechanism itself.

4.1 Number Theoretic Transformation

The elements in the ring R = Z,[X]/(X™ + 1) are polynomials of degree 255. Addi-
tion between two polynomials can be performed efficiently element-wise with modulo gq.
However, multiplying two high-degree polynomials is computationally inefficient. Sup-
pose G(X) and H(X) are polynomials of degree n — 1 in the ring Z,[X]/(X™ + 1). The
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polynomial multiplication between them is given by
2(n—1)
Y(X)=G(X) -H(X) mod (X"+1)= > yuX" mod (X"+1)
k=0
where y;, = SF  gihe—i mod ¢. For the ring Z,[X]/(X™ + 1), this operation has a time
complexity of O(n?) [38]

One way to improve efficiency is by using the map oy to transform the ring ele-
ments into a real space H, where multiplication can be performed relatively efficiently.
However, an even faster method for polynomial multiplication is the Number Theoretic
Transformation (NTT) [30]. Instead of calculating a discrete Fourier transformation over
the complex numbers, the NTT performs a Fourier transformation over a finite field [29].
We can use techniques analogous to the fast Fourier transformation, which allow us to
compute multiplications with a time complexity of O(nlogn). [34]

Let N be an integer formed by the product N =ny -ng----- ng of numbers n; > 1
that are pairwise coprimes. The Chinese Remainder theorem states that for an integer
0 <x < N, the map

f:x mod N — (x modn;,z modng, ...,z mod nyg)

defines an isomorphism Z/N — II¥_(Z/(n;). [45] Isomorphisms preserver multiplication,
which allows us to compute a - b mod N using the Chinese remainder theorem. Instead

of directly calculating the result of the multiplication, we first compute separately:
(¢ mod ny,a mod ny,...,a mod ny)

and

(b mod ny,b mod ng,...,b mod ny)

Then, we multiply component-wise in the Chinese remainder domain to obtain:
(a-b modnj,a-b modny,...,a-b mod ny)

Finally, we reconstruct a-b mod N using the inverse function, and obtain the result. [29]
To apply the above to the ring Z,[X]/(X?*® + 1) we need to factor X5¢ + 1 into its

coprimes. We can easily perform the first factorization as follows:
<X256 _ (_1)) _ (X128 _ Z-)(X128 + Z)

However, we cannot continue factoring (X'2® + 4) further. To overcome this limitation,
we utilize the roots of unity. We denote the 8th root of unity as &, which satisfies £§ = 1.
Due to the property of symmetry, &8 = —¢5+* mod8 it follows that £f = —1 and ¢ = —&5.

By incorporating the roots of unity, we can rewrite the factorization as:

(X504 1) = (X3 — ) = (X' - )(X' + ) = (X' - )(X'> - ¢0)
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Now we can continue factorizing further:
(XP041) = (X% = &) (X™ + &) (X = )(X™ + &)
Using relations &g = —& and & = —¢&, we obtain the final result of
(XP041) = (X™ = &) (X™ = )(X™ - ) (XM — &)

[41].

Each step of the factorization process reduces the polynomial degree by half while
doubling the number of terms. We could continue this process until we obtain 256 factors,
each being a polynomial of the degree 1. In order to do so, we should have selected the
512th root of unity 512 to represent number —1 in the first step, but the ring R, contains
polynomials whose coefficients come from Z,. Unfortunately, with ¢ = 3329 there is no
512th root of unity in the set Z,. We only have 256th root of unity £s56 = 17. This holds
because 17%°¢ mod ¢ = 1 while 17'*® mod ¢ = —1. Thus, we can only continue the
factorization up to 128 factors of polynomials of degree 2. The result of this factorization
5 127

X256 1 — H (Xz _ 22;-(:1)
i=0

Using the Chinese remainder theorem, a polynomial f € R, can be mapped to the ring

F=(f mod (X?— @), f mod (X2—ZE), ... mod (X?—HZ*) €T,
(4.1)
where T, = @Z JX]/(X2 — €21 The result f is known as the Number Theoretic
Transformatlon (NTT) of f. [6]
We still need to consider how we can efficiently calculate the elements in f . While
we could calculate each f mod (X? 4 £555!) separately, there is a much more efficient

approach. Each time we half the power of the modulus, it takes on the form
(X7 =€) = (X2 - ) (X2 +¢) (4.2)
with
f— (f mod (X¥?—¢),f mod (X¥*+¢)) (4.3)

for some root of unity &. The elements in the initial domain are polynomials of degree
d — 1, expressed as f = >%}a;X". In the factorized Chinese remainder domain, the
polynomials are of degree d/2 — 1 and can be represented as:

d/2—1
f mod (X¥*1 —¢) = Z b X' (4.4)
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and
d/2—1

f mod (X214 ¢) = > X' (4.5)

1=0

Using basic algebra, we can determine that the coefficients of these polynomials are:
bi =a; + §Qi+d/2 and C; — Q; — fai+d/2

[29] Each time we factorize the modulo polynomial X + 1, the elements in this Chinese
remainder domain are polynomials of degree d/2 — 1 with coefficients given by the expres-
sion above for b; and ¢;. We repeat this process recursively, further reducing the degree
of the modulo, until the desired form is achieved.

Let us consider an example with the modulo X* + 1. Elements in this domain are
polynomials of degree 3, expressed as f = ag + a1 X + a2 X? + a3 X3. We will use the 8th
root of unity to denote the number —1, such that £ = —1. The first factorization gives
X441 = (22 — £)(X? + £2), which maps the polynomial f as follows:

f—(f mod X*—& f mod X*+ &)

Here, the elements of f mod X? — & are polynomials of the form g = by + b; X, where
by = ap+&2as and by = a1+&3ag. Similarly, the elements of f mod X?+¢2 are polynomials
of the form h = ¢y+c; X, where ¢y = ag—E&2as and ¢; = a; —&E2az. As a list representation,
the two polynomials are g = [ag + &2as, a1 + E2as] and h = [ag — E2ag, ay — E2as).

We substitute £2 = —£5 and continue factoring, which gives:
X'Hl=(X &)X +&)(X - X +&)
This maps the polynomials g and A to the following domains:
g— (g mod X —¢&,9g mod X + &)

and

h— (h mod X —& h mod X + &)

Elements of ¢ mod X — & are "degree 0 polynomials”, i.e., numbers of the form d =
bo+ &by = (ag+E&2as) +E&s(ar +&2az). Elements of ¢ mod X + & are numbers of the form
e = by — &by = (ag + Eaz) — &(ar + Eaz). We can compute the results for h similarly,
vielding numbers: (ag — &2a5) + &3(a1 — as) and (ap — &2as) — &(ax — Eas).

At the end of the factorization, we obtain four numbers:
(CLQ + égag) + fg(al + £§CL3>

(ao + &as) — &s(ar + &as)
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(a0 — &ag) + & (a1 — Eas)

(ag — &3az) — & (a1 — &as)
which correspond to moduli X —&, X +&, X —&3 and X +&3. We again use the calculation
rules for roots of unities, and obtain that corresponding moduli are X — &g, X — &5, X — &3

and X — &I, We change the order so that the power of the moduli are in an increasing

order, and label these numbers as:

do = (ao + E3az) + &s(ar + EGas)

~

a1 = (ap — &az) + & (a1 — Eaz)
@y = (a0 + &5az) — &s(ar + EZas)
@3 = (ag — &3as) — & (a1 — Eas)
These four numbers are the NT'T representation of the polynomial f, and we can denote

this as f = [dy, d1, dy, a3]. The recursive calculation of this example is illustrated in Figure

4.1, where we represent polynomials as lists of coefficients.

/ AN

‘ [ao + &as, a1 + 5303 ‘ lag — &as, a1 — 5803
[(ao + &3az) + &s(a1 + Eas)) ‘ | [(ao + &3az) — &s(a1 + E3as)] ‘ ‘ [(ao — E3az) + E(a1 — Eas)] ‘ ‘ [(ao — &Zaz) — &(ar — &Zas)]

Figure 4.1: Graph illustrating the recursive factorization for n = 4

We can observe that the NTT representation exhibits a structured pattern. The
terms (ag & &Zay) and (a; + £2az) appear multiple times and are summed in a structured
manner. Instead of calculating these numbers multiple times for each leaf, we compute
them once, and distribute accordingly. This optimization method was independently
proposed by Cooley-Tukey and Gentleman-Sande. [38§]

We continue with the example of the modulo X* + 1. At the beginning we have a
polynomial f = ag+ a; X + asX? + a3 X3, and we represent it as a list [ag, a1, as, az]. We
begin by computing the pairs ag, as and aq, as together, using a method called butterfly.
These operations result in terms (ag £ £Zay) and (a1 &+ £2az). The butterfly operation is
visualized for the pair ag, as in Figure 4.2 [38]. This circuit representation resembles the

shape of a butterfly, hence the name. Once we have calculated the butterflies for these
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two pairs, we store the results in a list. Now our list contains [ag + &2as, a; + E2as, ag —
£3ag, ay — &ag)|.

We then take the first two elements from this list and butterfly them together,
resulting in do = (ao+&3as) +&s(ar +&fas) and dy = (ao+&3as) — &3 (a1 +&az). We replace
the first two elements in the list with these new values. Next, we take the second half of
the elements and butterfly them together, which results in d; = (ag — &2as) +&s(a; — E2as)
and dy = (ag — E2as) — &3(a; — E2as), and store the result. At the end of this process,
we have the list [dy, do, d1, dy| that represents the NTT of the original polynomial. This
process is visualized in Figure 4.3.

However, the elements are now stored in a different order than they were initially:
they are in the bit-reversal order. For example, the bit reversal of the number 126 =
111110 is 011111 = 63. We will use the function br(k) to denote the bit reversal of the
number k. [16] [38] In the example of X* + 1, where 4 = 2%, we are working with 2-bit
integers. The order changes as follows 1 =01 — 10 = 2 and 2 = 10 — 01 = 1. Numbers
0 =00 and 3 = 11 do not change the order.

2
ap ap + £gas

az — ag — £gaz

Figure 4.2: Cooley-Tukey butterfly

+ 58/52 -
= BN S

Figure 4.3: Butterflies for n =4

Similarly to the example of a polynomial of the degree 3, we can recursively factorize
a ring element polynomial of degree 255 with modulo X2°¢ 41 until we obtain polynomials
of degree 2 as the modulus. The elements in this factorized domain are polynomials of

the degree 1 of the form

NTT(f) = f = (fo+ AX, s+ FaX, ..., fous + fossX)
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where fy; = 2 fo€EFTOTDI and foy = 320 foj1£@Pr@+DI [6]. Multiplication in

this basis f-§ = h can be performed element-wise and involves 128 operations of the form
h h £ 7 A ~ £7(3)
hai + hoi1 X = (fai + fais1X) (G2 + G2ir X)  mod (X? — gzb ! 1)

This approach is much faster than directly multiplying two polynomials of degree 255.
The inverse NTT, denoted as NTT ™', is performed using the Gentelman-Sande
butterfly, which reverses the operations of the Cooley-Tukey butterfly. For example,
applying the Gentelman-Sande butterfly to elements dg and s yields (dg + ds) = 2(ag +
€2ay) and (dp — dy)&5 = 2(ay + &2a3). Similarly, applying the Gentelman-Sande butterfly
to dy and d3 produces: (dy +ds) = 2(ag — £2a2) and (dy — d3)&5° = 2(a; — 2as). We have

four elements and we store them into the list:

[2(ao + &Faz), 2(ay + ELas), 2(ap — EEas), 2(a1 — EGas)]

Next, we take the first and third elements from this list and apply another Gentelman-
Sande butterfly. This yields:

(2(ag + &Gaz) + 2(ap — &az)) = 4ag
and

(2(ao + &Zaz) — 2(ap — a2))&s” = das

Similarly, applying the Gentleman-Sande butterfly to the second and fourth elements
produces 4a; and 4az. Finally, to recover the coefficients of the original polynomial, we

divide these results by 4. This process is visualized in Figure (4.4).

A

ao

ao
Gl
c/:’12 ay
az
-3 _
+ > < s° + &2
&3 as

Figure 4.4: Gentelman-Sande butterflies for n = 4

In pseudocode, every time we multiply two elements f,g € R,, we transform them
to the NTT domain, multiply them in the NTT basis, and then transform the results
back to the original ring f - g = NTT Y(NTT(f) - NTT(g)) = h. When we run the NTT
for a vector element v in a module, we need to apply the NTT separately to each element
in the vector. We do not explicitly denote this in pseudocode, but the reader should keep
it in mind. [34][38][6]
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4.2 MLWE based Public-Key Encryption scheme

In this subsection, we will present a simplified version of the MLWE-based PKE scheme
used in the ML-KEM. We will omit details about the seeds used as sources of randomness,
the algorithms used to sample elements, and any algorithms for converting between data
types such as bits to bytes or bits to integers. All these details can be found in the official
NIST document [34]. We will only include details necessary to understand the working
principle of this scheme.

Let us construct a Public-Key Encryption (PKE) scheme whose security is based
on the assumed hardness of the MLWE problem. First, we define the auxiliary function
and algorithms used in the PKE.

We define auxiliary algorithms Compress,(z) and Decompress,(x). For an element

x € Zg, the algorithms are defined as:
Compress,(z) = [(2¢/q) - 2] mod 2¢

and

Decompress,(z) = [(q/29) - x|

where the global parameter ¢ = 3329 is used. We also use the notation [-| to denote the
rounding to the nearest integer.

All lattice-based schemes involve some degree of error [9]. We will now define an
auxiliary function f that is used in error correction. The function rounds the result in
such a way that the generated error diminishes. The function f : Z, — Z, is defined as
f(x) = Decompress; (z). We denote the inverse function as f~!(z) = Compress, (z). The

correctness of this function is set to satisfy
fHf(@)) =2 mod g <q/4 (4.6)

for all x € Z,.

We also define auxiliary algorithms Encodey(z) and Decodey(z). While we omit
the details of these algorithms, they handle conversions between integers and byte arrays.
The algorithm Encodey(z) converts a d-bit integer z into a byte array of length B3*?. The
algorithm Decodey(z) performs the reverse conversion. These algorithms determine the
size of the ciphertext.

We use a centered binomial distribution D to sample polynomials with small coef-
ficients from R,, which are errors. This distribution, denoted by D,;, is parameterized by
n € {2,3}. Let B be a vector of four or six elements (for n = 2 or n = 3, respectively)
such that

B=(a1,...,ay,by,...,b)
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The centered binomial distribution of B is defined as:
n

D,(B) = Z(ai — b;)(mod q)

=1

This distribution is employed in the auxiliary algorithm CBD,, which takes as input a

s
uniformly random vector. The algorithm processes the elements of the vector in sets of 4
or 6 elements (depending on whether = 2 or n = 3). For each set, it computes a centered
binomial distribution value according to D, and stores this centered value. The output
of CBD,, is a list of values that follow the centered binomial distribution. [6] We sample
a polynomial uniformly at random from the ring R, using a seed r. This polynomial is
represented as a vector and is provided as an input to the algorithm CBD,,. The output
is a vector representation of the polynomial whose coefficients are ”small” and follow a
binomial distribution. This polynomial can be interpreted as an error.

In pseudocode, when an element a is sampled from the ring R, according to CBD,,,

) CBD,

we denote this as: a +—— R,. If we want to sample a vector a, all the elements of the
vector are sampled independently. For simplicity, sometimes we omit the seed used for
sampling the uniformly random polynomial. However, if we explicitly want to indicate
CBDy,(r)
— R,

Now that the auxiliary function and algorithms have been introduced, we present

the seed, we use the notation a

a public-key encryption scheme based on the MLWE problem in Algorithm 17. The
PKE.KeyGen algorithm generates two keys: a public key pk and a secret key sk. The
secret key is kept private, while the public key is published. A plaintext m and a random
seed r are chosen. This plaintext will later serve as a symmetric key in KEM. The
PKE.Enc algorithm takes the public key, the plaintext and the seed as inputs and outputs
a ciphertext (ci, c2). The ciphertext can then be decrypted using the PKE.Dec algorithm
with the secret key sk. This decryption algorithm returns the plaintext m the user.

In the last step of the decryption, the function rounds the result such that f~!(ely+
est+sTer+f(m)) =~ f~1(f(m)) ~ m. This approximation is crucial; if it rounds incorrectly,
the decryption will fail. The function f has been designed to satisfy the correctness
condition given by Equation (4.6). For the approximation to be accurate, we then require
leTy + es +sTe| < q/4.

Let 6 denote the probability of a decryption error, for which it holds § =
Pr“eTT +e9+ sTey| > q/4}. Then, the PKE is (1 — §)-correct. The parameters in Table
4.1 have been selected such that the error probability § is negligible: § < 2728, [6][11]

4.3 MLWE Key-Encapsulation Mechanism

Fujisaki and Okamoto [19][20] introduced a method to transform a weakly secure PKE

scheme into a strongly secure KEM in the random oracle model. Unfortunately, the



52 CHAPTER 4. MODULE-LATTICE-BASED KEY-ENCAPSULATION MECHANISM

Algorithm 17 NIST MLWE-based (PKE)
Integers ¢ = 3329 and n = 256. Parameters k,n;,1n2,d, and d,. Random number r

specified by a user.

Key generation algorithm PKE.KeyGen(1"):

Secret key: sk = s S (Z256)%

Public key: pk = (A,t = As + e), where A & (Z2)%** and e

return (pk, sk)

CBD,,
/ 1 ( 2356 ) k

Encryption PKE.Enc(pk, m,r):
m & B2
pk = (A, t)

CBDy, ()

(Z256)k
q
C r C r
0, 2P (Z255)F and e, SBPm (™) (225%)

u= ATy +e; and v = tTy + ey + f(m))

¢1 = Encodeg, (Compress, (u)) € B2

o = Encodeg, (Compress, (v)) € B34

return (cq, ¢o)

Decryption PKE.Dec((cq, ¢2), sk):

sk=s

u = Decodeg, (Decompress, (1))

v = Decodeg, (Decompress, (c2))

[T v =sTa) = fHely +ex+sTes + f(m)) = f7(f(m)) & m

return m
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security reductions for these KEMs are non-tight in ROM. The ML-KEM is based on a
variant of the Fujisaki-Okamoto transformation, which converts an IND-CPA secure PKE
tightly into an IND-CCA secure KEM.

We introduce a simplified version of the ML-KEM. In the NIST’s version,
the ML-KEM.KeyGen algorithm is accompanied by a deterministic algorithm, ML-
KEM.KeyGen_ internal. All random sampling is performed within the KeyGen algo-
rithm, which then uses the sampled random values to execute KeyGen_internal. A sim-
ilar two-level structure exists for ML-KEM.Enc and ML-KEM.Dec. These deterministic
algorithms can be used for testing during implementation. While this two-level structure
allows for a clear separation between randomness and deterministic operations, which
may be useful in testing and implementation, it introduces unnecessary complexity for
our discussion. Therefore, we opt for a simpler, single-level design. In this version, all
sampling is performed directly within the algorithms themselves, and we do not separate
the sampling into its own algorithm.

We need two hash functions that take a random byte input s € B* and produce
a 32-byte output z € B32. We use two widely adopted hash functions SHA3-256 and
SHAKE256. We define the following functions using these hash functions

H(s) := SHA3-256(s) = z

J(s) := SHAKE256(s) = 2

In addition, we require a hash function that takes two random length byte strings a, b € B*

as inputs and produces two hashes K,r € B3? as outputs. We define this function as
G(al[b) := SHA3-512(a||b) = (K,7)

The MLWE based KEM is presented in Algorithm 18. Bob and Alice want commu-
nicate securely. To achieve this, they want to share a symmetric key, which can be used
to encrypt messages efficiently using symmetric encryption. Alice uses the key generation
algorithm ML-KEM.KeyGen, which generates two keys: an encapsulation key ek and a
decapsulation key dk. Alice makes the encapsulation key public, while keeping the decap-
sulation key private. Bob uses Alice’s public encapsulation key to run the encapsulation
algorithm ML-KEM.Enc. This algorithm produces a symmetric key K and returns it to
Bob. The encapsulation algorithm also produces a ciphertext ¢ from the key K, which
Bob sends to Alice. Alice then uses this ciphertext and her private decapsulation key
to run the decapsulation algorithm ML-KEM.Dec. If the decapsulation is successful, the
algorithm returns her the copy of the symmetric key K. Now, both Bob and Alice have
a copy of the shared symmetric key that they can use to encrypt messages using any

symmetric-key encryption method.
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However, if the decapsulation fails, the scheme does not explicitly notify whether
the decapsulation was successful or not. In the case of a decapsulation failure, the scheme
returns Alice an incorrect key of the same data type as K. This design choice prevents
attackers from gaining information about the scheme. If both parties are honest, the prob-
ability of a decapsulation failure is very small. [34] If an encryption error still occurs, it

will be noticed when the two parties attempt to use the symmetric key for communication.

Algorithm 18 NIST’s Module-Lattice-based Key-Encapsulation Mechanism (ML-KEM)
Key generation algorithm ML-KEM.KeyGen(1"):
(A,t) «+ PKE.KeyGen(1").

Encapsulation key: ek = (A, t) € B384+32,
Decapsulation key dk = (s, (A, t), H(A|[t), z) € BT®+% where 2 Ly ;t2)
return (ek, dk)

Encapsulation algorithm ML-KEM.Enc(ek):
m & B3

ek = (A,t)

(K, 1) = G(ml|H(Allt)).

¢ < PKE.Enc(ek,m,r)

return (K, c)

Decapsulation algorithm ML-KEM.Dec(c, dk):
dk = (s, (A, t), H(A|[t), 2)

ek = (A,t)

m’ <— PKE.Dec(dk, c).

(K',1") = G(m/|[H(A][t)).

¢ < PKE.Enc(ek,m’,r")

if: ¢ = ¢’: encapsulation has been successful.
return K = K’

else:

return K = J(z||c)




5. Security of ML-KEM

Security models cannot account for all possible real-world attacks. There may be flaws in
implementations, or adversaries might extract information from the system’s physical be-
havior, such as time and power consumption. Instead of directly attacking the algorithm,
they may exploit various other methods to gain information, and mathematical security
models do not take all the mentioned threats into account. Additionally, these models
rely on heavy assumptions, which may not reflect reality. Particularly the random oracle
model assumptions have received critique [13].

Perhaps for similar reasons, NIST decided not to require a security proof for post-
quantum algorithms they selected. They opted to rely more on empirical evidence of
security. However, the design team of Kyber provides security theorems for Kyber in its
supporting documentation [6]. The authors apply the findings of Hofheinz et al. [23] and
Saito et al. [37], when deriving three security theorems.

The theorem in classical setting states that Kyber is IND-CCA secure against ad-
versaries making at most qro queries to the random oracle, under the assumption that
MLWE problem is hard. The first security theorem in quantum setting ties Kyber’s
IND-CCA security to the hardness of the MLWE problem in the QROM. However, this
security theorem provides a non-tight reduction, which is undesirable. To address this,
the authors present a second quantum security theorem, which provides a significantly
tighter reduction. This theorem is based on an assumption that the deterministic PKE of
Kyber satisfies a non-standard security notion called ciphertext-indistinguishability, which
we will introduce later in this chapter. If this condition is met, Kyber is IND-CCA secure
in QROM under the assumption that the MLWE problem is hard.

However, it turned out that the findings of Saito et al. do not directly apply to
Kyber as it uses a different variant of the Fujisaki-Okamoto transformation. The FO
transformation, first introduced by Fujisaki and Okamoto in [19][20], employs a weakly
secure public-key encryption scheme and constructs a strongly secure key encapsulation
mechanism in the random oracle model. The proof by Saito et al. applies to one specific
variant of the FO transformation. In the literature, this FO transformation is denoted
as FOF. Tt uses a PKE scheme and follows a structure detailed in Algorithm 19. There

are other variants of the FO transformation, such as a version where the symmetric key

35
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is of the form K = H(m,c). This version is denoted as FO*. Much of the confusion
surrounding the security of Kyber arises from differences in interpretations as to which
FO transformation applies to it. Furthermore, the discussion becomes even more complex
when we consider the differences between Kyber and the FO transformations. At its core,
the structure of Kyber is a FO transformation. But Kyber’s structure includes additional
operations, and some of these modifications interfere with reductions.

The first version of Kyber, as described in [7], employs the FO transformation FO*.
Thus, the findings of Saito are inapplicable to it, meaning that the security theorems
provided in the supporting documentation are not valid for this version. However, the
FO transformation FO* was proven to be non-tightly IND-CCA secure in the QROM in
2017 by Jiang et al. [26].

The third version of Kyber, presented in [6], introduces additional hashes to the sym-
metric key, resulting in a key in the form of a double-nested-hash: K = H(G(m), H'(c)).
In the ROM, these additional hashes do not affect the reduction. But in the QROM they
complicate poofs, as noted by Grubbs at al. [22]. Consequently, the findings of Saito or
Jiang do not apply to this version. Moreover, these additional hashes increase the running
time of the encapsulation algorithm, as observed in [17]. This double-nested-hash version
of Kyber was eventually proven non-tightly secure in QROM by Chen et al. in [15].

However, before Chen et al. published their security proofs, the design team of
Kyber decided to remove the additional hashes for ML-KEM. The ML-KEM now employs
the FO transformation FO#., making the findings in [23] and [37] applicable to it. The
security theorems in the supporting documentation of Kyber [7][6] are not applicable to
Kyber as such, but should be applicable to ML-KEM.

Algorithm 19 Variant of Fujisaki-Okamoto transformation denoted as FO%
Enc(ek):
ek = pk
¢ < PKE.Enc(pk, m,G(m))
K = H(m)
Dec(dk, c):
dk = (sk,s)
m = PKE.Dec(sk, ¢)
if: m %1 No decryption error
return K = H(m)
else:
return K = H(c, s)

We now encounter the second challenge in ML-KEM security. The authors of the
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supporting documentation [6] apply the findings of Hofheinz et al. and Saito et al. to their
needs but omit all details of their derivation. Since NIST did not require security proofs,
omitting these details aligns with the NIST’s goal of emphasizing empirical evidence.
However, this makes the rigorous examination of ML-KEM security more challenging. To
address this, we conduct our own reasoning to understand how the findings of Saito are
applied to ML-KEM.

In the section 5.1, we provide a theorem establishing the IND-CPA security of the
PKE of the ML-KEM, assuming the hardness of the MLWE problem. This theorem and
its proof is directly from [11]. In the section 5.2, we discuss the classical security of
ML-KEM based on the findings of Hofheinz et al. in [23] and [24]. Finally, we present
theorems addressing the security of ML-KEM in quantum setting in the section 5.3. In
this section, we also conduct some inference and derive theorems similar to the ones in
6].

We would like to conclude this preface with a note of caution. As demonstrated
with the previous versions of Kyber, even a small detail can have a significant impact
on the security of the scheme. While ML-KEM includes the FO transformation FO%, it
involves additional operations. It is possible that these additional operations hinder the
reductions, similarly to how the inclusion of the additional hashes affected the security
of the third version of Kyber. The discussion surrounding ML-KEM security is ongoing,
and details remain under review. To the best of our knowledge, the results presented here
reflect the state-of-the-art understanding of ML-KEM security in January 2025. However,

these findings may become outdated over time.

5.1 Security of PKE

We follow the security reduction from [11], which applies to a simplified version of PKE of
ML-KEM that omits Compress and Encode algorithms. We will prove that this simplified
PKE is IND-CPA secure, assuming that the MLWE problem is hard.

Let us define three games, Gy, G; and G5. A simplified version of the PKE.KeyGen
and changes made to it in the games are shown in Algorithm 20. The IND-CPA game
against the PKE for the adversary B is shown in Algorithm 21. In the pseudocode, the
lines that apply only to game G; are marked with //G; at the end of the line.

The game Gy is the IND-CPA game against the MLWE-based PKE scheme for the
adversary A. We define an advantage of the form Advpyn ' ® = |Pr[Gy = 1] — 1/2|,
similar to the general formula in Equation (2.1). From here, we can determine that
Pr[Gy = 1] = Adviig Pt +1/2

The game G is identical to G, except that we modify the PKE.KeyGen algorithm.

Instead of using samples of the form t = A - s + e as public values, we replace them with
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uniformly random samples. The difference between games Gy and G can be viewed as an
instance of the MLWEy, ;. ,, problem in Equation (3.15) played by the adversary B. Then,
the advantage of solving the MLWE, ;. ,, problem serves as an upper bound for the games,

expressed as:
|Pr[G; = 1] — Pr[Go = 1]] < Adv%,IgEVE(B) < Adv}ﬂ“m%(B) (5.1)

Here, the article [11] uses the inequality Adv%,I;EVE (B) < Adv%}f}ﬁ(B). The article does
not explain why this inequality holds. We hypothesize that the reasoning is as follows:
if the size of the vector s remains the same, but the number of equations is increased
by adding rows to a matrix A, the problem becomes easier to solve. This would then
increase the advantage.

The final game, G4, is similar to G1, but with a change in the rules of the IND-CPA
game. In game (G; we randomly choose a bit b and encrypt the corresponding plaintext
my into a challenge ciphertext ¢*. In game G5, on the other hand, the challenge ciphertext
is chosen uniformly at random and does not depend on the challenge bit b. The adversary
cannot obtain any information about the bit b from the challenge ciphertext ¢*. Thus, it
can only guess the bit b with a probability of 1/2. Then, the success probability of the
game G is Pr[Gy = 1] = 1/2.

The difference between the games G; and G5 can also be seen as an instance of the
MLWE problem where the adversary aims to distinguish the challenge ciphertext from a
uniformly chosen one. The size of the challenge ciphertext is (Z2°°)* x (Z2°°), and thus
the difference between games is the MLWEj1 ., problem. It then holds that

| Pr[Gy = 1] — Pr[G; = 1]| < Advgﬂfm?n(B) (5.2)

Algorithm 20 PKE.KeyGen(1")

L g SBPn (z5%y:
2 t = As+ e, where A & (Z256)"F and e S (ZZSY: /Gy
3t & (2O /)G, Gy

4: return (pk = (A, t),sk =s)

Using the triangle inequality, we obtain the relation:

’PI[GQ == 1] - PI‘[GO = 1]| == ’PI‘[GQ == 1] - PI‘[Gl = 1] + PI‘[Gl == 1] - PI‘[GO == 1“
< |Pr[Gy = 1] — Pr[Gy = 1]| + | Pr[Gy = 1] — Pr[Go = 1]| (5.3)

Substituting Equations (5.1) and (5.2) into this, we obtain:

| Pr[Gy = 1] — Pr[Gy = 1]| < 2Adv}'YE (B)
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Algorithm 21 IND-CPA Game against the MLWE-based PKE
(pk, sk) < PKE.KeyGen(1")

mo, My < BPKE'EHC(')(pk)

b {0,1}

¢ = (u,v) < PKE.Enc(pk,my) //Go, Gy

= (u,v) & (22 x (229) /Gy

Y — BPKE'EHC(')(ka,C*)

return [b =]

As the success probabilities of the games G and Gy are Pr[Gy = 1] = Advpyg - (A)41/2
and Pr[Gy = 1] = 1/2, respectively, it now holds that, for any probabilistic polynomial-

time adversary A, there exist an another adversary B such that
AdviiE A (A) < 2AdvY (B) (5.4)

[11]

We have conjectured that based on the hardness of the module lattice problems, the
MLWE problem is hard to solve. The advantage of solving MLWEy; 1, ,, is thus negligible.
It follows that the IND-CPA advantage against the MLWE-based PKE is also negligible,
and Equation (5.4) establishes the IND-CPA security of the MLWE-based PKE.

5.2 IND-CCA security of ML-KEM in ROM

Having proven that the underlying PKE is IND-CPA secure, given this, it can be proven
that the ML-KEM is IND-CCA secure when the hashes G and J are modeled as random
oracles. This result was originally proven in [23|, and the updated version is available in
[24].

The documentation of Kyber contains two IND-CCA theorems in the ROM: one in
[11] and one in [6]. However, these theorems are significantly different in form. Theorem
3 in [11] is directly derived from the work of Hofheinz et al. Although Kyber’s supporting
documentation in [6] claims to rely on the results of Hotheinz et al., their theorem does not
resemble any result from their articles in [23] or [24]. We will directly utilize the results
from Hofheinz et al. in [23] regarding the FO transformation FO# and apply them to
ML-KEM. Therefore, our theorem resembles the one in [11] but not the one in [6].

It holds that, for an IND-CPA adversary A against the underlying d-correct PKE
issuing at most gro queries to the random oracles, there exists an IND-CCA adversary B
against the ML-KEM such that

AdVIRPSCA(B) < (gro + 1)6 + |ny + 3AAVERCPA (A) (5.5)
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and the running time of B is approximately the same as that of A. As we have proven
that the MLWE-based PKE is IND-CPA secure, Equation (5.5) states that ML-KEM is
IND-CCA secure in ROM.

5.3 IND-CCA security of ML-KEM in QROM

Now, we will show two theorems regarding the quantum security of ML-KEM. Both
theorems rely on non-standard security notions and assumptions from [37], which we
will introduce in the next subsection. We will demonstrate that ML-KEM satisfies these

conditions, and reduce the hardness of the MLWE problem to these non-standard notions.

5.3.1 Non-standard security notions

We define a non-standard security notion of OneWayness under Chosen-Plaintext Attacks
(OW-CPA). OW-CPA states that, given a public key and a challenge ciphertext, it should
be hard for an adversary to deduce the plaintext that produces the challenge ciphertext.
The OW-CPA game for an adversary A is described in Algorithm 22. We say that the
scheme is OW-CPA secure if the success probability, Advppg '+ (A) = Pr {Géw_cp A =1,

is negligible for any probabilistic polynomial-time adversary A. [37]

Algorithm 22 OW-CPA game Gaw.cpa
(pk, sk) < PKE.Gen(1")

ré R

m* < M

c* < PKE.Enc(pk, m*,r)

m’ < A(pk,c")

return [m' = m*|

We construct a deterministic PKE from the MLWE-based PKE, denoted as PKE;.
This deterministic PKE is similar to the probabilistic PKE, except that its encryption
algorithm is deterministic. The deterministic encryption algorithm, denoted as PKE.Enc;,
is derived from the probabilistic encryption algorithm PKE.Enc, but instead of a random
seed, it uses a hash of the plaintext as the seed. Then, the deterministic encryption
algorithm is defined as Ency(pk, m) = Enc(pk, m, G(m)).

The deterministic PKE can satisfy the notion of sparse pseudorandomness, which
combines the properties of pseudorandomness and sparseness. Informally, pseudorandom-
ness ensures that it is difficult to distinguish between a ciphertext chosen uniformly at
random from the ciphertext space and a ciphertext produced by encrypting a randomly

selected plaintext. Sparseness, on the other hand, measures how sparse valid ciphertexts
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are within the ciphertext space. This property ensures that a randomly generated bit
string is highly unlikely to be a valid ciphertext.
Formally, for a deterministic PKE, denoted as PKE;, satisfying the property of

pseudorandomness, it holds that

Advpyg, (B) =
‘Pr[l < B(pk,c") : (pk, sk) & PKE.Gen(1"); m" E M= PKE.Encl(pk;,m*)]—

Pr|1 < B(pk,c") : (pk, sk) & PKE.Gen(1"); ¢ & C” (5.6)

is negligible for all probabilistic polynomial time algorithm B, and for a sparse PKE; it

holds that

PKE.Enc (pk, ./\/l)’

Sparsepgg, 1= (pmk)epr}r(lg)((}en(lnﬂz) C] (5.7)

is negligible. [37]

We also introduce another non-standard security notion, disjoint simulatability,
for a deterministic PKE. This notion involves a simulator &, which is a probabilistic
polynomial-time algorithm. Given a public key, S attempts to generate a “fake cipher-
text” that is indistinguishable from a ciphertext produced by encrypting a randomly cho-
sen plaintext [37]. We require that this fake ciphertext belongs to the valid ciphertext
space only with a negligible probability.

Formally, we require that the disjoint simulatable deterministic PKE satisfies sta-
tistical disjointness, i.e., there exists a probabilistic polynomial time adversary S such
that

Disjpkg, s = max Prc € PKE.Enc, (pk, M) : ¢ < S(pk)] (5.8)

(pk,sk)ePKE.Gen(1™;R)
is negligible. Additionally, the deterministic PKE satisfies the notion of ciphertext-
indistinguishability: such that
AdVdPSK-i]IEl?,S(B ) =
‘Pr {1 < B(pk,c") : (pk, sk) & PKE.Gen(1"); m* EM; ¢ = PKE.Encl(pk,m*)]

— Pr |1+ B(pk,¢) : (pk, sk) & PKE.Gen(1"); ¢ & S(pk)] ‘ (5.9)

is negligible for all probabilistic polynomial time algorithms B. If we choose S to gener-
ate fake ciphertext randomly, we observe that sparse pseudorandomness implies disjoint
simulatability:.

The total ciphertext space of ML-KEM is B2°6(¢f+d.) - For the deterministic PKE to

exhibit sparseness, the properly generated ciphertext space must be significantly smaller
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than this. Then, the ratio of the size of the valid ciphertext space and that of the
total ciphertext space becomes very small, ensuring that the quantity in Equation (5.7) is
negligible. The Kyber’s documentation [11] confirms that this condition holds for MLWE-
based PKE. Therefore, the deterministic MLWE-base PKE is sparse.

In the MLWE problem the adversary B is trying trying to distinguish uniformly
random samples from the samples of the form (A, A -s + e). As ciphertexts produced
by the MLWE-based PKE are of this form, the pseudorandomness of the MLWE-based
PKE for adversary A is equivalent to that of the MLWE problem for adversary B, and it
holds that

AdvPyg, (4) < Adv!HYE (B) (5.10)

[11]. As the MLWE problem is considered hard, the advantage of solving it is negligible.
Then, the notion Advpyg, (A) is negligible, meaning that the PKE, satisfies the property
of pseudorandomness. As the deterministic version of the PKE satisfies both sparseness
and pseudorandomness, it satisfies sparse pseudorandomness. This further implies that
the deterministic MLWE-based PKE is also disjoint simulatable.

Now, we reduce pseudorandomness to OW-CPA security. It seems likely that the
authors of the supporting documentation [6] have done similar reduction. Let the adver-
sary A play the OW-CPA game in Algorithm 22 against the MLWE-based PKE. A is
given a ciphertext as an input, and its goal is to determine the plaintext that produced
this ciphertext. The adversary B aims to distinguish between a ciphertext chosen uni-
formly at random from the ciphertext space and a ciphertext produced by encrypting
a randomly chosen plaintext as defined in the pseudorandomness in Equation (5.6). Tt
outputs a bit that indicates whether it believes the input it received was randomly chosen
or encrypted. If B distinguishes whether the input it receives is encrypted or randomly
chosen, it wins. The adversary B receives as input that is a randomly chosen ciphertext or
a ciphertext produced by encrypting a randomly chosen plaintext. B uses the adversary
A as a subroutine, providing it as an input the challenge ciphertext that it itself received.
If A wins the OW-CPA game, it successfully determined the plaintext that produced the
challenge ciphertext. It then returns this plaintext to B, which allows B to determine
whether the ciphertext it received as input was encrypted or randomly chosen. When B

distinguishes the input, it wins. Thus, it holds that
AdvpRs T (A) < AdvByg, (B) (5.11)

We have previously proven that pseudorandomness is upper bounded by the hardness of
the MLWE problem, as shown in Equation (5.10). We can further reduce the MLWE
problem to OW-CPA, and obtain that, for an OW-CPA adversary A against PKE, there
exist a MLWE adversary C' such that

AdvOREPA(A) < AdvpNE (C) (5.12)
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and the running time of C' is about that of A.

5.3.2 Quantum security theorems for ML-KEM

We use Theorems 3.5 and 4.2 from [37] and apply them to ML-KEM, modeling the hashes
G and J as quantum random oracles. For any quantum adversary A against the ML-KEM,
issuing at most gz and ¢; queries to the random oracles G and J, and ggy., encryption
and ¢pe. decryption queries, there exist an adversary B against OW-CPA of the PKE
such that

AdV{\l/}IIEfgl\?’(A) < 4QG\/AdVgI\éVE_)CPA(B) + Disjpkg, s + 44 - 271 (5.13)

and the running times are Time(B) ~ Time(A) + g¢ - Time(Ency) + (¢¢ + 47 + pec) - tro +
qs - tro. Here, tro denotes the running time of simulating quantum random oracles.

Now, we can insert Equation (5.12) to Equation (5.13) and obtain:

AdvITPSER (A) < 4gg [AdvIE (B) + Disjpkp, s + 44 - 271 (5.14)

However, this theorem assumes the underlying PKE to be perfectly correct, which is
not the case for the PKE of ML-KEM. The authors of Kyber’s supporting documentation
incorporate an additional term from [23] to account for the d-correctness of the PKE.
Hofheinz et al prove in [23] that we can construct an 8(gg+1)?-d-correct deterministic PKE
from a d-correct PKE in QROM, provided that any adversary issues at most g5 quantum
queries to the random oracle G that forms the deterministic encryption algorithm of the
form PKE.Enc(pk, m, G(m)). The term 8(go+1)?-§ is added to the security theorem in the
supporting documentation, but the documentation does not explain how this is derived.
They have probably reduced ML-KEM with a perfectly correct PKE to ML-KEM with a
0-correct PKE similar to what we do next.

As the ML-KEM is a variant of the FO transformation in Algorithm 19, it utilizes
the d-correct PKE deterministically. This means that in the encapsulation algorithm of
ML-KEM, the ciphertext is produced using the deterministic version of the d-correct PKE
as ¢ + PKE.Enc(pk,m,G(m)). This deterministic PKE is then 8(qg + 1)? - d-correct in
QROM, and it will cause a decryption error with a probability of 8(gg + 1) - 4.

We have an adversary A playing the IND-CCA game against ML-KEM with
a d-correct PKE, denoted AdviPiisi(A). We also have another adversary B play-
ing IND-CCA game against ML-KEM with a perfectly correct PKE, denoted as
AdviiDiSSi (B). Both adversaries can make queries to the decapsulation oracle. These
two games differ only when the deterministic PKE makes a decryption error such that
PKE.Dec(sk, PKE.Enc(pk, m,G(m))) # m, when A queries the decapsulation oracle.

When such error occurs, the decapsulation oracle returns A an incorrect key K =

H(m) instead of the key K = H(c, s). If the adversary A can distinguish when it receives
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an incorrect key, it can detect when a decryption error has occurred. The knowledge of
the decryption error may allow A to deduce additional information about its query. If
certain ciphertexts are more likely to cause decryption errors, A may exploit this fact to
its advantage. As result, the IND-CCA game may become easier for A compared to B
who has no possibility for obtaining such additional information. Thus, the decryption
errors increase A’s IND-CCA advantage compared to the IND-CCA advantage of B. A
decryption error occurs with a probability of 8(qg + 1)? - d, and it holds that:

Advyi v (4) < AdViane(B) + 8 (g6 + 1) 0
We substitute Equation (5.14) into this, and obtain the final theorem
Advinpicint (A) < g/ AdviiiNe (B) + Disipig, s +4qs - 272 +8(qe + 1)* -6 (5.15)

which states that ML-KEM is secure in the quantum random oracle model, if the MLWE
problem is hard.

In the above security theorem, the IND-CPA advantage appears under a square
root, which is a consequence of using the one-way to hiding lemma in Equation (2.8) in
the reduction. The advantage of solving the MLWE problem is negligible, and taking a
square root of this very small value increases it, thereby increasing the upper bound of the
IND-CCA advantage. Then, the IND-CCA advantage may be significantly larger than
the advantage of solving MLWE, making this theorem non-tight. Thus, this theorem can
only provide an asymptotic indication of security.

One way to avoid this non-tightness is to assume that the deterministic version
of the PKE of ML-KEM is ciphertext-indistinguishable, which implies pseudorandomness.
Using Equation (5.10), we can further reduce the hardness of the MLWE problem to pseu-
dorandomness. Taking this approach, we can achieve a tighter bound. For any quantum
adversary A against the ML-KEM issuing at most g and ¢; queries to random oracles
G and J, and ggyc, encryption and gpe. decryption queries, there exists an adversary B
against the MLWE problem such that

AdvinPicia (A) < 2AdvI RN (B) + Disjpgp, s + 4qs - 277 (5.16)

and the running times are Time(B) &~ Time(A) + ¢, - Time(Ency) + (g6 + ¢7 + ¢pec) * tro-

This theorem again assumes the PKE of ML-KEM to be perfectly correct. We can
perform a similar reduction as above, reducing ML-KEM with a perfectly correct PKE
to ML-KEM with a d-correct PKE. We then obtain the second theorem for the quantum
security of ML-KEM

AdvifPECR (A) < zAdv%leﬁ(B) + Disjpgg, s + 497 27 +8 (g +1)*- 0 (5.17)

and the running times are Time(B) &~ Time(A) + ¢, - Time(Ency) 4 (g¢ + ¢7 + qpec) * tro-
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The advantages are now roughly the same, but the runtime of algorithm A is faster
than that of B. It depends on the interpreter whether these runtimes differ significantly
enough that this theorem cannot be classified as tight. However, strictly speaking this
theorem is non-tight. It is believed that the impact on the runtime is not as significant
as the increase in the advantage observed in the previous theorem, and this theorem is at

least tighter compared to the previous one [37].



6. Conclusions

In this thesis, we have provided an in-depth introduction to the NIST’s Module-Lattice-
based Key-Encapsulation Mechanism (ML-KEM), with an emphasis on the mathematical
security proofs. We introduced the Module Learning With Errors problem that serves as
the basis for ML-KEM, and discussed the hardness of this problem. We then explained
the working principle of ML-KEM and presented three theorems for its security.

We showed that the MLWE-based PKE is IND-CPA secure in the random oracle
model, if the MLWE problem is hard. Based on this fact, we presented a theorem for the
IND-CCA security of the ML-KEM, when the hashes G and J are modeled as random
oracles.

We also derived a non-tight security theorem for the IND-CCA security of the ML-
KEM in the quantum random oracle model under the assumption that the MLWE prob-
lem is hard. Furthermore, by assuming that the deterministic PKE satisfies ciphertext-
indistinguishability, we derived a tighter bound for the IND-CCA security of ML-KEM
in quantum random oracle model.

As both of these quantum security theorems are, strictly speaking, non-tight, it
remains an open problem to prove rigorously that ML-KEM is tightly IND-CCA secure
in QROM. However, finding a tight bound for ML-KEM quantum security may be a very
challenging task, as finding a tight bound for Kyber has proven difficult. All existing
quantum security theorems for the previous versions of Kyber are non-tight. Achieving a
tight theorem for the quantum security of the ML-KEM may require further advancement

in reduction techniques in QROM.
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