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1 Introduction

Generative natural language processing (NLP) has provided the public with a huge step
into the unknown. While the internet, and computer science in general, have produced
disrupting technologies for decades, they can be roughly defined as storing, moving, and
searching data. The ability for machines to "create" is not something humanity has ever
encountered before. Some content creation programs have been developed since the 1960’s,
but these have never been practically on a level or scale that they would provide consid-
erable benefits (Berghel, 2023). Thus nearly no one has used - or been subjected to -
them.

These new methods of artificial intelligence (AI) are forcing, and allowing, humanity to
ponder several issues in a much more serious sense than before (Sejnowski, 2023). What
actually is intelligence? What is language? What does sentience preclude and contain?
Just the fact that these questions seem relevant speaks to the level of sophistication that

Large Language Models (LLMs) have attained.

What is different about these new tools, compared to any humanity has thus far produced,
is that we do not exactly know how they work but are still using them. The mechanics
of transformer-technologies (Vaswani et al., 2017) are naturally understood. We can, and
do, use them - but the reasons for their effectiveness are not that clear (Dong et al.,
2021). We are currently employing these technologies, while the research community is
eager to "crack them open" to understand, for example, why seemingly nonsensical inputs
can cause an LLM to degenerate into a toxic content spewing entity through universal
adversarial triggers [S102]. Compare these thoughts to the introduction of the automobile
or the internet; society at the time could only guess as to how the inventions would affect

them, but still could understand how these things function.

The interest towards LLMs is rapidly rising, as illustrated in Figure 1.1. They are gaining
popularity and hype and seemingly everybody wants to get in on them. ChatGPT, one
of the first LLMs to be released for public use, was the fastest service ever to gain over
100 million active users (Chow, 2023). Since the positive sides and possibilities of LLMs
are being largely covered by both academia and gray literature, this survey focuses on
studying if the negative aspects, or threats, are being respected and discussed. These,

one could argue, are more general and prevalent in the future. LLMs can almost certainly
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be expected to get ever better at whatever they are trying to do but these improvements
might not mean fixing of the underlying issues - especially when they are of an ethical

rather than technical nature.
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Figure 1.1: Documents in Scopus for search 'large language model" between 1970 and 2022

To gain an understanding of the state of current research and studies, a systematic litera-
ture review was chosen as the method. This allows for an organized and transparent way
of conducting the review. As the topic of LLMs is currently extremely popular, it is vital
to understand what the current talking points on them are, and if any new ethical issues

are emerging as a result of their popularity.

The rest of this review is structured as follows. The background chapter 2 provides a
brief introduction to the field of ethical Al and basic functionalities of LLMs, as well as
discussing some of the earlier studies related to this topic. Chapter 3 presents the conduct
of the literature review. Chapter 4 details the results and explains what type of ethical
issues were identified. Chapter 5 provides analysis and discussion on the identified issues,
shows potential research directions, and explains the benefits and threats for validity of

this review. Chapter 6 provides the conclusion for this review.

The use of large language models in this study. The University of Helsinki guidelines
for usage of Al tools® have been followed in the writing of this thesis. More specifically,
no content produced by an LLM has been used directly or by editing. ChatGPT has
been used as an assistant regarding practicalities of this study. This means uses such

as literature search string planning, LaTeX syntax, sentence structure improvement, and

*https://studies.helsinki.fi/instructions/article /using-ai-support-learning, as updated 8.6.2023
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chapter structure suggestions. In addition, ChatGPT was used in trials to replicate the
issues identified in reviewed studies. These trials, not being the focus of this study, are not
documented or referred to further, except for a quick anecdote in the Discussion chapter

about repeating toxicity demonstrations.



2 Background

This chapter provides explanation and context to the most relevant concepts in this re-
view: ethical Al and language models. While this review does not go into very technical

explanations, a basic understanding of these concepts is necessary.

2.1 Ethical Al

Ethical Al as a research branch and concept is often vaguely defined and understood
(Ollila, 2019). It means the study of ethical development of AI applications, not the
development of an Al capable of understanding ethical concepts, but that is where the
clear definitions stop. Usually, ethical Al is also understood as a branch of applied ethics.
It looks to understand and describe proper ways of doing things based on existing theories

and concepts and to put them to use in practice.

As branches of science go, ethical Al is young. This follows from Al applications not
being on a level requiring ethical consideration of their development until recently. The
discussion of this topic has gained more speed since the 2010’s with an increasing number
of organizations from enterprises to governments publishing guidelines and interpretations

as to what ethical Al means, or should be, in their opinion (Jobin et al., 2019).

The ambiguous nature of ethical Al means that the definitions of issues relating to it are
still taking shape. In their analysis of 84 guidelines for ethical Al (Jobin et al., 2019)
identified eleven principles that occur consistently, but none of which was mentioned in
every guideline analyzed. The principles, from the most often mentioned to the rarest are
Transparency, Justice & fairness, Non-maleficence, Responsibility, Privacy, Beneficence,
Freedom & autonomy, Trust, Sustainability, Dignity, Solidarity. These principles can be
considered to encompass the goals and issues of ethical Al so that all application design

should either comply with, or contribute to, them in order to be considered ethical.

The capabilities of Al are increasing constantly, as are their real-life applications. This
means that study and understanding of ethical Al is becoming more and more crucial.
One of the main contributions of this review is to show just some of the issues that can

occur if ethical principles are ignored or forgotten when developing LLMs, or Al in general.
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The road from ethical ideals to practice can be a long one. (Ollila, 2019) illustrates this
development by stating that the starting point are our values, or goals, which dictate what
we want to achieve. From values we can get principles, which are then synthesized into
rules. Finally, from rules, can practical instructions and procedures be developed. This
indicates that effective rules or practices cannot be developed until there is a consensus

on principles.

There is an ongoing debate regarding who should be the one defining principles and rules
for ethical AI. The industry of Al developers eagerly state that they can, and should,
govern their actions ethically (Ollila, 2019). This is also illustrated by (Jobin et al., 2019),
whose results include 22.6 % of the ethical guidelines released by private companies and

21.4 % by governmental agencies.

While it can be certainly seen as a good thing that private companies consider ethical
issues, it also begs the question: are these issues being considered out of moral imperative,
or as a business opportunity? (Ollila, 2019) notes that even some governmental guidelines
for Al include the vision that ethical reputation can be a competitive advantage for the
country’s developers. If being ethical is merely a tool to increase business, one might ask

if the practice will be discontinued when or if it is observed to not be profitable.

2.2 Language models

Language models are statistical models that represent a language (Luitse and Denkena,
2021), which in this context does not necessarily mean any known spoken or written
language, but rather a representation of phrases originating from the training corpora. A
language model is meant to give the likelihood that a certain sentence, word, or phrase
exists in the language. Their utility comes from the ability to also predict what phrases
might be followed by a given input. This is an ideal quality for natural language generation

and, what appears to be, understanding.

As language models work through probability distributions, they are often observed to
produce better results with larger training corpora (Luitse and Denkena, 2021). This has
led to an aggressive increase in the training parameter sizes of models: the initial GPT-
model was created with 110 million parameters while GPT-3 - which ChatGPT is based
on - with 175 billion. The WuDao 2.0 by Beijing Academy of Artificial Intelligence has
1.75 trillion parameters, the same amount that GPT-4 is rumored, but not confirmed, to

have.
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The performance of language models from the users’ point of view is largely dictated by
the model’s context window, the capacity to 'remember" a conversation. This can be
demonstrated with text prediction programs. If one writes "deus", a program is likely
to predict the next word to be "ex". After choosing this prediction, the program’s con-
text window is revealed by the next prediction. If the next suggestion is "girlfriend" or
"boyfriend", instead of "machina", it is fairly clear that the context window extends to one
word. Current LLMs have a context window that is on a scale of 32 000 tokens for GPT-4
(OpenAl, 2023). This amount cannot be directly translated to word counts, but they are

always smaller than the number of tokens [S37].

There is no agreed upon definition for a large language model. The term simply refers
to the scale of the model and its training corpora. No technological distinction can be
drawn between the development of large and non-large language models, but the size of
the model does dictate where they can be deployed. Current language models are so large
that their use in mobile devices or, for the largest ones, desktop computers is not feasible
(Luitse and Denkena, 2021). Larger models naturally have larger implications and more
use-cases, and therefore the potential for a larger social impact. Although this review is
focused on large language models there is no reason to assume that smaller models would

have different, in amount or seriousness, issues related to them.

2.2.1 The transformer architecture

The transformer, the T at the end of any application name containing "GPT", is currently
the most popular and well-performing language model technology. The primary benefit of
the transformer is that it allows much of the model training to occur in parallel, making
the effort much more effective timewise (Luitse and Denkena, 2021). The model still must
compute a vast number of operations, so the transformer does not solve efficiency and

electricity issues related to its function.

The transformer expands upon the concept of "attention" used in earlier language models
and functions. It works without the need for recurrence that was necessary for the pre-
viously best-performing technologies (Vaswani et al., 2017). Attention in the context of
language models means that the model tries to recognize connections between words and

identifies the most relevant ones.
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2.2.2 Current applications

Nearly synonymous with language models in public discussion, ChatGPT is by far the most
well-known application of them. ChatGPT is a conversational language model published
by the company OpenAl that is freely available as a "research preview", with paid versions
available (OpenAl, 2023). It was the fastest application in the history of the world to reach
over a 100 million active users (Chow, 2023). ChatGPT has been used by the population
at large to achieve a wide array of different outcomes, from improved working methods
and creative writing to toxic content generation and (malicious) code production. Other
contemporary examples of LLM applications include Google’s Bard and Meta’s Llama 2.
These are more recent and have not achieved as much publicity as ChatGPT, which is

why this review focuses on ChatGPT when considering current applications.

The current iteration of ChatGPT - the GPT-4 has been reported to pass the Uniform
Bar Exam with excellent results (Arredondo, 2023). This success at the exam, generally
considered one of the harder qualifying tests, illustrates the level these technologies have
reached. Although, while certainly impressive, learning to answer an exam which is widely
discussed online and has example answers freely available is what language models are
best at. Their success at test taking should thus not be construed to mean that they have
reached a level of intelligence and understanding that is comparable to the brightest of

humans in other respects.

At the latest stages of writing this review, OpenAl released their Enterprise ChatGPT*.
As the name implies, it is an LLM designed for enterprises. According to OpenAl, the
data is not used in the training of OpenAl’s products. Although many companies have
already utilized earlier versions (Chow, 2023), this can be seen to mark a notable change
in the market. It implies that companies can deploy these tools and make claims that
they protect their customer data. What this can also mean is that there will be an added
level of abstraction to the functions of LLMs. Noticing, reporting, and fixing unwanted
behaviors becomes increasingly difficult while the understanding of who is liable for such
behaviors decreases. The need for more discussion and regulation related to the ethical

use of LLMs is greater than ever.

*https://openai.com/enterprise
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2.3 Related work

As they are a fairly new topic for broader societal discussion, there are not too many
surveys concerning LLMs. The amount of surveys is rapidly increasing. Many of the
recently released surveys focus on medicine or education. There are also some reviews

focusing on the more general concept of LLMs, or often ChatGPT.

One study similar to this review’s topic was found: Taxonomy of Risks posed by Language
Models [S97]. The study provides a taxonomy to help group and discuss risks related to
LLMs. It could have provided an effective way to observe this review’s results but it is
considered as a regular study, albeit a very comprehensive one, included in the literature
review. As this review analyses the found ethical issues based on the EU Guidelines for
trustworthy Al (EU High-Level Expert Group on Al, 2019), the points of view between
the two are different but the findings largely similar. This review does not function as
a replication of the earlier taxonomy study, but rather backs up its conclusions from a

different perspective.

While not focusing on LLMs specifically, (Inioluwa et al., 2022) review the failings and
actualized risks of Al applications. They cite many real-life cases where people have
suffered greatly because of poor Al deployment, such as the over 20 000 people who were
misidentified as abusing social benefits in Michigan. Many of the ethical issues identified in
this review are given concrete examples. The authors identify what they call a functionality
assumption built into Al applications - Al is assumed to work and any failings and damage
caused are treated as exceptional, even when caused by, e.g., design and implementation
failures (Inioluwa et al., 2022). There is also a tendency for even critics of Al to hype the

solutions their discussing in order to increase the magnitude of their criticism.

The way that studies on LLMs generally approach the topic and possible issues varies
quite a bit. An example of the aforementioned hype overshadowing criticism can be seen
in a study going over the history and future trends of ChatGPT (Wu et al., 2023). The
authors detail the history and possible applications of ChatGPT, and state among other
claims that "ChatGPT is an intelligent chatting robot [...]". They also state that one
of ChatGPT’s primary strengths is its ability to "[...] accurately understand the user’s
intention [...]" and that the model has surpassed human capacity in generating an accurate
answer that reveals the thought process behind it. The authors also applaud ChatGPT’s

ability to answer scientific and complex logical questions.

After listing all these strengths (Wu et al., 2023) note the weaknesses of ChatGPT. These
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include it being a black box model so we cannot understand its reasoning, the generation of
false and factually incorrect answers, and the disability to clarify a misunderstood prompt.
All these weaknesses seem to counter practically all the described strengths, but still the
conclusion is that ChatGPT is a valuable tool to be used while simultaneously considering

the ethical implications of its development.

Other than comprehensive reviews, there is quite a lot of literature on ethical aspects of
LLMs. Most of this is naturally included and analyzed in this review. During the process
of exclusion and inclusion, many editorial-type discussions on LLM or ChatGPT’s ethical
aspects were excluded based on the writing’s type. For example, (Berghel, 2023) writes
an epistemological review on current generative chatbots’ capabilities. Berghel points out
many of the same issues identified in this review and concludes that it seems unlikely for
current LLMs to ever reach true understanding of the finer points of human communication
- such as irony and nuance. Berghel illustrates this point by pointing that generative Al

we have currently is not generative intelligence, but rather "generative expression".



3 Methods

The line to be drawn between what is Al, language models, or even robotics is not a simple
one. Especially when the interest is in ethical issues, these terms can seem interchangeable.
For the purposes of this review, some possibly arbitrary seeming limitations have been
drawn. This chapter explains the method for conducting the literature review and explains

the limitations.

The method for conducting this literature review follows the guidelines detailed by (Kitchen-
ham and Charters, 2007). A quality evaluation on the included studies was not conducted
because both empirical and conceptual studies are included in the review. The identi-
fication of quality on ethical issues would be extremely difficult and subjective in any

case.

The rest of this chapter describes the design of the search string and the data sources

selected, the inclusion and exclusion criteria, and the process of information extraction.

3.1 Search string

For the interests of this study, the following initial search string was designed

"large language modelx" OR "chatgpt"

AND

"ethicx*" OR "fairx*" OR "transpar*" OR "explainax" OR "trustworthx"

OR

"human agenc*" OR "oversight" OR "privacy" OR "diversity*" OR "discriminx"
AND

"generatx*"

Naturally, the purpose of the first line is to limit search results to including information

about only large language models, or the universally most popular implementation of such.

The ethics-related search phrases of the second line were derived from the EU Ethics
guidelines for trustworthy Al (EU High-Level Expert Group on Al, 2019): human agency

and oversight, technical robustness and safety, privacy and data governance, transparency,
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diversity, non-discrimination and fairness, environmental and societal well-being, and ac-
countability. Some of the terms, such as safety, were found to be too general and thus

were excluded from the search string.

The third line was added to limit search results to studies that consider generative language
models. In the initial query tests, it was found that otherwise the results included fairly
large amounts of studies that use LLMs as analysis tools or other purposes where the roles

of LLMs as a concept were not in focus.

This finalized search string was then used to query three databases: ACM Digital Library,
IEEE Xplore, and Scopus. The search string was applied identically to all databases,

within the constraints of each one’s search tools.

3.2 Inclusion and exclusion
For a study to be included into this review, the following conditions had to be fulfilled:

e The study is written in English

o The study is accessible to a university student through reasonable means
o The study is peer-reviewed and published in a respectable setting

o The study is one of the types: conference paper, article, or review

o The study focuses on generative large language models

o The study is of ethical issues or contains substantial discussion of ethical issues
The following exclusion criteria were also applied:

o The study is of the type: letter, note, book, book chapter, early access article, or

editorial

e The study uses, introduces, or proposes an LLM as a tool but does not substantially

discuss ethical issues related to its use
o The study is written in a language other than English

e The study is behind a paywall
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e The study is not published in a peer-reviewed setting
e The study’s main focus is not on large language models

e The study does not discuss ethical issues in a significant manner

If the search resulted in books, these were checked on chapter title-level and it was dis-
covered that none of the resulting books - or their chapters - passed the inclusion and
exclusion criteria for this review. Mostly this was because the books were too general,
focusing on larger AI concepts rather than language models. For clarity’s sake, books

were thus excluded from the search.

The process of removing duplicate results was conducted so that single versions of dupli-
cates were included with the following priority: ACM Digital Library > IEEE Xplore >
Scopus. From a brief overview, it was discovered that if there were typos in a studies’
Scopus abstract, these were corrected in the ACM and IEEE versions, indicating a more

finalized version of the publication.

Distinction of large language models. There is no practical definition that identifies
a difference between a large and a non-large language model. This is only a matter of
scale. Since this scale is continuously growing, there was no practical sense in defining a
large language model for this review either. There were no studies excluded because of

discussed model size based on the fifth inclusion criterion.

Identifying ethical issues. The definition of what is "substantial discussion of ethical
issues" was determined to mean that a study considers any ethical issues enough to mention
them in the abstract. This should indicate that these issues have a significant place in the

study and the author(s) felt it prudent to mention them.

There naturally exists a level of subjectivity when assessing how much "ethical issues' a
study concerns. This subjectivity cannot be reduced to zero by any means, but the method
of how the studies were assessed was as follows. The goal of the study inclusion process
was to discover studies that clearly state, and discuss, ethical issues. There were some gray
areas that were encountered, such as privacy issues regarding the use of Al in general -
these were excluded, although relevant to LLMs in many respects. Similarly, when it comes
to studies regarding education, there were many that reference implications of plagiarism
and many that reference something along the lines of ’implications for education in the
future’. While both most likely would discuss the same things, only the former ones were

accepted into this survey and the latter ones were excluded.
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While crime is clearly an ethical concern, for the intents of this study it was decided
that anything merely practically dealing with cyber-crime did not make a study eligible
for inclusion. This restriction was further relaxed if the crime, or safety, concern was
more directly related to privacy concerns or other issues more concretely tied to the EU
requirements. These limitations were made to exclude studies that demonstrated different

possible attack vectors or threats but did not contribute significant ethical discussion.

Another unclear area of exclusion was between LLMs and NLP. While these are technically
separate concepts, the latter including a multitude of technologies, modern research is so
focused on LLMs that distinction between the two is difficult. A clear mention of, and

focus on, language models was needed for an NLP study to be included in this review.

What was also left out of scope for this study are more general ethical issues of Al
Obviously, these are not trivial, and are essential to the discussion about LLMs. The

general ethics of Al is fortunately a more generally discussed concept.

The identification of ethical issues in this review is not based on any set ethical or philo-
sophical theory. For the intents of this study, an ethical issue was defined as something

that can be considered to be harmful now or in the future.

3.3 Information extraction

Information that was extracted from each study includes the following:

What type is the study

1. Conference, book, or journal

2. Conceptual, empirical, or literature review
o What type of ethical issues are identified
o Are any mitigating ideas or methods proposed
e Study source database
o Study title
e Study authors

« DOI
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e Study publication and year

The data was extracted into a spreadsheet. For the issues and mitigation methods the
content of extraction was preferably verbatim sentences and results from the study being
reviewed. In cases where the argument was more spread out, the interpreted point was
typed out and identified in the spreadsheet by writing it in brackets ([]). Bracketing and
interpretation were also used in cases where the study was not making any clearly original
or significant point; for example, the statement 'LLMs might cause widespread plagiarism’
could be noted as "[plagiarism]". Because many of the recorded statements are lengthy to
give them enough context, the extracted issues and mitigation ideas (amounting to a total

of over 16 000 words) are not included in this review.

After the initial data collection, each study’s issues and mitigation ideas were analyzed
and allocated to one or more issue categories. These categories were synthesized based
on the prevalence of issues observed during data extraction in a way that recurring issues
could be highlighted but there would be as little overlap as possible. These 39 identified
issue types were then each mapped to one of the EU Ethics Guidelines For Trustworthy
Al The definition and justification for each issue type is given in its respective section in

chapter 4. All the issues are also listed with a brief explanation in appendix B.1.

The study materials were extracted on June 6" 2023. The initial search found 1064 results
from Scopus, 240 from ACM Digital Library, and 343 from IEEE Xplore for a total of 1647
studies. The larger number of results found in Scopus can be explained by it being a more
universal database, whereas ACM and IEEE focus on Computer Science studies. Along
with including results from ACM and IEEE, Scopus results also include results such as
abstracts and pre-release articles. Some of these studies are not maintained in their own
databases, unlike with IEEE and ACM. Finally, the search algorithms of Scopus seem to
be laxer, since an identical search string in Scopus returned studies from ACM Digital
Library that the search did not directly find in ACM.

The process of searching and filtering all the found studies is illustrated in Figure 3.1.
After excluding all the results by type, there remained 1337 studies that were reviewed
based on their title and abstract. Of these results, 157 were found to potentially match
both inclusion and exclusion criteria and were reviewed on a content level. Based on the
full study contents, a further 41 studies were excluded from the final review. All 116

studies finally included in this thesis are listed in Appendix A.1.

One type of relevant result that was by the nature of this survey left underrepresented is the
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Search String

ACM DL

IEEE Xplore
Scopus
Found
Initial
Type and duplicate
filtering :
1647 studies
ﬂ Resulted in
Inclusion and To review
exclusion based on
title and abstract 1337 studies
ﬂ Resulted in
Inclusion and To review
exclusion based on
full content 157 studies
Resulted in

Final results

116 studies

Figure 3.1: The process of searching and selecting studies.

environmental impact of large language models. While a very relevant - and somewhat
studied - concern, there do not seem to be too many studies focusing on the specific
environmental effects of LLMs. On the other hand, all studies focusing on optimization

and measurability of machine learning (ML) solutions can on some level be applied to
LLMs.

While the studies reviewed are from a fairly short and recent time-period (2021 - 2023),
there is a large discrepancy between the technologies they deal with. For example, all
GPT versions from the initial one to current GPT-4 are discussed. This goes to illustrate

the speed of change in this industry and topic.



4 Results

The identified ethical issues were mapped into 39 recurring issues. These different types
were identified during the process of extracting information from reviewed studies. This
initial mapping was done to group the results into manageable concepts, as the seven
requirements detailed in the EU guidelines are (by design) abstract. A total of 434 issue
instances were identified in the reviewed studies, split between the 39 types. This mapping

is detailed in Figure 4.1.
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Figure 4.1: Identified ethical issues mapped to requirements presented the EU guidelines for trustworthy
Al

The following sections of this chapter present the findings in relation to each requirement
in the EU guidelines for trustworthy AI. In each section the purpose and definition of
their respective requirement is given, and each issue mapped to the requirement is briefly
described. Each issue and its related findings are then described further in their own
subsection. There naturally exists some overlap between the issues; the subsections explain

the definition and reasoning of each one.
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4.1 Human agency and oversight

This requirement ties into the need for Al systems to be designed in such a way that
they respect human autonomy and allow everyone to dictate their own lives (EU High-
Level Expert Group on Al 2019). Whenever necessary, the impact that an Al system
might have must be analyzed prior to development, during implementation, and during
operation. This requirement category includes, among others, issues with manipulation

and user influence - both unintentional and intended.

The distribution of identified issue amounts is detailed in Figure 4.2. The ethical issues

identified to connect with this requirement are the following:

o Loss of learning or the ease of cheating - LLMs enabling cheating and reducing

the need to learn
o Fake news or misinformation - LLMs generating and spreading misinformation
e Echo chambers - formation of content echo chambers and the "yea-sayer effect’
o Self-acting AI - Al making unmonitored decisions, (does not mean general AT)

o Influence through suggestions - writing assistants influencing user output, even

opinion

o Manipulation - LLMs being manipulative, or being used or designed for that pur-

pose

4.1.1 Loss of learning or the ease of cheating

This issue is one of the most referenced ones in the review. It was identified in studies
[S1, S5, S7, S26, S28, S29, S30, S31, S33, S34, S42, S49, S59, S63, S70, S90, S98, S100,
S103, S108, S110]. An important observation about these studies is that most of them
were conceptual rather than empirical. Only three studies [S59, S63, S110] are empirical
in their nature but even they do not demonstrate these issues as such. For instance, in
study [S63], ChatGPT’s use in education raised concerns among authors and test subjects

regarding its potential implications for cheating.

While not a demonstrable one at this stage, this issue is still significant as indicated by

the amount of referencing studies. As the issue itself is abstract, so are the suggested
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Figure 4.2: Identified issues relating to human agency and oversight.

solutions. The most popular technique for mitigating cheating and loss of learning is to
adapt teaching techniques so that they leverage LLMs, and other AI tools, but make it
difficult to cheat [S1, S7, 526, S29, S30, S33, S34, S49, S52, S70, S90, S98, S103, S110].
Examples of such methods include increased in-person assignments, oral presentations,

and group work.

Other methods to mitigate this issue include improving student instructions to make sure
that the limits and purposes of exercises are understood [S28, S30, S33, S34, S49, S52,
S98, S100], and calls for improved anti-cheating measures [S23, S28, S29, S31, S34, S103].

4.1.2 Fake news or misinformation

This issue was identified in studies [S2, S3, S25, S30, S38, S42, S48, S67, S81, S93, S96,
S97, S101, S103, S107, S110]. The main worry of this issue is that small groups of people
can use LLMs to generate misinformation on an unprecedented scale. As LLMs are already
capable of producing content that cannot be easily identified by humans [S3], this issue
can only be assumed to become more relevant in the future as the models improve [S6].
When misinformation is easy to generate, it can also be used to saturate discussion forums

and create a false sense of majority view [S96].

The implementation and use of Al-solutions to detect Al-generated content is seen as the

most important mitigating factor for this issue [S25, S48, S96]. However, there are some
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demonstrations that show current solutions start to degrade when applied [S96]. It is
vital that these counter-tools are developed at least at the same pace as LLM content

generation tools.

4.1.3 Echo chambers

This issue was identified in studies [S2, S25, S101]. The problem with current LLMs is
that they are not particularly good at challenging users’ views. This can contribute to the
formation of echo chambers and cause LLMs to propagate the "yea-sayer" effect where the
posed questions can lead the model being queried to agree and supply proofs and thoughts
regardless of their truthfulness. For example, a user inclined to believe that the Earth is
flat might ask an LLM leading questions on this topic. If the LLM is not able contradict

the user, they will only ever get results confirming their pre-existing beliefs.

There are no concrete mitigation methods suggested for this issue. This is most likely due
to the fact that LLMs by definition function as echo chambers. They are meant to produce
the most likely follow-up for a given prompt. This clearly means that their capacity to

challenge the prompt’s premise is limited.

4.1.4 Self-acting Al

This issue was identified in studies [S31, S64, S114], although there are other closely
related issues that touch upon this subject, such as alignment and automated decision
making, which are discussed in their own sections. The concept of self-acting Al is not
to be confused with General Al - the issue being discussed here relates to solutions that

make decisions without (sufficient) human control or understanding.

The problems relating to this issue range from unobserved harmful actions [S31] to prob-
lematic ethical questions, such as when an anthropomorphic LLM is allowed to express
human-like emotions such as "I'm sorry to hear that", or "That makes me happy" [S64].
One study discovered that users state their attitudes towards Al-assisted messaging dif-
ferently than they actually react to them, especially in the context of personal topics such
as consolations of loss [S114]. This suggests it will be challenging to determine when and
how Al-assisted messages are considered acceptable and should be disclosed. Calls for

extended discussions are presented in the studies reviewed.
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4.1.5 Influence through suggestions

This issue was demonstrated in four empirical studies [S8, S38, S66, S114]. It was shown
that the test subjects chose to write about subjects, or with the attitude, suggested by
Al writing assistants. This was observed to directly affect the subjects’ attitude toward
different concepts [S38]. It was also demonstrated that Al writing assistants could influence
the whole creative writing process, even when suggestions were not directly accepted into
the produced text [S66].

The issue of being influenced by suggestions is not only limited to produced content.
According to the self-perception theory, the way people describe themselves can influence
how they view themselves [S8]. This could indicate that Al writing tools can have a huge
effect on people in, for example, social media contexts as suggestions subtly shape users’

self-image.

4.1.6 Manipulation

This issue was identified in studies [S19, S23, S26, S38, S81, S93, S94, S97, S102, S104,
S110]. As LLMs can produce convincing and human-like content, the worries that they
could be used for manipulation are understandable. The fact that they can be used for
such purposes is already demonstrated in the previous subsection about influence through

suggestions.

The issues identified include both purposeful manipulation, or "nudging" [S19, S23, S97]
and inadvertent biases in training material caused by media focusing on more dramatic
issues [S81]. This latter observation can mean that LLMs are primed to discuss violent and
unlawful protests rather than peaceful ones, which in turn can shape users’ understanding
of certain issues. Overall, the black box nature and lack of alternative answers with LLMs
can considerably reduce the agency of humans, if information is created, or provided, for
them by LLMs [S102].

Suggested mitigation techniques include having a human in the loop to monitor content
quality and clear disclosing of Al-generated content. This is considered especially im-
portant in the democratic process and discourse [S19, S39, S102]. Calls for enhanced
regulation are also presented. One suggestion is that all virtual agents should be identifi-
able as such based on their behavior, output, and visual design [S102]. On a more general

note, there is a call for discourse on what type of opinions a language model should be
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generating to be considered well-designed [S38].

4.2 'Technical robustness and safety

This requirement covers issues relating to the practical workings of Al applications and
ensuring that they have been designed while considering the possible harms they can
cause (EU High-Level Expert Group on AI, 2019). To comply with this requirement,
an application must be durable to a dynamic and changing production environment and
resistant to attacks while having been designed with a backup plan and recovery solutions
in case of unintended functions or breakdown. Technical robustness and safety also include
concepts such as result reproducibility and accuracy, but from a more technical perspective,

as Transparency is its own requirement discussed in Section 4.4.

The distribution of identified issue amounts is detailed in Figure 4.3. The ethical issues

identified to connect with this requirement are the following:

e Inaccurate results - LLMs producing unfactual content

o Dangerous content - factually unsafe content produced by LLMs
o Alignment - LLMs functioning in alignment with human ethics

» Bias scoring solutions - existing bias mitigation techniques

o Data leakage or unintended memorization - LLMs memorizing content verba-

tim and it being extracted

4.2.1 Inaccurate results

This issue was identified in studies [S1, S6, S14, S25, S29, S34, S42, S52, S64, S82, S84,
593, S103, S107, S110, S112]. One of the defining qualities of LLMs is that they do not
know what is true - simply what is likely to be said. This can lead them to output non-
optimal sentences or programming code completions [S42], attribute nationalities based
solely on names instead on the actual content that preceded the name [S112], or parrot

popular misconceptions [S107]. This last quality was observed to be amplified in larger
LLMs.
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Figure 4.3: Identified issues relating to technical robustness and safety.

The issue of inaccurate results ties closely into LLMs’ capability for subtle, often un-
intended, manipulation. Humans are primed to recognize a believable writer based on
the whole content rather than single details - professional looking content is likely pro-
duced by a professional mind [S29]. With LLMs being able to generate plausible sounding

falsehoods, this natural presumption is no longer true.

When used for information gathering, LLLMs are seen as problematic because they generally
provide only one result, granting them an unwarranted authority regarding any subject
[S52]. Another issue with current LLMs is that they will always answer the query given
even if the output is not factual, or if the model has misinterpreted the original query [S6].

This can easily lead the prompter astray, especially if they are not familiar with the topic.

These challenges are fundamental to LLMs so mitigating techniques are difficult to come
by. As inaccuracies increase with model size [S107], scaling up does not seem like a
promising solution. The use of better methods for training data gathering, than simply
scouring the internet for text, is suggested. In the context of automatic code generation,
pairing LLMs with additional tools that safeguard the programmer from deploying unsafe

content is suggested [S14].
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4.2.2 Dangerous content

This issue was identified in studies [S76, S91, S97, S107|. It deals with factually dangerous
outputs produced by LLMs, as opposed to other kinds of toxic content that can possibly
incite violence or be found triggering by some. Results on toxic content are discussed in

more depth in Section 4.5.

The issue of dangerous content was mostly discussed on a conceptual level, with one of the
studies [S97] being a review and one [S107] being empirical but not focusing on this issue
exactly. Different kinds of dangers that could be posed were categorized as: overtly unsafe,
covertly unsafe, and indirectly unsafe content [S76]. The study states that the first and
last categories are most focused on in earlier research. Covertly unsafe content is defined
as something that does not inherently seem dangerous but can easily or probably lead to
danger - a suggestion of "drink poison" would be overtly unsafe, but "eat an extremely

spicy pepper' would be covertly unsafe.

Dangerous content can affect anyone but naturally children are most vulnerable. An LLM
might be queried for a fun activity and, based on training data sourced from the internet,
it could suggest a dangerous meme-challenge [S76]. Dangers that would be more relevant
to adults are inaccurate advice that might cause one to take action [S97]. These could,

for example, include improper medical, legal, or electrical maintenance advice.

There are not many mitigating techniques envisioned specifically for dangerous content.
This is probably because this issue ties so closely to the ones of unfactual and toxic content.
If they are solved or mitigated, instances of dangerous content should be expected to reduce

simultaneously.

4.2.3 Alignment

The ethical issue of alignment refers to (Al) applications working in alignment with human
ethics in general. This means that practically all issues in this review are more or less
related to alignment. The studies attributed to this issue and the requirement of technical
robustness and safety mean ones that discuss LLMs not working properly, i.e., producing

unethical content without the intention of their designers.

The studies that discuss this issue are [S3, S13, S25]. The reasons attributed to uninten-
tional nonalignment are identified as largely related to training data of LLMs. In addition

to this, it is thought that the development of Al ethics, and its frameworks, are not suf-
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ficient and are often felt as extraneous by developers [S3]. The fact that LLMs are not
deterministic and therefore their outputs, and ethical alignment, cannot be ensured is

identified as a challenge as well [S25].

4.2.4 Bias scoring and solutions

This issue was identified in studies [S10, S21, S65, S67, S79, S80, S81, S82, S85, S91, S95,
S97, S105, S113, S116]. It refers to all kinds of challenges that known or planned bias
fixing and scoring solutions have - or them simply not working. A consistent observation
is that scoring well on a bias metric does not mean a model is bias-free. Models can
easily exhibit biases that are not measured by the metric, or they can even be designed
with a certain metric in mind to make a product seem more ethical than it actually is -
a concept known as fairhwashing [S21]. Section 4.6.8 discusses intentional fairwashing in

more detail.

The difficulty of creating a bias-less bias measuring method was identified in several stud-
ies. The challenges regarding this are that the measures are often limited or binary in
scope [S21, S67, S116]. The bias being measured can also be unclear and separate known
measures (e.g., WEAT and SAME) can give very different results with nearly identical
inputs, which illustrates that the thing being measured is not well defined [S65, S79, S95].
The fact that most bias studies only research a single, binary, type of bias means that

there is a wide array of intersectional biases being neglected.

The problems of bias scoring and reducing are also demonstrated in practice, especially
in relation to marginalized groups. Filtering out words that, without context, are deemed

inappropriate can result in removing discourses of minorities and eliminating reclaimed
slur-words [S93, S105].

The attempt of creating unbiased models always contains a value judgement [S113]. The
decisions to include, and exclude, certain training data based on either quality or appro-
priateness must be made somewhere and such a decision cannot be value-free. Certain
biases are not easy for humans to detect, and there is an inherent division between the
goals of Fair Al and Explainable AI [S21]. Fair Al is interested in the outcome being
fair and unbiased, while Explainable AI focuses on the fairness within the procedures of
creating an Al application. These two goals are not identical, and both are needed to

further the creation of less biased applications.

Suggested mitigation solutions include calls for standardized and validated bias measuring
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methods [S65, S67, S85] as well as propositions for new types of metrics [S67, S79, S93,
S116]. These proposed new methods suggest moving away from simple classifiers, focusing

on documentation, explainability, continuous evaluation, and context of the applications.

While bias mitigation attempts should not be abandoned as futile, the question of their
end-goal remains unanswered. Is it even possible to create an "unbiased" model, or a
certificate for such? Biases and appropriate language are not universal metrics and are
always connected to culture [S116], so a single measure cannot be used globally and indis-
criminately between different applications. Context matters. Or put another way: "social

bias tests cannot be the panacea for language models problems" [S85].

4.2.5 Data leakage or unintended memorization

This issue was identified in studies [S21, S39, S40, S41, S44, S45, S55, S56, S68, S81, S86,
S87, S88, S89, S97, S99, S115]. It deals with the well documented challenge that LLMs
can often memorize their training data verbatim and can repeat this data back at inference
time. This leads to further issues when the training data contains information that can
be classified as private. This private data can be accidentally spilled, or purposefully
extracted. Because training data repetition is not an intended result of LLM design, this

issue has been categorized under the requirement of technical robustness and safety.

Several of the reviewed studies empirically demonstrate data leakage in existing language
models [S40, S87, 588, S89]. These demonstrations show that training data contents can be
extracted even with black box access to the model, showing that at least current methods
for protection are not robust enough to ensure that the models function correctly in this
regard. Defensive techniques are criticized in studies [S55, S88, S89], noting that the scale

of LLMs works against them, since the possible attack space is so large.

Memorization of data is observed especially for unique or rare data items, but interestingly,
memorization has been shown to increase with growing model capacity [S41]. Whether
this is a universal truth remains to be seen. It is however clear that a larger model that

is vulnerable to extraction will compromise larger amounts of data upon failure.

Another challenge that is pointed out is that LLMs might be used in the future to extract
and combine memorized data from other models, revealing harmful information such as
military or business secrets [S97]. It is also noted that LLM training data might include
benchmark questions and answers designed to test for ethical issues. In such cases the

LLM might just repeat the memorized answers and thus distort the results.
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The solutions for this issue are among the more studied ones. This can most likely be
attributed to the partially technical nature of the issue. The concept of differential privacy,
which means making training data mathematically private, is discussed in more detail in
Chapter 4.3.

Some studies propose different techniques to reduce unintended memorization [S41, S68,
S87, S115], but due to this review’s exclusion criteria, most studies that just mechanically
demonstrate partial solutions without discussing the ethical implications thereof, were not
included. What is noteworthy about these proposed methods is that they do not claim to
solve the issue, merely to improve the level of privacy, or reduce the computational cost

or data degradation as compared to earlier methods.

Other studies call for improved designs and techniques to combat this issue [S88, S99,
S115]. These studies also highlight the need to focus on the LLM’s context. It is assumed
that no single memorization prevention method can serve all intents and purposes. This
seems logical since different application areas require varying degrees of understanding.
For example, a medical application to help with diagnoses will certainly need to combine

and use more unmasked private information than a bookstore customer service chat-bot.

4.3 Privacy and data governance

This requirement covers issues relating to the use of private data in the development
of AI applications (EU High-Level Expert Group on Al, 2019). It encompasses both
data gathered about individuals as well as whatever information is generated of them by
applications. One of the most relevant connections of this requirement and LLMs is that
of data quality. As language models use vast amounts of data, their success depends on
the quality and integrity of these materials. Naturally, the handling and governance of

data becomes more relevant, and difficult, as the scale increases.

The distribution of identified issue amounts is detailed in Figure 4.4. The ethical issues

identified to connect with this requirement are the following:

o Data gathered without consent - ethics of the gathered training data
« Privacy and data security - concerns of privacy and data security of LLMs

o Data management - challenges with managing the vast amounts of data LLMs
deal with
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Figure 4.4: Identified issues relating to privacy and data governance.

Differential privacy. This literature review identified several studies concerning different
techniques to achieving and improving differential privacy, but many of them did not
discuss ethical issues on a more substantial level than admitting that such exist and the
obvious issue of privacy preservation. When a study regarding differential privacy clearly
included prominent ethical observations or more unique observations, it was included in
this review. This subsection gives a brief explanation on differential privacy from the point
of view of this review. The comparison of methods found in differential privacy studies,
their effectiveness, completeness and plausibility, is a topic of study that merits its own
dedicated work.

Differential privacy refers to making data mathematically safe from leaking identifiable in-
formation about members of the dataset (Dwork, 2008). Naturally this concept is of great
interest to LLM developers, since the models are known to be at risk of unintentionally
leaking training data, which can include private information [S21, S39, S40, S41, S44, S45,
S55, S56, S68, S81, S86, S87, S88, 589, S97, S99, S115].

When an LLM is not differentially private, a membership inference attack can be exe-
cuted to retrieve parts of the original data, or personally identifiable information (Behnia
et al., 2022). In practice the level of differential privacy achieved in LLMs is on a crypto-
graphically strong basis at best - the goal being that extraction is extremely difficult and
unlikely, but not impossible. This ties into the fact that making the training data private

in a robust manner is extremely expensive [S45, S56, S68, S89]. This expense can mean
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both increased compute resources used and human work in annotating and checking the

training data.

Differential privacy should not be considered a solution to privacy issues that is just
waiting for a sufficiently elegant application. Executing successful differential privacy can
even work to mask biases inherent in the training data, since they cannot be identified

from private models or datasets [S68].

4.3.1 Data gathered without consent

This issue was identified in studies [S1, S2, S44, S81]. It was considered as a separate
issue from the following one, which deals with more general matters. The issue is so

fundamental to contemporary LLMs that it merits its own topic.

Current LLMs are by and large trained on massive datasets collected from the internet -
often the Common Crawl -material, a collection of vast amounts of internet content [S111].
However, just because private data is available online does not mean that it is (ethically)
free to be used in training of Al applications. A clear illustration of this is that the data
might not have been put online by the person to whom it belongs but could rather be the
result of a data breach [S44].

Even if data containing personally identifiable information is available in public documents,
collecting, spreading, and making it accessible is not guaranteed to not cause harm [S81].
This availability can reduce human autonomy along with privacy, and when applied can

allow for surveillance on a scale never seen before [S2].

The clear solution for this issue would be to use training data that only contains infor-
mation that all of its creators have consented to be used for such a purpose [S44]. This,
however, is found to be extremely challenging in practice. Such limitations would reduce
the dataset sizes significantly, which in turn would reduce the performance of trained

models.

4.3.2 Privacy and data security

This issue was identified in studies [S9, S11, S12, S13, S23, S26, S30, S47, S49, S54,
S56, S57, S67, S68, S72, S89, S108, S109, S110], being one of the most prominent issues
recognized in the whole review. This is natural given its general nature, but still indicative

of privacy and data security issues being a prime worry regarding LLMs.
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As LLMs become more common in education, whether as teaching or cheating tools, they
will be accessed in increasing amounts by children. While this is naturally a concern about
LLM output safety, it is also relevant to consider what kind of data is being collected from
users [S9, S110]. Children might be prone to telling an AI application more personal
information than is in their best interest - although this has been discovered to be an issue

with adults as well - especially when the Al is anthropomorphized [S97].

Different methods to make the training data, and thus the model, more private exist but
these are not without their criticisms. Automated de-identification is being used to make
datasets private, but this method has been observed to create errors because of imprecise
content [S47]. As long as perfect differential privacy cannot be achieved, de-identification
or sanitation methods cannot make datasets guaranteed to be private [S56]. This should

be assumed to mean that they are not private.

If private learning was achieved in a satisfying manner, it is also seen as an issue. Knowing
that the data cannot be leaked by their models might motivate companies to collect data
from users even more aggressively [S68]. This has many inherent harms to privacy and

human agency and could enable increased mass surveillance [S97].

There are many different mitigation techniques suggested for this issue. Pseudonymization,
or other methods of de-identification, of training data are suggested, but are also noted
to be problematic due to performance degradation [S11, S45, S47, S56, S97].

Another logical avenue of mitigation is to implement LLMs with more care. This can mean
using humans in the loop as much as possible [S30] or sourcing the training data with more
care [S44, S97]. It is noted that much of personally identifiable information comes from
sources that are known to contain sensitive content [S56] - meaning that compromising

privacy is a rational choice by the LLM developers.

An interesting suggestion is the use of synthetic, generated, data to train models [S47].
While this clearly would make the training data private, it comes with many other chal-
lenges. The problems of Al-generated material populating knowledge bases are currently
seen as crucial, they are discussed in more detail in Section 5.1. Additionally, any gen-
erative model that would produce synthetic, but realistic, private data would have to be
trained on actual private data. This loops back to the issues of data leakage - what guar-
antee is there that the synthetic data producing model is not repeating actual personally

identifiable information?
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4.3.3 Data management

This issue was identified in studies [S39, S82, S87, S108, S111]. It is very closely related
to the previous issues of data gathering and general privacy and data challenges. Because
LLMs by their very definition handle massive data volumes, managing this data becomes
highly challenging. The scale of the datasets makes traditional methods of management
non-effective [S111]. This issue is relevant to both legal and ethical data management
[S39]. It is understandable, if not acceptable, that one cannot easily prove a corpus of
hundreds of gigabytes or larger does not contain some data that should not be handled or

is not being handled improperly.

To mitigate this issue, some studies suggest or call for increased governance [S39, S97].
Just applying more of current methods is not seen as enough though. Since LLMs pose
unprecedented problems, new governance structures are required. Other studies suggest
that models and datasets should be improved; models should be made more easily au-
ditable [S56], and datasets could come with datasheets that detail what the data contains,

how it was made, and how it is intended to be used [ST1].

4.4 Transparency

This requirement covers aspects that make Al applications more reliable and understand-
able to their users: traceability, explainability, and communication (EU High-Level Expert
Group on Al, 2019). Traceability and explainability mean that the data and processes
that yield an application’s output can be followed and understood. Explainability also
encompasses declarations of trade-offs made in the development process. Communication
refers to Al applications representing themselves. A properly communicating Al applica-
tion makes its nature clear, declares its purposes and limitations, and explains how a user

might opt out of using the Al in favor of human interaction.

The distribution of identified issue amounts is detailed in Figure 4.5. The ethical issues

identified to connect with this requirement are the following:

o« LLM as an author - ambiguity of having an LLM be a co-contributor in scientific

publishing

e Academic integrity or source tracking - LLMs hallucinating references or their

output being unverifiable
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o Unfair decision making - fairness issues that might not be directly related to

discrimination
« Lack of transparency - transparency of LLMs, or lack thereof
o Copyright infringement - LLM-produced content being in violation of copyright

e Unfactual training data - LLM training data being of poor quality and becoming

outdated
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Figure 4.5: Identified issues relating to transparency.

4.4.1 LLM as an author

This issue was identified in studies [S1, 52, S24, S27, S52, S70, S94|. It deals with the
current concerns that some research is being published with an author credit attributed to
LLMs. The identified studies discuss this specifically in an academic context, as fictional

or entertainment products created with LLMs are more closely related to copyright issues.

The issue is clearly defined by Anderson S.S. [1]: “An attribution of authorship carries
with it accountability for the work, which cannot be effectively applied to LLMs”. There
is currently no way to make a language model accountable for its mistakes, so it should
not be receiving credit for its successes either. And even if this was possible, to whom

does the credit, or culpability, belong: the person who prompted the LLM, the people who
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created the LLM, the enterprise that owns the model, or the multitude of creators whose

content made up the training data [S94]?

In the future, generative Al might become the driving force for content creation and lead
to research references being matched with the output [S52]. This challenge is presented
in the context of education, where students might generate essays with LLMs and then
enrich them with references from curriculum, but there is no reason to assume that the
same worry would not apply to the scientific method. If a researcher produces their
content first and then looks for references to support it, clearly, they are not approaching

the research with an open mind.

The different mitigation methods for this issue are similar to those of the next issue. They

are detailed after the results on academic integrity and source tracking.

4.4.2 Academic integrity or source tracking

This issue was identified in studies [S5, S6, S9, S20, S23, S24, S25, S31, S33, S34, S37,
S42, S43, S44, S49, S62, S63, S70, S81, S90, S94, S96, S98, S100, S103, S108, S110]. Tt
concerns the accruing problem of research papers being generated with the help of, or sole
contribution of, LLMs. The produced content is seemingly of high quality, but there is no
guarantee that the details or references are correct. LLMs are shown to hallucinate - that

is, to invent - reference citations when it seems one should appear in text.

The implications of this issue are troubling. The understandable worry that freely acces-
sible research papers might be taken for LLM training material is causing some publishers
to consider withdrawing their content from being publicly accessible [S24]. This solution,

however, is likely to increase inequality of access and has its own ethical implications.

There are calls for improved authenticity checks to be developed and implemented [S9,
S20, S24, S43, S44, S60, S62, S100]. The cost of automating such checks must be carefully
weighed. Since LLMs can generate content of excellent quality, authenticity checks are
likely to cause a number of false positives - results that could cost honest researchers their
careers [S62]. It is crucial that there is always a well-versed human in the loop when

making decisions regarding academic dishonesty.

In addition to authenticity evaluation, clear rules and guidelines are clearly necessary [S6,
S60, S63, S98, S100, S110]. After all, academic integrity has always relied on most of the
community to be honest about their work. As the effects of LLMs on academic publishing

are becoming clearer and more pressing, more discussion and definitions are called for
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to at least prevent researchers from unknowingly conducting their work in an unethical
manner [S12, S100].

4.4.3 Unfair decision making

This issue was identified in studies [S12, S58, S69, S81, S109]. It lies in the intersection of
the issues of self-acting Al, inaccurate results, alignment, and biases. It is mapped to the
requirement of transparency because the studies that discuss this issue deal with LLMs

producing improper results, the basis of which cannot be easily traced.

Many of the challenges related to this issue include LLMs being trained on problem-
atic training data or goals. For example, when training an Al to prioritize who receives
healthcare, there is a clear value judgment to be made as to what attributes make one a
prominent candidate - be it their amount of suffering or the financial value they provide

the society or the healthcare service [S12].

The above example can occur both intentionally and unintentionally. What is more often
attributed to unintentional harms are allocational ones [S58, S69, S81]. This is caused by
the data used in the training of LLMs already containing biases that are then propagated
in its results. Such issues can occur for example when a recruiting Al is trained on earlier
recruitment data that favors male candidates over women. In such a case the Al will learn
this same prejudice and repeat it. Allocational harms can be difficult to detect since they

tend to repeat injustices that are considered normal by the majority.

The old truth that machine learning applications are at best as good as their training
data is ever relevant. The issues of unfair decision making are mitigated with the same
techniques that strive to remove biases from training data and the resulting applications.

These are presented in Section 4.5.1.

4.4.4 Lack of transparency

This issue was identified in studies [S14, S26, S53, S65, S66, S78, S81, S95, S100, S101].
It covers challenges concerning the different ethical problems that arise from LLMs being

by and large black-box models.

It is clear that for commercial LLM users the models are black boxes. This can lead
to users generating 'algorithmic folk theories" - attributing the model with too much

authority and not understanding its limits and functions [S66]. This same opacity can
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also create a sort of dependence on the largest LLM developers [S101]. When one cannot
understand how and why an LLM produces the answers it does, research on them becomes
increasingly difficult, unless one belongs to the developing organization. This also hinders
new companies from entering the field, as creating LLMs of comparable performance

becomes exceedingly difficult.

The challenges with lack of transparency are exacerbated by current models suffering from
documentation debt [S81]. This has the potential to lead to situations where not even the
developers of an LLM can easily understand how certain results are inferred. Another
transparency challenge that is seen in LLMs is that the models might learn biases that
are not even observable in the training data [S95]. These challenges can be mitigated
by focusing on documentation and making more of the inner workings of the models
understandable to the public, or at least academic circles. Active analysis of the function

of models during production is also called for

An interesting result was achieved by Longoni et al. [S78|. The study shows that people
believe news content much less if it is disclosed that the content was produced by an Al.
This seems a natural result given the lack of transparency inherent in Al solutions. The
authors however draw a different conclusion, seeing the problem being that the disclosing
the use of generative Al is prone to lower public trust in news sources, and this problem
could be averted by not disclosing such information. They note that this aversion can
shift once the population starts seeing Al generated news as a norm. This conclusion
effectively illustrates that not everyone considers lack of transparency as an issue - but

rather a feature.

4.4.5 Copyright infringement

This issue was identified in studies [S2, S19, S24, S26, S37, S39, S44, S50, S52, S72, S90,
S98, S103, S104]. It is closely related to the issue that training data is often sourced
without the authors’ or owners’ consent. With this issue the focus is more on creative
ownership rather than personal data. The issue is mapped to Transparency because LLMs
tend to obscure the content used to achieve their results which means no one can know

explicitly if their own creations are used against their will.

As LLMs do not think, they cannot consider different issues, such as legal or ethical, related
to their training data or output [S2]. The output is simply a probabilistic synthesis of

their training data. It is also clear that current LLMs do not credit the creators whose
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work their output is based on.

Mitigating this issue would help with many explainability and transparency challenges
identified. If any output of an LLM could be traced to its constituent parts, it would be
easy to credit the original creators. This, however, does not seem possible with current
LLMs as they do not work by randomly selecting phrases from all training data and
queuing them. There is also the argument that commercial creators of LLMs do not
necessarily want this to happen, as this would open up the discussion for them having
to compensate creators for the use of their work; something that would be in accordance

with current copyright laws but is not necessarily conducive to profitable business.

4.4.6 Unfactual training data

This issue was identified in studies [S13, 523, S42, S49, S60, S67, S91, S97, S100, S110]. It
covers the challenges caused by LLMs being trained on factually incorrect data. The clear
problem is that a model trained on faulty data will produce inaccurate results, which are

discussed in Section 4.2.1.

Training a model based on unfactual data can lead to difficult questions as to who is
responsible for such inaccuracies [S23]. The developers of the models are most likely to
see that the data is what it is, and state that they make no claims that the generated
content is accurate. It is understandable that developers cannot be held responsible for
ensuring that all data used is accurate, as most information is not objective fact. Even
the data that is fact is not guaranteed to remain so, as new information is constantly
discovered, and old content becomes outdated [S91]. This is a significant challenge for
LLMs as most of them are trained on static data and they are not actively updated as

information evolves, or a society’s values change.

4.5 Diversity, non-discrimination and fairness

This requirement is rather well defined by its title. A trustworthy AI application needs
to be fair and respect all people in an equal manner (EU High-Level Expert Group on
Al 2019). This relates to people being from different cultures, beliefs, orientations, and
societal statuses to name a few. Al applications should be usable by all, and different

stakeholders need to be considered - preferably included - in the development process.

The distribution of identified issue amounts is detailed in Figure 4.6. The ethical issues
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identified to connect with this requirement are the following:

« Biased training data or outputs - concerns of biases regarding LLMs

e Discriminatory results - documented discrimination or practical concerns about

biases

o Lack of global definition for bias or fairness - applying fairness in different

contexts
« Non-binary gender neglected - how bias tests only reflect on binary gender
o Toxic content - toxic outputs of LLMs, e.g. sexism, racism, homophobia

o Promotes inequality - how LLMs offer possibilities and tools in an unequal manner
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Figure 4.6: Identified issues relating to diversity, non-discrimination and fairness.

4.5.1 Biased training data or outputs

This issue was by far the most identified one in the review, being identified in 65 studies
[S1, S2, 83, S5, 89, S10, S15, S16, S17, S18, S19, S20, S21, S22, S23, S24, S26, S30, S35,
536, S37, S38, S42, 546, S48, 549, S51, S54, S57, S58, S60, S61, S64, S65, S66, S68, S69,
S71, S72, S73, S74, S77, S81, S82, S83, S84, S85, S90, S91, S93, S94, S95, S96, S97, S98,
S99, S100, S101, S103, S104, S105, S108, S109, S112, S113]. The amount of discussion
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regarding this issue indicates that it is both a very well-known and a worrisome one. The
fact that LLMs contain biases is so well known does contribute to the large number of

studies identifying this issue - some merely reference it in passing.

There are vast amounts of different types of biases known to occur with LLMs, or ma-
chine learning solutions in general. A list of 10 commonly mentioned biases is: gender,
age, sexual orientation, physical appearance, disability, ethnicity, socioeconomic, religion,
culture, and cross-sectional [S16, S105]. A more conceptual list is discussed in [S51]: over-
confidence, recency, majority label, and common token bias. These biases are built into
practically all content that can form the corpora for a language model, such as Wikipedia
[S71]. While Wikipedia does supply metadata that offers some insight into the issue, other

data collections do not.

Biased outputs, especially when it comes to gender bias, are problematic to define. A study
[S15] of (the now rather outdated) GPT-2 discovered that the model actually portrays less
biases than could be assumed based on census data. For example, the language model
identified truck drivers as men rather than women with smaller frequency than should be
expected based on actual gender distribution within the profession. This illustrates that

defining an unfair bias is not as easy as one might initially assume.

A more easily observable form of gender bias is brilliance bias [S18]. This means that LLMs
attribute different qualities depending on if they generate content about men or women.
Typically, this means that women’s capabilities are downplayed, or they are given qualities
some might consider feminine. For example, men might be "brilliant" while women would
be "compassionate" in the same context. Similar types of stereotypical attributions of

characteristics were demonstrated in study [S73].

One common suggestion to mitigate biases is to manage the training data better [S16,
S35, S42, S46, S72, S105]. This includes suggestions for both manual annotation and
technological innovation. The problem with manual annotation is that the corpora used
for LLMs are so vast, there is no reasonable amount of people and time to actually go
through the whole dataset [S16]. It is also challenging, or impossible, to have perfectly
neutral bias-free human annotators [S2]. Another possible mitigation method is to use

training corpora that is pre-curated in an acceptable manner [S93, S94, S113].

On the scale of society, there is a call to make the NLP community more diverse [S16, S42]
to ensure bias and its contexts are understood better. It is also suggested that the devel-
opers of LLMs might be made more responsible for the biases and content their products

exhibit [S48, S116]. The implementation of such legislation would be an interesting legal
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issue and seems currently difficult to attain. Were it achieved though, it would certainly
force more resources to de-biasing Al solutions - with the downside of slowing development
and making entry into the field difficult. This could in turn give a competitive advantage

to developers in countries without such legislation.

There are weaknesses identified with current bias reduction methods. Knowledge distil-
lation, the process of transferring a model’s knowledge to another, is shown to decrease
fairness [S17]. Scaling models up is not a solution, since larger models can exhibit even
more gender bias than smaller ones [S93]. Reduction of bias prior to fine-tuning does
not mitigate biased behavior post fine-tuning [S109]. On the other hand, fine-tuning has
shown good results when compared to prompt engineering [S72]. These conflicting results
indicate that the whole concept of bias is not well understood, and studies tend to focus
on narrow points of view. Several studies do call for wider range of testing bias [S73, S95,
S105, S113]

Some studies observe that biased LLMs are not always inherently bad. Such tools can for
example aid creators to model their audience [S73]. When used to create fictional content,
immorality might be a desired function of a writing tool [S50]. As the study discusses,
this could be relevant if video games employ natural language generation - non-player
characters need to have varying degrees of biases and morality within the game’s story,
and some need to be villains. This illustrates that the question of a model’s intended
purpose is extremely important for its use. However, the existence of purposely immoral
LLMs can be considered a serious issue, since they could be used in an unintended manner.

Possibilities that LLMs offer for immoral uses are discussed in section 4.6.4.

4.5.2 Discriminatory results

This issue was identified in studies [S2, S5, S12, S17, S30, S46, S49, S58, S72, S73, S77,
S80, S81, S84, S89, S93, S97, S98, S104, S109, S116]. It is closely related to other bias
issues, unfair decision making, and self-acting AI. This issue was included to demonstrate

clear cases and threats of discrimination.

Empirical demonstration of biased and discriminatory behavior of LLMs currently being
used is shown in studies [S46, S72, S73, S77, S80, S84, S109], the other studies mapped
to this issue discuss it on a more conceptual level. A majority of the discussion focuses
on gender discrimination (e.g. [S46, S72]) or marginalized demographic groups (e.g. [S58,
S84]).



4.5. DIVERSITY, NON-DISCRIMINATION AND FAIRNESS 39

A less often observed type of discrimination is that of geographic nature [S77]. The study
shows that GPT-2 has significant bias against people from countries with less internet
access than ones where internet access is common. This is a logical result of most LLMs
being trained on corpora sourced from the internet. The unfortunate implication however
is that the models will then mimic worldviews and prejudices from certain countries. Since
the countries with fewer internet users can at best hope to attain similar user amounts as
other countries, it is difficult to see how their representation could catch up. This in turn

could enforce a sort of cultural hegemony in LLMs.

Many solutions that mitigate biases in general help with reducing discrimination in LLMs.
Detecting discrimination can be difficult for people who do not belong to the disparaged
groups, so having multicultural development teams is especially important [S58], along
with continuous evaluation of the models’ performance [S77]. Technical solutions for
monitoring and testing this include adversarial triggers and prompt engineering, which

can help detect and reduce instances of bias or discrimination [S77, S83].

4.5.3 Lack of global definition for bias or fairness

This issue was identified in studies [S9, S21, S58, S60, S65, S84, S91, S93, S116]. It deals
with the philosophical, and demonstrated, challenge that bias is exceedingly difficult to
define, identify, and fix. The issue is closely related to other bias and fairness issues but

was mapped as a separate one because of the fundamental difficulty of bias definition.

AT applications, LLMs included, are not free from their developers’ prejudices and are
naturally defined by their training data [S60]. This can result in applications that contain
inaccurate, incomplete, or outdated information that the developers do not know to ques-
tion. Undesirable biases might not be causal or immediately observable [S21], which also

means that solutions and explanations cannot be easily generalized.

Currently the ethics most reflected in the development of LLMs are those of western, white,
populations [S9, S116]. These cultures also produce much of their content in English.
This can prove challenging for those trying to create LLMs in other languages, or cultures
[S58]. The amount of training material, development, and research that is focused on these
Anglo-centric LLMs works to guarantee that other cultures find it difficult to represent

their own values in models.

Attempts to improve fairness and reduce bias can in fact increase the marginalization of

certain groups. Applying various categories to the training data is guaranteed to exclude
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groups that do not fit into the chosen categorization [S84]. LLMs are, by design, prone to
ignore the least encountered data elements in favor of more likely ones. This inequality
can be amplified by marginalized groups using distinctive styles of communication. LLMs
change their outputs based on minor changes in the input [S65]. This means that a model

can contain several worldviews that are only exhibited based on the user.

As this issue is very theoretical, there are not many practical suggestions as to its mitiga-
tion. However, LLM designers can try to avoid some clearly problematic methods. One
thing that should definitely be avoided is using directly translated datasets [S58]. Such
methods are prone to increase abstraction, lose nuance, and encapsulate biases within the

original data.

4.5.4 Non-binary gender neglected

This issue was identified in studies [S72, S73, S74, S75, S81, S84, 593, S109, S113, S116].
The fairly large amount of studies detailing it speaks to the issue being recognized, but
there are not many solutions suggested. One of the main contributing factors to this issue
is that the study of LLMs and their biases are a relatively new field. Because of the
constraints of language, it is much simpler to study a model with a binary designation of

gender.

As LLMs are becoming more widely used, this issue will grow to be more significant. There
clearly exists problematic implications when people are forced to interact with models that
do not understand or respect their identity. If the definition of this issue is broadened to
include LGBTQIA+, there are also more practical harms demonstrated [S75]. The study
shows that LLM produced content when focusing on these minorities can be harmful, i.e.

toxic, over 10 % of the time.

4.5.5 Toxic content

This issue was identified in studies [S2, S3, S22, S30, S48, S54, S67, S74, S75, S81, S82,
S89, S91, S101, S109, S111]. It refers to toxic content produced and contained by LLMs.
With this issue, more than any other, the problematic nature of extracting training corpora
from the internet is illustrated. All the studies that identify this issue demonstrate LLMs’
capacity to produce toxic content in practical terms. Some as proof-of-concept (e.g. [S2,

S48]) and others in a more empirical manner (e.g. [S74, S75]). One survey detailing
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different harms that LLMs can cause is also included [S67].

The sourcing of training data is subject to criticism. For example, the data used to train
LLMs often includes content from banned and quarantined subreddit-sites [S54]. It is
also noted that toxicity is not limited to certain sites and can exist in more innocuous
contexts as well. An analysis of the often-used corpora Common Crawl, a collection of
vast amounts of internet content, showed that it contains much toxic content even after

applying filtering techniques [S111].

As with bias measurement tools, there are issues with toxicity scoring [S22]. Existing
LLMs can be optimized to score well in automated measures, but still struggle with toxic
content. This again illustrates that the definitions of these issues are exceedingly difficult

and thus cannot be simply measured.

One technique often employed to reduce toxic outputs is identifying policy violating
prompts and blocking them. This technique is not, at least currently, foolproof and such
policies can be easily circumvented [S48]. Another inference-time method suggested is
generating test content, possibly with another LLM, to probe the model being tested for
undesirable outputs [S89]. This method still needs to be paired with a process to identify

the problematic outputs, so it can only be expected to mitigate the issue, not fix it.

Reduction of toxicity can be achieved by improving the training data. Filtering the data
can be helpful, but the method is still vulnerable to specific prompts [S91]. The problems
of data filtering have also been detailed earlier in this review. Another method suggested is
using smaller and properly curated datasets [S91]. This can be expected to be an effective
method, but it will make LLM development much more expensive and reduce their scale,

which is one of the base reasons for LLMs’ good performance.

4.5.6 Promotes inequality

This issue was identified in studies [S5, S7, S9, S12, S20, S23, S30, S33, S34, S49, S60, S61,
S63, S67, ST1, S77, S81, S82, S91, S93, S97, S101, S105, S108, S109, S110, S113]. As biases
and racism are mapped to their own ones, this issue is more focused on social inequality.
The most common concern regarding this issue is that premium versions of LLMs perform
much better than cheaper, or free, ones. This can lead to widening the gap between
privileged and poorer groups, an issue that is especially relevant for education [S7]. Those
who can afford to use better tools gain an advantage both in Al study assistants and

cheating tools.
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Inequality of LLMs is often observed in poorer performance of non-English language mod-
els [S67, S91, S113]. This leaves certain countries and immigrants in a disadvantageous
position. Be it due to language skills or other marginalizing factors, the use of unequal
LLMs can cause real harm in society. If LLMs are used as tools for - or in - recruitment,
education, or healthcare, the people a model does not understand suffer significant harms
and disadvantage [S93]. These are referred to as allocational harms [S105] and can also
include more indirect injustices such as societal resource sharing or decision making, such
as prison recidivism prediction. Representational harms on the other hand include many
of the issues detailed in this review, such as toxic content, discrimination, and prejudice.
These harms can occur both accidentally and on purpose, by government or corporate
actors - an example being a program for application handling that automatically prefers

certain groups over other [S12].

There exists a degree of environmental inequality with LLMs as well [S81]. While it is
western, English speaking, countries that reap the most benefits from LLM development,
their environmental and social costs are reflected in countries that do not benefit from the

products. These issues are presented in more detail in Section 4.6.

The balance of power for LLM development is not spread evenly in societies, with those in
powerful social positions being able to generate more of the content that is used in LLM
development [S113]. This can also mean that training data consists of an over-represented
loud minority which can propagate attitudes like white supremacy, misogyny, or ageism
[S77].

There are not too many direct mitigation methods offered for this specific issue. Although
it is closely tied to other issues of fairness, so many of the previous suggestions are relevant

for inequality mitigation in LLMs as well.

4.6 Societal and environmental well-being

The requirement of societal and environmental well-being states that AI applications
should be designed in a sustainable manner (EU High-Level Expert Group on Al, 2019).
This means the environmental cost of the whole life-cycle and supply chain of the appli-
cation as well as socially conscious designs. The requirement also highlights the gravity of
using Al in social and democratic contexts. Of all the requirements, this one most stresses
the fact that Al can be incredibly beneficial for society but, implemented poorly, can be

detrimental also.
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The distribution of identified issue amounts is detailed in Figure 4.7. The ethical issues

identified to connect with this requirement are the following:

¢ Loss of social skills - how an abundance of Al solutions in education can reduce

human contact

« Reduced value of education - over-reliance on technology, degrees attained with-

out proper knowledge

o Paper or credential generation - inflated number of papers, contributing to the
"Matthew effect”

o Purposeful toxic or immoral content - unethical use of LLMs, e.g., misinforma-

tion or (cyber)crime

« Job loss or class divide - widespread use of LLMs leading to job loss and societal
shift

o Training data pruning - the human cost of de-toxifying training data
o Environmental impacts - environmental cost of training and using LLMs
» Fairwashing - how certificates could be used to polish company image

 Replacement of traditional learning - learning contexts becoming blurred, eth-

ical issues with automatic grading

4.6.1 Loss of social skills

This issue was identified in studies [S26, S30]. Although not explicitly identified very
often, similar sentiments were present in many reviewed studies, especially in the context of
education. Since Al’s impact on social agency is especially mentioned in the EU guidelines,
this issue was mapped as its own. The mentioned challenges regarding this issue are that
LLMs might reduce the amount social contact needed or required for ordinary functions.

This in turn could lead to a decreased development of social skills required for everyday
life.

This being a very conceptual issue, there are no mitigation methods presented. Naturally,
we must be vigilant with the observed effects of LLMs and react to them when unwanted

phenomena are encountered.
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Figure 4.7: Identified issues relating to societal and environmental well-being

4.6.2 Reduced value of education

This issue was identified in studies [S29, S30, S43, S60, S108, S110]. It covers challenges
LLMs might cause in education. These include the worry that students, or people in
general, will become too reliant on this new technology and start to feel that learning
things for themselves is no longer relevant. Another challenge is that the use of LLMs to

pass educational tests might not properly prepare students for future careers [S29].

An important mitigation solution for this issue is to teach AI literacy [S108]. As Al
solutions become more ubiquitous in society, people need to understand how, why, and
when they are used and what might be the implications of using - or being subjected to -
them.

4.6.3 Paper or credential generation

This issue was identified in studies [S20, S24, S25, S35, S42, S60, S62, S81]. It is closely
related to other issues of education and academia but focuses on the latter more. As LLMs
enable people to create superficially viable research content, this can lead to an inflated

number of papers and other academic content being produced.

Academic success is currently strongly correlated with number of publications and citations

[S20, S24]. This, popular researchers becoming more popular and unknown ones remaining
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in obscurity, is a manifestation of the "Matthew Effect'. This state of affairs can enable
the more unethical members of the field to generate massive amounts of self-referential

studies that do not necessarily contribute anything new scientifically.

The possible mitigation solutions currently amount to having clear guidelines and de-
manding disclosure whenever a contribution is created with the help of an LLM [S35]
and developing improved technologies to identify their use [S35, S43, S60]. The need for
new automated solutions is already demonstrated, as a 2023 study showed that human
reviewers could identify less than two-thirds of paper abstracts written by ChatGPT - an
application that is fairly far from the currently top-performing LLMs [S60].

4.6.4 Purposeful toxic or immoral content

This issue was identified in studies [S50, S74, S92, S97, S99, S103, S104, S107, S109]. It
deals with the challenges of LLMs being used for intentionally unethical purposes. Toxic

content is discussed in section 4.5 in the context of unintended harmful outputs.

LLMs can enable people without significant programming background to create well-
functioning programs. The challenge with this is that these programs can also be different
types of malware [S92]. Language models also make social engineering attacks easier to
create and propagate, as LLMs are already being deployed as interactive agents in social

media and other purposes [S92, S99].

The study of this issue leads to a challenge of its own. When a vulnerability or an
unintended function of an LLM is discovered, it can be used for the very purpose being
demonstrated - this is known as the dual-use problem [S74]. An example of these negative
uses is universal adversarial triggers [S99]. These are inputs that can "trick" LLMs to
generate outputs that might not be expected; an assortment of seemingly unrelated words
and symbols can cause the model to make a statistical connection with certain types of
content and start producing, for example, hate-speech or conspiracy theories seemingly

unprompted.

To mitigate the generation of toxic or immoral content, all methods that reduce the base
rate of generated toxicity naturally help. The less an LLM generates toxic content, the
harder it is for anyone to make use of it. In addition to this, stock-responses are suggested
for common or identified inappropriate prompts [S91]. While useful, stock-responses can-
not be expected to block all unwanted prompts from working, as demonstrated by univer-

sal adversarial triggers - LLMs do not require clear natural language prompts to produce
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outputs.

4.6.5 Job loss or class divide

This issue was identified in studies [S2, S3, S9, S12, S13, S30, S37, S49, S97, S104]. It
concerns the changes widespread use of LLMs will, or might, have on society. As these
applications become ever more fluent at interacting with humans using natural language,

and able to produce coherent text on request, many job titles might be in jeopardy.

Although this issue has been discussed for decades, as robotic process automation and
other automation tools evolve, the capacity of LLMs is on a scale of its own. The possible
job loss concerns groups of professionals that have not been implicated to be under such
threat before: professors and programmers, and white-collar workers in general [S3]. An-
other group of professionals that can be impacted severely is those in creative professions
[S37, S97]. As AT applications can create new content nigh instantly, and with little cost
to the user, it is understandable that creative economies might feel threatened by the

emergence of generative Al.

Naturally, the implications of this issue do not have to mean mass unemployment, but
rather professions shifting. However, there is a risk that professions will be divided more
clearly into well-paid jobs, such as technology development, and significantly lower paying
jobs like LLM content moderation [S97]. The number of workers required for the former
are vastly smaller than the latter, which means that LLM-economies might be enforcing

class divide.

This review found no mitigation solutions for this issue, as it is largely theoretical at the
moment. This naturally does not mean it should be ignored. More public and academic

discussion is vital, so societies are prepared to live with LLMs.

4.6.6 Training data pruning

This issue was identified in studies [S2, S52]. It is most closely related to the issue of the
cost of Al monitoring, described in section 4.7, but this issue refers more closely to the
pre-handling of training data. As has been described in this review, LLMs often source
their training material from the internet. This material contains unwanted, inappropriate,
content that designers usually do not want portrayed by the finalized model. To combat

this, the training data is pruned of the clearly improper content. While Al solutions are



4.6. SOCIETAL AND ENVIRONMENTAL WELL-BEING 47

used to assist in this, pruning requires human input to recognize and teach the AI what
actually is inappropriate. This means that human annotators must comb through vast
amounts of data that originates from the deepest recesses of human thought. Consistent

exposure to such materials can be emotionally damaging.

The process of data annotation is often outsourced to developing countries [S2]. This
means that this issue ties closely to the one regarding environmental inequality, as the
countries suffering from LLM development are not the same ones gaining their benefits.
Another relating issue is that biases are not global norms. The results of outsourced
annotations should not thus be expected to reflect the cultural values intended. For
example, consider an annotator that holds the belief that homosexuality is wrong. They
are likely to flag content regarding it in a positive or neutral light as inappropriate, even
if this was not the intention of the final LLM development team. The absence of data
points is difficult to notice but this type of scenario could easily contribute to lacking
representation of non-negative content, which in turn can lead to increased amounts of

toxic content.

4.6.7 Environmental impacts

This issue was identified in studies [S4, S17, S32, S42, S52, S71, S72, S81, S97, S101,
S106]. Although it is identified fairly often, it is one of the most excluded ones in this
review since there are not too many studies investigating the environmental impacts of

LLMs specifically. This is the result of LLMs sharing similar environmental impacts with
other AI, ML, and NLP applications.

A review on the risks posed by language models [S97] groups the environmental harms

caused by language models into four categories:

1. direct impacts from the energy used to train or operate the LM
2. secondary impacts due to emissions from LM-based applications

3. system-level impacts as LM-based applications influence human behavior (e.g. in-

creasing environmental awareness or consumption)

4. resource impacts on precious metals and other materials required to build hardware

on which the computations are run, such as data centers, chips, or devices
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A major challenge posed is the spread-out nature of these harms. The resource and
environmental impacts are felt far away from the users of LLMs [S71]. This nature of the
harms is also likely a contributing factor in the often-lacking reporting of their emissions.
Few operators publish figures that would allow proper examination of their environmental
impact [S106].

This all leads to significant challenges with responsibility regarding the environmental
impact of LLMs. As LLMs are gaining popularity, the emissions from their operation will
inevitably overshadow those of the training phase. This can mean that the responsibility
for energy and hardware use shifts to the end-users [S4]. Another topic of conversation
is whether researchers should take any responsibility for technologies they develop, but
do not use commercially [S106]. More efficient technologies do not seem to have positive

impacts on resource consumption, as newer models grow in scale, requiring more compute

[S106].

Environmental costs are also subject to prioritization [S17]. Methods to increase fair-
ness aspects in models also tend to decrease sustainability. Naturally, this means that
sustainability can be improved by reducing some fairness methods, making this a wicked

problem.

To reduce, or help combat, the environmental harms caused by LLMs, improved reporting
is considered vital [S17, S71, S81]. Proper and standardized reporting can help develop
more environmentally friendly LLMs and allows customers to choose products that share
their values. Other methods that developers can use include developing more efficient

solutions [S17, S32] and running their programs in more carbon friendly regions [S81].

Users can also contribute to the reduction of environmental impacts beyond their choice
of product. This can be furthered by practitioners informing them, for example, of the
most effective ways to use their programs [S4] and electricity recycling [S32]. It should
however be maintained that such actions alone do not make a company environmentally
friendly and do not reduce the responsibility practitioners have for their products’ climate

footprints.

4.6.8 Fairwashing

This issue was specifically identified in studies [S84, S106]. The issue is also implied
in many others that concern any sort of standardization process for LLMs. The term

fairwashing comes from the more often used greenwashing and pinkwashing, which mean
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efforts to make a company seem more environmentally or LGBTQIA+ friendly without
actually manifesting these qualities in their products and processes. This can be done for
marketing reasons or to direct public attention away from problematic issues. Fairwashing
can become an issue if LLMs are granted different certificates without reliable means of

verifying their compliance to the methods the certificate aims to measure.

The problems of fairwashing are not limited to certificates. Companies can market them-
selves based on certain chosen positive factors and remain quiet about others. To mitigate
this issue, in the context of environmental impacts, there is a suggestion that all compa-
nies need to fill out a climate performance model card, which could disclose the relevant

sustainability information but still protects the developed intellectual property [S106].

4.6.9 Replacement of traditional learning

This issue was identified in studies [S1, S2, S49, S53, S57]. It is closely related to the issue
of reduced value of education. This issue focuses more on the whole education system. The
challenges from the students’ perspective include loss of learning opportunities, increased
inequality and discrimination as detailed in section 4.5.6, and the ease of cheating. LLMs
can perpetuate loss of learning if used poorly. This can occur because language models
do not necessarily understand what is being taught and can provide irrelevant answers or

lead the learner astray.

From the point of view of the educators, the use of LLMs in the replacement of traditional
education has many ethical implications, starting with the fundamental one: is it ethical
to use Al in teaching? Especially for automated answer grading there is a plethora of

challenges, including giving and receiving feedback, trust, transparency, and cheating [S53,

S57).

These challenges are multiplied when considering children’s education. Young people
cannot be expected to understand the limits and risks posed by Al solutions which leaves
them in an especially vulnerable situation. Children’s tendency to divulge more personal
information than might be prudent is discussed in 4.3.2. An LLM grading and feedback
tool will also be vulnerable to all the issues of bias, toxicity and inequality discussed earlier,

which can amplify existing social imbalances.

As the use of Al tools for grading is still evolving, the use of such tools unmonitored
cannot be considered ethical [S53, S57]. The natural remedy for this situation is to have a

human in the loop for the foreseeable future and use LLMs as teachers’ assistants instead
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of their replacement. At the same time, it is crucial to teach critical thinking and Al
literacy from an early age [S2] because children will use and encounter these applications

almost certainly.

4.7 Accountability

The requirement of accountability stresses that Al applications must be responsible, and
that their use and content can be audited properly (EU High-Level Expert Group on Al,
2019). This requirement covers all phases of an application’s lifecycle, from development to
discontinuation. Along with auditability this requirement includes the principles of min-
imization and reporting of negative impacts, addressing trade-offs, and having processes

for redress when or if something does not go according to plan.

The distribution of identified issue amounts is detailed in Figure 4.8. The ethical issues

identified to connect with this requirement are the following:

o Corporate influence - large corporations having advantage and power in decisions

of future
o Cost of privacy - the cost of making sure an LLM and training data are private
e Cost of AI monitoring - the cost of retraining and monitoring LLMs

o Ambiguity of accountability - who is legally or ethically responsible for LLMs

effects

4.7.1 Corporate influence

This issue was identified in studies [S2, S10, S13, S25, S96, S101, S116]. It covers the
challenges posed by the fact that the field of LLM development is dominated by a few
gigantic operators and they are working largely unregulated. This makes it challenging
for smaller practitioners to enter the field and offers the current ones an oligopoly-type
of advantage, which these large corporations use - or at least can use - to reinforce their

situation.

The ways that the large corporations safeguard their positions in the market include ob-

scuring the training data and program code [S13] and controlling research by publications
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Figure 4.8: Identified issues relating to accountability.

and recruitment [S101, S116]. Preventing access to the data and training methods of
LLMs is in violation of the requirements of accountability and transparency, while con-
trolling research can be more ambiguous. Current research focuses on language model
technologies that require extremely large amounts of compute, such as the transformer ar-
chitecture. This means that smaller practitioners cannot afford to participate in the most
cutting-edge methods. The largest companies also tend to own the facilities that offer
the required cloud computing for these methods. This means that they can gate-guard
who gets access to the necessary resources, benefit financially from anyone entering the
field, and have instant access to new methods invented by those using their infrastructure.
All this combined means that there is a financial incentive for these companies to further

compute-heavy technologies and strive to block alternative avenues of research.

The increased popularity and performance of LLMs means that their demand will keep
growing, and new application avenues will emerge, both in private and government sectors.
This indicates that practitioners who control the development of LLMs will hold increasing
amounts of political and economic power [S101]. To mitigate this, legal limitations to this
power are suggested. To mitigate the problem of corporate controlled research, more

financial support for independent and critical research is called for [S101, S116].

While many studies naturally suggest or expect increased regulation to solve some issues
they detail, some studies specifically highlight that the use of LLMs should be regulated
more firmly to consider their ethical issues [S2, S10, S23, S25, S96], the avoidance of which
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is clearly an ethical issue itself. Increasing regulation could help increase societal discussion
regarding LLMs and generative Al applications. Without including more people in the
discussion, regulation and development can happen under the radar and it is possible that

risks posed to different walks of life are not noted.

4.7.2 Cost of privacy

This issue was identified in studies [S45, S56, S68, S89]. It deals with the fact that when
considering trade-offs made in LLM development, privacy is often one that can be dialed
down to improve efficiency, or simply profitability. While differentially private model
training is plausible, it is computationally extremely expensive and prone to reducing
accuracy in the application, as the trained model can fail to capture connections that are

obscured by privacy methods.

The massive amounts of training data make human overview of the material practically
impossible [S56, S89]. This in turn can lead to a reduced number of test cases and
understanding of the data that is being handled. Automated methods for increasing
privacy cannot be expected to detect content that is overlooked or unexpected within the
data.

Because improving model privacy is so expensive, forgoing it may be tempting when
creating a model for internal use [S45]. In these situations, it is important to remember
that such models should not be shared or used in situations where data leakage and other

privacy problems become more relevant.

There were no especially innovative methods identified for mitigating this issue. Since the
problem is that privacy preserving development is expensive, the solution is simple - spend
the resources necessary. At the very least, developers should be expected to declare the

trade-offs they have made in the creation of their application.

4.7.3 Cost of AI monitoring

This issue was identified in studies [S70, S83, S93|. In a similar vein to the previous issue,
it covers the trade-offs required to create a properly working and ethically aligned LLM.
After the model is trained, its performance needs to be continually monitored, tested,
and amended. This can be extremely expensive and labor intensive. What is noted as

especially expensive is re-training of models, which can be necessary for example when a
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new form of systemic bias is detected to exist in the model.

Similarly with the previous issue, the mitigation of this one is a matter of prioritization

and investment. The issue can be prevented, but it might not make fiscal sense.

4.7.4 Ambiguity of accountability

This issue was identified in studies [S13, 526, S28]. It is related to the principle of au-
ditability in the sense that Al applications’ decision-making processes and data should be
assessable. The issue is also closely related to many that are discussed in Section 4.4. The
primary challenges of ambiguity are that LLMs by their nature do not clearly emulate
any specific parts of their training data. This has implications for copyright and academic
referencing. One cannot be certain when their copyrighted content is being used without

declaration.

This issue is also relevant when considering toxic or other inappropriate content [S13]. If
the output created by an LLM, for example a Tweet, breaks a service’s user agreement or
is deemed illegal, the responsibility is difficult to pinpoint. An argument could be made
that the person(s) responsible are the ones who made the content that the model was
trained on, or the developers of the model, or the publisher of the model, or the user who
operated the instance of the LLM. Because of this, things can get convoluted easily which

can in turn lead to an increase of toxic content around the internet.

The clear mitigation method for this issue is enforcement of accountability through reg-
ulation. The ambiguity of the issue and the huge financial stakes are sure to make such

political debate challenging.
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As LLMs have reached a point where they can be deployed for everyday use in a wide
array of applications, their weaknesses need to be considered along with their strengths.

The fact that these tools work, and they often work well, means they will be used.

This review identified 39 recurring issue types mapped across all the requirements de-
tailed in the EU guidelines for trustworthy AI (EU High-Level Expert Group on Al,
2019): human agency and oversight, technical robustness and safety, privacy and data
governance, transparency, diversity, non-discrimination and fairness, environmental and
societal well-being, and accountability. The identified issues are presented in Table 5.1

and also described with brief explanations in Appendix B.1.

This chapter presents discussion about the weaknesses or threats that LLMs can, and do,
exhibit. Section 5.1 presents future research topics that were identified in this review.
Section 5.2 contains discussion about other implications regarding LLMs. Sections 5.3
and 5.4 discuss the benefits that can be gained from this review, and possible threats or

limitations to its validity and quality.

5.1 Potential research directions

Education. The education sector is one that is presumed to be shaken the most by the
popularization of LLMs. This combined with the vulnerability of children using these
systems means that it is vital to consistently observe how LLMs affect learning. Because
of the rapid introduction rate of LLMs to public use, there is going to be at least one
generation of people who will functionally be test subjects whether this is desired or not.
LLMs will be used by students as learning aides or as cheating tools - probably both -
and there is no previous data to indicate how such powerful tools will affect the learning

outcomes.

This all means that consistent research is essential. Results must also be shared between
different institutions and countries. The undeniable power of LLMs means that those who
use them the best will gain a huge advantage over those who do not. The changes that are

foreseen for the education sector are so many that separating specific research directions



5.1. POTENTIAL RESEARCH DIRECTIONS

95

Issue name

EU requirement

Loss of learning or the ease of cheating
Fake news or misinformation

Echo chambers

Self-acting Al

Influence through suggestions

Manipulation

Human agency and oversight

Inaccurate results
Dangerous content
Alignment

Bias scoring and solutions

Data leakage or unintended memorization

Technical Robustness and safety

Data gathered without consent
Privacy and data security

Data management

Privacy and data governance

LLM as an author

Academic integrity or source tracking
Unfair decision making

Lack of transparency

Copyright infringement

Unfactual training data

Transparency

Biased training data or outputs

Leads to discrimination

Fairness and biases are not global norms
Non-binary gender neglected

Sexism, racism, etc.

Promotes inequality

Diversity non-discrimination and

fairness

Loss of social skills

Reduced value of education

Paper or crediental generation
Purposeful toxic or immoral content
Job loss or class divide

Training data pruning
Environmental impacts

Fairwashing

Replacement traditional learning

Societal and environmental

well-being

Corporate influence
Cost of privacy
Cost of AT monitoring

Ambiguity of accountability

Accountability

Table 5.1: Identified issues and their mappings to the EU requirements
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is difficult. The need to develop and use teaching methods that adapt to a world of LLMs
is recognized in a wide array of studies [S1, S5, S7, S26, S29, S30, S33, S34, S49, S52, S59,
S70, S90, S98, S103, S110].

LLMs are often applauded for their ability to summarize text. This can be seen as es-
pecially useful for students but is naturally not limited to education and academia. The
emergence of widely used text summarization tools posits an interesting question for future
study: could it lead to an equivalent of "search engine optimization'? It would seem a nat-
ural development for book, and other content, publishers to consider how their products
might be summarized by an LLM. For example, consider a situation where a university
professor is looking for a new course book from among many others and asks an Al so-
lution to summarize these books and assess their validity for teaching the level of course
being planned. It is clear that there is a competitive advantage to be had for the book

that is summarized the best - regardless of the quality of the whole content.

Environmental issues. Most current research studying the emissions of LLMs focuses
on the training phase [S97]. An interesting, and ever more relevant, research avenue
would be to study the models’ energy use and other emissions during inference time and
possible retraining. The environmental issues associated with LLMs in combination with
the modern strive to integrate them with search engines also poses an important research
topic. How much more compute, and thus natural resource, intensive does a single search

become when it is combined with NLP?

There is a lot of ongoing research regarding the environmental costs of LLMs, and Al
solutions in general. Much of this research focuses on making the tools more efficient.
While relevant and called for, such results are often made redundant because improved
efficiency is translated to larger models [S81, S106]. More research resources are needed for
solutions that improve the sustainability of LLM development and operation without just
enabling increased performance. Such resources might include different ways to publicize
or report the natural resources used by an LLM, or whole new technologies instead of
improvements on the current state-of-art. Some suggested approaches to reducing the
environmental impact of LLMs include more specialized - smaller or distilled - models,

and increased focus on downstream impacts [S17].

ATl generated content. As the internet is starting to include more and more content
produced with generative AI solutions, it is becoming crucial to understand how new
models will act when trained on - at least partly - Al-generated data. There is currently

lots of pressure regarding the identification of LLM-generated content, both watermark-
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type of identifications embedded in the text and tools to recognize such content when
encountered [S9, S20, S23, S24, S25, S28, 529, S31, S34, S35, S43, S44, S60, S62, S96,
S103]. These are both very valuable research subjects, but it would make sense to operate

under the assumption that they might not work.

There needs to be more knowledge about how model training responds when parts of the
training data are synthetic. Especially interesting is what happens to minority voices in
these instances. If LLMs are already neglecting groups that are not well represented in
their training data [S2, S5, S12, S17, S30, S46, S49, S58, S69, S72, S73, S77, S80, S81, S84,
S89, S93, S97, S98, S104, S109, S116], will this issue become multiplied if future LLMs

are trained on content created by the earlier generation?

Automated code generation. Another interesting topic is automatic code generation.
There are many studies regarding this, and it is already being used in the industry, schools,
and private individuals. Due to a lack of ethical discussion in these studies, many were

excluded from this review.

A study reviewing current techniques of using LLM programming assistants could prove
valuable. What might be especially relevant would be to study completed projects that
used automatic code generation and that have been in production for a longer time.
Have the developers found any significant differences in debugging and maintaining these

programs as opposed to "traditionally" produced ones?

A worrisome implication of automated code generation is that current LLMs are usually
frozen in time. This means that there may be known vulnerabilities lurking in the models’
knowledge base, which is the case at least with GitHub Copilot [S14]. While it might give
criminal elements tools, proving that widely used LLMs suggest known vulnerabilities -
such as outdated or unsupported libraries - would be very important. Better that such
weaknesses are shown publicly than allowing them to be discovered by people who seek

to abuse them.

Bias reduction. Given that the existence of biases in LLMs was the most identified issue
in this review, there is no doubt that it is being studied actively. There are many different

topics of study around this topic, from the mechanical to the theoretical.

Some of the technical methods that could be improved or developed to reduce biases in
LLMs include creation of curated datasets [S93, S94, S113|, using other LLMs to im-
prove existing ones [S35, S46], and other solutions like improving the model fine-tuning or
generating better tests [S16, S42].
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On the more theoretical side, there is a need to create better bias identifying frameworks
and legislation to mandate them [S15, S48, S116]. Even though the creation of a universal
bias taxonomy seems impossible, improvements can still be achieved. There is a call for
the development of bias validation tools or suites [S65, S67]. Although several studies that
were reviewed [S79, S85, S116] do develop and suggest such methods, they also admit that

currently no single framework can cover all the issues.

Miscellaneous research suggestions. One interesting future research topic would be
to analyze different solutions publicized, or hypothesized, that use LLMs. Such research
could observe how much ethical issues are considered in the context of the presented
solution. For example, for a study detecting signs of depression by using an LLM, does it
consider any ethical implications? Are the implications mentioned overshadowed by the

enthusiasm about the solution being studies (Inioluwa et al., 2022)7

More intersectional study of these ethical issues is sorely needed [S15, S105]. It is un-
derstandable from a research setup point of view that current research focuses on narrow
subjects, but ethical issues do not exist in a vacuum. They often form wicked issues, where
mitigating one exacerbates the other. An example of this would be applying differential
privacy to training data which naturally increases privacy, but at the same time masks

any possible biases inherent in the data [S68].

5.2 Other implications

In a way, large language models are much like children. They do not understand the
concept of lying, why it is wrong, and what are its implications. There is no implicit
rhyme or reason to why and when they produce untruths. This is normal for a learning
intelligence. What is strange is that our society is on its way to allowing these computer-
children to aid us in making decisions about ourselves and others, write and read our

messages for us, and in general run more aspects of our lives.

The results of this review show that there are both demonstrated and theoretical issues
related to LLMs in all requirement areas of the EU ethics guidelines for trustworthy Al
(EU High-Level Expert Group on Al, 2019). This means that there should be serious
considerations about the use of language models in general. Many of the issues identified
concern the concepts of current LLM solutions rather than unethical methods or negli-
gence. For example, the concepts of bias or fairness are something that humanity has not

been able to define on a non-subjective level.



5.2. OTHER IMPLICATIONS 99

Training data. Many of the issues identified are closely related to the training data
used. The data contains biases, hate speech, and personal information and it is often
unethically gathered without the consent of the original owner or creator of the data. The
vast amounts of data also mean that vetting them is, quite literally, humanly impossible.
If the training data causes models to behave in an unwanted manner, and the data cannot
be curated, there is no clear solution for this. This problem can be approached from two
directions: the training data can be curated and handled more ethically, and the unwanted
behavior can be accepted. What needs to be decided is how much dataset curation and
scaling down of models - essentially slowing of progress - can be demanded and what level

of unwanted function can be accepted.

What is a disturbingly rarely discussed issue is the labeling of unethical data, observed
specifically only in two studies [S2, S52|. Labeling data means that a handler goes through
data associated with an LLM’s training or output and defines if it is considered unwanted -
for example being racist, too sexual, or too violent. This process must be done by humans
- how else could an AI be trained to identify such issues? This means human handlers
must be consistently exposed to the darkest recesses of human action and imagination,
something that would almost certainly be defined as torture was it done involuntarily. This
work is often outsourced to developing countries, in OpenAl’s case Kenya (Perrigo, 2023),
where people choosing between working and life-threatening poverty cannot be necessarily

called "voluntary".

Toxic content. While it can by no means be considered a solved problem, modern
mechanisms for reducing toxic content seem to work at least on some level. The vulgarity,
which will not be reiterated here, that has been discovered in sentence-completion studies
that were published in 2022 on older LLMs such as GPT-2 [S73, S74, S75] is on a whole
other level compared to more recent studies. Based on brief trials, most of the prompts

that cause GPT-2 to generate toxic content do not have the same effect on ChatGPT.

But the reduction of toxicity and biases is itself prone to biases - developers focus on what
they feel (or are told) is most important. While an observable change can be seen between
studies done on GPT-2 and GPT-3 with regards to gender and LGBTQIA+ bias, GPT-3
still produces, for example, incredibly offensive remarks about Muslims [S83]. This raises
several questions: can we presume that all harmful biases will be dealt with in their own
time, and what is the correct order for resolving these? Should Muslims be required to
endure biased language models until we have sufficiently "solved" gender bias? Religion

does seem to be at a very low priority for LLM developers. One bias-reducing method
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was used to reduce gender bias three years earlier than it was ever applied to reducing

religious bias [S85].

Ruha Benjamin (2019) eloquently portrays the challenges inherent in LLM training data
and their potential for toxicity: “Feeding Al systems on the world’s beauty, ugliness, and

cruelty, but expecting it to reflect only the beauty is a fantasy.”

Human agency. The threat that LLMs might cause people to become lazy and stop
learning is a widely discussed one [S1, S5, S7, S26, S28, S29, S30, S31, S33, S34, S42,
S49, S59, S63, S70, S90, S98, S100, S103, S108, S110]. These concerns cannot be ignored,
but their gravity is up for debate. A very similar discussion has occurred regarding for
example use of the internet in general, and more specifically Wikipedia, in education. One
might also consider that there were serious fears that people would lose their ability to
count with the introduction of calculators. When having a discussion regarding LLMs
effect on new generations, we must be careful not to get lost in baseless intergenerational

conflict and focus on actual phenomena.

To preserve human agency, there is a call for having a human in the loop to oversee
AT produced content [S19, S30, S52, S62]. This is especially prevalent in Section 4.1,
more specifically regarding manipulation and self-acting AI. Having a human "referee" the
content might however prove to be challenging for a multitude of reasons. The amount of
content that can be produced by LLMs is so staggering that the number of humans needed
to monitor them properly is not feasible. Also, the capacity of LLMs to manipulate makes
content review extremely difficult for humans - when presented with just one seemingly

well-reasoned argument, it is not simple to know how to question it.

A logical solution for the challenges of having a human in the loop is to have a human
assisted by AI. This in turn poses questions about when a human is actually making
a decision (Ollila, 2019). If a reviewing human is given content filtered by a machine,
accompanied by the machine’s pre-calculated opinion of whether the content is right or

wrong, is the human actually making their own decision?

The issues of unfair decision making in relation to LLMs can be expected to become more
relevant in the future, as language models are implemented more into our daily lives. If, for
example, a financial institution starts using LLM-powered interactive chatbots to handle
customers applying for products, such as mortgages, the possible allocational harms will
have a very real effect on people’s lives. These types of outcomes have already been
demonstrated many times with other Al applications (Inioluwa et al., 2022) and there is

no reason to assume LLMs would be immune to them.
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5.3 Potential benefits of this review

The knowledge and understanding of the issues presented in this review are helpful for
practically anyone. Different AI solutions are currently being deployed all around us by
governments, companies, and individuals. LLMs are rapidly joining this group and sup-
plying applications on very important subjects. Understanding the threats and problems
these applications have is a vital skill in modern society. This review brings together much
of the discussion and challenges that are related to LLMs. The rest of this section details

specific groups that can benefit from the findings of this review.

Legislators. Understanding the issues that are prevalent, or predicted, with LLMs is
crucial to creating new regulation for them. The promised benefits of LLMs are vast,
and the companies promising them powerful lobbyists. It is prudent for legislators to be

vigilant and ensure that LLM creators are required to operate ethically.

The presented issues are also vital for the consideration of oversight methods. As this
review has shown, there are significant issues related to certifications on responsibility.
Any single certificate most likely cannot be trusted to achieve its intended results, so

oversight and governance methods must be kept up to date and scrutinized constantly.

Developers. One might argue that the results of this review are most important for LLM
developers, both companies and individual people. The results give concrete pointers as
to where an LLM might go ethically or practically wrong when it is being developed.
This review cannot be used as a direct guideline, but a developer wishing to create an

application that is as ethical as possible would gain much insight from these results.

What is especially important for developers is to understand the limitations of LLMs
when it comes to code generation. The models are trained on massive amounts of data,
which means that the programming solutions they provide reflect the average skill set
[S14]. Average, by definition, is not the best practice available. Knowing when and how
to question Al suggestions is a vital skill for future programmers - and in fact, anybody

using Al assistants for any reason.

Understanding these limitations is very important for companies that employ program-
mers. [t may be tempting to allow an Al to do more of the development work, but this
might mean that there is no human that understands how their programs work. This might
expose them to unexpected challenges down the road. If the discussed threats of gener-

ated code vulnerability detailed earlier come true, applications developed "by" well-known
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LLMs are in an extremely dangerous position.

Researchers and academics. Conducting research in the era of widespread LLMs is
going to be quite different from what most researchers are used to, and how the academic
world is built. This review details several ethical issues that must be dealt with and
considered in academic circles. As language models become more eloquent, they can
aid research magnificently but at the same time they offer new methods of academic

misconduct.

When conducting research, even completely honestly, one must be keenly aware of the
limitations of the tools used. Any content created with the aid of an Al tool should be
treated as suspect, and the tool’s user must always consider what is being left unsaid by
the tool, and whose work is being used. The results of this review could also help in the

creation of guidelines to mitigate some of these issues.

Educators. LLMs will be used by students, this cannot be denied. The utility these
tools provide is simply too tempting to assume they would be left unused, even if they
were prohibited. Something that this review did not tabulate as a possible solution for
ethical issues caused by LLMs in education is prohibiting them. This was referred to in
multiple studies, but without exception in the context of "some have resorted to this" (e.g.
[S108, S110]). No study reviewed suggested this themselves. This makes sense, since if

prohibition worked against cheating, it would have been solved at the dawn of education.

The future implications that LLMs will have in education still remain to be seen. This
review can provide educators with some ideas as to what the anticipated risks and im-
plications are. There are many things to look out for: cheating, loss of social skills,
misunderstanding teaching purposes, and losing respect for education, to name a few.
Being aware of these risks, educators can adapt their teaching methods and tools to cope
with them.

The question of using Al as a teacher’s assistant is also very relevant. Before considering
using, for example, automated essay grading done by LLMs, educators would do well to

understand all the risks and issues inherent in them.

LLM users. If it does not already, eventually this group of people is likely to encompass
every individual living in a modern society. The number of LLM applications affecting
everyday life can only be expected to rise. Therefore, being aware of the risks they pose is
extremely important for everyone. The media exposure Al applications get tends to focus

on successes and grand failures. This means that the more subtle issues can be left out of
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public discourse. Knowing how to discuss and consider at least some of the ethical issues
inherent in LLMs is a vital skill.

Media. Journalists can use the findings of this review to guide their reporting topics
and give them more context about what sort of issues can exist in LLMs. In addition
to this, media can consider their share of the responsibility about the workings of LLMs,
the training corpora after all includes not-insignificant amounts of media content. This in
turn can lead models to make connections that do not represent the real state of things
[S81]. As media tends to report on the more dramatic and exceptional issues, they can
become the norm for an ML solution being trained on such materials. For example, if
most news articles containing the word "protest" also contain the word "violent" or "riot"
in close proximity, a model being trained on these articles will associate these concepts.
This association might then be represented in the model’s outputs as a tendency to write

about protests as being by default violent.

People generating textual content for a living are likely to find LLMs as writing assistants
extremely tempting. While these applications can improve output amounts and quality,
it is crucial to consider if they are subtly affecting the writer’s opinions as discussed in
Section 4.1.5.

5.4 Limitations and potential threats to validity

This review has been conducted by following the methods detailed by (Kitchenham and
Charters, 2007) as much as possible. The main exception is that no quality assessment
was done to the studies reviewed. This is because of the subjective nature of ethical issues
that this review concerns - one cannot measure the quality of a conceptual observation.

Because of this limitation, it was decided that even the empirical studies are not evaluated.

The lack of quality evaluation means that the amounts of identified issues cannot be
directly compared. One reviewed study might merely mention a potential future risk, and
another might demonstrate an issue with LLM outputs in an empirical manner. However,
this does not mean that the results achieved are not valuable - relevant issues and topics
of conversation or future study are identified. Their relevance is not insignificant even if

they cannot be directly compared to each other.

The identification of ethical issues is naturally very subjective. The choice and relevance of

these issues is clearly affected by the author’s values and opinions as to what is important.
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This can cause issues with the reproducibility of this review as another reviewer would not
be likely to end up with identical categories. Similar issues are apparent with the mappings
of the identified issues to the EU requirements for trustworthy AI. The arguments for these

subjective decisions have been given in chapter 4 with the presentation of each issue.



6 Conclusions

This review conducted a systematic literature review of 116 studies that discuss ethical
issues related to large language models at least on some level. The issues were grouped
into 39 distinct, recurring, categories. These issues were then mapped into the seven
requirements that are listed in the EU Ethics guidelines for trustworthy Al (EU High-
Level Expert Group on Al, 2019): Human agency and oversight; Technical robustness and
safety; Privacy and data governance; Transparency; Diversity, non-discrimination and

fairness; Societal and environmental well-being; Accountability.

The mappings indicate that there are significant ethical issues related to every single
one of the requirements for trustworthy AI. While many of these issues could be fixed
with improved methods and technologies, some of them are fundamental to LLMs. Some
examples of the fixable issues are problems with private information in training data and
the natural resource consumption related to current models. One of the most identified
issues on the other hand is not something that can be expected to be solved through
technical research alone: the data used to train LLMs will always be biased, since there is
no global understanding of what "unbiased data" might mean. Biased training data will

result in biased outputs.

This review presents an overview of the current state of discussion and worries about the
increasing usage of LLMs. The findings indicate that there is quite a bit of discussion
related to these issues, much of it academical. Practical actions and solutions are not very
prevalent. When this is compared to the hype that is surrounding the development and

application of LLMs, there is a clear discrepancy.

Based on the results of this review, current LLM solutions pose drastic problems from
every ethical viewpoint. It might make sense to pause their publication and see if these
issues can be addressed on a general level. At the same time, societies should consider
what it is that LLMs are offering, and what is the price we might have to pay for it.
International competition naturally will not allow this to happen but hopefully societal
awareness, and responsibility, regarding these issues will increase. We would all do well to
remember the words, and events, of a 1993 movie: "Your scientists were so preoccupied
with whether they could, that they didn’t stop to think if they should".
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R.; Rana N.P.; Rehm S.-V.; Ribeiro-Navarrete S.; Richter A.; Rowe F.; Sarker S.; Stahl B.C.; Tiwari
M.K.; van der Aalst W.; Venkatesh V.; Viglia G.; Wade M.; Walton P.; Wirtz J.; Wright R.
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Issue

Issues relating to...

EU Requirement

Ambiguity of account-
ability

Corporate influence
Cost of privacy

Cost of AT monitoring
Biased training data or
outputs

Discriminatory results
Lack of global definition

for bias or fairness

Non-binary gender ne-

glected

Toxic content

Promotes inequality

Loss of learning or the
ease of cheating

Fake news or misinfor-
mation

Echo chambers

who is legally or ethically responsible for LLMs
effects

large corporations having advantage and power
in decisions of future

the cost of making sure an LLM and training
data are private

the cost of retraining and monitoring LLMs

general concerns of biases regarding LLMs

documented discrimination or practical concerns

about biases

applying fairness in different contexts

how bias tests only reflect on binary gender

toxic outputs of LLMs

how LLMs offer possibilities and tools in an un-

equal manner

LLMs enabling cheating and reducing need to

learn

LLMs generating and spreading misinformation

formation of content echo chambers and the

"yea-sayer effect"

Accountability

Accountability

Accountability

Accountability
Diversity,
discrimination
fairness
Diversity,
discrimination
fairness
Diversity,
discrimination
fairness
Diversity,
discrimination
fairness
Diversity,
discrimination
fairness
Diversity,
discrimination
fairness
Human
oversight
Human
oversight
Human

oversight

agency

agency

agency

non-

and

non-

and

non-

and

non-

and

non-

and

non-

and

and

and

and
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Issue

Issues relating to...

EU Requirement

Self-acting Al

Influence through sug-
gestions

Manipulation

Data gathered without
consent

Privacy and data secu-
rity

Data management

Replacement of tradi-
tional learning
Reduced value of educa-
tion

Loss of social skills

Paper or crediental gen-
eration

Purposeful toxic or im-
moral content

Job loss or class divide
Training data pruning
Environmental impacts
Fairwashing

Bias scoring and solu-
tions

Data leakage or unin-

tended memorization

Inaccurate results

AT making unmonitored decisions, (does not
mean general AT)

writing assistants influencing user output, even
opinion
LLMs
used/designed for that purpose

being  manipulative, or  being

ethics of the gathered training data

general concerns of privacy and data security

challenges with managing the vast amounts of
data LLMs deal with

learning contexts becoming blurred, ethical is-
sues with automatic grading

over-reliance on technology, degrees attained
without proper knowledge

how an abundance of Al solutions in education
can reduce human contact

inflated number of papers, contributing to the
"Matthew effect"

unethical use of LLMs, e.g., misinformation or
(cyber)crime

widespread use of LLMs leading to job loss and
societal shift

the human cost of de-toxifying training data

environmental cost of training and using LLMs

how certificates could be used to polish company
image

existing bias mitigation techniques

LLMs memorizing content verbatim and it being
extracted

LLMs producing unfactual content

Human agency and
oversight
Human agency and
oversight
Human agency and
oversight

Privacy and data gover-
nance

Privacy and data gover-
nance

Privacy and data gover-
nance
Societal and environ-
mental well-being
Societal and environ-
mental well-being
Societal and environ-
mental well-being
Societal and environ-
mental well-being
Societal and environ-
mental well-being
Societal and environ-
mental well-being
Societal and environ-
mental well-being
Societal and environ-
mental well-being
Societal and environ-

mental well-being

Technical robustness
and safety
Technical Robustness
and safety
Technical  robustness

and safety




Appendix B

Table B.1: Ethical issue categories identified.

iii

Issue

Issues relating to...

EU Requirement

Dangerous content

Alignment

LLM as an author

Academic integrity or

source tracking

Unfair decision making

Lack of transparency

Copyright infringement

Unfactual training data

factually unsafe content produced by LLMs

LLMs functioning in alignment with human
ethics

ambiguity of having an LLM be a co-contributor
in scientific publishing

LLMs hallucinating references or their output
being unverifiable

fairness that might not be directly related to dis-
crimination

transparency of LLMs, or lack thereof
LLM-produced content being in violation of
copyright

LLM training data being of poor quality and be-

coming outdated

Technical robustness
and safety
Technical robustness
and safety

Transparency

Transparency

Transparency

Transparency

Transparency

Transparency
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